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Abstract— Botnet is most widespread and occurs commonly
in today‘s cyber attacks, resulting in serious threats to our
network assets and organization’s properties. Botnets are
collections of compromised computers (Bots) which are
remotely controlled by its originator (BotMaster) under a
common Commond-and-Control (C&C) infrastructure. They
are used to distribute commands to the Bots for malicious
activities such as distributed denial-of-service (DDoS) attacks,
spam and phishing. Most of the existing Botnet detection
approaches concentrate only on particular Botnet command
and control (C&C) protocols (e.g., IRC,HTTP) and structures
(e.g., centralized), and can become ineffective as Botnets
change their structure and C&C techniques.

In this paper, we proposed a new general detection framework.
This proposed framework is based on finding similar
communication patterns and behaviors among the group of
hosts that are performing at least one malicious activity. The
point that distinguishes our proposed detection framework
from many other similar works is that there is no need for
prior knowledge of Botnets such as Botnet signature.
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L INTRODUCTION

Nowadays, the most serious manifestation of advanced
malware is Botnet. To make distinction between Botnet and
other kinds of malware, we have to comprehend the concept
of Botnet. For a better understanding of Botnet, we have to
know two terms first, Bot and BotMaster and then we can
properly define Botnet. Bot — Bot is actually short for robot
which is also called as Zombie. It is a new type of malware
[1] installed into a compromised computer which can be
controlled remotely by BotMaster for executing some orders
through the received commands. After the Bot code has been
installed into the compromised computers, the computer
becomes a Bot or Zombie [2]. Contrary to existing malware
such as virus and worm which their main activities focus on
attacking the infecting host, bots can receive commands from
BotMaster and are used in distributed attack platform.

BotMaster — BotMaster is also known as BotHerder, is a
person or a group of person which control remote Bots.
Botnets- Botnets are networks consisting of large number of
Bots. Botnets are created by the BotMaster to setup a private
communication infrastructure which can be used for
malicious activities such as Distributed Denial-of-Service
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(DDoS), sending large amount of SPAM or phishing mails,
and other nefarious purpose [3, 4, 5,6].

The main difference between Botnet and other kind of
malwares is the existence of Command-and-Control (C&C)
infrastructure. The C&C allows Bots to receive commands
and malicious capabilities, as devoted by BotMaster. The
first generation of Botnets utilized the IRC (Internet Relay
Chat) channels as their Common-and-Control (C&C)
centers. The centralized C&C mechanism of such Botnet has
made them vulnerable to being detected and disabled.
Therefore, new generation of Botnet which can hide their
C&C communication have emerged, Peer-to-Peer (P2P)
based Botnets. The P2P Botnets do not suffer from a single
point of failure, because they do not have centralized C&C
servers [6, 7]. Recently researches have proposed some
approaches and techniques [8,9,10,11,12,13] for detecting
Botnets. Majority of these approaches are developed for
detecting IRC or HTTP based Botnets[8,9,13]. For instance,
BotSniffer[11] is designed especially for detecting IRC and
HTTP based Botnets. Rishi[9] is also designed for detecting
IRC based Botnets with using well-known IRC bot nickname
patterns as signature. But recently we have witnessed that
structure of Botnets moved from centralized to distributed
(e.g., using P2P [14,15]). Consequently, the detection
approaches designed for IRC or HTTP based Botnets may
become ineffective against the new P2P based Botnets.
Therefore, we need to develop a next generation Botnet
detection system, which is effective in the face of P2P based
Botnets as well

We proposed a new general framework for detection of
Botnets that currently targets P2P based Botnets, however
the framework has the capability of adding another
component for centralized Botnets. This framework at one
stage monitors the group of hosts that perform at least one
malicious activity and then try to find the hosts that show
similar communication and behavior patterns.

The rest of the paper is organized as follows. In Section
2, we review the related work. In section 3, we describe our
proposed detection framework and all its components and
finally conclude in section 4.

II. RELATED WORK

There are many techniques for detection of Botnets.
However, there are two essential techniques for Botnet
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detection: setting up honeynets and passive network traffic
monitoring [16]. Many papers discussed about using
honeynets for Botnet detection [5,3,17,21]. But we have to
take into consideration that honeynets cannot detect bot
infection most of the times and is just good for
understanding Botnet characteristics. For identifying the
existence of Botnets in the network, passive network traffic
monitoring is helpful. This technique can be classified into
signature-based, anomaly-based, DNS-based, and mining-
based. Signature-based detection techniques can just be used
for detection of recognized Botnets. Therefore, this solution
is not functional for unknown bots. Anomaly-based
detection techniques attempt to detect Botnets based on
several network traffic anomalies such as high network
latency, high volumes of traffic, traffic on unusual ports,
and unusual system behavior that could indicate presence of
malicious bots in the network [20]. DNS-based detection
techniques are based on DNS information generated by a
Botnet. As mentioned before, bots normally begin
connection with C&C server to get commands. In order to
access the C&C server bots carry out DNS queries to locate
the particular C&C server that is typically hosted by a
DDNS(Dynamic DNS) provider. Therefore, it is feasible to
detect Botnet DNS traffic by DNS monitoring and detect
DNS traffic anomalies [21, 22].

Data mining techniques are also can be used to detect
Botnets. Geobl and Holz [9] proposed Rishi in 2007. Rishi
is based on traffic monitoring for IRC servers, suspicious
IRC nicknames and uncommon server ports. They use n-
gram analysis and a scoring system to detect bots that use
unusual communication channels, which are commonly not
detected by standard intrusion detection systems [9]. This
technique cannot detect non-IRC Botnets as well as
encrypted communication. Masud et al. [23] proposed
efficient flow-based Botnet traffic detection by mining
multiple log files. They used several log correlation for
C&C traffic detection. This technique is applicable to non-
IRC Botnets. Because this method does not require access to
payload content, it is applicable even if C&C payload is not
available or encrypted[23].

III. PROPOSED BOTNET DETECTION FRAMEWORK AND
COMPONENTS
Our proposed framework is based on passively

monitoring network traffics. Figure 1 shows the architecture
of our proposed Botnet detection system, which consist of 4
main components: Filtering, Application Classifier, Traffic
Monitoring, Malicious Activity Detector. Filtering is
responsible to filter out irrelevant traffic flows. The main
benefit of this stage is reducing the traffic workload and
makes application classifier process more efficient.
Application classifier is responsible for separating IRC and
HTTP traffics from the rest of traffics. Malicious activity
detector is responsible to analyze the traffics carefully and
try to detect malicious activities that internal host may
perform and separate those hosts and send to next stage.
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Traffic Monitoring is responsible to detect the group of
hosts that have similar behavior and communication pattern
by inspecting network traffics.

Netwerk Traffics

Applicaten
Centralized part

Traffic Mornitonng

Figure 1: Architecture overview of our proposed detection framework

A. Filtering

Filtering is responsible to filter out irrelevant traffic
flows. The main objective of this part is for reducing the
traffic workload and makes the rest of the system perform
more efficiently. Figure 2 shows the architecture of our
filtering system In Cl, we filter out those traffics which
targets (destination IP address) are recognized servers and
will unlikely host Botnet C&C servers. In C2, we filter out
traffics that are established from external host towards
internal hosts. In C3, we filter out handshaking processes
(connection establishments) that are not completely
established. Handshaking is an automated process of
negotiation that dynamically sets parameters of a
communications channel established between two entities
before normal communication over the channel begins. It
follows the physical establishment of the channel and
precedes normal information transfer [24].

Figure 2: Traffics filtering stages

B. Application Classifier

Application Classifier is responsible to separate IRC and
HTTP traffics from the rest of traffics and send them to
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Centralized part. For detecting IRC traffics we can inspect
the contents of each packet and try to match the data against
a set of user defined strings. For this purpose we use
payload inspection that only inspects the first few bytes of
the payload and looking for specific strings. These IRC
specific strings are NICK for the client’s nickname, PASS
for a password, USER for the username, JOIN for joining a
channel, OPER that says a regular user wants to become a
channel operator and PRIVMSG that says the message is a
private message.[25] Using this strategy for detecting IRC
traffic is almost simple for most network intrusion detection
software like Snort.[19]. In some cases botmasters are using
encryption for securing their communication that make
using packet content analysis strategy useless. This issue

actually is not our target here. In next step, we also have to
separate Http traffics and send to Centralized part. For this
purpose we also can inspect the first few bytes of Http
request and if it has certain patterns or strings, separate it
and send it to centralized part. For detecting Http traffics we
focus on concept of Hittp protocol. Like most network
protocols, HTTP uses the client-server model: An HTTP
client opens a connection and sends a request message to an
HTTP server (e.g. "Get me the file 'home.html™); the server
then returns a response message, usually containing the
resource that was requested("Here's the file", followed by
the file itself). After delivering the response, the server
closes the connection (making HTTP a stateless protocol,
i.e. not maintaining any connection information between
transactions)[26]. In the format of Http request message, we
are focusing on Http methods. Three common Http methods
are “GET”, “HEAD”, or “POST” [26].

Therefore we inspect the traffics and if the first few
bytes of an Http request contain “GET”, “POST” or
“HEAP”, it’s the indication of Http protocol and will
separate those flows and send them to Centralized part.
After filtering out Http and IRC traffics, the remaining
traffics that have the probability of containing P2P traffics
are send to Malicious Activity Detector. However in parallel
we can use other approaches for identifying P2P traffics.
We have to take into consideration that P2P traffic is one of
the most challenging application types. Identifying P2P
traffic is difficult both because of the large number of
proprietary p2p protocols, and also due to the deliberate use
of random port number for communication.

Payload-based classification approaches customized to
p2p traffic have been presented in [29, 28], while
identification of p2p traffic through transport layer
characteristics is proposed in [27]. Our suggestion for using
specific application or tools for identifying P2P traffics other
than sending remaining traffics is use of BLINC [30] that can
identify general P2P traffics. In contrast to previous methods,
BLINC is based on observing and identifying patterns of
host behavior at the transport layer. BLINC investigates
these patterns at three levels of increasing detail (i) the
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social, (ii) the functional and (iii) the application level. This
approach has two important features. First, it operates in the
dark, having (a) no access to packet payload, (b) no
knowledge of port numbers and (c) no additional information
other than what current flow collectors provide.[30]

C. Malicious Activity Detector

In this part we have to analyze the outbound traffic from
the network and try to detect the hosts that are performing at
least one malicious activity. Each host may perform
different kind of malicious activity but Scanning,
Spamming, Binary downloading and exploit attempts are
the most common and efficient malicious activities a
botmaster may command their bots to perform [33, 17, 34].
In this paper we just focus on scanning and spam-related
activities. The outputs of this part are the list of hosts which
performed malicious activities.

1) Scanning: Scanning activities may be used for
malware propagation and DOS attacks. There has been little
work on the problem of detecting scan activities. Most scan
detection has been based on detecting N events within a
time interval of T seconds. This approach has the problem
that once the window size is known, the attackers can easily
evade detection by increasing their scanning interval.
Snort[19] are also use this approaches. Snort version 2.0.2
uses two preprocessors. The first is packet-oriented,
focusing on detecting malformed packets used for “stealth
scanning” by tools such as nmap [35]. The second is
connection oriented. It checks whether a given source IP
address touched more than X number of ports or Y number
of IP addresses within Z seconds. Snort’s parameters are
tunable, but it suffers from the same drawbacks as Network
Security Monitor(NSM)[36] since both rely on the same
metrics [37]. After assessing different approaches for
detecting scanning activities, the best solution for using in
this part is Statistical sCan Anomaly Detection Engine(
SCADE)[10], a snort processor plug-in system which has
two modules, one for inbound scan detection and another
one for detecting outbound attack propagation.

2) spam-related activities: E-mail spam, known as
Unsolicited Bulk Email (UBE), junk mail, is the practice of
sending unwanted email messages, in large quantities to an
indiscriminate set of recipients. More than 95% of email on
the internet is spam, which most of these spams are sent
from Botnets. A number of famous Botnets which have
been used specially for sending spam is Storm Worm [14]
which is P2P Botnet. Our target here is not recognizing
which email message is spam, though for detecting group of
bots that sending spam with detecting similarities among
their actions and behaviors. Therefore the content of emails
from internal network to external network is not important
in our solution. All we want to do is determining which
clients have been infected by bot and are sending spam. For
reaching to this target, we are focusing on the number of
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emails sending by clients to different mail servers. Based on
our experience in our lab, using different external mail
servers for many times by same client is an indication of
possible malicious activities. It means that it is unusual that
a client in our network send many emails to the same mail
server (SMTP server) in the period of time like one day.
Therefore, we are inspecting outgoing traffic from our
network( gateway), and recording SIP and DIP of those
traffics that destination ports are 25( SMTP) or
587(Submission) in the database. Based on network flows
between internal hosts and external computers( SIP belong
to mail servers) and the number of times that it can happen
we can conclude which internal host is behaving unusual
and are sending many emails to mail servers.

D. Traffic Monitoring

Traffic Monitoring is responsible to detect the group of
hosts that have similar behavior and communication pattern
by inspecting network traffics. Therefore we are capturing
network flows and record some special information on each
flow. We are using Audit Record Generation and Utilization
System (ARGUS) which is an open source tool [31] for
monitoring flows and record information that we need in this
part. Each flow record has following information: Source
IP(SIP) address, Destination IP(DIP) address, Source
Port(SPORT), Destination  Port(DPORT), Duration,
Protocol, Number of packets(np) and Number of bytes(nb)
transferred in both directions. Then we insert this
information on a data base like Figure 3, which

...n are network flows. After this stage we
specify the period of time which is 6 hours and during each 6
hours, all n flows that have same Source IP, Destination IP,
Destination port and same protocol (TCP or UDP) are
marked and then for each network flow we calculate
Average number of bytes per second and Average number of
bytes per packet:
e Average number of bytes per second(nbps) = Number of

bytes/ Duration
e Average number of bytes per packet(nbpp) = Number of
Bytes/ Number of Packets
f1  Sip Dip S. D. Protocol np nb  dura
port port tion
2
f3

Figure 3: Recorded information of network flows using ARGUS

Then, we insert this two new values ( nbps and nbpp)
including SIP and DIP of the flows that have been marked
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into another database, similar to figure 4 . Therefore, during
the specified period of time (6 hours), we might have a set
of database, {dj}ij=]...m Which each of these databases have

same SIP, DIP, DPORT and protocol (TCP/UDP). We are
focusing just at TCP and UDP protocols in this part.

Destination
Port

Source
Port

nbps nbpp

Figure 4: Database for analogous flows

As we mentioned earlier, the bots belonging to the same
Botnet have same characteristics. They have similar behavior
and communication pattern, especially when they want to
update their commands from botmasters or aim to attack a
target; their similar behaviors are more obvious. Therefore,
next step is looking for group of databases that are similar to
each other. For finding similar communication flows among

63! = 1., one soloution is using clustering

algorithm like X-means clustering algorithm [32]. X-means
is one of the most famous clustering algorithms.
We proposed a simple solution for finding similarities
among group of databases. For each database we can draw a
graph in x-y axis, which x-axis is the Average Number of
Bytes per Packet (nbpp) and y-axis is Average Number of
Byte Per Second (nbps). (X, Y)= (bpp, bps)

For example, in database ( {; ), for each row we have
nbpp that specify x-coordinate and have nbps that determine
y-coordinate. Both x-coordinate and y-coordinate determine
a point (x,y) on the x-y axis graph. We do this procedure for
all rows (network flows) of each database. At the end for
each database we have number of points in the graph that by
connecting those points to each other we have a curvy
graph.

Next step is comparing different x-y axis graphs, and
during that period of time (each 6 hours) those graphs that
are similar to each other are clustered in same category. The
results will be some x-y axis graphs that are similar to each
other. Each of these graphs is referring to their corresponding
databases in previous step. We have to take record of SIP
addresses of those hosts and report them as possible bots in
the network.

IV. CONCLUSION

In comparison to other kind of malware Botnets are
harder to monitor and shutdown and detection of them
become a challenging problem. In this paper we proposed a
new general detection framework. In our proposed detection
framework, we monitor the group of hosts that perform at
least one malicious activity in one step and then try to find
the hosts that show similar communication patterns among
them. The point that distinguishes our proposed detection
framework from many other similar works is that there is no
need for prior knowledge of Botnets such as Botnet
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signature. In addition, we plan to further improve the
efficiency of our proposed detection framework with adding
unique detection method in centralized part and make it as
one general system for detection of Botnet and try to
implement it in near future.
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