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ABSTRACT

The digital revolution has resulted in explosion of knowledge.
It has encouraged and motivated digitization of the intellectual
artefact. This creates issues of piracy and copyright. In this
paper, the authors propose a novel logo based watermarking
scheme for image copyright protection using fuzzy inference
system (FIS), discrete wavelet transform (DWT) and human
visual system (HVS). Wavelet transform generates a
hierarchical image data structure to represent an image at
different resolution levels. The proposed scheme uses fuzzy
inference system to adaptively insert logo watermark instead
of using uniform thresholding. The weight of watermark is
determined by human visual system characteristics and fuzzy
inference system. The image is reconstructed by computing
inverse discrete wavelet transform to get imperceptible image
watermarking. The watermark is then recovered at the receiver
end by applying DWT to watermarked image.
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1. INTRODUCTION

Digital multimedia such as images, texts, music, and videos
are often transmitted through open channels of the Internet.
Without proper protection mechanism, digital data can be
easily copied, modified, tampered, or forged during
multimedia transmission. Protecting the integrity, validity and
ownership of digital multimedia has become an important
issue today. Image watermarking is an important aspect of
image copyright protection. The other applications of image
watermarking include broadcast monitoring, content
authentication, copy control, usage control, fingerprinting etc.
Copyright protection of digital images is receiving widespread
attention in recent years as digital images are very much
susceptible to copyright infringements. Digital image
watermarking is an effective tool for protecting images from
such copyright infringement. It discourages unauthorized
copying of images. The information extracted from
watermarked image is used to identify rightful ownership.
Watermarking an image is a process of altering pixel values of
an image in a manner so that there is only a slight difference
between original image and watermarked image. The
difference may be perceptually visible or invisible [1, 2].

The digital watermark is perceptible or imperceptible
identification code that is embedded into host image; which
uniquely identifies its ownership. In copyright protection
application, digital watermark can be ownership identifier,
transaction date, serial number, logo, trademark or copyright
information. Invisible watermarks change the image in spatial
or frequency domains in a way, which only machines can
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detect. One can extract watermark in order to verify
ownership.

Image watermarking can also be used as a way to transport
information secretly or to protect integrality of cover image
itself. Conventionally, most of the watermarking schemes
embedded pseudo-random sequence of independently
distributed numbers in the image. Though these watermarks
can be extracted, it is very difficult for distinct identity of the
same. This leads to limitation on effectiveness and use for
copyright protection of images. Thus there is a need to
develop a method to embed readable watermark such as text
or logo in the images that can be easily identified upon
extraction. In this paper, copyright protection scheme in
wavelet domain is developed. The novel approach allows
image owner to adjust weight of watermark using FIS and
HVS, so that imperceptibility along with robustness of
watermark can be enhanced.

1.1 Image Copyright Protection Attributes
Different applications of image watermarking demand
different attributes. Requirements of image watermarking
vary depending on the image watermarking applications and
result in various design issues. Properties of effective image
watermarking for copyright protection are as follows:

1.1.1 Robustness

It is the ability of watermark to resist various image
processing and geometric attacks. Image processing attacks
include JPEG Compression, salt and pepper noise, Gaussian
noise, filtering etc. Geometric attacks include rotation,
scaling, cropping etc. [3-5] Geometric attacks distort the
watermark through spatial or temporal alterations of the
watermarked image [6, 7]. For copyright protection
application, robustness of watermark is primary requirement.
For most of the watermarking methods, robustness against
geometric attacks is vital for detection of watermark.
Geometric attacks do not cause serious visual distortion. But
they can severely affect watermark detection by changing
detected position of the embedded watermark.

1.1.2 Imperceptibility

It represents transparency of watermark such that it is
perceptually invisible. Modification of the host image must
be inconspicuous after watermarks are embedded. Invisible
watermark is imperceptible copyright information. It is hidden
directly in media content in such a manner that cannot be
removed by the user. But this information can be extracted or
read by the appropriate party [8-10].

1.1.3 Blindness

The ability to recover watermark in the absence or presence of
host image indicates blindness. Non blind or private image
watermarking requires original image required to extract the
watermark enhancing security aspect. On the other hand, blind
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or public image watermarking does not require original image
for detection reducing storage requirements.

1.1.4 Un-ambiguity

Un-ambiguity refers to clear verification of extracted
watermark [11]. The extracted logo must be clear enough so
that it can indicate ownership of the host image exactly.

1.1.5 Computational Complexity

The amount of time watermarking algorithm takes to encode
and decode is another consideration. More computations may
be needed to ensure digital watermark security and validity
once it is received. [12].

2. PROPOSED APPROACH

The image watermarking method comprises of watermark
embedding and watermark extraction process. The proposed
scheme uses imperceptible non blind watermarking
comprising of aspects of Discrete Wavelet Transform (DWT),
Human Visual System (HVS) and Fuzzy Inference System
(FIS) as discussed.

2.1 Discrete Wavelet Transform (DWT)
Wavelet transform is a mathematical tool for hierarchically
decomposing an image. Wavelets allow image to be described
in terms of a coarse overall shape and details that range from
broad to narrow because of multi-resolution approach. Hence
wavelets reflect anisotropic properties of HVS more precisely.
It is a special case of sub band transform with filter bank. The
filter bank includes decomposition filter, reconstruction filter,
down-sampler and up-sampler [13, 14]. Further, JPEG200,
new standard for still image compression is based on DWT.
Image watermarking achieves better robustness if watermark
domain and compression domain are same. DWT can enhance
robustness of the watermark against intentional and
unintentional attacks. Thus, DWT based watermarking
methods are extensively used. [15-20].

2.2 Human Visual System (HVS)

Psycho-visual studies have shown that HVS has a general
band pass characteristics. The sensitivity of human vision is
different in various spatial frequencies (frequency bands).
HVS research offers mathematical models of human vision. A
number of factors affect noise sensitivity of human vision like
luminance, frequency band, texture, proximity to an edge etc.
[21, 22]

The wavelet based algorithm uses human visual
characteristics to exploit human eye limitation to embed
strong watermark which maintains perceptual invisibility.
The principal advantage of using HVS is adaptive image
watermarking. HVS exhibits following characteristics:

1. Human vision is less sensitive to noise in high resolution
bands and bands having orientation of +45°.

2. Human vision is less sensitive to noise in areas where
image brightness is high or low.

3. Human vision is less sensitive to noise in highly textured
areas but more sensitive near edges [23-25].

2.3 Fuzzy Inference System (FIS)

Fuzzy logic is a multi-valued logic and is almost synonymous
with fuzzy set theory which relates to classes of objects with
un-sharp boundaries in which membership is a matter of
degree. Fuzzy set theory has potential capability to represent
input and output relationships of dynamic systems. A fuzzy
inference system is necessary to provide reasoning with vague
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and uncertain information. The basic concept underlying
fuzzy logic is that variable values are words or linguistic
variables, rather than numbers. Although words are inherently
less precise than numbers, their use is closer to human
intuition. Computing with words exploits tolerance for
imprecision and thereby lowers cost of solution. Thus fuzzy
logic has predicates with fractional values rather than simply
being true or false values. Fuzzy inference system used is
shown in figure 1. Fuzzifier accepts crisp input and converts it
into fuzzy output. Fuzzy inference uses image features like
brightness, contrast and texture along with fuzzy rules to
aggregate into fuzzy output. Defuzzifier converts fuzzy output
back to crisp output [26-33].
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Fig.1. Block Diagram for Watermark Embedding

3. WATERMARK EMBEDDING
PROCESS

The watermark embedding process first decomposes original
image into three levels using DWT. The local characteristics
of the image are subsequently extracted using the model of
HVS. The quantization steps for DWT coefficients are then
computed using FIS in order to generate watermark weighting
function. Watermark is then inserted in sub-bands. The
functional block diagram of proposed watermark embedding
process is as shown in Fig. 2.

Original p Inverse
Image DWT Embedding DWT
v
HVS FIS Watermarked
Model Model Image

Fig.2. Block Diagram for Watermark Embedding

The steps for embedding are as follows:

1. Wavelet decomposition of the image to be watermarked
up to three levels using a discrete wavelet transform as
shown in Fig.3. In the first phase, image to be
watermarked is decomposed by discrete wavelet
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transform. The first level discrete wavelet transform
decomposes image in lower resolution approximation
image (LL1) as well as horizontal (LH1), vertical (HL1),
and diagonal (HH1) detail components. The sub-band
LL1 containing major energy of image is the lowest-
frequency component in the first level of decomposition.

2. Further, second level wavelet transform is applied to
decompose LL; band into sub-bands LL2, LH2, HL2, and
HH2 and then 3-level for LL2 into sub-bands LL3, LH3,
HL3, and HH3. DWT coefficients are obtained for each
sub-band.

LLp HL3| LA
HL1
Original Image - LH2 | HH2
3 Level DWT
LH1 HH1

Fig.3. DWT Decomposition of Original Image using
Three-Level Pyramid

3. The weight for sub-bands based on fuzzy rules,
membership function and HVS parameters is determined.
The larger the magnitude of wavelet coefficient, more
significant it is. Magnitude of DWT coefficients is larger
in approximation bands at each level of decomposition
and is smaller for other detail bands.

4. Watermark is inserted in the form of binary logo, sign,
text or a combination thereof by modifying significant
wavelet coefficients at each level of decomposition
structure.

5. HVS parameters such as brightness, texture and contrast
are selected and computed for each sub-band by using
approximate sub-band of the respective level.

6. Fuzzy inference system is built using three HVS
parameters as fuzzy input variables wherein different
fuzzy rules are derived from these parameters followed by
assigning a suitable membership function to generate
fuzzy output variable.

7. The Membership function decides mapping between input
and output variables. Gaussian membership function is
used in the proposed approach. The fuzzified output based
on HVS characteristics is used for computing weight
factor for each wavelet coefficient of the host image and
insertion of watermark based on its weight. The inferred
value is found by using centroid method of
defuzzification.

8. The weight calculated is a local parameter which indicates
maximum amount of modification that can be applied to a
wavelet coefficient without any perceptual degradation.

9. The watermark embedding process first decomposes the
original image into three levels using discrete wavelet
transform. The local characteristics of the image are
subsequently extracted using the model of the HVS, and
the quantization step of DWT coefficients is then
computed using the FIS in order to generate the
watermark weighting function. Then, the logo watermark
is inserted into the sub-bands.

The watermark insertion is performed as per equation (1).
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C'band (i,j) = Cband (i,j) + aB’,j) f(1,0) w(i,j) (1)
Where,
Cband (i,j) : Original wavelet coefficient
C’ band (i,j) : Watermarked wavelet coefficient
a : Watermark strength
w(i,j): Watermark signal
B(,j) : Weight of watermark
f(1,0) : Sensitivity factor for frequency and orientation

The human eye sensitivity factor to frequency and orientation
f(1, 8) can be computed as given in equation (2). This equation
takes into consideration that human visual system is less
sensitive to disturbances in higher resolution bands and
diagonal bands with 45° orientation.

£(1,6) = (level) x (theta) )
Where,
theta =2 if 0=1
=1 otherwise
& level =1.00 ifl=1
=0.32 ifl=2
=0.16 ifl=3

Weight of watermark (i , j) is computed from fuzzy inference
system as shown in figure 4.

Original Image Fuzzy
Image Features Inference
System

Fig.4. Computation of Weight of Watermark

10.Inverse discrete wavelet transform is applied to get
watermarked image.

11. Objective analysis for imperceptibility is made using
Peak Signal to Noise Ratio (PSNR). PSNR in decibel is
calculated as follows [34]:

255 x 255
PSNR(dB) = 10log;, —SE (3)

Where, MSE is the Mean Square Error between original
image and watermarked image. It is calculated as follows:

1 e
MSE = N—th.(xa.n - XN “)

Where,
Nt: Size of image,
X (i, j): Pixel value of original image &

X'(i, ). Pixel value of watermarked image.
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Human eyes cannot perceive the difference if PSNR is greater
than 30dB. PSNR is measured to quantitatively evaluate the
watermarked image quality.

4. WATERMARK EXTRACTION
PROCESS

Watermark extraction and original image restoration is
performed in this process at the receiving side. To realize the
detection process, DWT is realized on watermarked image.
Watermark detection is based on cross correlation between the
original watermark and the extracted watermark [35, 36]. The
block diagram for watermark extraction is shown in figure 5.
The steps for extracting are as follows:

1. Subtraction of the watermarked and original image.

2. Calculation of normalized correlation coefficient (NC) and
comparison with the threshold. NC is calculated to
measure quality of extracted watermark. It is calculated as
follows:

2%D:_o1 2]9:_01(Wil'wlij )

NC =0
T ko (W) (Wy)

®)

Where,

p X q : Size of watermark

(W) : Pixel value of watermark &

(W) : Pixel value of extracted watermark.

3. Decision on the presence or absence of watermark based
on the threshold. If NC value is greater than threshold, it
indicates existence of watermark. If NC is close to 1, then
extracted watermark is close to the original watermark.

4. If the watermarked image has not been subjected to
malicious manipulation, the extracted watermark is
visually recognizable pattern. The viewer can compare
retrieved watermark with original watermark visually.
This is a subjective measure.

Wavelet
Decomposition

Original
Image

A 4

Metrics

A 4

Computation
_ Wavelet 4
1 Decomposition
Original
Watermark

Fig.5 Block Diagram for Watermark Extraction

5. EXPERIMENTAL RESULTS

The algorithm is described for hiding a (32 x 32) binary logo
image into a (256 x 256), 8 bits/pixel gray-level image. The
watermark used for embedding is small compared to the size
of host image. Watermark needs to be small as compared to
original or host image in order to make it imperceptible. The
performance of the proposed algorithm is tested on various
images. It is noticed that this method is more suitable for
photographic like gray scale images since they have more
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details in which watermark can be hidden. Watermark is
embedded in luminance components rather than chroma
components as later can be easily removed.

Bi-orthogonal wavelet filter is used for discrete wavelet
transform. These wavelets represent family of compactly
supported symmetric wavelets. The symmetry of filter
coefficients is often desirable as it results in linear phase of
the transfer function. The properties of perfect reconstruction
and symmetry make bi-orthogonal wavelets suitable for
watermarking. In these wavelets, two scaling and wavelet
functions are used. One is used for analysis and the other is
used for synthesis. Host image is decomposed into ten sub-
bands using three levels of decomposition. Watermark image
is embedded in sub-bands based on fuzzy inference system.
FIS accepts three HVS inputs and applies different fuzzy rules
to determine weight of watermark to be dynamically inserted
in different regions of the host image. Out of all sub-bands,
LL sub-band is having largest wavelet coefficients. The
original and watermarked Lena images are shown in Fig. 6(a)
and Fig. 6(b) respectively.

ORIGINAL IMAGE WATERMARKED MAGE

50 100 1 20 250 N0 B0 40 450 50

Fig. 6 (a) Original Lena (b) Watermarked Lena

It can be observed that there is no perceptual degradation in
watermarked image. PSNR value is calculated for objective
analysis of watermarked image quality.

The minimum value of PSNR required for imperceptibility is
30dB. The watermarked Lena image shows PSNR value of
47.81dB. It can be observed that the algorithm can accurately
model the regions in which the watermark insertion is
performed, as it takes full advantage of the image adaptive
HVS-FIS strategy.

Fig. 7(a) shows logo image embedded in the host image. This
is 8-bit binary image of size 32 x 32. Fig. 7(b) shows the
extracted logo image from the watermarked image using the
proposed scheme. Extracted watermark can be easily
recognized for ownership of image as against pseudo random
binary watermark. Normalized coefficient is calculated for
objective analysis of extracted watermark which is close to 1.

: ‘1_1-.**. ',-

Fig. 7 (a) Original Logo (b) Extracted Logo

Watermark Watermark

To evaluate performance of the proposed watermarking
scheme, different types of images are chosen for the test.
These include cameraman, Elaine, Girl, Baboon and Peppers.
The original images and watermarked images are shown in
Fig. 8, Fig. 9, Fig. 10, Fig. 11 and Fig. 12. There are no
visible artifacts between original images and watermarked
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images even though the characteristics of the host images vary
from smooth images to textured images.

Host-Image WATERMARKED IMAGE

Fig. 8 (a) Original (b) Watermarked
Cameraman Cameraman

Host-Image WATERMARKED IMAGE

"

Fig. 9 (a) Original Elaine (b) Watermarked Elaine

Host-Image WATERMARKED IMAGE

Fig. 10 (a) Original Girl (b) Watermarked Girl

Host-Image WATERMARKED IMAGE

Fig. 11 (a) Original Baboon  (b) Watermarked Baboon

Host-Image WATERMARKED IMAGE

A

L n .
(b) Watermarked Pepper

Fig.12. (a) Original Pepper
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Table 1shows PSNR values for all images are above 40dB.
This indicates that watermarked image generated by the
proposed method is imperceptible to human eyes.

Table 1. PSNR Values for Different Images
Proposed Method

Sr. No. Image PSNR (dB)
1 Lena 47.81
2 Cameraman 46.91
3 Elaine 4457
4 Girl 49.43
5 Baboon 49.32
6 Pepper 43.63

Table 2 summarizes the PSNR values for method using
discrete cosine transform (DCT) for comparison with the
PSNR values of the proposed method.

Table 2. PSNR Values for Different Images DCT Method

Sr. No. Image PSNR (dB)
1 Lena 40.12
2 Cameraman 40.23
3 Elaine 39.87
4 Girl 40.28
5 Baboon 42.85
6 Pepper 41.72

Performance measurement of PSNR values for proposed
scheme with the scheme using DCT is shown graphically in
figure 13.

50 -
40 -
30 -
20 -
10 -
0 T T T T T

\S_"ﬂ{b ) r$®;§ {é}.&t’ G\‘\ & &

PSNR (dB)

B Proposed Method “ DCT Method
Fig. 13 Comparison of Performance of the two schemes

PSNR values for the proposed scheme are better, which shows
better imperceptibility of the proposed scheme.

6. CONCLUSION

The proposed novel scheme is based on Human Visual
System, Discrete Wavelet Transform and Fuzzy Inference
system. A bi-orthogonal wavelet based logo watermarking
technique for digital images is presented. Fuzzy inference
system is the key component in this scheme. This scheme is
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capable of copyright protection of digital images by robust
and imperceptible watermarking.

Watermark is embedded into the coefficients selected based
on weight factors calculated by exploiting HVS
characteristics. Experimental results demonstrate that this
watermarking algorithm has good performance for
imperceptibility of watermark. The performance of this
approach can be improved by using different wavelet filters.

The proposed scheme finds its effective application in diverse
fields. It can be applied for biometric data such as fingerprint,

iris or any other human identity. This scheme can be extended
to colour images and 3-D images. It can be effectively used in
video which is essentially a superset of images. The scheme
finds its use in distance learning, digital libraries, digital TVs,
e-commerce and e-governance.
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