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Providing Secrecy With Structured Codes:
Two-User Gaussian Channels

Xiang He, Member, IEEE, and Aylin Yener, Senior Member, IEEE

Abstract—Recent results have shown that structured codes
can be used to construct good channel codes, source codes,
and physical layer network codes for Gaussian channels. For
Gaussian channels with secrecy constraints, however, efforts to
date rely on Gaussian random codes. In this paper, we advocate
that structure in random code generation is useful for providing
secrecy as well. In particular, a Gaussian wiretap channel in
the presence of a cooperative jammer is studied. Previously,
the achievable secrecy rate for this channel was derived using
Gaussian signaling, which saturated at high signal-to-noise
ratio (SNR), owing to the fact that the cooperative jammer
simultaneously helps by interfering with the eavesdropper, and
hurts by interfering with the intended receiver. In this paper,
a new achievable rate is derived through imposing a lattice
structure on the signals transmitted by both the source and
the cooperative jammer, which are aligned at the eavesdropper
but remain separable at the intended receiver. We prove that
the achieved secrecy rate does not saturate at high SNR for all
values of channel gains except when the channel is degraded.

Index Terms— Information theoretic secrecy, lattice codes,
cooperative jamming, Gaussian wiretap channels.

I. INTRODUCTION

HE notion of information theoretic secrecy was first

proposed by Shannon [1] whereby a message transmit-
ted to a receiver is guaranteed to be kept secret from an
eavesdropper, irrespective of the computational power the
eavesdropper possesses. In particular, it was shown that it is
possible that the eavesdropper gains no information regarding
the secret message having intercepted the cryptogram, albeit
at the expense of very long keys [1]. Wyner, in [2], established
that, if the signal received by the eavesdropper (Eve) is a
degraded version of the signal observed by the receiver, the
long secret keys needed to achieve secrecy per Shannon’s
notion are not necessary [2]. Csiszar and Korner [3] extended
Wyner’s setting to the general discrete memoryless wiretap
channel and established its secrecy capacity.
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Numerous channel models have since been studied using
the information theoretic secrecy framework. In this work, we
are mainly interested in Gaussian channels, i.e., channels with
additive Gaussian noise. The maximum reliable transmission
rate with secrecy was identified for some of these models
including the Gaussian wiretap channel [4], the MIMO wiretap
channel [5], [6] and the MIMO Gaussian broadcast channel
with confidential messages [7], [8]. On the other hand, secrecy
capacity regions for models with multiple transmitters remain
in general as open problems except for some special cases,
e.g., sum secrecy capacity for a degraded Gaussian multiple
access wiretap channel [9], [10]. Upper bounds, lower bounds
and some asymptotic results on the secrecy capacity exist,
see for example [11]-[16]. To prove achievability, Shannon’s
random coding argument is used in these works, in which
the codewords are i.i.d. sequences sampled from a distribution
defined over the channel inputs.

On the other hand, it is known that introducing a structure
on the set from which the codewords are sampled can be
helpful in proving certain information theoretical results [17].
This could be as simple as sampling codewords from a
QAM constellation [18]. In [17], a lattice is used, which
can be viewed as a constellation defined over N channel
uses. This structured random code approach [17] is useful in
multi-terminal problems: the structure of these codes makes
it possible to align unwanted interference, for example, in
Gaussian interference channels with more than two users
[19]-[22]. Additionally, it renders the analysis of some net-
work topologies feasible: for example, in [23], [24], using
structured codes allows the relaying scheme to be equivalent
to a modulo sum operation, making it easy to trace the signal
over a multi-hop relay network.

A natural question therefore is whether this approach is
useful for secret communication as well. In this work, we shall
answer this question positively. In particular, we will consider
the application of structured signaling in a two-user setting
employing cooperative jamming.

Cooperative jamming is a frequently used strategy in secure
communication, where the legitimate transmitters introduce
judicious interference into the channel to confuse the
eavesdropper while not causing excessive harm to the intended
receiver [12], [25]. This strategy has been used in a number of
channel models to improve secrecy rates; see [12], [13], [16],
[26]-[28] for example.

In this work, we focus on the simplest Gaussian chan-
nel model where such a strategy is known to be useful.
The model consists of a Gaussian wiretap channel and a
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cooperative jammer. This model can also be viewed as a
special case of a number of two-user Gaussian channel
models considered in previous work [12], [16], [26], [29].
Hence improving the achievable secrecy rate for this model
implies that the achievable rates for all these models can be
improved as well. Previously, this model was studied in [27]
with the optimal transmission power control strategy, where
both the cooperative jammer and the sender of the message
use codewords sampled from a Gaussian distribution. It was
found that the secrecy rate saturates when the transmission
power P increases, since the intended receiver is limited by
the interference from the cooperative jammer. In this work,
instead of sampling from a Gaussian distribution, we use
codewords sampled from a nested lattice structure, i.e., each
codeword is a sequence of fine lattice points in the Voronoi
region of a coarse lattice. The transmission power is adjusted
such that the lattice points sent by the transmitter and the
cooperative jammer align at the eavesdropper. This reduces
the information leaked to the eavesdropper regarding the
lattice point sent by the transmitter for a given component
of the codeword. The rate of this information leakage is
quantified to be less than 1 bit per channel use and further
eliminated through using a wiretap code as an outer code.
Meanwhile, since these lattice points are not aligned at the
intended receiver, by adjusting the power and nested ratio
of the nested lattice structure properly, we ensure that the
receiver can decode the lattice point sent from the transmitter
with high probability and find out the codeword being sent.
We prove that the achievable secrecy rate with this scheme
increases with power P at the rate of O(log,(P)) when
the channel is fully connected and not degraded, and con-
sequently demonstrate that positive secure degrees of freedom
(s.d.o.f.) are achievable for this channel improving the previous
results [12], [27].

The rest of the paper is organized as follows. Section II
describes the channel model, i.e., the wiretap channel model
with a cooperative jammer. Section III describes the method-
ology for computing the secrecy rate with nested lattice codes
in a cooperative jamming setting. Section IV applies this
approach to the channel model introduced in Section III,
derives the achievable secrecy rate, and shows that positive
s.d.o.f. are achievable except for a set of channel gains of
measure zero, for which the positivity of s.d.o.f. is further
proved in Section V. In Section VII, we discuss the impact
of imperfect channel state information. Section VIII concludes
the paper. Some of the proofs are presented in Appendices to
improve readability.

II. THE GAUSSIAN WIRETAP CHANNEL WITH
A COOPERATIVE JAMMER

Consider the Gaussian wiretap channel with a cooperative
jammer [12], [25], [27] shown in Fig. 1. In this model, node
S1 sends a message Wp via X to node Dp, which must be
kept secret from node D;. Node S,, the cooperative jammer,
transmits X,. We assume the channel is fully connected, i.e.,
all channel gains are non-zero. After normalizing the channel
gains of the two links to the eavesdroppers, the received signals
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The Gaussian Wiretap Channel with a Cooperative Jammer.

X

Fig. 1.

at the two receiving node D1 and D; can be expressed as!

Y1 = X1 + vabX, + VbZ,

(H
Y =X+ X0+ 2.

Let Wl be the estimate of Wj, estimated at node Dj.
Let n be the total number of channel uses. D recovers W
reliably if
lim Pr (W] #* Wl) =0.

n— oo

)

In addition, since W1 must be kept secret from D;, we require2

3)

There are two constraints on the input distribution to the
channel model in (1): First, we assume there is no common
randomness shared by the encoders of S; and S, i.e., the joint
distribution of the input signals has the following form:

1 1
lim —H (W) = lim —H (W;|Y3).
n—-oon

n—oo n

“)

Second, the average power of X; is constrained to be P;.
Define X; ; to be the jth component of X;, we have:

Pr (X7) Pr(X3).

1 27 5
]=
The secrecy rate R; is defined as:
1
Ry = lim —H (W), (6)
n—oon

such that the conditions (2), (3) are satisfied simultaneously.
The secrecy rate is the number of bits per channel use that
can be reliably transmitted without leaking information to the
eavesdropper at a positive rate.

In this work, we will mainly be concerned about the high
SNR behavior of the secrecy rate. Namely,

Definition 1: The secure degrees of freedom is defined as:

R

S.d.O.f. = 17
5 log; (p)

@)

lim sup
Pi=Py=p—>0

Ia general fully connected channel without loss of generality can be written
as (1) by scaling and renaming the transmitted signals. For example, (1)
can be written as Y1 /vb = (X1 /v/b) + aXy + Z1, Y2 = V/b(X,/Vb) £
X2+ Z5. Replacing Y /\/1_7 with Y| and X /\/Z with X lead to the channel
expression used in [27].

2The achievable rate in this work also holds for the secrecy constraint
limy o0 H (W1) = limy—c0 H (W1]Y}). See [30] for the additional steps
to prove achievability for this stronger secrecy constraint.
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Remark 1: In this paper, we focus our attention to real
valued channel gains, where the best known achievable rates
using Gaussian signaling do not yield positive secure degrees
of freedom [27]. For treatment of complex channels, please
see [31, Section 5.16]%. O

III. NESTED LATTICE CODES AND
COOPERATIVE JAMMING

In this section, we derive the secrecy rate expression when
nested lattice codes are used in a cooperative jamming setting.
The derivation shall be carried out for the following simplified
version of (1).

Yi =X1+ 2
Vo =X1 X0+ 2o, (®)

which corresponds to a = 0,5 =1 in (1). This simplification
in the channel model allows us to explain all the necessary
steps of computing the secrecy rate without going into the
details on how nested lattice codes are decoded at the intended
receiver, since the intended receiver is not affected by the
cooperative jammer.

We begin by introducing a nested lattice code, which
provides the set of codewords with structure that we will
use. A nested lattice code is defined as an intersection of an
N-dimensional “fine” lattice A and the fundamental Voronoi
region of an N-dimensional “coarse” lattice A, denoted by
V(Ae). A, A C RY. The term “nested” is due to the fact
that A, C A. The rate Ry of the nested lattice code book
ANV(A.) is given by

1
Ro =+ 1og, [V (Ad) N Al 9)

where |S| is the cardinality of a set S.
The modulo operation is defined as the quantization error
of a point x with respect to the coarse lattice A.:

x mod A, =x —arg mk1 lx —ull,, (10)
u

where ||x — y||, is the Euclidean distance between x and y in
RY . It can be verified that ANYV(A,) is a finite Abelian group
when the addition operation between two elements x, y € AN
V(A¢) is defined as

x + y mod Ae. (11)

The signal X" transmitted over N channel uses from a nested
lattice codebook is given by

XV = @ +d") mod A.. (12)

Here u" is the lattice point chosen from A N V(A.), and dV
is the dithering vector [32].

Remark 2: Conventionally, dV is defined as a continuous
random vector which is uniformly distributed over V(A.) [32].
This so called dithering vector is used to facilitate the analysis
of the probability of decoding errors for nested lattice codes,
since it is easier to bound this probability averaged over the

3Although the real channel model can be viewed as a special case of the
complex model, the scheme in [31, Section 5.16] does not yield a positive
secure rate for the real channel model.
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random dithering vectors than bounding it for a fixed dithering
vector. The same technique is used here to prove that the
lattice points can be decoded by the intended receiver in
Appendices B and C. Note that, after proving the decodability,
the random dithering vector can be replaced by a fixed
dithering vector, since the performance under the former case
is just the average performance under a fixed dithering vector,
and thus must be attainable by at least one fixed dithering
vector, see [31, Section 5.12] for details. Hence, in the main
sections of the paper, we shall assume that @ is a fixed vector
and is perfectly known by all receiving nodes. [J

A. Coding Scheme

For our coding scheme, both node S; and S, shall use
the same nested lattice code. Their transmitted signals are
expressed in the form of (12):

XN =@l +dY)mod A,i =1,2. (13)

The lattice point uilv corresponds to the effective channel input
which conveys information. uﬁv is the judiciously introduced
interference for cooperative jamming and is sampled in an
i.i.d. fashion from the nested lattice codebook according to a
uniform distribution.

The codeword used by node S; is a concatenation of m
length-N vectors where m is a positive integer and each
length-N vector is a shifted fine lattice point given by (13)
for i = 1. The codebook contains 2R such codewords,
where n = mN and Rp is given by (9). Each codeword is
generated by (i) obtaining m independent copies of ullv by
sampling uniformly and independently by m times from the
set A N V(A,), (ii) using (13) to translate each copy of ullv
to X {V , (iii) concatenating the resulting m copies of X {V ’s to
form a codeword.

The confidential message is mapped to the codeword using
the wiretap coding scheme [2]: The codewords are randomly
categorized into 2nlRo—11" bing. The encoder chooses a bin
based on the realization of the confidential message, and
randomly chooses a codeword from the bin to transmit. The
overall coding scheme is a serial concatenation of a wiretap
coding scheme and the nested lattice code. The nested lattice
code is the inner code. The wiretap coding scheme is the outer
code, which is used to eliminate the 1-bit information leak to
achieve perfect secrecy mentioned in Section 1. Although the
wiretap codebook is randomly generated, it is not completely
random since every N component of the codeword has to be a
lattice point. This is consistent with the interesting terminology
“structured random code” [17].

B. Secrecy Rate Computation

If each N group of channel uses are viewed as a single
(meta) channel use with u{v being its input, we have in effect
a memoryless wiretap channel at hand. This allows us to
leverage the following result from reference [3]: Consider a
memoryless wiretap channel described by Pr(Y, Z|X), where
X is the channel input, Y is the observation of the legitimate
receiver, Z is the observation of the eavesdropper. Then for a
given input distribution Pr(X), any secrecy rate R; such that

0<R, <[I(X;Y)—I(X; 2)]" (14)
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is achievable where [x]" equals x if x > 0 and 0
otherwise.
In our case, this means that any Ry such that

0<Ry < gl Y —1@s 01" (15)
is achievable for the model in (8).

When evaluating (15), we expect that the first term
%I (1/1V ; YIN ) should be easy to compute. It should approach
the rate of the lattice codebook Ry as N increases, since this
is the same AWGN setting considered by [32] and the receiver
D1 should be able to correctly decode the lattice points sent
by S if the lattice codebook is designed properly. Computing
the exact value for the second term in (15) is challenging.
However, as we shall show below, upper bounding its value
is feasible. Since any value within the range given by (15) is
an achievable secrecy rate, an upper bound on the (ullv ; YzN )
leads to a computable achievable secrecy rate result.

We start with

1w ; YY) (16)
< 1w x{' £x7,25) (17)
= 1l; xV £ x)). (18)

To bound (18), we introduce a new tool, which we will term
the representation theorem from here on:

Theorem 1: Let t{v, tév, e, t}}’ be K N-dimensional vec-
tors taken from the fundamental Voronoi region of a given
lattice A. There exists an integer 7, such that 1 <7 < K N,

K K
and > 1 is uniquely determined by {7, X" #¥ mod A}. T is
k=1 k=1

K
a function of > z]V.

Proof: TIIICC_ 1proof is given in Appendix A. ]
Remark 3: As shown in its proof, Theorem 1 is a purely
algebraic result and does not rely on the statistics of
AN
When K = 2, we have the following corollary:

Corollary 1: For X{V, i = 1,2 computed according to (12),
i.e., XlN = (ulN —i—diN) mod A, there exists an integer 7', such
that 1 < T <2V, and X {v + Xév is uniquely determined by
{T, X{V + Xév mod A.}. T is a function of X{V + Xév.

Proof: Define —A. = {—x" : x¥ e A.}. Since 0 €
A, and the difference of any two lattice points is a lattice
point, we have —A, = A.. This means that if Xév € V(Ae)
, then —Xév € V(—=A,). Since —A, = A, this means that
—XY € V(A,) . Hence the corollary follows from Theorem
1 by letting ¥ = X} and 1) = £Xx7V'. m
We next return to (18). Using Corollary 1, we find (18) can
be written as:

T, XYV £ XYy =10Y; XV £ XY mod A, T) (19)
=1 (s XY £ X3 mod AJ)+1 (u: 71X} + X} mod A,)

(20)
51(14?’; XV + XY mod AC)+H(T|X{V + XY mod AC) 1)
<I@y; XY + XY mod A.) + H(T) (22)
=1y u £ull mod A.) + H(T), (23)
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where T is the integer defined in Corollary 1. (23) follows
from (22) since le and dév are known by both the transmitters
and the receivers.

Since ANV(A.) is an Abelian group, when ujzv is indepen-
dent from u{v , and ujzv is uniformly distributed over ANV(A,),

we have [33], [34]:
I ; ul £ull mod A,) = 0. (24)

Applying it to (23), we find that (18) is upper bounded by

H(T) < N. (25)
Equations (19)-(25) imply
1
1 (s XY £x5) < 1. (26)

Applying this result back to (15), we find that the secrecy rate
approaches [Ry — 1]* as N increases.

Remark 4: Note that X IN sent by Node S; is always within
the Voronoi region of A.. As mentioned earlier, this restriction
leads to a small amount of information being leaked which is
eliminated by using the wiretap channel code as an outer code.
Recently [35] proposed a lattice Gaussian signaling scheme for
the Gaussian wiretap channel in which the transmitted signals
could also be sampled outside of the Voronoi region of A,
and it was shown in [36] that this new scheme eliminates this
information leakage without introducing a wiretap code as an
outer code. [

IV. ACHIEVABLE SECURE DEGREES OF FREEDOM WITH
NESTED LATTICE CODES

We next apply the procedure developed in Section III to the
fully connected model (1).

We begin by reformulating the channel in (1). We notice
that any ~/ab # 0, can be represented in the following form:

Vab=p/q+7/q 27)

where p, g are positive integers, and —1 <y < 1,y # 0.
In this case, the channel model (1) can be expressed as:

qY1 = qX1+ (p+7) X2 +qvbZ,
Yo = X1+ X0 + Z5.

(28)
(29)
Using this notation, we have the following theorem regarding

the achievable secrecy rate:
Theorem 2: For a given positive integer M, define P;,sq; as

@p+HY -1 5

Ptotal = ,B (30)
where for |y | < 1/2,
1-2y24+/1—4y2
o= 7 31
2y
and
B=a>+(p+7). (32)

If Piorar is availablf, to_node S1 and S as transmission power,
i.e., Piorq1 < min{ Py, P>}, then the following secrecy rate R; is
achievable for the channel model (1).

1
Ry = [(7 logy (@) — HM1*. (33)
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Proof: Compared to the channel model in (8), the added
complexity here is that node D; is interfered by node S>. We
use a layered coding scheme [37] to eliminate this interference.
This scheme involves technical details related to how nested
lattice codes are decoded at the receiver. For clarity, we keep
these details in Appendix B while providing the essential steps
on the computation of the secrecy rate as follows.

Let X ,’{V be the signal sent by node Sy over N channel uses.
In a layered coding scheme, X ,](V is the sum of codewords from
M layers as shown below:

M
Xy =>x,. k=12
i=1
X ,iv ; 1s the signal sent by the node Si in the ith layer.

For each layer, we use the nested lattice code described in
Section III. The signal X} ki 1s computed as:

(34)

XY, = (u,if,- +d,§fi) mod Ac; k=1,2i=1,....,M (35)

where d,ﬁv ; 18 the dithering vector. Let u,l{v ; be the lattice point
such that:

u,lxi ey (chi) NA;,, k=1,2. (36)

Note that both node S| and S, use the same lattice codebook
for each layer.

Define M as the set {1, ..., M}. We use the shorthand A\,
to represent a set of vectors A;,i = 1,..., M. If the rate and
the power are allocated properly among different layers, the
intended receiver should be able to decode u’Y LM with high
probability. We denote the rate of the lattlce ‘codebook for
the ith layer with R; and its power by P;. The value of R;
and P; are established in Appendix B by (82)—(83) and (80)
respectively.

As before, we then view each group of N channel uses as
a single channel use and view uiv m as the effective inputs of
the equivalent channel. The distribution for uizv A 1s chosen
such that uév pl= l , M are independent and are also
independent from u Each u2 is uniformly distributed
over V (Ac,i) N A;. Then the signal transmitted by node S»
is independent between every block of N-channel uses. This
ensures the channel is memoryless over every N-channel uses
and hence the result (14) from [3] can be used to derive the
secrecy rate, i.e., secrecy rate R such that

0<R < [ 11m — (I(ulM,Y ) — I(ulM,YN)) 1T 37

is achievable. To compute the secrecy rate, again we resort
to deriving a lower bound to the right hand side of (37). We
choose the distribution of uiv aq to be the same one as that
, M are independent
Ac,i) NA;.

of uéVM. This means that ullvi,i =1,...
and each of them is uniformly distributed over V (
For this distribution,

.1 N
ngnoo NH(ul’M) - (38)

M
ZR,‘.
i=1

On the other hand, we know that, for a given M, u{v A can be
reliably decoded from Y 1N . The decoding procedure is given in
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Appendix B. Let P, denote the probability of decoding error
which converges to 0 as N goes to oo *. Then, by Fano’s
inequality [38], we have

1 N N
~H (ul,M|Y1 ) (39)
1 1 u
N
< (1 n PeH(ule)> = S+ P ;R,-. (40)
Therefore
1
Jim Nl(uf{M; YY) (41)
o1
= Jim —(H@ )~ H (7)) @2
M 1 M
zZR,-—N—PEZR,-. (43)
i=1 i=1
By letting N — oo, (38) and (41)-(43) imply:
1 M
: N .yNy _ ,
Jim (@) s YY) = 2 R, (44)

i=1
where R; is given by (83) in Appendix B
The second term in (37) can be upper bounded as follows:

() s 1) (45)
|
<! (u{‘fM;X{ViXQ’) (46)
1 M
< NZI(MIIVVX{VZ + x5) @7)
i=1
<M. (48)

(46) follows from the fact that the channel noise is independent
from ullvM and XN + Xév (47) is because the jamming

signal X ; of different layers are independent from each other.
Finally, We apply (19)-(25) to each term inside the sum in (47)
to obtain (48).

Substituting (44) and (48) into (37), we find that the
following secrecy rate is achievable.

Ry =[>3M, R — M. (49)

We next apply the expression for R; given in (82)-(83). This
leads to the secrecy rate (33) claimed in the theorem.

The total power consumed by node Sy, k = 1,2 can be
computed by summing the expression for P; in (80) fromi = 1
to i = M, which leads to and is given by (30).

Hence we have completed the proof of the theorem. [ ]

Remark 5: Compared to Section III, the only difference
is a layered coding scheme is used as the inner code. The
outer code is still the stochastic wiretap coding scheme as
described in Section III. Codewords are sampled from the
M-fold Cartesian product of nested lattice code sets with a
uniform distribution, with M being the number of layers and
each component of the codeword is an M-tuple of lattice
points. (|

It can be shown that this property is retained when the dithering vectors
are fixed; see [31, Section 5.12] for details.
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Remark 6: Note that P; in (80) is computed with random
dithering vectors. After fixing the dithering vector, the actual
power used by the ith layer is not necessarily P;. How-
ever, it can be shown that by choosing the fixed dithering
vector properly, the difference in total power consumption
caused by fixing the dithering vectors can be made negligible
[31, Section 5.12]. [

From Theorem 2, we have the following corollary.

Corollary 2: The following number of secure degrees
of freedom is achievable using nested lattice codes when
0<lyl <0.5:

|: %logz () —1 (50)

+
1log, (a,[)’+1):| ’

where o and f are given by (31) and (32) respectively.
Proof: The corollary follows by substituting P:ysq; and
Ry into (7) and letting M go oo. [ |

Remark 7: A layered coding scheme with lattice codes was
used in [37] for a K-user interference channel (K > 3)
without secrecy constraints. The difference here from [37] is
that in [37], a sphere shaped lattice code is used for each layer.
Here, for each layer, a nested lattice code is used instead. As
a result, the corresponding decoding algorithm and the error
probability analysis are different. Reference [37] uses results
from [39]. The rate derivation in our work uses results from
reference [32]. (|

A consequence of Corollary 2 is as follows:

Corollary 3: For Jab, such that 2+/ab is not an integer
and 1/ J/ab is not an integer, the number of secure degrees of
freedom given by Corollary 2 is positive.

Proof: This corollary is proved in Appendix D. |

V. ACHIEVING POSITIVE SECURE DEGREES OF FREEDOM
FOR CHANNEL GAINS NOT COVERED BY COROLLARY 3

Corollary 3 has shown that the secure degrees of freedom
(s.d.o.f.) for the Gaussian wiretap channel with a cooperative
jammer is positive with probability one if the channel gains
are sampled from a continuous distribution. We next show
how to achieve a positive s.d.o.f. for the cases not covered by
Corollary 3. This requires a different decoding algorithm to be
used at the intended receiver. For simplicity, the coding scheme
shall be described for use with lattices of one-dimension only,
as it is not clear how to prove the decodability for the general
N-dimensional lattice used in the previous sections.

For parameter Q, a one-dimensional lattice is composed
of points in the set [0, Q) N Z where Z is the set of all
integers. The point can be scaled and shifted to obtain the
actual transmitted signal.

Theorem 3: Using a one-dimensional lattice, we have
achievable secure degrees of freedom results for the following
four cases:

1) When +/ab is an algebraic irrational number, the secure
degrees of freedom of 1/2 is achievable.

2) When vab € (0, 1/2]U[2, +00), we have the following
result. Let Q = Jab if ab > 2. Otherwise, let
Q = 1/v/ab. Let | Q] denote the largest integer smaller
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than or equal to Q. The following secure degrees of
freedom is achievable:

[yogz Lol f(LQJ)T 651)
2 log, O 2log, O
where f(Q) is defined in (101). (51) is lower bounded
by

llog, [0] o0& (27“3 (3) - 121—2)

11082 _ el”/ (52)

2 log, 0
For Q =2, (51) equals 1/4.
3) When Jab =1 and Y5 = X| — X» + Z», the secure
degrees of freedom of 0.0548 is achievable.
4) When Jab = 1.5, secure degrees of freedom of 1/6 is
achievable.

4log, (Q)

Proof: The proof for these four cases are provided in the
subsections of Appendix E. [ |
Remark 8: When +/ab = 1 and all channel gains are
positive, the channel is degraded and from the outer bound
in [27], the number of secure degrees of freedom is 0. Since
algebraic irrational numbers are dense on the real line, it
follows that the number of secure degrees of freedom is
discontinuous at v/ab = 1. U
Theorem 3 and Corollary 3 together cover all possible v/ab.
Hence, we arrive at the following corollary:
Corollary 4: For the channel model in (1), a positive num-
ber of secure degrees of freedom is achievable except for the
following case for which [10] proved this is not possible:

Y = X1+ X2 +bZ,
o =X1+X2+2s. (53)

VI. NUMERICAL RESULTS

We next provide numerical results for the rates in Theorem 2
and Theorem 3.

A. Secrecy Rate
In Fig. 2, we plot the secrecy rate versus power when

a = b = \/g which makes +/ab an algebraic irrational
number. The power Pyyq is the variance of X or X5 in (1).
For the integer lattice code, we use (114) to compute
the secrecy rate; this provides the largest secure degrees of
freedom, which is 1/2.
From (104) and (105), the average power of this coding
scheme is given by

pl/2+2e Q2 — 1.

12
The first term in (54) is due to the scaling factor pl/ate
in (105). We then choose different values for ¢ and plot
the largest achievable power rate pair region in terms of
{101ogyy Protai> Rs} in Fig. 2.

For comparison, we also plot the largest possible secrecy
rate offered by Gaussian random codebooks presented in [27].
This is done by removing the power constraints of the trans-
mitters and computing the secrecy rate optimized over the

(54)

Protal =
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Fig. 2. Secrecy Rate with Finite Power, a = b = %, Pyotal 1s the power

of X1 or X5 in (1). 1/2R is shown as a reference line.

transmission powers. Clearly, this serves as an upper bound on
the secrecy rate achievable in [27]. Since a = b = \/2/3 < 1,
this upper bound can be computed following the derivation in
[27, (11)]°. The power unconstrained secrecy rate offered by
the Gaussian random codebook is given by

1 1

li Ry = - log, —.
im s =5 1og b

Py—00,k=1,2

(55)

As shown by Fig. 2, the secrecy rate offered by the integer
lattice is greater than the power unconstrained Gaussian sig-
naling scheme when 10log;q Prorar > 30d B.

Finally, we plot, in Fig. 2, the secrecy rate offered by
the nested lattice code, by choosing different p, g values
and the number of layers M. The secrecy rate is computed
according to (33). Prorar is given by (30). As expected,
different choices of p, g result in different slopes for the
secrecy rate curve, i.e., different secure degrees of freedom.
When 10logy Protar < 60d B, the nested lattice code can
achieve a larger secrecy rate than integer lattice code due to
its power efficiency. However, if Py, 4 keeps increasing, the
secrecy rate offered by the integer lattice is the largest, due to
its higher achievable secure degrees of freedom.

To summarize, these results demonstrate that the coding
scheme presented in this paper can provide a larger secrecy
rate than random Gaussian signaling at medium to high SNR
values.

B. Secure Degrees of Freedom

It is clear that the integer lattice provides a larger value of
secure degrees of freedom for ab values in Case 1), 3), 4)
in Theorem 3.

We next consider the remaining Case 2) in Theorem 3.

For clarity, we first plot in Fig. 3 the secure degrees
of freedom achieved by this case. The actual performance

SReference [27] only considers the case Yo = X1 + X, + Z>. However,
since the Gaussian distribution is symmetric around zero, the case Y, =
X1 — X7 + Z» has the same secrecy rate with Gaussian input distributions.
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Fig. 3. Secure degrees of freedom achieved by integer lattice coding scheme
in Theorem 3 Case 2.
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Fig. 4. Comparison of secure degrees of freedom achieved by nested lattice
code (solid blue) and by integer lattice coding scheme in Theorem 3 Case 2
(dashed red).

curve in Fig. 3 corresponds to (51). The lower bound curve
corresponds to (52). The zigzag shape of the curve is a
consequence of the | | operation on Q in (51). We notice
as v/ ab moves away from 1, the lower bound given by (52)
becomes tighter, and the number of secure degrees of freedom
converges to 0.5.

We next compare it with the secure degrees of freedom
achieved by nested lattice code in Fig. 4. As shown by Fig. 4,
neither scheme dominates the other in performance for all
channel gains. The nested lattice code offers a larger number
of secure degrees of freedom near the peak of spurs, while
the integer lattice coding scheme described in this section is
superior when 2/ab are integers and Jab > 2.

Remark 9: The smallest known upper bound on the number
of secure degrees of freedom is found in [31] to be 2/3, which
still has a nonzero gap from 1/2.

VII. CHANNEL GAIN MISMATCH

The coding schemes presented in previous sections require
aligning lattice points at the eavesdropper, which relies on
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Fig. 5. Wiretap channel with a cooperative jammer S, where the channel

gain between S1 and Dj has an estimation error «;, alf € [—0max, Omax | for
the ith channel use. a; and alf are known by D, but not known by S or 3.

accurate channel state information. It is conceivable that
in practice such accurate channel state information may be
difficult to obtain and it is reasonable to ask if the nested lattice
coding scheme is still able to provide secrecy with imperfect
channel state information. In this section, we explain how to
compute the secrecy rate in this case.

The channel model is shown in Fig. 5. This is the same
channel model we have been using except now, the channel
gain between S7 and D, has an estimation error o; for the
ith channel use and the channel gain between S, and D; has
an estimation error a; for the ith channel use. For simplicity,
we assume the remaining channels are estimated perfectly. The
channel estimation errors, a;, ., are independent from the sig-
nal transmitted by node S; and S, and a;, alf € [—0max > Omax]-
omax > 0. We also assume the eavesdropper, node D;, has
perfect knowledge of a;, a], but the other nodes only know
omax- In this setting, perfect channel state information at the
eavesdropper is obviously a pessimistic assumption and is a
measure of worst case performance.

With these assumptions, we have the following theorem:

Theorem 4: Let P = P> = p be the total power consump-
tion for node S; and S,. The same number of secure degrees
of freedom given by Theorem 2 is achievable if for a constant
c>0,

2 C
Ofax < ; (56)
Proof: The proof is given in Appendix F. ]

Remark 10: Imperfect channel state information for other
links, for example, on the link between legitimate trans-
mission pair S1 and D; can be catered to by using the
existing results for the model without secrecy constraints
in [40, Section IV]. O

VIII. CONCLUSION

Structured codes were shown to be useful in a number of
information theory problems. In this work, we have shown that
structured codes are useful with cooperative jamming to prove
higher achievable secrecy rates. For a Gaussian wiretap chan-
nel with a cooperative jammer, we have proved that a positive
number of secure degrees of freedom is achievable as long
as the channel is not degraded and is fully connected. Since
the considered channel model is a special case of the multiple
access wiretap channel, the two-user interference channel with
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confidential messages, and the two-user interference channel
with an external eavesdropper, this result implies that the
secure degrees of freedom for all these channels are positive
as well. This is in contrast to earlier literature where Gaussian
signaling was used and the achieved secure degrees of freedom
was zero.

APPENDIX A
PROOF OF THEOREM 1

Let V be the fundamental Voronoi region of the
N-dimensional lattice A. For any set A, define a A as a A =
{ax : x € A}. Then we have:

K
Do) ev.k=1.K}=KV.
k=1

(57)

Theorem 1 follows if there are exactly KV points in
KV mapped to the same point in V' by the modulus A
operation. By (57), each point in KV can be expressed as
K

> t,iv , t,iv € V. After the modulus A operation, it is mapped
k=1

K
to 'V & >t} mod A. These two points are related by:
k=1

K
¢N — Zt,?’ +xV, for some xM € A. (58)
=1

Hence we need to show there are exactly KV possible lattice
points for x" for which we can find t,ﬁv €V, k =1...K such
that (58) holds. This is equivalent to finding xV's that satisfy
the following equation:

N —xN e kv, xN e A. (59)

To show that there are exactly KV x™’s in A that sat-
isfy (59), we need to examine the structure of lattice A. Each
point in the lattice, by definition, can be represented in the

N
following form [41]: V= Zaiv{\', le e RY,q; € Z.
i=1

{a;} is said to be the coordinéfes of the lattice point x under
the basis described by vectors {le }. The set of basis vectors
{le } is a fundamental characterization of a lattice and does not
change between lattice points. Based on this representation, we
can define the following relationship ~: Consider two points
xN, yN e A, with coordinates {a;} and {b;} respectively. Then
xV ~ yN if a; = by mod K, i = 1...N. It is easy to see
the relationship ~ is an equivalence relationship. Therefore, it
defines a partition over A. A partition defined in this way has
the following properties:

1) There are KV sets in this partition. This is because
a; mod K can take values 0,1,2,..., K — 1 and the
coordinate {a;} has N components.

2) The sub-lattice KA corresponds to one set in the par-
tition for which ¢; mod K = 0,i = 1,...,N. The
remaining KV — 1 sets are its cosets.

Let C; denote any one of these cosets or KA. Then C; can
expressed as C; = KA + yiN, yiN € A. It is easy to verify
that {xV + KV, x" € C;} is a partition of KRV —i—yiN, which
equals RV,
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We now return to solve (39). Since C;,i = 1,...., KV is a
partition of A, (59) can be solved by considering the following
KN equations:

)CN € C,‘

N —xN e KV, (60)

This is equivalent to saying 1N € x¥ + KV for some xV € C;.
Since {xN+KV, xNe C;} is a partition of RY, there is exactly
one x"V € C; that satisfies this requirement. This implies that
for a given ¢V, and a given coset C;, (60) has exactly one
solution for xV. Since there are K" C;’s and hence KV such
equations given by (60) each yielding a distinct solution for
xN, equation (59) has exactly KV solutions. By letting T to
be the integer that indexes these K N golutions, we obtain the
theorem.

APPENDIX B
THE LATTICE DECODER FOR THEOREM 2

In this section, we describe the decoding procedure at
node D and compute the rate and power for each layer in the
layered coding scheme used in the proof of Theorem 2. We
leave the technical details of decoding nested lattice codes to
Appendix C for the interested reader and focus on the power
and rate computation for the layered coding scheme in this
section.

Let R; be the rate of the codebook for the ith layer:

1

R, = — 10g2 % (chi) N Al 61)
We assume in this appendix that d 1.i 18 uniformly distributed
over V (Ac,i), perfectly known by all receiving nodes and
independently generated for each node, each layer and each
block of N channel uses. As we explained in Remark 2,
this technical detail is necessary to show the decodability of
the lattice code, and after proving decodability, they can be
replaced with fixed vectors.

Since d,?’/ ; is uniformly distributed over (AC,,-), the average
power per dimension of the ith layer P; can be computed as:

1
~ N VoIV (Aci)) Jrev(an)

where vol(V (AC,,-)) is the volume of the set V (AC,,-).

We label layers with 1, ..., M. The main idea is to decode
the higher layer, subtract its contribution, and then continue
to process the lower layers.

As shown in (28), Node D; receives ¢gY;, which, due
to (34), can be written as:

M
q" :Z(qX

t=1

llx 113 dx (62)

Yoo+ y)Xév,,) +gvbzZl.  (63)

Assume that node D; has successfully decoded layers whose
index is greater than /i and now is ready to decode layer i.
This means that the decoder at node D; can subtract the
contribution from the former layers to obtain:

i

> (qX{V,, +(+7) Xévt) +qvbzy.

t=1

(64)
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Since p and g are both positive integers, qull\{ i+ pué\f ; mod
Aci € A N V(A¢,;). Node Dy will first decode the integer
part qu{v it puév ; mod A, ; and then decode the fractional part
yuy;.

To decode qu{vi + puévi mod Ac;, D1 computes

Y, = (65)
(qul; + pudl) + 7 X3,
_1 o N N mod A,; (66)
+ Z XY+ (p+9) XY,) + avBZ]
from (64) since it knows df\ji and dé\,lr
Define A; as
i—1
A=Y (¢ +(p+77) Pi+a. (67)

t=1

Then, from Lemma 1 in Appendix C, the probability that D
does not correctly decode qullv ;T puév ; mod A.; decreases
exponentially fast with the lattice dimension N if

Ri< i b
i < —logy | — ).
l_2 £ y2Pi+Ai

szl- + A; is the variance of the term treated as

i—1
noise which is yXQ{l. +> (qX{\jt +((p+y) Xévt) +gv/bZV.
=1

(68)

where

It is independent from the signal term qujl\{ i+ pué\{ ; mod Ac;
thanks to the dithering vector dé:’ ;» hence the requirement of
Lemma 1 is satisfied.
After decoding qull\{i + pué\fi mod A.;, node D; can
recover:
i1
XY+ (leAft +(p+ y)Xth) +qvbZY] mod A,
=1
(69)

from (66). Then, we use the fact that as long as

P> p2P + A, (70)

(69) equals

i1
y XY+ (qufz +(p+ y)Xsz) +qvbzy (1)
=1
with high probability. This fact is formally proved in Lemma 2
in Appendix C.
If (69) does not equal (71), a decoding error occurs.
Node D; then evaluates the following expression from (71):

i—1

. ZI(QX{Y,Jr(ery)XéY,)
= mod y A, 72
+y X3 +qv/bZy 7 e 72
_ydé\,]i
yudi + k=1 y XY+
= il mod y A,
k(zi(qX{\f,—i-(p—i-y)Xé\f,)—i-qx/EZ{V) V R
=

(73)
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where the scaling variable k is the Minimum Mean Squared
Error (MMSE) coefficient introduced to minimize the variance
per dimension of the term

i1
(k—1)yx¥, +k(z (qX?fz +(p+ y)Xsz) +61~/EZ{V)~

t=1

(74)

(74) is called the effective noise in [32] and its minimum
variance per dimension with the optimal k is given by:
y2PiA;
PP+ A
The same scaling scheme was used in [32], see a in [32, (13)].

Node D; can correctly decode uév ; from (73) with high
probability if

(75)

R <11 il D iog, (1 + il (76)
< =log, | ———< | ==xlo —).
=2 £ ( y2PiA; ) 2 £ A;

P2PAA;

Again this is a consequence of applying Lemma 1.
After decoding uév ;» node Dy can recover the following
signal from (71):
i—1
> (qX?fz +(p+ V)XQQ) +qvbzy
=1
which is identical to (64) with i replaced by i — 1. This will
be used by D; when decoding lower layers.
We next determine the power P; and the rate R; of each
layer. As in [37], [42], we let the right hand side of (68) equal
the right hand side of (76):

P
y2P A

7

2P

A

o2 JTa2

M’ (78) has the
2yp4

1+

(78)

It is easy to check that, with a =
following solution®:

P =aA;. (79)

This leads to (31) in Theorem 2. For o to be a real number,
we require 1 —4y2 > 0, which means |y | < 0.5.
By solving (79) and (67), we find that P; is given by:

Pi=a(af+1)""¢% (80)
where f = g% + (p + y)?. This leads to (32).
For this power allocation, A; is given by
A = (af + 1)1 ¢%b. (81)

Due to (78), R; can be found by averaging (68) and (76) and
substituting (80) and (81) into the result:

0.5 P 0.5 ) 2P,
—1 —_ —1 1 82
2 ng(VZPi+Ai)+ 2 ng( * A; 82)

0.5 P;
= 71og2( ’) = 0.25log, (a).

R =

(83)

i

9The other solution is when a = . It turns out this solution

1-2y2—/1-4y2
2y4

does not achieve positive secrecy rate.
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It remains to check the requirement (70). To do that, we
substitute (79) into (70) and get

(1—y2)a>1

where o can be expressed in terms of y as shown in (31). It
can be verified that the left hand side of (84) is always greater
than 1 if |y| < 0.5. Hence (70) is satisfied.

Remark 11: We scaled the signal by k in (73) before
performing the modulus operation. Doing so offers a slight
gain in secure degrees of freedom than simply choosing k = 1.

The scaling operation could also have been done in (66).
However, the optimal scaling factor has a more complicated
expression and it is difficult to derive an analytical expres-
sion for the secure degrees of freedom if this approach is
followed. d

(84)

APPENDIX C
SOME USEFUL RESULTS ON DECODING
NESTED LATTICE CODES

In this section, we introduce the supporting results used in
Appendix B which provide the rate constraint when decoding
a lattice point from a signal under additive interference from
other lattice points.

Consider a nested lattice pair {A, Ap0}. Ap o C A. Define
as a lattice point in A N V(A,0), which is of interest to
the decoder. The decoder observes YV given by

K
YV :(IN—FZU,-N—{-ZN)mOdAp,o

i=1

N

(85)

for K > 0, where ZV is the additive channel noise vector
composed of zero mean i.i.d. Gaussian random variables, each

K
with variance o2. Y UiN represents the interference in the
i=1
observation where U l.N is a random variable uniformly distrib-
uted over the fundamental Voronoi region of a lattice denoted

0
by Ap ;. By definition, > UiN = 0. For convenience, we
i=1

also define Uév which is uniformly distributed over V(A o).
We assume UiN,i = 0,...,K and ZV are independent
and the lattices Ap;,i = 0,...,K are Rogers-good for
covering [43, Section I.B] and Poltyrev-good for channel
coding [43, Section IIL.D].

The power of the interference is measured by ¢ (U;) which
is the variance per dimension of UiN . When N increases, we
scale A and A, ;,i = 0,..., K such that o2(U;) remains
unchanged.

Define 7V as the value for " decoded from YV using an
Euclidean distance decoder. Then we have the following result:

Lemma 1: When K > 1, YV is given by (85), and

o % (Uo)
K 2
o2+ > a2 (Uy)
i=1

1

for each N dimensions, there exist lattices A, A,;,
i =0,...,K such that Pr(t" # V) decreases exponentially
fast with N.
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Proof: The proof is done by approximating the interfer-
ence UiN with Gaussian noise. Define OiN,i =1,...,K, as
zero mean Gaussian random variables such that

oY ~ N(©,5*(0M)D) (87)

where I is an N x N identity matrix. 02(0iN) is a scalar
chosen as the variance per dimension of a random variable
uniformly distributed over the smallest ball covering V(A ;).
Then from [32, Lemma 6], there exists lattice A ; such that
this variance approaches the variance of the uniform variable
over the Voronoi region:

lim o2 (O{V) — o2 (Uy). (88)

N—oo
Let fx (x) denote the probability density function of any
continuous random variable X. We first use the following fact
shown in [32, (200)]:

Fun () < eV £on (x) (89)

which approximates UiN with the Gaussian random variable
O}. & (Ap,) is defined [32, (67)], which was shown therein
to have the following property:

li Api)=0. 90
Ngnoog( p,z) ©0
K K
Define U, = > U and O}, = > ON. From (89),
i=1 i=1
since UiN, i=1,...,K,Z" are independent, we have
K
N Z S(Ap!;)
fUSNuerZN (x) <e = ON +7ZN (x) On
which means:
K
Pr (Z N +z¥¢v (A)) (92)
i=1
K
N> E(A ’,‘) K
<e AT Pr(ZOiN—i—ZN ¢V ). 93)
i=1

K
Since Y’ OiN + Z% is an i.i.d. Gaussian vector, we can show

i=1
that, for a given K,

K
Pr (Z oN +zN ¢V (A)) (94)
i=1
decreases exponentially fast with N if
1 2 (U
Ro < 2 log, 7 o) .09
2 K
02 +limy_o0o > 02 (0)

i=1
by repeating the proof of [32, Theorem 5] when we choose the
scalar a defined therein to be 1. The right hand side of (95)
becomes (86) after applying (88). This and (90) together imply
that (93) decreases exponentially fast with N. Therefore (92)
decreases exponentially fast with N. Since (92) is an upper
bound on Pr(V # V), we have proved Lemma 1. [ |
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The following result is adapted from [32, (89)].
Lemma 2: Define u as

a2 (Vo)

w= (96)

—
o2+ > o2 U
i=1

Then if x4 > 1, the probability

K K
Pr (z UY + 2V mod Apo # > UN + ZN) (97)

i=1 i=l

decreases exponentially fast with respect to N.
Proof: (97) is upper bounded by

K
Pr(z UN +zV ¢V (Ap,o))

i=1

(98)

which, in turn, by following similar steps which lead to (93),
is upper bounded by

K

N e(Api) K

e = " pr (Z oN +Z% ¢V (Ap0)). (99
i=1

Since A o is taken from the lattice code ensemble defined in

[32, Section VII], according to [32, (78)], we have

K
Pr (Z oN +zN ¢y (Ap,o)) < e NErG=on) (100)

i=1
where Ep(u) is the Poltyrev exponent defined in [32, (56)].
on (1) is any function of N such that limy_ s on(1) = 0
[32, Section I]. Since E,(u) is positive for u > 1, we have
proved Lemma 2. [ ]

APPENDIX D
PROOF OF COROLLARY 3

We first verify Corollary 3 holds for interval 1 < «/ab < 2.
The value of (50) is plotted in Fig. 6 for 1 < ab < 2. To
prove that (50) is positive in this range, it suffices to choose
(p=1lg=1,(p=2,qg=1),(p=3,9g =2), and let
Vab = p/q + y/q. A higher secure number of degrees of
freedom can be achieved by choosing other values for p, g,
but for clarity, these curves are not plotted in Fig. 6.

Note that for a fixed pair of p, g, by changing y, (50) takes
the shape of a spur. Fig. 6 includes three such spurs. The value
of (50) converges to 0.5 when y converges to 0. However,
since y # 0, the peak of the spur is not included. Hence
a positive number of secure degrees of freedom cannot be
guaranteed by Corollary 2 only when /ab = 1, 1.5 or 2.

We next argue that Corollary 3 holds for interval i < +/ab <
i+ 1 for all integer i, i > 1. This follows from the fact that the
denominator of (50) is always positive. Hence the positivity
of (50) is only determined by its numerator, which is only
a function of y. When i < Jab < i + 1, we can simply
choose the following three pairs of (p,q): (p = i,q = 1),
(p=i+1,qg=1),and (p =2i +1,q = 2). The positivity
of (50) in this interval [i,i + 1] should be the same as the
positivity of (50) in interval [1,2]. Since (50) is verified to
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contour.

be positive in interval [1,2] except for the cases stated in
Corollary 3, the same case holds for interval [i,7 4 1].

We next verify Corollary 3 holds for the interval 1/2 <
Vab < 1. The value of (50) is plotted in Fig. 7. The two
spurs in Fig. 7 follows from choosing p = 1,g = 1, and
p=1,q=2.

Finally we consider the interval 1/(i 4+ 1) < v/ab < 1/i for
i > 1. For this interval, we can choose p = 1,9 =i + 1
and p = 1,q = i. Again, since the positivity of (50) is
only determined by y, Corollary 3 holds for this interval
[1/(i + 1), 1/i] since it holds for interval 1/2 < v/ab < 1.

Hence we have completed the proof of Corollary 3.

APPENDIX E
PROOF OF THEOREM 3

A. A Supporting Result
In this section, we present a supporting result. We consider
the value of the following function:

f(Q) =1(X1; X1 £ X>) (10D)
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where X;,i = 1,2 is uniformly distributed over [0, Q) N Z.
f(Q) can be bounded by the following lemma:
Lemma 3:

1 1 1 1
f(Q) < 3 10g2(27fe(g - TQZ)) <3 10g2(%e) <0.3.
(102)

Proof: Equation (102) follows from [22, Lemma 12].
H(X| 4+ X3) can be bounded as
1 1
H(X| + X)) < 5 log,2mre(2P’ + E)) (103)

where P’ is the variance of X, k = 1,2, which is given by

1 < 2 « 2 Q2 B
/
P =5 S| D k| = 1 (104)
k=0 k=0
Substituting (104) into (103) we get (102). [ |

As shown by (102), the leakage rate is smaller than the 1-bit
bound for the nested lattice code, which suggests that integer
lattice codes may be useful for cases where the secrecy rate
offered by the nested lattice code is O.

B. Proof of Theorem 3 Case 1

The proof for Theorem 3 Case 1 uses the Diophantine
approximation theory [22]. We start with the same integer
lattice as in [22, Theorem 1]. Let Ap . be the scalar lattice
defined as:

Ap; = {x cx =PV 7 € Z} . (105)

The set of integer lattice points we use is denoted with Cp
and is given by:

Cpe=Ap:N [—«/F, «/F]

where P = min{l_)l, I_’z}. Hence [—P1/4’8—| <z< |_P1/4’8J,
where [ ] and | | denote the ceiling and floor operation.
ICp,e| =2 (PY47¢ — 1) + 1 = 2P!/4=% — 1. This means that,
for large enough P, we can write:

(106)

log, |Cp.s| = log, (2P1/4’8 - 1) > log, (Pl/“**?). (107)

The same set of lattice points is used by both nodes S and S
as the alphabet sets of input signals.

We use a uniform distribution over Cp . as the input
distribution for S and let the input X, from S, be an i.i.d.
sequence. The channel then becomes a memoryless wiretap
channel and the secrecy rate then follows by applying the
result (14) from [3], i.e., any secrecy rate R, such that

0<Ry <[ X;;Y1)—I(Xp; )I" (108)

is achievable. Hence to compute the achievable secrecy rate,
we need to find a lower bound to the right hand side of (108).

According to [22, Theorem 1], Pr(X;) is chosen to be a
uniform distribution over Cp .. Therefore

H (X1) =log, (ICp.cl) - (109)
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From [22, Theorem 1], when
1
— 110
we have
2¢
H (X1]Y1) < 1+ 2exp (—’;—b) log, (ICp.cl) . (111)

The fact that +/ab is algebraic irrational is used in
[22, Theorem 1], which uses a result from Diophantine approx-
imation. (110) is due to [22, Lemma 2]. b in (111) is due to
the fact that the variance of the Gaussian noise contained in
Y1 is b instead of unity.

From (109) and (111), we have:

P2s
1(X1; 1) > (1 —2exp (— 7 ))1og2 (ICp.el) — 1. (112)
Since Cp . is simply a scaled and shifted version of the integer
lattice code, we can use Lemma 3 to bound I (X1; Y>):
I (X1;Y2) <1 (X1; Y2, Z2)=1(X1; X1 £ X2)=f(Q) <08
(113)
where f(Q) is defined in (101). Q is determined by the range
of z in (105). Hence Q = 2| PY/47¢] 4 1. The last inequality

in (113) follows from Lemma 3. Using (112) (113), and (107),
we find (108) is lower bounded by

P2\ (1 "
[(1 —2exp (— " )) (Z —8) log, (P) — 1 — f(Q):|

(114)

for sufficiently large P. Since 0 < f(Q) < 0.8, and ¢ can
be any value between (0, 1/4), using the definition in (7), we
find that the number of achieved secure degrees of freedom
is 1/2. Hence we have completed the proof.

C. Proof of Theorem 3 Case 2

In this appendix, we provide the proof for Theorem 3
Case 2. Here we use a (Q-bit expansion scheme similar to
the one in [19].

We begin by considering the case when +/ab > 2. For this
case, let 0 = ab and

M~—1
Xe=P D axiQ¥ k=12, (115)
i=0

where M is a constant positive integer, Py is a constant scaling
factor. Both are related to the variance of Xx. ax; is uniformly
distributed over [0, |Q] — 1] N Z. Due to the range limit
imposed on ay, ;, we observe that gy ; is uniquely determined
by Xk.

The signal received by node D is given by

M—1 M—1
Yi=VP(D a0+ > @ 0" +vbz. (116)

i=0 i=0

We then derive a lower bound to [1(X1; Y1) — I (X2; Y2)]™
as we did for Theorem 1.

I(Xy;Y)) can be lower
a similar derivation from

bounded by following
[22, Theorem 1]. Define
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M—1 )
G = (VP Y ar; 0% [0,[0] — 11 N Z},

i=0
k=1,2. We usle the same maximum likelihood decoder used
in [22, Theorem 1]:

ak,i €

A

Y| = arg min Y1 — (X1 + 0X2)2. (117)

X1+0X,, s.t. XpeCr,k=1,2

It is clear that given Y1, there is a unique pair of Xy, X5 such
that X1 + QX» = Y7. Let this mapping from Y; to X be f.
Define binary random variable A such that

A:IOif VbZi| < VFo/2

. 118
1 otherwise (118)

Note that if A = 0, we have X| = f 0% 1). For this definition
of A, we have

H(xi1h) = H (X1, A7) (119)
- H(A|?1)+H(X1|?1,A) (120)
< 1+Pr(A=1)H(X1|f/1,A=1)

+Pr(A=0)H(X1|f/1,A=0) (121)
- 1+Pr(A=1)H(X1|f/1,A=1) (122)
<14Pr(A=1)H(Xi|A=1) (123)
—14Pr(A=1)H(X1). (124)

(124) is because A is independent from X;. Pr(A = 1) is
bounded as follows:

1 12
Pr(A=1) = exp| —— ) dtr (125)
( ) /rzw’_o/z V2rb p( 2b)

P
< 2exp (—8—2) . (126)
Substituting into (124), we get:
H (Xlu?l) <142exp (_%) HXy). (127
Therefore I(X1; Y;) is lower bounded as:
I(X1;Y) =1 (X1: ?1) (128)

v

(1 —2exp (—%)) H(X)) —1. (129)

For 1(X1; Y»), we have:

I[(X1;Y2) < I(X1; X1 £ X2)

M—1

D> Haviani+ax) = Mf(LQD. (130)
i=0

For X; defined in (115), we have H(X1) = Mlog, |Q].
Substituting it into (129) and combining it with (130), we
find, from (108), that the following secrecy rate is achievable.

A

P
Rs=[M(1—2exp(—8—g)>aog2 LoD —1—MfF(LeDI (131)
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The transmission power is given by:’

2 o\ M-1
Var [X;] = Po (%) S oY (132)
i=0
2 M
—p (—Lsz 1) e (133)

The secure degrees of freedom can then be computed by
substituting the transmission power (133) and the secrecy rate
(131) into (7), which yields:

(1 —2exp (—§)) toga LOJ = F(LOD) MT*

i
e % log, (Q*M)
(134)
ik (1_26Xp(_@)) logy LOJ _ f(LQD) 4
2 8b log, 0 2log, (Q)
(135)

(135) can be made arbitrarily close to (51) by choosing a large
enough Py. (52) then follows from (51) via Lemma 3.
When Q = 2, it can be verified that f(|Q]) = 0.5, and
(135) can be made to be arbitrarily close to 1/4.
The case of 1/+/ab > 2 can be proved in a similar
M—1 ,
fashion. Let 1/+/ab = Q and let Xy = O+/Py > ak,,-Qzl,
i=0
k = 1,2. Then all previous derivations apply. In particular,
(116) becomes:

M-1 M-1
Y| = \/Po(z ap; Q¥+ Z a2, 0% +vbZ) (136)
i—0

i=0
and (117) becomes:

A

1
Yy = arg 1Y1— (X1 + 5X2>|2. (137)

min
X+X2/0, s.t. Xplr,k=1,2

The achieved secrecy rate remains the same. The transmission
power is scaled by Q7

21
Var [Xi] = szo(LQle )

Q4M_1
o4—1"

Hence the number of secure degrees of freedom is still given
by (52) when Q > 2 and 1/4 when Q = 2.

k=1,2. (138)

D. Proof of Theorem 3 Case 3

Let X be given by (115) in Section E-C with O = 2.
However, unlike (115), here gy ; is not chosen to be uniformly
distributed over {0, 1}. Instead, we choose its distribution to
maximize

I(ayi; a1,i +az,;i) — I(ay,i; ar,; — az,i). (139)

Let c; denote the value of (139) when Pr(a;; = 1) = 0.1443,
Pr(az,; = 1) = 0.8557. The value of ¢; is close to and greater
than 0.1095. We next derive the achievable secrecy rate by
deriving a lower bound on [I(X; Y1) — I(X2; Y2)]T. Define

TIn case it is desired for X  to have zero mean, we can simply shift X; by
a constant, which will not alter the secrecy rate.
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M—1 )

G = (WP Y ari0% : ax; € {0,1}}, k = 1,2. Define
i=0

f(¥y) as

f(n) = argX min

Y1 — (X1 + X2)[%. (140)
1+X2:Xr€Cr k=12

Then:

I (X1; X1+ X2) =1 (Xy1; f (Y1)

<I(X1; X1+ Xolf (1)) (141)
< H X+ Xa2|f (Y1) (142)
< 1+42exp (—%)H(Xl 1 X). (143)

Inequality (143) follows from (119)-(124) with )4 replaced by
f (Y1) defined in (140), and X replaced with X| 4+ X5. Then
we have

I(X1; 1)

= 1 (Xy; f (Y1) (144)

P
> (1 - (2exp (—8—2))) H (X1 +X2) — H(X2) — 1
(145)
P
=1 (X;; X1 +X2) — 1 — 2exp (—8—2) H (X1 + X2)
(146)
-1
= Z I(ari;a1;+ai)—1
i—
M—1
—2exp _h H (a1 +az;). (147)
8b) &
=l

In (145) we use the fact that X; is independent from X,
and apply the result from (143). (147) is because there is a
one-to-one mapping between X + X» and {a1,; + az,;,i =
0,....,M—1}.

For 1(X1; Y>2), we have

I (X1;Y2) < 1(X1: X1 —X2) (148)
M

< Zl (ar,i: a1, — a;). (149)
i=1

Therefore

I (X1; Y1) —1(Xy; 1)
M
> (I (ari;ani+axi) — I (a1 a1, —azi)) — 1
i=1
M—1

Py
—2exp (—@) Z H (a1, + a2,;) (150)
=
Py
= Mc; —1—2exp (‘@) MH (ar; +az;). (151
Let V, « be the variance of ax ;. Then we have
aM 1
Var [Xi] = PoVak k=1,2. (152)

-1
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Hence the number of secure degrees of freedom is given by:

I (X1: Y1) —I(X1:Y)]"
%logz Var [Xi]

cr Py
= [7 —exp (—@) H (a1 +ax)1".

lim

M—o00

(153)

(154)

We can always choose a large enough Py to make the secure
degrees of freedom to be arbitrarily close to 5 > 0.0548. This
completes the proof of Theorem 3 Case 3).

E. Proof of Theorem 3 Case 4

Here we mimic the coding scheme in Section IV when
p = 1,4 = 1. Note that positive secure degrees of freedom
can not be achieved by the nested lattice code in Section IV
in this case. This is mainly a consequence of leaking 1 bit
per layer in the layered coding scheme. Here, we replace the
nested lattice code with Q-bit expansion similar to the one
used in Appendix E-C and leverage the fact that integer lattice
leaks less than 0.8 bit per layer, and show that positive secure
degrees of freedom are achievable.

Let X; be:

3M—1

Xe=VP D a0 k=12
i=0

(155)

where Q = 2. M is a positive integer and Py is a positive
constant as defined in the proof of Theorem 2. Choose ay;
such that

ar,; =0, if imod3 =1 or 2, (156)

otherwise ay; is uniformly distributed over {0, 1}. Here ax;
is forced to be zero at i mod3 = 1 or 2 to make room
for 0.5a3,;,Vjmod3 = 0 and the carry-over from a; ; +
az’j,Vj mod 3 = 0.

Define Cy as the collection of points X} defined by (155).
Define ¥ 1 as
min

i 1Y — (X1 +1.5X2) % (157)
X1+1.5X2, s.t. XpeCy,k=1,2

f’l =arg

With this new definition of f’l, the same derivation that leads
to (129) applies, where H(X1) = M. On the other hand:

I(X1;Y2) < I(X1; X1 £X2) (158)
3M—1

< D Ianiani£az;) =05M. (159)
i=0

From (129), (159) and (108), the following secrecy rate is
achievable:

Py +

1 —2exp{—=— )| M—-1-05M] . (160)
8b
The transmission power is given by
M-1 oM
0%-1 o Po Q%M —1

Var [Xr] = P '=—=——— (l61
ar [Xi] = Po—7 iE_OQ 7 001 (1e1)
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Xl \LYI \\
W, @ : ® D) W, \

Fig. 8. Fig. 5 with an enhanced eavesdropper channel.

for Q = 2. The number of secure degrees of freedom is hence
given by:

(1-2exp (—g2)) M —1-05Mm
3 log, (Q°M)

_12s Po) s
—3 CXp 8b .

which can be made arbitrarily close to 1/6 by choosing a large
enough Py.

Remark 12: This scheme can be extended to the case when
Vab = 1+1/Q with Q being an integer greater than 2. In this
case, we let a;; = 0 if i mod 2 = 1. Otherwise ay; is taken
from [0, Q—1]NZ. However, to make room for the carryovers,
the least significant bit of the binary representation of ay ; must
be zero. Hence, 1 bit is lost per layer due to the carryovers.
As a result, the achieved secure degrees of freedom turns out
to be smaller than those achieved with nested lattice codes.
Similar coding schemes can be designed for other values of
/ab. However, it is difficult to find a uniform description of
such codes that achieves a better performance than that of
nested lattice code. O

lim
M— o0

(162)

(163)

APPENDIX F
PROOF OF THEOREM 4

We prove Theorem 4 by showing that the loss in secrecy
rate due to the imperfectness of channel state information
can be bounded by a constant. To prove this, we consider
the channel in Fig. 8, where Z4 has the same distribution as
Zy. Z4, 21, Z> are independent. For this channel, we have the
following lemma:

Lemma 4: Any secrecy rate achievable in Fig. 8 is also
achievable in Fig. 5 with the same coding scheme.

Proof: Let n be the total number of channel uses. Let
D and D’ be two n x n diagonal matrices, whose diagonal
elements at the ith row and ith column are ¢; and o) respec-
tively. Define a diagonal matrix D such that D is obtained
from D by replacing the O elements on its diagonal line with
Omax. D’ is defined similarly from D’. Define Z!',i =3,4,5
as an independent random variable with the same Gaussian
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distribution as Z5. Z!,i = 2,3,4,5 are independent. Then
the mutual information between W and the knowledge of the
eavesdropper in Fig. 5 can be upper bounded as follows:

0<1(W:Y},D,D) (164)
I (Wi XT £ X5+ 275+ DX! +D'X5,D, D) (165)
<I(W;; X! +X5,05Z5 +DX},05Z) + D'X5,D,D').

(166)

IA

We next divide the length-n vector 0.5Z7 + DX into two
sets of variables depending on whether the diagonal term a;
is zero: {0.5Z3; +a; X1,i}i:a; 20 and {0.5Z3 ;};.q;—0. Similarly,
we can rewrite 0.5Z} + D'X% as {0.5Z4; +0°,/-X2,i}i:a;7&0 and
{0-524,i}i:a;=0- (166) then becomes

I(Wi; X1 £X5.,{0.5Z5; + ai X1,i}iia; 20, {0.5Z2 i }i-a;=0,

{0.5Z4,i + 0 X2,i}i:0/ 20, {0.5Z4,}i:0)=0, D, D) (167)
=I(Wy; X| £X5,{0.5Z2; + aiX1,i}i:a; 0,
{0.5Z4,i + @i X2,i}i.0/ 20, D, D) (168)

< I(Wi; X} +X5,0.525 + DX},0.5Z} + D'X3, D, D)

(169)
=1 (Wy; X! £X3,Zy +2DX}, Z} +2D'X}, D, D')
(170)
D / D? _
= I(Wi; X{ £ X5, —Z) + |1 — —=—Z5 +2DX],
Omax Omax
N/ D/2 _ -
Zy+ /1 — —=—2Z5+2D'X3,D, D) (171)
Omax max
D _
< I(Wy; X} £ X5, —Z5 +2DX],
Omax
n/
Zi +2D'X3, D, D) (172)
Omax o
= I(Wi; X| £ X5, Z5 + 2amax X}, Zlf + 2amax X5, D, D').
(173)

Note that (173) is exactly the same as the mutual information
between W; and the eavesdropper’s knowledge in Fig. 8.
Hence if

1
lim —I(Wy; X7 + X%, Z8 + 2amax X7,

n—-oon
Z} + 20max X5, D, D') = 0. (174)
Then we must have:
1 N A
lim -7 (Wy;Y,,D,D") =0. (175)
n—>oon

This means that to obtain the secrecy rate for the model in
Fig. 5, we can as well compute the secrecy rate for the model
in Fig. 8. ]
We next compute the secrecy rate for Fig. 8. We use the same
layered nested lattice coding scheme in Theorem 2 except now
a different bin size must be chosen in the wiretap binning
scheme.

Recall that the notation A represents A;,i = 1,..., M.
We begin by applying the result (14) from [3]. It shows the
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following secrecy rate R; is achievable:
. 1 N N

0= Ry <[ Jim (7@ v YT

Iy o XY £ XY, 20ma XY + 23, 20max X5 + ZINIT.

(176)

Note that we drop D and D’ since we assume they are
independent from the channel inputs and the additive channel
noise.

The first term in (176) is still given by (44) since the signal

received by D; remains the same. The second term in (176)
can be upper bounded as follows:

1
1 (u{‘fM; XN £ XV, ZY 4 20 XV, 2aman XY + zf;’)

(177)
1 N N N
N N N.
+l1( v X1 % Xy . N) (178)
N Z5 —i—2ocmaxX1 ,20(ma,(X2 +Z
1
<! (u{\jM; x¥ isz)
N N N N.
+l]( ulﬁ/\/l’uLM’Xl :tXZ ’ ) (179)
N\ ZY + 20max XV, 20max XY + ZY
1 N N N
= 1 (ul,M; X j:XZ)
1
+NI (1411\{/\4, ué\jM; Zév +2amaxX{V, 2OCmaxXév _,’_ZiV)
(180)
1 1
= <! (s s XY £ x2) + vl (s 28+ 20 X7
1
7 (ung; zN 4 2amaXX§V) . (181)

(180) is because (X1’ + X5} — {u \ k = 1,2} — {Z) +
2amaXX{V, Ziv +2amaXX£V} is a Markov chain, since X{V j:Xév
is a deterministic function of {u,i\{ o k= 1,2} The first term
in (181) is shown by (46)-(48) to be bounded by M. Hence
we only need to bound the second and the third term. The
second term is bounded by:

1
vl (u{‘fM; zy 4+ 2amaxxf’) (182)
1
< 5! (X{V; zy + 2amaxxf’) (183)
= C (403 P1) (184)
where C(x) = %logz(l + x). Pp, the total transmission

power consumed by S, is given by (30). The inequality (184)
follows since the mutual information in (183) is maximized
by a Gaussian input distribution. Similarly, the third term is
bounded by:

1
—1 (ung; zN +2ama,(x§v) (185)

N
<C (4a2 Pz) .

max

(186)

P> is the total transmission power consumed by S, which
equals P; in our layered coding scheme.
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Applying (184),(186), (46)-(48), and (44) in (176), we find
the secrecy rate is given by

Ry = [(0.25logy(a) — )M — 2C (4a

2Pt (187)

Compared it to (33), the loss in secrecy rate is bounded
by 2C (4a2,P1), which is bounded by a constant per the

max
condition stated in Theorem 4. Hence the achieved secure

degrees of freedom remain the same as in Theorem 2.

REFERENCES

[1] C. E. Shannon, “Communication theory of secrecy systems,” Bell Syst.
Tech. J., vol. 28, no. 4, pp. 656-715, Sep. 1949.

[2] A. D. Wyner, “The wire-tap channel,” Bell Syst. Tech. J., vol. 54, no. 8,
pp. 1355-1387, 1975.

[3] I. Csiszar and J. Korner, “Broadcast channels with confidential mes-
sages,” IEEE Trans. Inf. Theory, vol. 24, no. 3, pp. 339-348, May 1978.

[4] S. Leung-Yan-Cheong and M. Hellman, “The Gaussian wire-tap chan-
nel,” IEEE Trans. Inf. Theory, vol. 24, no. 4, pp. 451-456, Jul. 1978.

[5] A. Khisti and G. Wornell, “Secure transmission with multiple antennas-
I: The MISOME wiretap channel,” IEEE Trans. Inf. Theory, vol. 56,
no. 7, pp. 3088-3104, Jul. 2010.

[6] F. Oggier and B. Hassibi, “The secrecy capacity of the MIMO wiretap
channel,” in Proc. IEEE Int. Symp. Inf. Theory, Jul. 2008, pp. 524-528.

[7]1 R.Liu, T. Liu, and H. V. Poor, “Multiple-input multiple-output Gaussian
broadcast channels with confidential messages,” IEEE Trans. Inf. Theory,
vol. 56, no. 9, pp. 4215-4227, Sep. 2010.

[8] E. Ekrem and S. Ulukus, “The secrecy capacity region of the Gaussian
MIMO multi-receiver wiretap channel,” IEEE Trans. Inf. Theory, vol. 57,
no. 4, pp. 2083-2114, Apr. 2011.

[9]1 E. Tekin, S. Serbetli, and A. Yener, “On Secure signaling for the
Gaussian multiple access wire-tap channel,” in Proc. 39th Annu. Asilo-
mar Conf. Signals, Syst., Comput., Nov. 2005, pp. 1747-1751.

[10] E. Tekin and A. Yener, “The Gaussian multiple access wire-tap channel,”

IEEE Trans. Inf. Theory, vol. 54, no. 12, pp. 5747-5755, Dec. 2008.

Y. Liang and H. V. Poor, “Multiple-access channels with confidential

messages,” IEEE Trans. Inf. Theory, vol. 54, no. 3, pp. 976-1002,

Mar. 2008.

[12] E. Tekin and A. Yener, “The general Gaussian multiple access and
two-way wire-tap channels: Achievable rates and cooperative jamming,”
IEEE Trans. Inf. Theory, vol. 54, no. 6, pp. 2735-2751, Jun. 2008.

[13] L. Lai and H. El Gamal, “Cooperation for secrecy: The relay-
eavesdropper channel,” IEEE Trans. Inf. Theory, vol. 54, no. 9,
pp. 4005-4019, Sep. 2008.

[14] X. He and A. Yener, “Cooperation with an untrusted relay: A secrecy

perspective,” I[EEE Trans. Inf. Theory, vol. 56, no. 8, pp. 3801-3827,

Aug. 2010.

X. He and A. Yener, “Two-hop secure communication using an

untrusted relay,” Eurasip J. Wireless Commun. Netw., vol. 2009,

pp. 305146-1-305146-13, Nov. 2009.

O. Koyluoglu and H. El-Gamal, “Cooperative binning and channel

prefixing for secrecy in interference channels,” submitted to IEEE Trans.

Inf. Theory, May 2009.

B. Nazer and M. Gastpar, “The case for structured random codes in

network capacity theorems,” Eur. Trans. Telecommun., vol. 19, no. 4,

pp. 455474, Jun. 2008.

[18] J. G. Proakis and M. Salehi, Digital Communications. New York, NY,

USA: McGraw-Hill, 1995.

V. R. Cadambe, S. A. Jafar, and S. Shamai, “Interference Align-

ment on the deterministic channel and application to fully connected

AWGN interference networks,” IEEE Trans. Inf. Theory, vol. 55, no. 1,

pp. 269-274, Jan. 2009.

G. Bresler, A. Parekh, and D. Tse, “The Approximate Capacity of the

many-to-one and one-to-many Gaussian interference channels,” in Proc.

45th Allerton Conf. Commun., Control, Comput., Sep. 2007, pp. 1-27.

S. Sridharan, A. Jafarian, S. Vishwanath, and S. A. Jafar, “Capacity of

symmetric K-user Gaussian very strong interference channels,” in Proc.

IEEE Global Telecommun. Conf., Nov. 2008, pp. 1-5.

R. Etkin and E. Ordentlich, “The degrees-of-freedom of the K-user

Gaussian interference channel is discontinuous at rational channel coef-

ficients,” IEEE Trans. Inf. Theory, vol. 55, no. 11, pp. 4932-4946,

Nov. 2009.

(11]

[15]

[16]

[17]

(19]

[20]

[21]

[22]

2137

[23] K. Narayanan, M. P. Wilson, and A. Sprintson, “Joint physical layer

coding and network coding for Bi-directional relaying,” in Proc. 45th

Allerton Conf. Commun., Control, Comput., Sep. 2007, pp. 1-14.

[24] W. Nam, S.-Y. Chung, and Y. H. Lee, “Capacity bounds for two-way
relay channels,” in Proc. Int. Zurich Seminar Commun., Mar. 2008,
pp. 144-147.

[25] E. Tekin and A. Yener, “The multiple access wire-tap channel: Wireless

secrecy and cooperative jamming,” in Proc. Inf. Theory Appl. Workshop,

Jan. 2007, pp. 1-3.

R. Liu, I. Maric, P. Spasojevic, and R. D. Yates, “Discrete memoryless

interference and broadcast channels with confidential messages: Secrecy

rate regions,” IEEE Trans. Inf. Theory, vol. 54, no. 6, pp. 2493-2507,

Jun. 2008.

X. Tang, R. Liu, P. Spasojevic, and H. V. Poor, “The Gaussian wiretap

channel with a helping interferer,” in Proc. IEEE Int. Symp. Inf. Theory,

Jul. 2008, pp. 389-393.

S. Goel and R. Negi, “Guaranteeing secrecy using artificial noise,” IEEE

Trans. Wireless Commun., vol. 7, no. 6, pp. 2180-2189, Jun. 2008.

[29] E. Ekrem and S. Ulukus, “On the secrecy of multiple access wiretap
channel,” in Proc. 46th Allerton Conf. Commun., Control, Comput.,
Sep. 2008, pp. 1014-1021.

[30] X.He and A. Yener, “Interference channels with strong secrecy,” in Proc.
47th Allerton Conf. Commun., Control Comput., Sep. 2009, pp. 811-818.

[31] X. He, “Cooperation and information theoretic security in wireless

networks,” Ph.D. dissertation, Dept. Electr. Eng., Pennsylvania State

Univ., Pennsylvania, PA, USA, Aug. 2010.

U. Erez and R. Zamir, “Achieving 1/2 log (1+ SNR) on the AWGN

channel with lattice encoding and decoding,” IEEE Trans. Inf. Theory,

vol. 50, no. 10, pp. 2293-2314, Oct. 2004.

G. D. Forney, “On the role of MMSE estimation in approaching the

information-theoretic limits of linear Gaussian channels: Shannon meets

wiener,” in Proc. 41st Allerton Conf. Commun., Control, Comput.,

Sep. 2003, pp. 1-14.

[34] L. Lai, H. El Gamal, and H. V. Poor, “The wiretap channel with

feedback: Encryption over the channel,” IEEE Trans. Inf. Theory, vol. 54,

no. 11, pp. 5059-5067, Nov. 2008.

C. Ling, L. Luzzi, J.-C. Belfiore, and D. Stehlé, (2012, Oct.). Semanti-

cally Secure Lattice Codes for the Gaussian Wiretap Channel [Online].

Available: http://arxiv.org/abs/1210.6673v2

S. Yang, P. Piantanida, M. Kobayashi, and S. Shamai, “Lattice coding for

strongly secure compute-and-forward in a bidirectional relay,” in Proc.

IEEE Int. Symp. Inf. Theory, Jul. 2013, pp. 2775-2779.

S. Sridharan, A. Jafarian, S. Vishwanath, S. A. Jafar, and S. Shamai,

“A layered lattice coding scheme for a class of three user Gaussian

interference channels,” in Proc. 46th Allerton Conf. Commun., Control,

Comput., Sep. 2008, pp. 1-8.

T. M. Cover and J. A. Thomas, Elements of Information Theory.

New York, NY, USA: Wiley, 2006.

H. A. Loeliger, “Averaging bounds for lattices and linear codes,” I[EEE

Trans. Inf. Theory, vol. 43, no. 6, pp. 1767-1773, Nov. 1997.

B. Nazer and M. Gastpar, “Compute-and-forward: Harnessing interfer-

ence with structured codes,” in Proc. Int. Symp. Inf. Theory, Jul. 2008,

pp. 6463-6486.

[41] J. H. Conway and N. J. A. Sloane, Sphere Packings, Lattices and Groups.

New York, NY, USA: Springer-Verlag, 1999.

X. He and A. Yener, “K-user interference channels: Achievable secrecy

rate and degrees of freedom,” in Proc. IEEE Inf. Theory Workshop,

Jun. 2009, pp. 336-340.

[43] U. Erez, S. Litsyn, and R. Zamir, “Lattices which are good for (almost)
everything,” IEEE Trans. Inf. Theory, vol. 51, no. 10, pp. 3401-3416,
Oct. 2005.

[26]

[27]

(28]

[32]

[33]

[35]

[36]

[37]

[38]
[39]

[40]

[42]

Xiang He (S’08-M’10) received B.S. and M.S. degrees in Electrical Engineer-
ing from Shanghai Jiao Tong University, Shanghai, China in 2003 and 2006
respectively. His master study was about high speed FPGA implementation of
channel encoder, decoder and MIMO detectors. He received his Ph.D. degree
in 2010 from the Department of Electrical Engineering at the Pennsylvania
State University and joined Microsoft in that year. In 2010, he received the
Melvin P. Bloom Memorial Outstanding Doctoral Research Award from the
Department of Electrical Engineering at the Pennsylvania State University and
the best paper award from the Communication Theory Symposium in IEEE
International Conference on Communications (ICC). In 2011, he was named
as one of the exemplary reviewers by IEEE COMMUNICATION LETTERS.
His research interests include information theoretic secrecy, coding theory,
queuing theory, optimization techniques, distributed detection and estimation.



2138

Aylin Yener (S’91-M’00-SM’13) received the B.Sc. degree in electrical
and electronics engineering, and the B.Sc. degree in physics, from Bogazici
University, Istanbul, Turkey; and the M.S. and Ph.D. degrees in electrical
and computer engineering from Wireless Information Network Laboratory
(WINLAB), Rutgers University, New Brunswick, NJ. Commencing fall 2000,
for three semesters, she was a P.C. Rossin Assistant Professor at the Electrical
Engineering and Computer Science Department, Lehigh University, PA. In
2002, she joined the faculty of The Pennsylvania State University, University
Park, PA, where she was an Assistant Professor, then Associate Professor,
and has been a Professor of Electrical Engineering since 2010. During the
academic year 2008-2009, she was a Visiting Associate Professor with the
Department of Electrical Engineering, Stanford University, CA. Her research

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 60, NO. 4, APRIL 2014

interests are in information theory, communication theory and network
science, with recent emphasis on green communications and information
security. She received the NSF CAREER award in 2003.

Dr. Yener previously served as a technical program chair or co-chair for
various conferences for the IEEE Communications Society, as an associate
editor for the IEEE TRANSACTIONS ON COMMUNICATIONS, as an associate
editor and an editorial advisory board member for the IEEE TRANSACTIONS
ON WIRELESS COMMUNICATIONS. She served as the student committee chair
for the IEEE Information Theory Society 2007-2011, and was the co-founder
of the Annual School of Information Theory in North America co-organizing
the school in 2008, 2009 and 2010. Dr. Yener currently serves on the board
of governors of the IEEE Information Theory Society as its treasurer.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


