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Abstract
We introduce the notion of multi-trapdoor commitments which is a stronger form of trapdoor
commitment schemes. We then construct two very efficient instantiations of multi-trapdoor
commitment schemes, based on the Strong RSA Assumption and the recently introduced Strong
Diffie-Hellman Assumption.
The main application of our result is the construction of a compiler that takes any proof of
knowledge and transforms it into one which is secure against a concurrent man-in-the-middle
attack.
When using our Strong RSA construction of multi-trapdoor commitments, this compiler is
very efficient (requires no more than four exponentiations) and maintains the round complexity
of the original proof of knowledge. It works in the common reference string model, which in any
case is necessary to prove security of proofs of knowledge under this kind of attacks.
Efficient solutions were known only for proofs of knowledge for some specific language, while
our transformation works over any proof. Moreover, compared to previously known efficient
proofs, our solution is a factor of eight more efficient in computation.
The main practical applications of our results are concurrently secure identification and deniable authentication protocols. For these applications our results are the first simple and efficient
solutions based on the Strong RSA Assumption or the Strong Diffie-Hellman Assumption.

1

Introduction

A proof of knowledge allows a Prover to convince a Verifier that he knows some secret information
w (for example a witness for an N P -statement y). Since w must remain secret, one must ensure
that the proof does not reveal any information about w to the Verifier (who may not necessarily
act honestly and follow the protocol).
Proofs of knowledge have several applications, chief among them identification protocols where
a party, who is associated with a public key, identifies himself by proving knowledge of the matching secret key. By securely binding a message to such identification protocols, one also obtains
interactive public-key message authentication schemes. An interesting feature of these schemes is
that they are deniable i.e. while the receiver is guaranteed that the message comes from the sender,
the sender can always deny to a third party to have sent it.
However when proofs of knowledge are performed on an open network, like the Internet, one
has to worry about an active attacker manipulating the conversation between honest parties. In
such a network, also, we cannot expect to control the timing of message delivery, thus we should
assume that the adversary has control also on when messages are delivered to honest parties.
The adversary could play the “man-in-the-middle” role, between honest provers and verifiers.
In such an attack the adversary will act as a prover with an honest verifier, trying to make her
accept a proof, even if the adversary does not know the corresponding secret information. During
this attack, the adversary will have access to honest provers proving other statements. In the most
powerful attack, the adversary will start several such sessions at the same time, and interleave the
messages in any arbitrary way.
Informally, we say that a proof of knowledge is concurrently non-malleable, if such an adversary
will never be able to convince a verifier when she does not know the relevant secret information
(unless, of course, the adversary simply relies messages unchanged from an honest prover to an
honest verifier).
Our Main Contribution. We present a general transformation that takes any proof of knowledge
and makes it concurrently non-malleable. The transformation preserves the round complexity of
the original scheme and it requires a common reference string shared by all parties.
The crucial technical tool to construct such compiler is the notion of multi-trapdoor commitments
which we introduce in this paper. After defining the notion we show two specific number-theoretic
constructions based on the Strong RSA Assumption and the recently introduced Strong DiffieHellman Assumption. These constructions are very efficient.
As far as we know this is the most efficient construction of concurrently non-malleable proofs of
knowledge, gaining at least a factor of 3 in computation and communication over previous proposals
(see below).
Multi-Trapdoor Commitments. Recall that a commitment scheme consist of two phases, the
first one in which a sender commits to a message (think of it as putting it inside a sealed envelope
on the table) and a second one in which the sender reveals the committed message (opens the
envelope).
A trapdoor commitment scheme allows a sender to commit to a message with informationtheoretic privacy. I.e., given the transcript of the commitment phase the receiver, even with infinite
computing power, cannot guess the committed message better than at random. On the other hand
when it comes to opening the message, the sender is only computationally bound to the committed
message. Indeed the scheme admits a trapdoor whose knowledge allows to open a commitment in
any possible way. This trapdoor should be hard to compute efficiently.
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A multi-trapdoor commitment scheme consists of a family of trapdoor commitments. Each
scheme in the family is information-theoretically private. The family admits a master trapdoor
whose knowledge allows to open any commitment in the family in any way it is desired.
Moreover each commitment scheme in the family admits its own specific trapdoor. The crucial
property in the definition of multi-trapdoor commitments is that when given the trapdoor of one
scheme in the family it is infeasible to compute the trapdoor of another scheme (unless the master
trapdoor is known).
Concurrent Composition in Detail. When we consider a man-in-the-middle attacker for
proofs of knowledge we must be careful to define exactly what kind of concurrent composition we
allow.
Above we described the case in which the attacker acts as a verifier in several concurrent
executions of the proof, with several provers. We call this left-concurrency (as usually the provers
are on positioned on the left of the picture, see Figure 1). On the other hand right-concurrency
means that the adversary could start several concurrent executions as a prover with several verifiers.
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Figure 1: Left and Right Concurrency

Under these attacks, we need to prove that the protocols are zero-knowledge (i.e. simulatable) and
also proofs of knowledge (i.e. one can extract the witness from the adversary). When it comes
to extraction one also has to make the distinction between in-line and post-protocol extraction
[27]. In an on-line extraction, the witness is extracted as soon as the prover successfully convinces
the verifier. In a post-protocol extraction procedure, the extractor waits for the end of all the
concurrent executions to extract the witnesses of the successful executions.
In the common reference string it is well known how to fully (i.e. both left and right) simulate
proofs of knowledge efficiently, using the result of Damgård [17]. We use his techniques, so our
protocols are fully concurrently zero-knowledge. Extraction is more complicated. Lindell in [32]
shows how to do post-protocol extraction for the case of right concurrency. We can use his techniques as well. But for many applications what really matters is on-line extraction. We are able
to do that only under left-concurrency1 . This is however enough to build fully concurrently secure
applications like identification and deniable authentication protocols.
Prior Work. Zero-knowledge protocols were introduced in [24]. The notion of proof of knowledge
(already implicit in [24]) was formalized in [21, 6].
Concurrent zero-knowledge was introduced in [20]. They point out that the typical simulation
paradigm to prove that a protocol is zero-knowledge fails to work in a concurrent model. This
work sparked a long series of papers culminating in the discovery of non-constant upper and lower
1

However, as we explain later in the Introduction, we could achieve also right-concurrency if we use so-called
Ω-protocols
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bounds on the round complexity of concurrent zero-knowledge in the black-box model [13, 37],
unless extra assumptions are used such as a common reference string. Moreover, in a breakthrough
result, Barak [2] shows a constant round non-black-box concurrent zero-knowledge protocol, which
however is very inefficient in practice.
If one is willing to augment the computational model with a common reference string, Damgård
[17] shows how to construct very efficient 3-round protocols which are concurrent (black-box) zeroknowledge.
However all these works focus only on the issue of zero-knowledge, where one has to prove
that a verifier who may engage with several provers in a concurrent fashion, does not learn any
information. Our work focuses more on the issue of malleability in proofs of knowledge, i.e. security
against a man-in-the-middle who may start concurrent sessions.
The problem of malleability in cryptographic algorithms, and specifically in zero-knowledge
proofs, was formalized by Dolev et al. in [19], where a non-malleable ZK proof with a polylogarithmic number of rounds is presented. This protocol, however, is only sequentially non-malleable, i.e.
the adversary can only start sessions sequentially (and non concurrently) with the prover. Barak
in [3] shows a constant round non-malleable ZK proof in the non-black-box model (and thus very
inefficient).
Using the taxonomy introduced by Lindell [31], we can think of concurrent composition as the
most general form of composition of a protocol with itself (i.e. in a world where only this protocol
is run). On the other hand it would be desirable to have protocols that arbitrarily compose, not
only with themselves, but with any other “secure” protocol in the environment they run in. This
is the notion of universal composable security as defined by Canetti [11]. Universally composable
zero-knowledge protocols are in particular concurrently non-malleable. In the common reference
string model (which is necessary as proven in [11]), a UCZK protocols for Hamiltonian Cycle was
presented in [12]. Thus UCZK protocols for any N P problem can be constructed, but they are
usually inefficient in practice since they require a reduction to the Hamiltonian Cycle problem.
As it turns out, the common reference string model is necessary also to achieve concurrent nonmalleability (see [32]). In this model, the first theoretical solution to our problem was presented in
[18]. Following on the ideas presented in [18] more efficient solutions were presented in [27, 22, 33].
Katz [27] presents efficient proofs of plaintext knowledge (a special type of proofs of knowledge)
which are sequentially non-malleable. These proofs can be made concurrently non-malleable if one
makes some limitations on the power of the adversary in arbitrarily delaying messages, (usually
called timing assumptions). Finally, reasonably efficient proofs of knowledge, which are concurrently
non-malleable are presented by Garay, MacKenzie and Yang in [22, 33]. A detailed comparison
between our work and [27, 22, 33] appears below.
Comparison with [27, 22]. Our result uses Katz’s protocol [27] as a starting point and modifies
it to be left concurrently secure without timing assumptions. The most important change is to use
a specific number-theoretic commitment scheme (based on RSA) which will allows us to defeat a
concurrent man-in-the-middle. Some of the other modifications we make (which borrow Damgård’s
techniques from [17]) result in a slightly more efficient protocol even in the non-concurrent case, in
terms of communication complexity.
Garay et al. in [22] introduce the notion of simulation-sound trapdoor commitments (SSTC),
which was later refined and improved in [33]. They show generic constructions of SSTC and specific
direct constructions based on the Strong RSA Assumption and the security of the DSA signature
algorithm. They use SSTC’s to compile (in a way similar to ours) any Σ-protocol into one which
is left-concurrently non-malleable. Also they introduce Ω-protocols which dispense of the need for
rewinding when extracting and thus can be proven to be left and right-concurrently non-malleable
3

(and with some extra modification even universally composable).
The concept of SSTC is related to ours, though we define a somewhat weaker notion of commitment (we elaborate on the difference in Section 3). The important contribution of our paper
with respect to [22, 33] is twofold: (i) we show that this weaker notion is sufficient to construct concurrently non-malleable proofs; (ii) because our notion is weaker, we are able to construct a more
efficient number theoretic instantiation. Indeed our Strong RSA construction is about a factor of 2
faster than the one presented in [33]. This efficiency improvement is inherited by the concurrently
non-malleable proof of knowledge, since in both cases the computation of the commitment is the
whole overhead.
It should be noted that if we apply our transformation to the so-called Ω-protocols introduced
by [22], then we obtain on-line extraction under both left and right concurrency. However we
do not know how to construct efficient direct constructions of Ω-protocols for any relationship,
except knowledge of discrete logarithms, and even that is not particularly efficient. Since for the
applications we had in mind left-concurrency was sufficient, we did not follow this path in this
paper.
Below we show all the applications of this result. For each application we highlight the prior work
in that field, and the impact of our result.

1.1

Applications

Concurrently Secure Identification Schemes. The main application of proofs of knowledge
is in the design of secure identification schemes [21]. In these schemes a party identifies himself
by proving that he knows some secret information. Our result allows the construction of efficient
identification schemes that remain secure against an active man-in-the-middle in a concurrent
communication model. As far as we know these are the first efficient schemes that can be proven
concurrently secure.
For example, by using Schnorr’s identification scheme [39], together with our techniques, we
obtain a very efficient concurrently secure identification scheme under both the discrete log and
Strong RSA Assumption. By using the Guillou-Quisquater identification scheme [26], we obtain
a comparable scheme which can be proven secure using only the Strong RSA Assumption. Both
schemes require 3 rounds of communication and only 3 modular exponentiations per party.
Bellare et al. in [5] present resettable identification schemes, which are in particular also concurrently secure. Our schemes achieve only the weaker property of concurrent composition (and
work under a specific assumption) but they are more efficient.
Deniable Authentication. A deniable authentication protocol allows a Sender to authenticate
a message M to a Receiver, in a way that while the Receiver is certain that the message M
originated with the Sender, at the same time the Receiver cannot convince anybody else of this
fact. We are interested in a public-key scenario, in which Sender and Receiver do not share any
secret information2 , and authentication is achieved via a public key associated with the Sender.
We show how our concurrently non-malleable proofs of knowledge can be turned into concurrently secure deniable authentication protocols, by binding the message M to the proof of knowledge
in a secure way.
Concurrently secure deniable authentication protocols (without timing assumptions) were presented in [20, 28] using CCA2-secure encryption (either interactive or not). Our technique shows
another (somewhat more natural) paradigm for deniable authentication (transforming any proof
2

In the shared key model, deniable authentication is easily achieved by using Message Authentication Codes
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of knowledge into a deniable authentication protocol). Using this approach we obtain new protocols which are very efficient under new assumption. For example we obtain the first efficient
concurrently secure deniable authentication protocol based on the Strong RSA Assumption.
We stress that our solutions for these applications are fully concurrently secure: i.e. tolerate an
adversary that starts any concurrent interleaving of protocols execution either as the prover/sender
or the verifier/receiver. Indeed it is sufficient for these applications that the proof of knowledge
satisfies on-line extraction against left concurrency, which is what our protocols achieves3 . The
applications are discussed in Section 6.

1.2

Organization of the paper

In the next section we recall the notion of proofs of knowledge and the definition of non-malleability
under concurrent composition. We also recall some cryptographic tools that we will use in our main
construction.
In section 3 we introduce the notion of multi-trapdoor commitments and present a specific
number-theoretic construction based on the Strong RSA Assumption.
Section 4 describes our main protocol and its proof of security. In Section 5 we instantiate
the generic protocol with the Strong RSA based commitment scheme, and we introduce a few
number-theoretic tricks to improve the efficiency.
In Section 6 we present the main applications of our result.

2

Preliminaries

In the following we say that function f (n) is negligible if for every polynomial Q(·) there exists an
index nQ such that for all n > nQ , f (n) ≤ 1/Q(n).
Also if A(·) is a randomized algorithm, with a ← A(·) we denote the event that A outputs
the string a. With P rob[A1 ; . . . ; Ak : B] we denote the probability of event B happening after
A1 , . . . , Ak .

2.1

One-time Signatures

Our construction requires a one-time signature scheme which is secure against chosen message
attack. Informally this means that the adversary is given the public key and the signature on a
message of her choice (chosen after seeing the public key). Then it is infeasible for the adversary
to compute the signature of a different message. The following definition is adapted from [25].
Definition 1 (SG, Sig, Ver) is a one-time secure signature if for every probabilistic polynomial time
forger F, the following




(sk, vk) ← SG(1n ) ; M ← F(vk) ;


P rob  sig ← Sig(M, sk) ; F(M, sig, vk) = (M ′ , sig′ ) : 
′
′
′
Ver(M , sig , vk) = 1 and M 6= M
is negligible in n.
3

An example of an application which requires on-line extraction against both types of concurrency is interactive
chosen-ciphertext security, and thus we are not able to use our results in that case.
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The main construction requires the signature scheme to also be strong (though some of the applications do not require this). Informally this means that it is infeasible for the adversary to also
find a different signature on the message on which she received one signature already4 . This is an
issue if the signature is randomized, and a message may have many valid signatures.
Definition 2 (SG, Sig, Ver) is a strong one-time secure signature if for every probabilistic polynomial time forger F, the following





P rob 

(sk, vk) ← SG(1n ) ; M ← F(vk) ;
sig ← Sig(M, sk) ; F(M, sig, vk) = (M ′ , sig′ ) : 



Ver(M ′ , sig′ , vk) = 1 and
(M 6= M ′ or sig 6= sig′ )


is negligible in n.
One-time signatures can be constructed more efficiently than general signatures since they do not
require public key operations (see [7, 8, 30]). Virtually all the efficient one-time signature schemes
are strong.

2.2

The Strong RSA Assumption.

Let N be the product of two primes, N = pq. With φ(N ) we denote the Euler function of N , i.e.
∗ we denote the set of integers between 0 and N − 1 and relatively
φ(N ) = (p − 1)(q − 1). With ZN
prime to N .
Let e be an integer relatively prime to φ(N ). The RSA Assumption [38] states that it infeasible
∗ . I.e. given a random element s ∈ Z ∗ it is hard to find x such that
to compute e-roots in ZN
R
N
xe = s mod N .
∗ it
The Strong RSA Assumption (introduced in [4]) states that given a random element s in ZN
e
is hard to find x, e 6= 1 such that x = s mod N . The assumption differs from the traditional RSA
assumption in that we allow the adversary to freely choose the exponent e for which she will be
able to compute e-roots.
We now give formal definitions. Let RSA(n) be the set of integers N , such that N is the
product of two n/2-bit primes.
Assumption 1 We say that the RSA Assumption holds, if for all probabilistic polynomial time
adversaries A the following probability
∗
∗
e
P rob[ N ← RSA(n) ; e ← Zφ(N
) ; s ← ZN : A(N, s, e) = x s.t. x = s mod N ]

is negligible in n. We say that the Strong RSA Assumption holds, if for all probabilistic polynomial
time adversaries A the following probability
∗
P rob[ N ← RSA(n) ; s ← ZN
: A(N, s) = (x, e) s.t. xe = s mod N ]

is negligible in n.
4
The non-malleable protocols in [27, 22] also require one-time strong signatures, but the strong requirement was
actually overlooked.
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The RSA Assumption can be strengthened to make it hold for a specific e, rather than a randomly
chosen one.
A more efficient variant of our protocol requires that N is selected as the product of two safe
primes, i.e. N = pq where p = 2p′ + 1, q = 2q ′ + 1 and both p′ , q ′ are primes. We denote with
SRSA(n) the set of integers N , such that N is the product of two n/2-bit safe primes. In this case
the assumptions above must be restated replacing RSA(n) with SRSA(n).

2.3

The Strong Diffie-Hellman Assumption

We now briefly recall the Strong Diffie-Hellman (SDH) Assumption, recently introduced by Boneh
and Boyen in [9].
Let G be cyclic group of prime order q, generated by g. The SDH Assumption can be thought as
an equivalent of the Strong RSA Assumption over cyclic groups. It basically says that no attacker
3
2
on input G, g, gx , gx , gx , . . ., for some random x ∈ Zq , should be able to come up with a pair (e, h)
such that hx+e = g.
Assumption 2 We say that the ℓ-SDH Assumption holds over a cyclic group G of prime order q
generated by g, if for all probabilistic polynomial time adversaries A the following probability
2

ℓ

P rob[ x ← Zq : A(g, gx , gx , . . . , gx ) = (e ∈ Zq , h ∈ G) s.t. hx+e = g ]
is negligible in n = |q|.
Notice that, depending on the group G, there may not be an efficient way to determine if A
succeeded in outputting (e, h) as above. Indeed in order to check if hx+e = g when all we have is
i
gx , we need to solve the Decisional Diffie-Hellman (DDH) problem on the triple (gx ge , h, g). Thus,
although Assumption 2 is well defined on any cyclic group G, we are going to use it on the so-called
gap-DDH groups, i.e. groups in which there is an efficient test to determine (with probability 1)
on input (ga , gb , gc ) if c = ab mod q or not. The gap-DDH property will also be required by our
construction of multi-trapdoor commitments that uses the SDH Assumption5 .

2.4

Definition of Concurrent Proofs of Knowledge

Polynomial Time Relationships. Let R be a polynomial time computable relationship, i.e. a
language of pairs (y, w) such that it can be decided in polynomial time in |y| if (y, w) ∈ R or not.
With LR we denote the language induced by R i.e. LR = {y : ∃w : (y, w) ∈ R}.
More formally an ensemble of polynomial time relationships PT R consists of a collection of
families PT R = ∪n PT Rn where each PT Rn is a family of polynomial time relationships Rn .
To an ensemble PT R we associate a randomized instance generator algorithm IG that on input
1n outputs the description of a relationship Rn . In the following we will drop the suffix n when
obvious from the context.
The following definition captures the notion of a hard relationship, i.e. one in which given y ∈ LR
it is hard to compute the corresponding w such that (y, w) ∈ R. With (y, w) ← R we denote the
process of choosing w at random and then computing the matching y.
5

Gap-DDH groups where Assumption 2 is believed to hold can be constructed using bilinear maps introduced in
the cryptographic literature by [10].
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Definition 3 We say that an ensemble of polynomial time relationships is hard if for every probabilistic polynomial time machine A we have that
P rob[ Rn ← IG(1n ) ; (y, w) ← Rn : A(y) = w ]
is negligible in n.
In the following we abuse the notation and we say that R is hard if the above is satisfied.
Proofs of Knowledge. In a proof of knowledge for a relationship R, two parties, Prover P and
Verifier V, interact on a common input y. P also holds a secret input w, such that (y, w) ∈ R. The
goal of the protocol is to convince V that P indeed knows such w. Ideally this proof should not
reveal any information about w to the verifier, i.e. be zero-knowledge.
The protocol should thus satisfy certain constraints. In particular it must be complete: if the
Prover knows w then the Verifier should accept. It should be sound: for any (possibly dishonest)
prover who does not know w, the verifier should almost always reject. Finally it should be zeroknowledge: no (polytime) verifier (no matter what possibly dishonest strategy she follows during
the proof) can learn any information about w.
Σ-protocols. Many proofs of knowledge belong to a class of protocols called Σ-protocols. These
are 3-move protocols for a polynomial time relationship R in which the prover sends the first
message a, the verifier answers with a random challenge c, and the prover answers with a third
message z. Then the verifier applies a local decision test on y, a, c, z to accept or not.
Σ-protocols satisfy two special constraints:
Special soundness A cheating prover can only answer one possible challenge c. In other words
we can compute the witness w from two accepting conversations of the form (a, c, z) and
(a, c′ , z ′ ).
Special zero-knowledge Given the statement y and a challenge c, we can produce (in polynomial
time) an accepting conversation (a, c, z), with the same distribution of real accepting conversations, without knowing the witness w. Special zero-knowledge implies zero-knowledge with
respect to the honest verifier.
All the most important proofs of knowledge used in cryptographic applications are Σ-protocols (e.g.
[39, 26]).
We will denote with a ← Σ1 [y, w] the process of selecting the first message a according to the
protocol Σ. Similarly we denote c ← Σ2 and z ← Σ3 [y, w, a, c].
Man-in-the-middle Attacks. Consider now an adversary A that engages with a verifier V in a
proof of knowledge. At the same time A acts as the verifier in another proof with a prover P. Even
if the protocol is a proof of knowledge according to the definition in [6], it is still possible for A to
make the verifier accept even without knowing the relevant secret information, but by using P as
an oracle. Of course A could always copy the messages from P to V, but it is not hard to show (see
for example [27]) that she can actually prove even a different statement to V.
In a concurrent attack, the adversary A is activating several sessions with several provers, in
any arbitrary interleaving. We call such an adversary a concurrent man-in-the-middle. We say
that a proof of knowledge is concurrently non-malleable if such an adversary fails to convince the
verifier in a proof in which he does not know the secret information. In other words a proof of
knowledge is concurrently non-malleable, if for any such adversary that makes the verifier accept
with non-negligible probability we can extract a witness.
8

Since we work in the common reference string model we define a proof system as tuple (crsG,P,V),
where crsG is a randomized algorithm that on input the security parameter 1n outputs the common
reference string crs. In our definition we limit the prover to be a probabilistic polynomial time
machine, thus technically our protocols are arguments and not proofs. But for the rest of the paper
we will refer to them as proofs.
If A is a concurrent man-in-the-middle adversary, let πA (n) be the probability that the verifier
V accepts. That is
πA = P rob[ Rn ← IG(1n ) ; crs ← crsG(1n ) ; [AP(y1 ),...,P(yk ) (crs, y), V(crs, y)] = 1 ]
where the statements y, y1 , . . . , yk are adaptively chosen by A. Also with View[A, P, V]crs we denote
the view of A at the end of the interaction with P and V on common reference string crs.
Definition 4 We say that (crsG,P,V) is a concurrently non-malleable proof of knowledge for a
relationship (PT R, IG) if the following properties are satisfied:
Completeness For all (y, w) ∈ Rn (for all Rn ) we have that [P(y, w), V(y)] = 1.
Witness Extraction There exist a probabilistic polynomial time knowledge extractor KE, a function κ : {0, 1}∗ → [0, 1] and a negligible function ǫ, such that for all probabilistic polynomial
time concurrent man-in-the-middle adversary A, if πA (n) > κ(n) then KE, given rewind
access to A, computes w such that (y, w) ∈ Rn with probability at least πA (n) − κ(n) − ǫ(n).
Zero-Knowledge There exist a probabilistic polynomial time simulator SIM = (SIM1 , SIMP , SIMV ),
such that the two random variables
Real(n) = [ crs ← crsG(1n ) , View[A, P, V]crs ]
Sim(n) = [ crs ← SIM1 (1n ) , View[A, SIMP , SIMV ]crs ]
are indistinguishable.
Notice that in the definition of zero-knowledge the simulator does not have the power to rewind
the adversary. This will guarantee that the zero-knowledge property will hold in a concurrent
scenario. Notice also that the definition of witness extraction assumes only left-concurrency (i.e.
the adversary has access to many provers but only to one verifier).

3

Multi-trapdoor Commitment Schemes

A trapdoor commitment scheme allows a sender to commit to a message with information-theoretic
privacy. I.e., given the transcript of the commitment phase the receiver, even with infinite computing power, cannot guess the committed message better than at random. On the other hand
when it comes to opening the message, the sender is only computationally bound to the committed
message. Indeed the scheme admits a trapdoor whose knowledge allows to open a commitment in
any possible way (we will refer to this also as equivocate the commitment). This trapdoor should
be hard to compute efficiently.
A multi-trapdoor commitment scheme consists of a family of trapdoor commitments. Each
scheme in the family is information-theoretically private. We require the following properties from
a multi-trapdoor commitment scheme:
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1. The family admits a master trapdoor whose knowledge allows to open any commitment in
the family in any way it is desired.
2. Each commitment scheme in the family admits its own specific trapdoor, which allows to
equivocate that specific scheme.
3. For any commitment scheme in the family, it is infeasible to open it in two different ways,
unless the trapdoor is known. However we do allow the adversary to equivocate on a few
schemes in the family, by giving it access to an oracle that opens a given committed value in
any desired way. The adversary must selects this schemes, before seeing the definition of the
whole family. It should remain infeasible for the adversary to equivocate any other scheme
in the family.
The main difference between our definition and the notion of SSTC [22, 33] is that SSTC allow the
adversary to choose the schemes in which it wants to equivocate even after seeing the definition of
the family. Clearly SSTC are a stronger requirement, which is probably why we are able to obtain
more efficient constructions.
We now give a formal definition. A (non-interactive) multi-trapdoor commitment scheme consists of five algorithms: CKG, Sel, Tkg, Com, Open with the following properties.
CKG is the master key generation algorithm, on input the security parameter it outputs a pair
PK, TK where PK is the master public key associated with the family of commitment schemes, and
TK is called the master trapdoor.
The algorithm Sel selects a commitment in the family. On input PK it outputs a specific public
key pk that identifies one of the schemes.
Tkg is the specific trapdoor generation algorithm. On input PK,TK,pk it outputs the specific
trapdoor information tk relative to pk.
Com is the commitment algorithm. On input PK,pk and a message M it outputs C(M ) =
Com(PK, pk, M, R) where R are the coin tosses. To open a commitment the sender reveals M, R
and the receiver recomputes C.
Open is the algorithm that opens a commitment in any possible way given the trapdoor information. It takes as input the keys PK,pk, a commitment C(M ) and its opening M, R, a
message M ′ 6= M and a string T . If T = TK or T = tk then Open outputs R′ such that
C(M ) = Com(PK, pk, M ′ , R′ ).
We require the following properties. Assume PK and all the pk’s are chosen according to the
distributions induced by CKG and Tkg.
Information Theoretic Security For every message pair M, M ′ the distributions C(M ) and
C(M ′ ) are statistically close.
Secure Binding Consider the following game. The adversary A selects k strings (pk1 , . . . , pkk ).
It is then given a public key PK for a multi-trapdoor commitment family, generated with the
same distribution as the ones generated by CKG. Also, A is given access to an oracle EQ (for
Equivocator), which is queried on the following string C = Com(PK, pk, M, R), M, R, pk and
a message M ′ 6= M . If pk = pki for some i, and is a valid public key, then EQ answers with R′
such that C = Com(PK, pk, M ′ , R′ ) otherwise it outputs nil. We say that A wins if it outputs
C, M, R, M ′ , R′ , pk such that C = Com(PK, pk, M, R) = Com(PK, pk, M ′ , R′ ), M 6= M ′ and
pk 6= pki for all i. We require that for all efficient algorithms A, the probability that A wins
is negligible in the security parameter.
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Again the main difference between our notion and SSTCs [22, 33] is that in their case the pki were
selected by the adversary after seeing PK.
We can define a stronger version of the Secure Binding property by requiring that the adversary A receives the trapdoors tki ’s matching the public keys pki ’s, instead of access to the
equivocator oracle EQ. In this case we say that the multi-trapdoor commitment family is strong6 .

3.1

A scheme based on the Strong RSA Assumption.

In this section we recall a commitment scheme based on the RSA Assumption. This commitment
scheme has been widely used in the literature before (e.g. [14, 16]).
We show how under the Strong RSA Assumption this scheme is actually a multi-trapdoor
commitment.
Let N be the product of two large primes p, q. Let e be a prime such that GCD(e, φ(N )) = 1,
∗ . The triple (N, s, e) are the public parameters. The commitment
and s a random element of ZN
scheme is defined over messages in [1..e − 1].
We denote the commitment scheme with ComN,s,e (·, ·) and we drop the indices when obvious
∗ and computes A =
from the context. To commit to a ∈ [1..e − 1] the sender chooses r ∈R ZN
Com(a, r) = sa ·r e mod N . To decommit the sender reveals a, r and the previous equation is verified
by the receiver.
Proposition 1 Under the RSA Assumption the scheme Com described above is an unconditionally
1
secret, computationally binding trapdoor commitment scheme. The trapdoor is the value x = s e mod
N.
Proof: We first prove that the scheme is unconditionally secret. Given a value A = sa · r e we note
′
that for each value a′ 6= a there exists a unique value r ′ such that A = sa (r ′ )e . Indeed this value
′
is the e-root of A · s−a .
We now show that the scheme is computationally binding under the RSA Assumption. We
show that an adversary A who is able to open the commitment scheme in two ways can be used to
compute e-roots. The proof uses Shamir’s GCD-trick [40]. Given as input the values (N, s, e) we
want to compute integer x such that xe = s mod N . We place (N, s, e) as the public parameters
of the commitment scheme and run A. The adversary returns a commitment A and two distinct
openings of it (a, r) and (a′ , r ′ ). Thus
′

′

A = sa r e = sa (r ′ )e =⇒ sa−a =



r′
r

e

(1)

Let δ = a − a′ . Since a, a′ < e we have that GCD(δ, e) = 1. We can find integers α, β such that
αδ + βe = 1. Now we can compute
s=s

αδ+βe

δ α

= (s ) · s

βe

=



r′
r

αe

sβe

where we used Eq.(1). By taking e-roots on both sides we find that x =
6

(2)
 ′ α
r
r

sβ .

This was actually our original definition of multi-trapdoor commitments. After reading [33], which follows the
weaker approach of giving access to an equivocator oracle, we decided to modify our main definition to the weaker
one, since it suffices for our application. However the strong definition may also have applications, so we decided to
present it as well.
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Finally we show that if we know x then we can open a commitment (of which we already know
one opening), in any way we want. Assume we computed A as Com(a, r) = sa r e , and later we want
to open it as a′ . All we need to do (as show in the proof of unconditional security) is to compute
the e-root of
′
′
A · s−a = sa−a · r e mod N
′

which clearly is xa−a · r mod N .

2

Remark 1: The commitment scheme can be easily extended to any message domain M, by using
a collision-resistant hash function H from M to [1..e− 1]. In this case the commitment is computed
as Com(a, r) = sH(a) r e . In our application we will use a collision resistant function like SHA-1 that
maps inputs to 160-bit integers and then choose e’s larger than 2160 .
Remark 2: How to make the scheme into a multi-trapdoor commitment. Notice that
the scheme above is really a family of commitment schemes, one for each prime e. The master
trapdoor is the factorization of N . The specific trapdoor of each scheme is s1/e mod N .
We only need to show that the Secure Binding condition holds, under the Strong RSA Assumption. Assume we are given a Strong RSA problem istance N, σ. Let’s now run the Secure Binding
game.
The
Q adversary is going to select k public keys which in this case are k primes, e1 , . . . , ek . We set
k

s = σ i=1 ei mod N and return N, s as the public key of the multi-trapdoor commitment family.
Now we need to show how to simulate the oracle EQ. But that’s easy, as we know the ei -roots of
s, so we actually know the trapdoor of the schemes in the family identified by ei .
Assume now that the adversary equivocates a commitment scheme in the family identified by a
prime e 6= ei . Using the above observation we can then compute ρ = s1/e . In turn this allows us to
Q
solve the Strong RSA problem istance N, σ by computing an e-root of σ as follows. Let E = ki=1 ei .
Then GCD(e, E) = 1 which means that we can find integers α, β such that αe + βE = 1. Then
σ = σ αe+βE = [σ α ρβ ]e
Jumping ahead, this is what will allow us to use multi-trapdoor commitment schemes in several
concurrent executions of our protocols, each one identified by a different ei . Indeed the simulator
will set up a public Q
parameter s so that it can always compute the ei -root of s (this is done by
∗ ). On the other hand the adversary will be forced to
simply setting s = σ i ei mod N for σ ∈R ZN
open a commitment in two ways for a new e, different from all the previous ei ’s. This will allow
the simulator to compute the e-root of s (and thus of σ via the above GCD trick).
As a final observation, we note that our scheme satisfies the strong version of the Secure
Binding property in the definition of multi-trapdoor commitment, since under the Strong RSA
assumption, it is still infeasible for the adversary to equivocate a different commitment even when
√
given the trapdoors si = ei σ mod N of a bunch of commitments in the family.

3.2

A scheme based on the SDH Assumption

Let G be a cyclic group of prime order q generated by g. We assume that G is a gap-DDH group, i.e.
a group such that deciding Diffie-Hellman triplets is easy. More formally we assume the existence
of an efficient algorithm DDH-Test which on input a triplet (ga , gb , gc ) of elements in G outputs 1
if and only if, c = ab mod q. We also assume that the Assumption 2 holds in G.
The master key generation algorithm selects a random x ∈ Zq which will be the master trapdoor.
The master public key will be the pair g, h where h = gx in G. Each commitment in the family will
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be identified by a specific public key pk which is simply an element e ∈ Zq . The specific trapdoor
tk of this scheme is the value fe in G, such that fex+e = g.
To commit to a message a ∈ Zq with public key pk = e, the sender runs Pedersen’s commitment
[36] with bases g, he , where he = ge · h. I.e., it selects a random r ∈ Zq and computes A = ga hre .
The commitment to a is the value A.
To open a commitment the sender reveals a and F = gr . The receiver accepts the opening if
DDH-Test(F, h · ge , A · g−a ) = 1.
Proposition 2 Under the SDH Assumption the scheme described above is a multi-trapdoor commitment scheme.
Sketch of Proof: Each scheme in the family is easily seen to be unconditionally secret. The proof
of the Secure Binding property follows from the proof of Lemma 1 in [9], where it is proven that
the trapdoors fe can be considered “weak signatures”. In other words the adversary can obtain
several fe1 , . . . , feℓ for values e1 , . . . , eℓ chosen before seeing the public key g, h, and still will not
be able (under the (ℓ + 1)-SDH) to compute fe for a new e 6= ei .
The proof is then completed if we can show that opening a commitment in two different ways
for a specific e is equivalent to finding fe .
′
Assume we can open a committment A = gα in two ways a, F = gβ and a′ , F ′ = gβ with a 6= a′ .
The DDH-Test tells us that α − a = β(x + e) and α − a′ = β ′ (x + e), thus a − a′ = (β ′ − β)(x + e) or
g

(a−a′ )

=



F′
F

(x+e)

=⇒ fe =



F′
F

(a−a′ )−1

By the same reasoning, if we know fe and we have an opening F, a and we want to open it as a′
′
2
we need to set F ′ = F · fea−a .

4

The Protocol

In this section we describe our full solution for non-malleable proofs of knowledge secure under
concurrent composition using multi-trapdoor commitments.
Informal Description. We start from a Σ-protocol as described in Section 2. That is the prover
P wants to prove to a verifier V that he knows a witness w for some statement y. The prover sends
a first message a. The verifier challenges the prover with a random value c and the prover answers
with his response z.
We modify this Σ-protocol in the following way. We assume that the parties share a common
reference string that contains the master public key PK for a multi-trapdoor commitment scheme.
The common reference string also contains a collision-resistant hash function H from the set of
verification keys vk of the one-time signature scheme, to the set of public keys pk in the multitrapdoor commitment scheme determined by the master public key PK.
The prover chooses a key pair (sk, vk) for a one-time strong signature scheme. The prover
computes pk= H(vk) and A = Com(PK, pk,a, r) where a is the first message of the Σ-protocol and
r is chosen at random (as prescribed by the definition of Com). The prover sends vk, A to the
verifier. The crucial trick is that we use the verification key vk to determine the value pk used in
the commitment scheme.
The verifier sends the challenge c. The prover sends back a, r as an opening of A and the answer
z of the Σ-protocol. It also sends sig a signature over the whole transcript, computed using sk. The
13

verifier checks that a, r is a correct opening of A, that sig is a valid signature over the transcript
using vk and also that (a, c, z) is an accepting conversation for the Σ-protocol. The protocol is
described in Figure 2.
CNM-POK
Common Reference String: PK the master public key for a multi-trapdoor commitment scheme. A collision resistant hash function H which maps inputs to public keys for
the multi-trapdoor commitment scheme determined by PK.
Common Input: A string y.
Private Input for the Prover: a witness w for the statement y, i.e. (y, w) ∈ R.
∗
• The Prover computes (sk, vk) ← SG(1n ); pk = H(vk); a ← Σ1 [y, w]; r ∈R ZN
;
A = Com(PK, pk,a, r)
The Prover sends A and vk to the Verifier.

P

A, vk

- V

• The Verifier selects a random challenge c ← Σ2 and sends it to the Prover.
c

P 

V

• The Prover computes z ← Σ3 [y, w, a, c] and sig = Sigsk (y, A, c, a, r, z). He sends
a, r, z, sig to the Verifier.
P

a, r, z, sig - V

• The Verifier accepts iff A = Com(PK, pk,a, r); Vervk (y, A, c, a, r, z) = 1 and
Acc(y, a, c, z) = 1.

Figure 2: A Concurrently Non-malleable Proof of Knowledge

Theorem 1 If multi-trapdoor commitments exist, if H is a collision-resistant hash function, and if
(SG,Sig,Ver) is a strong one-time signature scheme, then CNM-POK is a concurrently non-malleable
proof of knowledge (see Definition 4).
Sketch of Proof: Completeness is obvious. Zero-knowledge follows pretty easily from the results
in [17]. We focus on witness extraction.
We build a knowledge extractor to satisfy Definition 4. The extractor runs CKG for the multitrapdoor commitment scheme to obtain PK,TK. It places PK and the hash function H in the
common reference string. Notice that the extractor knows the master trapdoor TK. It then runs
the adversary A on this common reference string. We call this process Extraction.
For each execution that A starts as a verifier, on input y chosen by A, the extractor does the
following, acting as a prover (the label P1 on the step refers to the simulation of the first step by
the prover):
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P1a chooses a key pair (sk, vk) ← SG(1n ) and computes pk = H(vk)
P1b commits to a random value â by computing A = Com(PK, pk,â, r̂) for a random r̂.
P1c sends A and vk to the adversary.
The adversary replies with a random challenge c. We show how the extractor answers for the
prover:
P2a computes an accepting conversation (a, c, z) using the special HVZK property of Σ protocols.
P2b opens A as (a, r). He can do this since he knows TK, using algorithm Open.
P2c computes sig on the transcript (y, A, c, a, r, z).
P2d sends back (a, r, z) and the signature sig.
When A decides to act as a prover (again on input y ′ chosen by her), we just act as an honest
verifier, sending a random challenge c′ . This will give us one accepting conversation (a′ , c′ , z ′ ) for y ′ .
Notice that the view of the adversary during this process is identical to the view of a real execution
of the protocol.
However now we rewind A to the point in which she sent the first message, i.e. the values A′ , vk′ .
We now ask a different challenge c′′ . Notice that the rewinding will not cause any problems in any
concurrent session in which the simulator is acting as the prover. Indeed if in one of those sessions
A changes the challenge, the simulator will still be able to proceed as described above (opening the
commitment A in the appropriate way).
If A opens A′ in the same way as in the first iteration we obtain another accepting conversation
a′ , c′′ , z ′′ which by the special soundness of Σ protocols, will allow us to compute a witness w′ for
y ′ as required by the definition.
So the above extraction fails only if A is able to open a commitment in two ways. The following
Proposition 3 shows that the probability of this event is negligible. Thus the proof of Theorem 1
is complete once Proposition 3 is proven.
2
Proposition 3 If multi-trapdoor commitments exist and if (SG,Sig,Ver) is a strong one-time signature scheme, then the probability that A is able to open A′ in two different ways during Extraction
is negligible.
Sketch of Proof: Assume that A has a non-negligible probability of opening A′ in two ways
during Extraction. We set up a new procedure (which we call MTC-Breaker) which will be indistinguishable from Extraction, and which will allow us to contradict the Secure Binding condition in
the definition of multi-trapdoor commitment schemes.
Let m be a bound on the number of sessions that the adversary will start as a verifier. The
simulator will prepare all the one-time signature keys in advance (sk1 , vk1 ), . . . , (skm , vkm ). Then
he computes pki = H(vki ). It then runs the Secure-Binding game and obtains a public key PK
and access to the equivocator oracle EQ.
The adversary is run on the common reference string PK,H. The simulation of the prover’s
steps is identical to Extraction. Here, for each new session, the prover uses a new one-time key
(ski , vki ). Notice that in this session he can open the commitment A in two ways by querying the
equivocator EQ appropriately.
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Thus it should be clear that the views of the adversary during Extraction and MTC-Breaker are
indeed indistinguishable. Thus A will open A′ in two ways with the same probability during this
process.
Assume for now that the key vk’ is different from all the keys vki used by the prover. Then
′
pk 6= pki for all i = 1, . . . , m (by the collision-resistance of H). Thus we have contradicted the
Secure Binding condition in the definition of multi-trapdoor commitments.
So MTC-Breaker succeeds unless A uses a verification key vk’ which is identical to one of the
vki ’s and manages to have the verifier accept. The next Proposition 4 shows that this event also
has negligible probability. Thus the proof of Proposition 3 is complete once Proposition 4 is proven.
2
Proposition 4 If (SG,Sig,Ver) is a strong one-time signature scheme secure against chosen messageattack, then the probability that A uses vk′ = vki for some i, and the verifier accepts during MTCBreaker is negligible.
Sketch of Proof: Assume that A succeeds with non-negligible probability in having the verifier
accept during MTC-Breaker, while choosing her own verification key vk’ equal to vki for some i.
We show how to break the strong one-time signature scheme. We run on input a verification
key vk. We are given access to a signing oracle which will sign a single message for us using the
matching secret key sk. Our goal is to come up with a valid signature for a different message or a
different signature on the same message asked to the oracle7 .
We run a new procedure (called Forger), which is very similar to Extraction, except that we
choose i at random between 1 and m, and we set the corresponding verification key chosen by the
prover vki = vk. With probability 1/m then A will chose vk′ = vk.
When the adversary ask the simulator for the third message in the ith session, the simulator
queries his signing oracle to compute sigi = Sigsk (yi , Ai , ci , ai , ri , zi ).
On the other hand, the adversary will produce a different transcript in her interaction with the
verifier. Since vk′ = vki , we must have that
(yi , Ai , ci , ai , ri , zi , sigi ) 6= (y ′ , A′ , c′ , a′ , r ′ , z ′ , sig′ )
and sig′ is a valid signature on (y ′ , A′ , c′ , a′ , r ′ , z ′ ). We now have two case:
1.
(yi , Ai , ci , ai , ri , zi ) 6= (y ′ , A′ , c′ , a′ , r ′ , z ′ )
in which case we have a valid signature on a message different from the one asked to the
oracle.
2.
(yi , Ai , ci , ai , ri , zi ) = (y ′ , A′ , c′ , a′ , r ′ , z ′ )
but then we must have sigi 6= sig′ which means that we found a signature different from the
one the oracle returned on the message (yi , Ai , ci , ai , ri , zi ).
2
7

This is where the requirement for a strong signature scheme arises. This requirement was overlooked in [27, 22]
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5

The Strong RSA Version

In this section we are going to add a few comments on the specific implementations of our protocol, when using the number-theoretic constructions described in Sections 3.1 and 3.2. The main
technical question is how to implement the collision resistant hash function H which maps inputs
to public keys for the multi-trapdoor commitment scheme.
The SDH implementation is basically ready to use “as is”. Indeed the public keys pk of the
multi-trapdoor commitment scheme are simply elements of Zq , thus all is needed is a collisionresistant hash function with output in Zq .
On the other hand, for the Strong RSA based multi-trapdoor commitment, the public keys are
prime numbers of the appropriate length.
A prime-outputting collision-resistant hash function is described in [23]. However we can do
better than that, by modifying slightly the whole protocol. We describe the modifications (inspired
by [34, 16]) in this section.

5.1

Modifying the One-Time Signatures

First of all, we require the one-time signature scheme (SG,Sig,Ver) to have an extra property: i.e.
that the distribution induced by SG over the verification keys vk is the uniform one8 . Virtually all
the efficient one-time signature schemes have this property.
Let H = ∪{n,k:n>k}Hn,k be a collection of families of hash functions. If H ∈ Hn,k then H :
{0, 1}n → {0, 1}k . We are going to require that H is both a collision-resistant collection and a
collection of families of universal hash functions.
Definition 5 A collection of families of hash functions H is a UCR-collection if
1. H is a collision intractable collection i.e. for every probabilistic polynomial time adversary A
the following
P rob[ H ← Hn,k ; A(H) = (x1 , x2 ) s.t. x1 6= x2 and H(x1 ) = H(x2 ) ]
is negligible in k.
2. for every n, k, we have that Hn,k is a family of universal hash functions, i.e. for all x1 , x2 ∈
{0, 1}n with x1 6= x2 , and for all y1 , y2 ∈ {0, 1}k
P rob[ H ← Hn,k : H(x1 ) = y1 and H(x2 ) = y2 ] = 2−2k
Starting from any collision-resistant hash function (such as SHA-1), efficient collections of family
can be easily constructed that can be reasonably conjectured to be UCR-collections.
Assume that we have a randomly chosen hash function in the UCR-collection H ∈R Hn,k (where n
is the length of the verification keys) and a prime P > 2k/2 .
We modify the key generation of our signature scheme as follows. We run SG repeatedly until
we get a verification key vk such that e = 2P · H(vk) + 1 is a prime. Notice that ℓ = |e| > 32 k. Let
us denote with SG′ this modified key generation algorithm.
We note the following facts:
8

This requirement can be relaxed to asking that the distribution has enough min-entropy.
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• H(vk) follows a distribution over k-bit strings which is statistically close to uniform; thus using
results on the density of primes in arithmetic progressions (see [1], the results hold under the
Generalized Riemann Hypothesis) we know that this process will stop in polynomial time,
i.e. after an expected ℓ iterations.
• Since e is of the form 2P R + 1, and P > e1/3 , primality testing of all the e candidates can be
done deterministically and very efficiently (see Lemma 2 in [34]).
Thus this is quite an efficient way to associate primes to the verification keys.
What about the security of this modified signature scheme? We are selecting only a subset of all
the possible keys of the original signature scheme. Does this make it easier to forge signatures?
The answer is no, and it can be easily argued as follows.
If a forger could forge signature on this modified scheme, then the original scheme is not secure
as well, since the subset of keys of the modified scheme is a polynomially large fraction of the
original universe of keys.
On the length of the primes. In our application we need the prime e to be relatively prime to
φ(N ) where
√ N is the RSA modulus used in the protocol. This can be achieved by setting ℓ > n/2
(i.e. e > N ). In typical applications (i.e. |N | = 1024) this is about 512 bits (we can obtain this
by setting |P | = 352 and k, the length of the hash function output, to 160). Since the number of
iterations to choose vk depends on the length of e, it would be nice to find a way to shorten it.
If we use safe RSA moduli, then we can enforce that GCD(e, φ(N )) = 1 by choosing e small
enough (for 1024-bit safe moduli we need them to be smaller than 500 bits). In this case the
collision-resistant property will become the limiting factor in choosing the length. By today’s
standards we need k to be at least 160. So the resulting primes will be ≈ 240 bits long.

5.2

The full scheme

Informal Description. We start from a Σ-protocol as described in Section 2. That is the prover
P wants to prove to a verifier V that he knows a witness w for some statement y. The prover sends
a first message a. The verifier challenges the prover with a random value c and the prover answers
with his response z.
We modify this Σ-protocol in the following way. We assume that the parties share a common
reference string that contains the following:
∗ (which will be used for the commitment scheme described
• an RSA modulus N and s ∈R ZN
in Section 3.1 (modified following Remark 2);

• H a randomly chosen hash function in a UCR-collection H, with output length k;
• a prime P of the appropriate length: if N is a strong RSA modulus then |P | > k/2 otherwise
|P | > |N |/2 − k.
The prover chooses a key pair (sk, vk) for a modified one-time strong signature scheme. Recall
that this means that the prover chooses (sk, vk) until e = 2P H(vk) + 1 is a prime. The prover
computes A = ComN,s,e(a, r) where a is the first message of the Σ-protocol and r is chosen at
random (as prescribed by the definition of Com). The prover sends vk, A to the verifier. The
crucial trick is that we use the verification key vk to determine the value e used in the commitment
scheme.
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The verifier sends the challenge c. The prover sends back a, r as an opening of A and the answer
z of the Σ-protocol. It also sends sig a signature over the whole transcript, computed using sk. The
verifier checks that a, r is a correct opening of A, that sig is a valid signature over the transcript
using vk and also that (a, c, z) is an accepting conversation for the Σ-protocol. Notice that the
verifier does not need to check that e is a prime.
The protocol appears in detail in Figure 3.
SRSA-CNM-POK
∗
Common Reference String: An RSA modulus N , and s ∈R ZN
. A function H from
a UCR-collection. A prime P .

Common Input: A string y.
Private Input for the Prover: a witness w for the statement y, i.e. (y, w) ∈ R.
• The Prover computes (sk, vk) ← SG′ (1n ); e = 2P · H(vk) + 1; a ← Σ1 [y, w];
∗
r ∈R ZN
; A = ComN,s,e (a, r) = sa re mod N .
The Prover sends A and vk to the Verifier.
P

A, vk

- V

• The Verifier selects a random challenge c ← Σ2 and sends it to the Prover.
c

P 

V

• The Prover computes z ← Σ3 [y, w, a, c] and sig = Sigsk (y, A, c, a, r, z). He sends
a, r, z, sig to the Verifier.
P

a, r, z, sig - V

• The Verifier accepts iff A = ComN,s,e (a, r); Vervk (y, A, c, a, r, z) = 1 and
Acc(y, a, c, z) = 1.

Figure 3: A Concurrently Non-Malleable Proof of Knowledge based on the Strong
RSA Assumption

Theorem 2 If the Strong RSA Assumption holds, and if (SG,Sig,Ver) is a strong one-time signature
scheme, then SRSA-CNM-POK is a concurrently non-malleable proof of knowledge (see Definition
4).
The proof of Theorem 2 is similar to the proof of Theorem 1, but for completeness it appears
in Appendix B.
In Appendix A we present an example of the power and simplicity of our techniques. We show
how our transformation can be applied to the Schnorr’s proof of knowledge for discrete logarithm.
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6

Applications

In this section we describe the main applications of our protocol for concurrently secure nonmalleable proof of knowledge: concurrently secure identification and deniable authentication protocols.

6.1

Concurrently Secure Identification Protocols

In an identification protocol, a prover, associated with a public key idpk, communicates with a
verifier and tries to convince her to be the legitimate prover (i.e. the person knowing the matching
secret key idsk.)
An adversary tries to mount an impersonation attack, i.e. tries to make the verifier accept
without knowing the secret key sk.
The first definition of security limited the adversary to interact with the real prover only before
mounting the actual impersonation attack [21]. Recently a definition against for the more realistic
case in which the adversary acts as a “man-in-the-middle” has been proposed [5]. Clearly such an
attacker can always relays messages between the prover and the verifier, without changing them.
In order to make the definition meaningful, one defines a successful impersonation attack as one
with a transcript different from the ones between the attacker and the real prover.
In a concurrent scenario, the prover may engage in several identification sessions, arbitrarily
interleaved. In [5] an even more powerful adversary is considered, one that can even reset the
internal state of the prover. The resulting notion of security implies security in the concurrent
model. We do not consider the resettable scenario, but our protocols are more efficient than the
ones proposed in [5].
Formally an identification protocol consists of a triple (IdG, P, V). IdG is a randomized key
generation algorithm: on input the security parameter 1n it returns a pair of keys (isk, ipk),
respectively the secret and public key. P and V are interactive Turing Machines. The prover runs on
input the key pair (isk, ipk) while the verifier only knows the public key ipk. With [P(isk, ipk), V(ipk)]
we denote the output of the protocol (i.e. 1 iff the verifier accepts).
Definition 6 We say that (IdG, P, V) is an identification scheme secure against concurrent manin-the-middle attacks if the following conditions are satisfied:
Correctness For all (isk, ipk) output by IdG(1n ) we have that [P(isk, ipk), V(ipk)] = 1.
Security For every probabilistic polynomial time adversary A, with oracle access to P(isk,ipk), we
have that the following probability is negligible in n
P rob[ (isk, ipk) ← IdG(1n ) : [AP(isk,ipk) , V(ipk)] = 1 and π ∈
/Π]
where π is the transcript of the interaction between A and V, and Π is the set of transcripts
of the interactions between P and A.
The basic idea is to use CNM-POK with a hard relationship R as the identification protocol.
Theorem 3 If the relationship R is hard, multi-trapdoor commitments exist, (SG, Sig, Ver) is
a strong one-time signature scheme, then CNM-POK is an identification scheme secure against
concurrent man-in-the-middle attacks.
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The proof is identical to the proof of Theorem 1. Notice however that we achieve full concurrency
here, indeed the extraction procedure in the proof of Theorem 1 does not “care” if there are many
other executions in which the adversary is acting as a prover. Indeed we do not need to rewind all
executions, but only one in order to extract the one witness we need. Thus if there are other such
executions “nested” inside the one we are rewinding, we just run them as the honest verifier.
A similar statement holds for SRSA-CNM-POK.

6.2

Deniable Authentication

A deniable authentication protocol allows a Sender to authenticate a message M to a Receiver, in
a way that while the Receiver is certain that the message M originated with the Sender, at the
same time the Receiver cannot convince anybody else of this fact. We are interested in a public-key
scenario, in which Sender and Receiver do not share any secret information9 , and authentication is
achieved via a public key associated with the Sender. A formal definition appears below.
Deniable authentication must be secure against a man-in-the-middle attacker A, who tries to
convince the Receiver that a certain message M ′ originated with the sender, while A interacts with
the Sender on a different message M . We distinguish between the sequential case in which A can
only conduct one interaction at a time with the real Sender, and the concurrent case in which A
can have several sessions, arbitrarily interleaved, with the real Sender.
Formal Definition of Deniable Authentication. A deniable authentication protocol consists of a tuple (crsDG, DG, Send, Rec). crsDG is the generator for the common reference string.
DG is a randomized key generation algorithm: on input the security parameter 1n it returns a
pair of keys (ask, apk), respectively the secret and public key. Send and Rec are interactive Turing
Machines. The sender Send runs on input a message M and the key pair (ask, apk). On the other
hand the receiver Rec runs only on the public key apk.
With [Send(M, ask, apk), Rec(apk)]crs we denote the output of Rec at the end of the interaction:
this is either a message or the value nil denoting that Rec rejected the execution.
On the other hand with View[Send(M, ask, apk), Rec(apk)] we denote the view of the receiver at
the end of the execution, i.e. the random variable defined by its internal coin tosses and all the
messages exchanged during the execution.
Definition 7 We say that (crsDG, DG, Send, Rec) is a strongly deniable authentication protocol,
over a message space M if the following properties are satisfied:
Completeness For all crs output by crsDG(1n ) and (ask, apk) output by DG(1n ) we have that
[Send(M, ask, apk), Rec(apk)]crs = M ;
Soundness For every probabilistic polynomial time adversary A, with oracle access to Send running on inputs Mi adaptively chosen by A we have that
P rob[ crs ← crsDG(1n ) ; (ask, apk) ← DG(1n ) ; M ← Output[ASend(Mi ,ask,pak) , Rec(apk)] :

M 6= Mi ∀i and M 6= nil ]

is negligible in n.
Deniability For every probabilistic polynomial time receiver A, interacting with the prover on
inputs Mi adaptively chosen by A, there exists a simulator SIM with oracle access to A
9

In the shared key model, deniable authentication is easily achieved by using Message Authentication Codes
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such that except with negligible probability on the output of DG we have that the following
distributions
View[Send(Mi , ask, apk), A(apk)] and View[SIM(Mi , apk), A(apk)]
are indistinguishable for all i.
We say that (crsDG, DG, Send, Rec) is a concurrently secure strongly deniable authentication protocol if in the above conditions the adversarial executions over messages Mi can be arbitrarily
interleaved.
Notice that the simulator of the deniability property is not allowed to choose crs (differently from
the simulator in the ZK property for proofs of knowledge). This is because we are trying to capture
deniability by “real” parties in the “real” world.
A weaker notion of deniability can be defined. In this notion the Simulator SIM is given access to
the real sender, but only to authenticate a fixed sequence of messages, independent from the ones
selected by A during the simulation. In a weakly deniable authentication protocol, the sender will
not be able to deny that he authenticated something to a receiver, though the receiver will not be
able to prove to a third party what exactly the sender authenticated.
Our Solution. We follow a paradigm similar to [27] to build a deniable authentication protocol.
The idea is to use a Σ-protocol for a specific language: knowledge of a pre-image for a trapdoor
function.
The key generation algorithm outputs a trapdoor function f and its inverse f −1 . We assume
that f admits an efficient Σ-protocol to prove knowledge of f −1 (y). The public key is set to f and
the sender keeps f −1 private.
To authenticate a message M sender and receiver run a modified version of CNM-POK. The
receiver first generates y = f (w) for a random w. It sends y and the message M to the sender who
then runs CNM-POK as the prover to prove knowledge of w, using knowledge of f −1 . The receiver,
acting as the verifier, sends a random challenge c. The sender answers as prescribed by the third
round of CNM-POK, but it omits the signature. The receiver at this point reveals w. And finally
the sender signs the whole transcript, including M and w.
The protocol is described in detail in Figure 4.
Theorem 4 If f is a trapdoor function, multi-trapdoor commitments exist and (SG, Sig, Ver)
is a secure one-time signature scheme, then Den-Auth is a concurrently secure strongly deniable
authentication protocol.
Sketch of Proof: Completeness is obvious by inspection.
To argue soundness we follow the proof of Theorem 1. If there is an adversary A that contradicts the soundness condition, we run it in a simulation similar to Extraction. In this simulation we
run on input y = f (w) and we want to compute w, thus contradicting the one-wayness of f .
As in the proof of Theorem 1 the simulator sets up the common reference string in a way that
he knows TK the master trapdoor for the multi-commitment family. This will allow him to simulate
(in any concurrent interleaving) the behavior of the honest sender (by opening the commitment A
in any desired way).
We place y in the execution in which A is trying to forge a message M .
As in the proof of Theorem 1 this simulator will successfully extract w as long as A does not
open its own commitment A′ in two different ways. But then we can use Proposition 3 to show
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Den-Auth
Common Reference String: PK the master public key for a multi-trapdoor commitment scheme. A collision resistant hash function H which maps inputs to public keys for
the multi-trapdoor commitment scheme determined by PK.
Public Key of the Sender: A trapdoor function f . We assume that f admits a
Σ-protocol Σ to prove knowledge of pre-images of f .
Private Input for the Sender: the inverse f −1 .
• The Receiver chooses a random w in the domain of f and computes y = f (w) and
sends it to the Sender together with the message M .
Sender



y, M

Receiver

• The Sender computes w = f −1 (y); (sk, vk) ← SG(1n ); pk = H(vk); a ← Σ1 [y, w];
A = Com(PK, pk,a, r) for a random r.
The Sender sends A and vk to the Verifier.
A, vk

Sender

- Receiver

• The Receiver sends a random challenge c.
Sender

c



Receiver

• The Sender computes z ← Σ3 [y, w, a, c] and sends a, r, z to the Receiver.
a, r, z

Sender

- Receiver

• The Receiver checks if A = Com(PK, pk,a, r) and Acc(y, a, c, z) = 1. If so, reveals
w.
Sender



w

Receiver

• The Sender checks that y = f (w) and if so, signs the whole transcript sig =
Sigsk (y, M, A, c, a, r, z, w).
Sender

sig

- Receiver

• The Receiver accepts M iff the signature is correct: Vervk (y, M, A, c, a, r, z, w) = 1.

Figure 4: A Strongly Deniable Authentication Protocol secure under Concurrent
Composition
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that under the security of the multi-trapdoor commitment scheme used, and the security of the
one-time signature scheme this event happens only with negligible probability.
Again (as in the proof of the identification scheme) we achieve full concurrency, since any nested
execution in which the adversary acts as the sender needs not to be rewinded.
Notice however that in this proof we need not the “strong” property on the one-time signature
scheme. Indeed, the message M that the adversary A is trying to authenticate, is always different
from the ones authenticated by the real prover, and thus the signature produced by the adversary
will always be on a different transcript. We do not have the case that the transcripts are the same,
but the signatures are different (case 2 in the proof of Proposition 4).
We now prove deniability. Notice that since w is part of the transcript, then a receiver can
compute the whole transcript on his own, by performing the Σ-protocol as the prover/sender as
well. Notice that this simulator does not need to know the trapdoor of PK since it does not need
to open A in two ways.
2
The last observation in the proof of the soundness condition, points out to a potential improvement
in the design of the protocol. It is possible to completely remove the one-time signature scheme,
and use the fact that M 6= Mi to enforce the non-malleability of the proof of knowledge. Details
will appear in a longer version of this paper.
An efficient instantiation of Den-Auth can be obtained by using SRSA-CNM-POK and RSA as
the one-way function f (together with the Guillou-Quisquater identification scheme [26] to prove
knowledge of e-roots). The resulting scheme is secure under the Strong RSA assumption. This is
the first efficient scheme known under this assumption.

7

Conclusions

We have presented a generic transformation that takes any proof of knowledge and makes it secure
against a concurrent man-in-the-middle attack.
In its most efficient implementation, the transformation adds only two exponentiations and a
very efficient generation of a prime number of a special form, to the computation of the original
proof. The transformation is oblivious to the structure of original proof of knowledge, i.e. it is the
same no matter what proof of knowledge is being performed.
The main tool in the construction is the definition of a new primitive that we call multi-trapdoor
commitments and that can have a more general applicability.
Using our results we obtain new efficient concurrently-secure solutions for several interesting
problems like identification schemes and deniable authentication. For some applications these are
the first known efficient solutions under the Strong RSA Assumption.
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A

Proof of Knowledge of a discrete logarithm

As an example of the power and simplicity of our technique in Figure 5 we show our transformation
applied to the Schnorr’s proof of knowledge for discrete logarithm.
In our analysis we are going to assume that |q| = 160, |p| = |N | = 1024, that N is a safe RSA
moduli so that we can choose |e| = 240, that H, h output 160-bit strings. We also estimate that the
key generation for the one-time signature scheme (recall that we have to iterate until e is prime)
takes pretty much the same amount of time as 1.5 exponentiations with 160-bit integers (this is
consistent with experimental results in [16] where generating 160-bit primes in a similar fashion
took roughly the same amount of time as one exponentiation – we increase this because we are
computing 240-bit primes).
So an easy check shows that our scheme requires only five exponentiations with 160-bit exponents, on 1024-bit integers for both prover and verifier (we consider one exponentiation with a
240-bit exponent as 1.5 exponentiations with a 160-bit exponent).

B

Proof of Theorem 2

Sketch of Proof: Completeness is obvious. Zero-knowledge follows pretty easily from the results
in [17]. We focus on witness extraction.
We build a knowledge extractor to satisfy Definition 4. The extractor chooses N as the product
∗ , the hash function H in the UCR-collection at random,
of two large primes, the value s ∈R ZN
and a prime P of the appropriate length. Notice that the extractor knows the factorization of N .
It then runs the adversary A on the common reference string (N, s, H, P ). We call this process
Extraction.
For each execution that A starts as a verifier, on input y chosen by A, the extractor does the
following, acting as a prover (the label P1 on the step refers to the simulation of the first step by
the prover):
P1a chooses a key pair (sk, vk) ← SG′ (1n ) and computes e = 2P · H(vk) + 1
P1b commits to a random value â by computing A = sâ · r̂ m for a random r̂.
P1c sends A and vk to the adversary.
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CNM-POK-DLOG
∗
Common Reference String: An RSA modulus N , and s ∈R ZN
. A function H from
a UCR-collection. A prime P . A collision-resistant hash h.

Common Input: Two primes p, q such that q|(p − 1), an element g of order q in Zp∗ ,
an element y in the subgroup generated by g.
Private Input for the Prover: an integer w ∈ Zq such that y = g w mod p.
• The Prover computes (sk, vk) ← SG(1n ); e = 2P · H(vk) + 1; a ← g ρ mod p for
∗
ρ ∈R Zq ; r ∈R ZN
; A = ComN,s,e (a, r) = sh(a) re mod N .
The Prover sends A and VK to the Verifier.
P

A, vk

- V

• The Verifier selects a random challenge c ← Zq and sends it to the Prover.
c

P 

V

• The Prover computes z ← ρ + cw mod q and sig = Sigsk (y, A, c, a, r, z). He sends
a, r, z, sig to the Verifier.
P

a, r, z, sig - V

• The Verifier accepts iff A = ComN,s,e (a, r) = sh(a) re ; Vervk (y, A, c, a, r, z) = 1 and
g z = ay c mod p.

Figure 5: A Concurrently Non-Malleable Proof of Knowledge for Discrete Logarithms
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The adversary replies with a random challenge c. We show how the extractor answers for the
prover:
P2a computes an accepting conversation (a, c, z) using the special HVZK property of Σ protocols.
P2b opens A as (a, r). He can do this since he knows the factorization of N .
P2c computes sig on the transcript (y, A, c, a, r, z).
P2d sends back (a, r, z) and the signature sig.
When A decides to act as a prover (again on input y ′ chosen by her), we just act as an honest
verifier, sending a random challenge c′ . This will give us one accepting conversation (a′ , c′ , z ′ ) for y ′ .
Notice that the view of the adversary during this process is identical to the view of a real execution
of the protocol.
However now we rewind A to the point in which she sent the first message, i.e. the values A′ , vk′ .
We now ask a different challenge c′′ . Notice that the rewinding will not cause any problems in any
concurrent session in which the simulator is acting as the prover. Indeed if in one of those sessions
A changes the challenge, the simulator will still be able to proceed as described above (opening the
commitment A in the appropriate way).
If A opens A′ in the same way as in the first iteration we obtain another accepting conversation
a′ , c′′ , z ′′ which by the special soundness of Σ protocols, will allow us to compute a witness w′ for
y ′ as required by the definition.
So the above extraction fails only if A is able to open a commitment in two ways. The following
Proposition 5 shows that the probability of this event is negligible. Thus the proof of Theorem 2
is complete once Proposition 5 is proven.
2
Proposition 5 If the Strong RSA Assumption holds and if (SG,Sig,Ver) is a strong one-time signature scheme, then the probability that A is able to open A′ in two different ways during Extraction
is negligible.
Sketch of Proof: Assume that A has a non-negligible probability of opening A′ in two ways during
Extraction. We set up a new procedure (which we call SRSA-Inverter) which will be indistinguishable
from Extraction, and which will allow us to contradict the Strong RSA Assumption.
∗ . His goal is to compute x, e 6= 1
The inverter runs on input an RSA modulus N and σ ∈R ZN
e
such that x = σ mod N .
Let m be a bound on the number of sessions that the adversary will start as a verifier. The
simulator will prepare all the one-time keys in advance (sk1 , vk1 ), . . . , (skm , vkm ). Then he computes
Q
ei = 2P · H(vki ) + 1. It then sets s = σ E mod N where E = ki=1 ei . Notice that all the ei ’s are
ℓ-bit primes.
The adversary is run on input N, s. The simulation of the prover’s steps is identical to Extraction.
Here, for each new session, the prover uses a new one-time key (ski , vki ). Notice that in this session
he can open the commitment A in two ways as he knows the ei -root of s.
Thus it should be clear that the view of the adversary during Extraction and SRSA-Inverter are
indeed indistinguishable. Thus A will open A′ in two ways with the same probability during this
process. Using Proposition 1 we can then compute the e-root of s, where e = 2P · H(vk′ ) + 1, the
value associated with the verification key chosen by A. Notice that e might not be necessarily a
prime. Thus we have a value x′ such that (x′ )e = s = σ E .
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Assume for now that the key vk’ is different from all the keys vki used by the prover. Then
e 6= ei for all i = 1, . . . , m. This implies that GCD(e, E) = 1, since |e| = |ei | for all i and the ei ’s
are primes. Thus we can find α, β such that αe + βE = 1. Thus
σ = σ αe+βE = σ αe · (σ E )β = [σ α · (x′ )β ]e
So we can return x = σ α · (x′ )β and e as a solution to the Strong RSA challenge N, σ.
So SRSA-Inverter succeeds unless A uses a verification key vk’ which is identical to one of the
vki ’s and manages to have the verifier accept. The next Proposition 6 shows that this event also
has negligible probability. Thus the proof of Proposition 5 is complete once Proposition 6 is proven.
2
Proposition 6 If (SG,Sig,Ver) is a strong one-time signature scheme secure against chosen messageattack, then the probability that A uses vk′ = vki for some i, and the verifier accepts during SRSAInverter is negligible.
Sketch of Proof: Assume that A succeeds with non-negligible probability in having the verifier
accept during SRSA-Inverter, while choosing her own verification key vk’ equal to vki for some i.
We show how to break the strong one-time signature scheme. We run on input a verification
key vk. We are given access to a signing oracle which will sign a single message for us using the
matching secret key sk. Our goal is to come up with a valid signature for a different message or a
different signature on the same message asked to the oracle10 .
We run a new procedure (called Forger), which is very similar to Simulation, except that we
choose i at random between 1 and m, and we set the corresponding verification key chosen by the
prover vki = vk. With probability 1/m then A will chose vk′ = vk.
When the adversary ask the simulator for the third message in the ith session, the simulator
queries his signing oracle to compute sigi = Sigsk (yi , Ai , ci , ai , ri , zi ).
On the other hand, the adversary will produce a different transcript in her interaction with the
verifier. Since vk′ = vki , we must have that
(yi , Ai , ci , ai , ri , zi , sigi ) 6= (y ′ , A′ , c′ , a′ , r ′ , z ′ , sig′ )
and sig′ is a valid signature on (y ′ , A′ , c′ , a′ , r ′ , z ′ ). We now have two case:
1.
(yi , Ai , ci , ai , ri , zi ) 6= (y ′ , A′ , c′ , a′ , r ′ , z ′ )
in which case we have a valid signature on a message different from the one asked to the
oracle.
2.
(yi , Ai , ci , ai , ri , zi ) = (y ′ , A′ , c′ , a′ , r ′ , z ′ )
but then we must have sigi 6= sig′ which means that we found a signature different from the
one the oracle returned on the message (yi , Ai , ci , ai , ri , zi ).
2
10

This is where the requirement for a strong signature scheme arises. This requirement was overlooked in [27, 22]
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