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As classifiers are deployed to detect malicious behavior ranging from spam to terrorism, adversaries modify their
behaviors to avoid detection (e.g., [4, 3, 6]). This makes the very behavior the classifier is trying to detect a function
of the classifier itself. Learners that account for concept drift (e.g., [5]) are not sufficient since they do not allow the
change in concept to depend on the classifier. As a result, humans must adapt the classifier with each new attack.
Ideally, we would like to see classifiers that are resistant to attack and that respond to successful attacks automatically.
In this abstract, we argue that the development of such classifiers requires new frameworks combining machine
learning and game theory, taking into account the utilities and costs of both the classification system and its adversary. We have recently developed such a framework that allows us to identify weaknesses in classification systems,
predict how an adversary could exploit them, and even deploy preemptive defenses against these exploits. Although
theoretically motivated, these methods achieve excellent empirical results in realistic email spam filtering domains.
In general, we assume that the goal of the adversary is to evade detection while minimizing cost. Consider the task
of an email spammer. The goal is to get an email message past a spam filter, and the cost comes from modifying the
message by adding or removing words. These changes may make the spam more likely to pass through the filter, but
they may also make for a less effective sales pitch. In credit card fraud, less desired fraudulent purchases may be less
likely to be flagged as suspicious. Terrorists may attempt to disguise their activities to avoid detection, but it makes
their operations more expensive. Even search engine optimization can be seen as an attempt to gain a higher ranking
with minimal web page modifications and infrastructure investment. The advantage of a general framework is that it
can be applied to a wide variety of important real-world problems.
In Dalvi et al. [2], we investigate automatically adjusting a classifier by predicting the adversary’s behavior in
advance. We model utility and cost functions for both the classifier and the adversary and compute optimal strategies
for a sequential game. First, the classifier learns a cost-sensitive classification function on presumably untainted
data. The adversary, who is assumed to have full knowledge of this function, modifies malicious examples to make
them appear innocent while minimizing its own cost. Finally, the classifier, assumed to have full knowledge of the
adversary’s utility, adjusts its classification strategy by testing to see if innocent-looking instances could actually
be optimally modified versions of malicious instances. This sequence can be repeated any number of times as the
adversary and classifier iteratively respond to each other.
We evaluated our methods by taking publicly available email databases and running our adversary and classification algorithms with different utility settings and cost models. Against every attack, the adversary-aware classifier
vastly outperformed an adversary-ignorant baseline. It remains to be seen if these methods can be effective in the
real world, where information is much more limited and the space of posible moves by the adversary is not known in
advance.
In Lowd and Meek [7], we look at a similar scenario but from the perspective of an adversary with limited information. As in Dalvi et al. [2], we assume that the adversary wishes to have instances (e.g., emails) misclassified
with minimal cost (e.g., the number of added or removed words). However, instead of assuming complete knowledge,
the adversary is allowed a polynomial number of membership queries to test what labels the classifier would assign
to manufactured instances. For the case of spam, this can be done by seeing if test messages reach an email account
protected by the spam filter. From these queries, the adversary must find an innocently-labeled instance whose cost
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is within a factor k of the optimal cost. We refer to this task as an adversarial classifier reverse engineering (ACRE)
learning problem. ACRE learnability is thus defined for pairs of concept classes and adversarial utility functions. The
ACRE learning problem differs significantly from both the probably approximately correct (PAC) model of learning
[9] and active learning [1] in that (1) the goal is not to learn the entire decision surface, (2) there is no assumed
distribution governing the instances and (3) success is measured relative to a cost model for the adversary.
In principle, this approach could be used to investigate the hardness of any attackers attacking any system. We
analyze linear classifiers with Boolean features, some of the most common classifiers used in practice. When the
adversary has a simple, linear cost model, we show that the problem is ACRE learnable within a factor of 2.
We then evaluated the feasibility of attacking two linear spam filters trained on a corpus of 500,000 Hotmail
messages. Given 1000 features (i.e., words) to modify, our algorithm used fewer than 700,000 queries in the median
case. This may seem like a lot, but could be feasible when automated and parallelized across a distributed network of
“zombie” machines. The median instance found was only 11% more costly than the optimal instance.
If we relax the optimality requirement, we can focus on a less formal but more practical adversarial question:
which features are the best ones to modify, or for spam, which words are best at making a spam email look legitimate?
With a simple algorithm, we found a set of very effective words using only 4000 queries [8]. Using this word set, the
median spam could be disguised with fewer than 60 added words. Going one step further, we generated word lists
without querying the spam filter at all, using only publically available data and simple heuristics. These word lists
were still effective at disguising the median spam email with fewer than 200 words.
It may not be possible to entirely prevent these attacks, but we can discourage them by increasing their cost. We
can increase the cost of finding out information about the classifier by making it harder to execute the membership
queries. We can also use features that are harder for an adversary to modify and depend less on those features that are
easily modified. In this way, understanding these attacks allows us to better defend against them.
A number of interesting questions remain. While these methods can be illuminating, they would be more useful if
we could remove more of the assumptions restricting them. In both, it is assumed that we know the adversary’s utility
function – how can we estimate the utility function empirically? And can we adjust our systems to make attacking
them more costly than rewarding? That last question is the most important one, and will likely involve both obfuscation
(selecting classifiers that are hard to reverse engineer) and counter-attacks (recognizing adversarial behavior using a
predictive model).
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