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Abstract—Dynamic spectrum access is the key to solving worldwide spectrum shortage. The open wireless medium subjects
DSA systems to unauthorized spectrum use by illegitimate users.
This paper presents SpecGuard, the first crowdsourced spectrum
misuse detection framework for DSA systems. In SpecGuard,
a transmitter is required to embed a spectrum permit into its
physical-layer signals, which can be decoded and verified by
ubiquitous mobile users. We propose three novel schemes for
embedding and detecting a spectrum permit at the physical layer.
Detailed theoretical analyses, MATLAB simulations, and USRP
experiments confirm that our schemes can achieve correct, lowintrusive, and fast spectrum misuse detection.

A sound realization of the intuitive solution above is very
challenging and must satisfy three basic requirements.
•

•

I. I NTRODUCTION
Dynamic spectrum access (DSA) is the key to solving
worldwide spectrum shortage. In a DSA system, the spectrum
owner leases its licensed under-utilized spectrum to unlicensed
users. To improve the spectrum efficiency, the spectrum owner
can regulate the spectrum access by issuing spectrum permits
with each specifying a frequency channel, a geographic area,
and a time duration [1]. A valid spectrum permit serves as an
authorization to use the corresponding frequency channel in
the specified area and time duration.
The open wireless medium subjects DSA systems to spectrum misuse. Specifically, illegitimate users without proper
spectrum permits can still use the spectrum freely. In the
presence of spectrum misuse, legitimate users having paid for
valid spectrum permits will experience severe interference and
thus may be discouraged from further using DSA systems;
the spectrum owners without sufficient legitimate users will
have no incentives to deploy and operate DSA systems. This
situation calls for effective mechanisms to detect spectrum
misuse to unleash the full potential of DSA technology.
How can we detect spectrum misuse in DSA systems? Consider a typical DSA communication session with a transmitter
and a receiver. An intuitive solution involves the transmitter
sending its spectrum permit along with its data traffic. The
spectrum permit can be verified by a third node which is
referred to as a misuse detector hereafter. If the spectrum
permit is designed to be unforgeable based on cryptographic
techniques, an authentic spectrum permit proves legitimate
spectrum use. If an invalid or no spectrum permit is detected, the misuse detector reports to the spectrum owner who
can take further actions to physically locate the illegitimate
transmitter and then possibly apply law enforcement.

•

Correct: False-positive and false-negative rates should
be low enough. A false positive (negative) here refers
to a legitimate (an illegitimate) user mistaken for an
illegitimate (a legitimate) user.
Low-intrusive: The impact on legitimate communications
should be very small. This implies little or no modification to the receiver’s protocol stack, negligible negative
impact on its reception capabilities, and also very little
effort at the transmitter.
Fast: Spectrum misuse should be quickly detected. There
are two implications. First, there should be a misuse
detector around the DSA transmitter with overwhelming
probability. A promising approach is to explore mobile
crowdsourcing by recruiting ubiquitous mobile users as
misuse detectors. Second, the time to verify the spectrum
permit should be very short.

There have been a few attempts to detect spectrum misuse
in DSA systems. The first approach assumes a tamper-proof
transceiver to prevent unauthorized spectrum access [2]–[4],
but such trusted transceivers are very difficult or expensive
to build and can also be hacked by capable attackers. The
second method relies on a dedicated sensor network which
is very costly and difficult to deploy and maintain [5]. A
more recent method, Gelato [1], requires every legitimate
spectrum user to embed a cryptographic spectrum permit
into its physical-layer cyclostationary-features, which can be
opportunistically verified by dedicated misuse detectors dispatched by the spectrum owner. Since there cannot be too
many dedicated misuse detectors due to cost considerations,
many illegitimate users may be undetected or detected after a
long time. In addition, cyclostationary-feature detection has
high computational complexity and extremely long sensing
time [6], which are less suitable for crowdsourced spectrum
misuse detection via resource-constrained mobile users.
This paper presents SpecGuard, the first crowdsourced spectrum misuse detection framework for DSA systems. Motivated
by Gelato, SpecGuard requires a spectrum permit to be embedded into and detected from physical-layer signals. To address
the aforementioned issues that Gelato currently has, however,
SpecGuard outsources spectrum misuse detection to ubiqui-

tous mobile users and also explores more efficient customized
modulation schemes than resource-demanding cyclostationaryfeature detection. SpecGuard offers three schemes for different
scenarios. The first scheme works when the transmitter has a
relatively large freedom of transmission power control; the
transmitter embeds permit bits into physical symbols by modifying original constellation points to higher power levels. This
scheme incurs higher power consumption on the transmitter
but no negative impact on the receiver’s data reception. In contrast, the second scheme works when the transmitter is more
constrained in power control; the transmitter sends permit
bits by introducing smaller variations to original constellation
points and also modifying them to both higher and lower
power levels. This scheme incurs lower power consumption on
the transmitter but possible negative impact on the receiver’s
data reception. Finally, the third scheme assumes that the
transmitter trusts and shares the spectrum permit with the
receiver; the transmitter sends permit bits through a higherorder constellation than the original at the same transmissionpower level. This incurs the lowest power consumption on
the transmitter and also no negative impact on the receiver’s
data reception. All the three schemes enable mobile misuse
detectors to reliably decode spectrum permits from physicallayer signals by efficient energy detection and thus detect
spectrum misuse with low false positives and negatives.
Our contributions can be summarized as follows. First, we
propose SpecGurad, the first crowdsourced spectrum misuse
detection framework for DSA systems. SpecGuard features
three novel schemes aiming at different scenarios. Second,
we theoretically show that SpecGuard can achieve correct,
low-intrusive, and fast spectrum misuse detection. Finally, we
confirm the efficacy and efficiency of SpecGuard by detailed
MATLAB simulations and USRP experiments.

layer signals of wireless communication protocols. Their main
goal is to ensure that the covert channel is visible to the
intended receiver only. SpecGuard differs significantly from
[14] in its aim and scope. In particular, the spectrum permit
in SpecGuard is designed to be easily detectable by misuse
detectors, and we do no attempt to hide it from anyone.
Finally, Kumar et al. proposed a PHY-layer authentication
[15] by introducing controlled inter symbol interference to
identify rogue transmitters in DSA. The P-DSA mechanism
does not provide the transparency property. Thus, HM-DSA
was proposed. However, practical use of the schemes is probably hindered by the high error rate of the authentication bits.
Moreover, no practical USRP experiments were performed.
III. S YSTEM AND A DVERSARY M ODELS
A. System Model
SpecGuard is in charge by an operator. The SpecGuard
operator can itself be a spectrum owner or profit by managing
spectrum permits for multiple spectrum owners.
SpecGuard relies on mobile crowdsourcing. A recent Cisco
report [16] projects that the number of mobile-connected
devices will hit 10 billion in 2016, which implies sufficient
geographic coverage especially in populated metropolitan areas where DSA systems are expected to play significant roles.
Since DSA is expected to be pervasive in future wireless
communication systems, it has been widely expected that
future mobile devices can perform spectrum sensing [17], [18].
So we are motivated to use ubiquitous mobile users capable
of spectrum sensing as misuse detectors in SpecGuard. The
SpecGuard operator may also deploy relatively few dedicated
misuse detectors as in Gelato as a complement.
Mobile users need strong incentives for joining SpecGuard.
Such rewarding mechanisms as perks or badges have been
proved very successful in soliciting mobile users for crowdsourcing applications. Due to space limitations, we assume the
existence of such incentive mechanisms.

II. A DDITIONAL R ELATED W ORK
Besides [1]–[4], the following work is also related.
There is significant effort on mitigating false sensing reports
about the presence/absence of primary spectrum users (e.g.,
[7]–[9]). This line of work is orthogonal to SpecGuard.
Another line of work [10]–[12] aims at testing whether the
legitimate primary user is using a licensed channel. SpecGuard
has a different purpose by attempting to verify whether a
spectrum user has a valid spectrum permit. In [12], the primary
user sends an authentication tag by shifting the phases of
QPSK constellation points, and a verifier detects the tag by
examining the phases of QPSK symbols and then verifies
it. This scheme has also been extended to QAM in [13].
In contrast, the spectrum permit in SpecGuard is embedded
differently, and we prove that SpecGuard leads to better noise
resilience and shorter permit transmission time. In addition,
this scheme [12], [13] is evaluated only through MATLAB
simulations, and its performance in real scenarios is not
revealed. By comparison, SpecGuard is evaluated through both
MATLAB simulations and USRP experiments.
Additionally, Dutta et al. proposed to implement a covert
channel [14] by embedding secret information in the physical-

B. Adversary Model
We adopt the following adversary model. The illegitimate
spectrum user is assumed to fully control his radio transceiver,
which renders the hardware defenses in [2]–[4] inapplicable.
In addition, he does not have a valid spectrum permit, so he
has to use the spectrum without a permit, with a fake one,
or by replaying an intercepted valid permit. Moreover, he is
computationally bounded and cannot break the cryptographic
primitives underlying SpecGuard. We also assume that illegitimate spectrum use lasts sufficiently long to make spectrum
misuse detection meaningful. Finally, misuse mobile detectors
may be compromised to report wrong detection results.
IV. S PEC G UARD OVERVIEW
In this section, we outline the SpecGuard operations. There
are three entities involved: the transmitter (the spectrum user
sending data), the misuse detector, and the receiver (the
spectrum user receiving data).
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A. Spectrum-Permit Construction

Q

A spectrum permit refers to a cryptographic authorization by
the SpecGuard operator to use a specific channel in a certain
area and duration. To construct a spectrum permit, we make
three assumptions. First, the licensed spectrum is divided into
non-overlapping channels, each identified by a unique channel
index. Second, the geographic region for the DSA system is
divided into non-overlapping cells of equal size, each identified
by a unique cell index. Finally, time is divided into slots of
equal length, and all the devices are loosely synchronized to
a global time server.
We adopt the efficient hash chain to construct spectrum
permits. Let h(x) denote a cryptographic hash function such
as SHA-1 [19] applied to any input x. We also let hη (x)
denote η successive applications of h to x. Every legitimate
user purchases spectrum usage from the SpecGuard operator
by specifying the channel index, cell index, and time duration of interest. Assume that the requested time duration
consists of γ ≥ 1 slots. Upon receiving the spectrum-access
request, the SpecGuard operator selects a random number
nγ of sufficient length (say, 160 bits), recursively computes
ni = h(ni+1 ), ∀i ∈ [0, γ −1], and finally sends nγ to the legitimate user who then recursively computes {n0 , . . . , nγ−1 }. In
SpecGuard, ni serves as the spectrum permit of the legitimate
user in slot i of the requested duration. The communications
between the legitimate user and the operator should be secured
using traditional mechanisms such as TLS [20].
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Fig. 1: Constellation for Scheme 1.
spectrum misuse by possibly involving law enforcement. Finally, the SpecGuard operator rewards each misuse detector
whose detection result is consistent with the field test.
V. S PECTRUM -P ERMIT T RANSMISSION AND D ETECTION
In this section, we detail how spectrum permits are transmitted and detected.
A. QPSK Background
We assume QPSK as the physical-layer modulation scheme
to ease the presentation, though our schemes can easily support
general QAM. QPSK is a primitive modulation scheme in
many applications and standards such as IEEE 802.11b, IEEE
802.11g and Bluetooth 2. It changes the phases of in-phase
(I) and quadrature (Q) components separated by 90◦ . It uses
four phases: π/4, 3π/4, 5π/4, and 7π/4, corresponding to four
constellation points (often called symbols) equi-spaced around
a circle. We assume that p
the original QPSK constellation points
have an amplitude of
E/2 for each component. So the
energy per QPSK symbol is E.

B. Spectrum-Permit Transmission and Detection
The legitimate transmitter needs to keep transmitting the
spectrum permit ni in slot i (∀i ∈ [1, γ]) of the requested
duration. The spectrum permit ni is embedded into physicallayer signals by proper power control in the modulation phase,
and it can be extracted by misuse detectors in the demodulation
phase. The details are deferred to Section V.

B. Scheme 1
In Scheme 1, the transmitter continuously sends the spectrum permit for the current time slot along with its data
packets. To tolerate transmission errors, we apply FEC encoding to the spectrum permit. Although there are many
FEC schemes available, we choose the repetition code for its
simplicity. How the repetition code is implemented depends
on the constellation design discussed shortly.
1) Permit transmission: Scheme 1 embeds the permit into physical-layer symbols by modifying the original QPSK
constellation. Assume that the transmitter wants to send one
permit bit per data symbol. In this case, each permit bit is repeated continuously m times, where m is a system parameter.
For example, if “0110” is an excerpt of the spectrum permit, it
is encoded as “000111111000” for m = 3. If the permit bit is
0, the transmitter sends the original QPSK symbol; otherwise,
it sends a new QPSK symbol by scaling the original QPSK
symbol with a factor of k+1. Here k is a system parameter, and
its impact will be analyzed in Section VI. For clarity, we show
the constellation graph for Scheme 1 in Fig. 1a, where there are
two permit-constellation points in each quadrant with the inner
one overlapping with the original QPSK data-constellation
point. The bit value in parentheses indicates the permit bit,
and the two constellation points in each quadrant correspond

C. Spectrum-Permit Verification
The SpecGuard operator activates spectrum-permit verification (or equivalently misuse detection) either according to
some random schedule or when the legitimate user complains
about severe interference. To do so, the SpecGuard operator
chooses some misuse detectors in the specific area to ensure
sufficient area coverage. It also sends the channel index, the
starting time of the time duration, and the hash value n0 to
each chosen misuse detector with traditional TLS-like security
mechanisms. For every slot i ∈ [1, γ] of the specified time
duration, each chosen misuse detector first tries to detect the
ith candidate permit from the physical-layer signals on the
specified channel, denoted by n0i , and then compares n0 with
hi (n0i ). If the permit n0i is authentic (i.e., n0i = ni ), the equation
n0 = hi (n0i ) should hold; otherwise, the transmitter is very
likely to be a spectrum misuser.
Misuse-detection results are reported to the SpecGuard
operator. If any spectrum misuse is reported, the SpecGuard
operator can dispatch some personnel to do some field test
to physically locate the illegitimate transmitter and then stop
3

to the same data bits but different
p bit. For example, if
p permit
E/2,
E/2) for data bits 00,
the original QPSK symbol
is
(
p
p
the transmitter
sends
(
E/2,
E/2)
for
a permit bit 0 and
p
p
((k + 1) E/2, (k + 1) E/2) for a permit bit 1.
We can easily extend Scheme 1 to transmit two or more
permit bits per data symbol by using an M -QAM constellation for permit bits, where M is a power of 2. In fact,
the aforementioned scheme in Fig. 1a can be considered
as a 2-QAM constellation for permit bits. An example for
M = 4 is given in Fig. 1b, in which two permit bits
are embedded in each data symbol. In this case, the permit
bits are grouped into segments of log2 (M ) bits, and each
segment is repeated continuously m times. For example, if
“011011” is an excerpt of the spectrum permit, it is encoded as
“010101101010111111” for M = 4 and m = 3. Additionally,
we note that it is necessary to have the data bits differentially
coded to address the phase ambiguity that commonly exists
in PSK or QAM modulations [21]. However, if we also apply
differential coding to permit bits, it will be more difficult to
decode permit bits because differential coding often produces
more demodulation errors [21]. We tackle this challenge by a
special coding strategy for permit bits, as shown in Fig. 1b.
First, the permit symbols inside each quadrant are Gray-coded
such that any two adjacent permit symbols differ only by one
bit. Second, the permit symbol layout in each quadrant can
be rotated 90◦ clockwise or counterclockwise to match the
permit symbol layouts in its neighboring quadrant. In this way,
in case of phase shift, although the constellation might have
been rotated, the permit bits are still likely to be correctly
decoded since after the phase correction, the symbols can be
mapped to a constellation point with the correct coding bits
except that it is in fact not the original constellation point.
A permit may be transmitted via one or multiple data
packets, which depends on both the length of data packets and
the constellation for permit bits. In addition, permit embedding
should start right after the preamble and header of each packet
are transmitted until either permit bits are all sent or all the
data symbols have been used up.
2) Permit detection: In a duration specified by the SpecGuard operator, each chosen misuse detector keeps detecting a spectrum permit from physical-layer signals on the
corresponding channel. Permit detection is divided into sessions, each starting right after detecting the preamble and
the header of a data packet until enough permit bits are
decoded to construct a candidate permit. The preamble enables
synchronization and the header enables the detector to know
the size of the packets whereby it knows when to prepare
synchronization with the next packet. If the misuse detector
misses the preamble of the current data packet, it will not start
extracting the permit bits until it detects the preamble of the
next data packet.
There are two possible strategies for decoding a permit
bit. Assume that each data symbol carries one permit bit,
corresponding to the eight-point constellation in Fig. 1a. In
the hard-decision strategy, the detector finds the constellation
point in Fig. 1a closest to each received symbol and then
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Fig. 2: Constellation for Scheme 2.
decodes the embedded permit bit as either 1 or 0. Since each
permit is consecutively repeated m times, the majority rule is
then applied to determine each permit bit. In the soft-decision
strategy, the detector finds the constellation point which has
the shortest average distance to every m consecutive symbols
associated with the same permit bit. The corresponding permit
bit can thus be decoded. Soft decision intuitively outperforms
hard decision, which is further validated in Section VII.
Permit transmission and detection in Scheme 1 are totally transparent to the receiver. Specifically, the receiver still
performs QPSK demodulation according to the original 4point data constellation. In addition, the increased amplitudes
of the data symbols carrying permit bit 1 imply a higher
SNR (signal-to-noise ratio), leading to more error-resilient
data transmissions for the receiver. This aspect will be further
analyzed in Section VI.
3) Transmission parameters: Scheme 1 involves four key
transmission parameters: E, k, m, and M . The transmitter
can easily determine E by estimating the SNR [22], [23].
According to our analytical results in Section VI, it can decide
the rest parameters to make sure that the permit can be
successfully detected by misuse detectors with a sufficiently
high probability. Each misuse detector needs to know E, k, and
m to correctly decode permit bits. This can be accomplished
with the help of the SpecGuard operator. Specifically, the
transmitter sends the transmission parameters via the SpecGuard operator to each misuse detector.
C. Scheme 2
Scheme 2 is motivated by the possible power constraint
imposed on the transmitter in Scheme 1. In particular, the
detection errors for permit bits in Scheme
√ 1 are highly
E for M = 2
dependent
on
the
minimum
distance,
i.e.,
k
p
and k E/2 for M = 4, between permit-constellation points
in the same quadrant. Given E, the larger k, the higher
the transmission power, the lower the detection errors for
permit bits, and vice versa. In practice, however, k cannot
be too large due to many constraints. For example, FCC
often imposes an upper limit on the transmission power, and
the transmitter may have low energy residue. In addition, if
the original constellation is higher-order QAM, the distance
between adjacent constellation points may have been very
small; if we use a large k to ensure low detection errors for
permit bits, the errors for data bits at the receiver will increase.
We propose Scheme 2 to achieve comparable detection
performance for permit bits with statistically lower energy
4
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adjacent black (or grey) constellation points only differ
by one bit in their first two bits.
• Each grey constellation point forms a pair with the first
clockwise black point, and they differ only in the LSB.
Each grey-black point pair is identified by the first two
bits of the symbol value.
Scheme 3 encodes one permit per data symbol. The transmitter first determines the grey-black point pair based on the
two data bits to send, and then it picks either the grey or black
point based on the permit bit to transmit. For example, it sends
the constellation point corresponding to the sequence 001 to
convey two data bits 00 and a permit bit 1. Unlike in Scheme 1
and Scheme 2, we do not apply repetition codes to permit bits
because the detection errors can be small enough due to the
relatively large distance between each pair of grey and black
constellation points. To further improve the error tolerance,
we can append to the spectrum permit a Reed Solomon (RS)
or other FEC code which is more efficient. The analysis of
the error tolerance is deferred to Section VI. In addition, if
a packet is not long enough to convey all the permit bits,
the transmitter continues transmitting the rest of permit bits
through subsequent data packets.
As in Schemes 1 and 2, phase ambiguity needs to be
resolved in Scheme 3. A phase recovery error in this case
will either lead to no change on permit bit decoding or only
revert bit 0 to bit 1 or vice versa. Assume that the channel
is slow-fading such that the same phase shift applies to the
entire spectrum permit. We just let the misuse detector verify
the bit-wise reverted bit sequence if the original bit sequence
does not pass the verification. For example, assume that the
detector obtains a candidate permit as “100110” after decoding
the data symbols. If the phase recovery fails, the candidate
permit will fail the verification; the correct permit should be
“011001” and can pass the verification instead.
2) Permit detection and verification: Each misuse detector
decodes each permit bit according to the 8-PSK constellation
using the proposed coding pattern. In particular, permit decoding starts right after the detector sees the preamble and
header of the data packet. Each received symbol is compared
with the eight constellation points, and the LSB of the closest
one tells the embedded permit bit. The detector buffers all the
consecutively decoded bits and then verifies the correctness.
The misuse detector reports spectrum misuse if it cannot detect
a valid spectrum permit after a sufficient number of attempted
verifications, which is determined by the permit error rate.
Permit detection and verification cease until the detection
duration specified by the SpecGuard operator elapses.
It is slightly tricky for the data receiver to decode the
data bits. The receiver knows the current permit and thus can
predict the next permit bit to receive. As shown in Fig 3, the 8PSK constellation can be divided into two QPSK constellations
according to the LSB (or permit bit). If the next permit bit
is expected to be 0, the transmitter decodes the received
symbol with the upper QPSK constellation; otherwise, the
lower QPSK constellation is used. Since the distance between
adjacent points in the upper and lower constellations is the
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Fig. 3: Constellation for Scheme 3.
consumption at the transmitter. The key idea is to use smaller
deviations from original constellation points to encode the
same permits. This is achieved by increasing or decreasing
the coordinates of the original constellation points according
to permit bits. An example is shown in Fig. 2 with four
permit-constellation points added in each quadrant, where
each data symbol carries two permit bits. Note that the
minimum
p distance between the permit-constellation points is
now 2k E/2, implying lower detection errors for permit bits
in comparison with Scheme 1 (M = 4). Assuming that the
permit consists of uniformly distributed ones and zeros, the
average energy level per data symbol is (1+k 2 )E in Scheme 2
in contrast to (1+k+k 2 /2)E in Scheme 1. The same rationale
can be applied when the underlying modulation scheme is the
more general QAM at different orders. Unlike in Scheme 1, the
data reception of the receiver in Scheme 2 may be negatively
affected, which will be fully analyzed in Section VI. Other
operations of Scheme 2 are similar to those of Scheme 1.
D. Scheme 3
We propose Scheme 3 to further reduce the power consumption of the transmitter and also eliminate the negative
impact on the receiver’s data reception. Our motivation is that
the data transmitter and receiver often trust each other and
have bidirectional communications, so spectrum permits can
be shared between them for using the same spectrum in the
current communication session. Scheme 3 fully explores the
receiver’s knowledge about the spectrum permit and transmits
the spectrum permit through a novel constellation design.
1) Permit transmission: We illustrate permit transmission
in Scheme 3 still with QPSK as an example. The transmitter
starts permit transmission after the preamble and header of its
data packet are transmitted. The preamble and packet header
are modulated with the original QPSK, but the rest data bits,
when paired with the permit bits, follow the constellation in
Fig. 3. After all the permit bits are transmitted, the original
QPSK is reapplied to the remaining data bits. Specifically, we
add four constellation points (represented by black colors) to
the QPSK constellation and form a special 8-PSK constellation
with the following properties.
•

•
•

Each constellation point represents three bits, among
which the lease significant bit (LSB) indicates a permit
bit, and the others represent two data bits.
Two adjacent constellation points have different LSBs.
The first two bits of the four black (or grey) constellation
points follow Gray coding. In other words, any two
5

either the hard-decision or soft-decision strategy to decode
a permit bit that is repeatedly transmitted m times. Due to
space limitations, we only show the analysis for the harddecision strategy and will compare these two strategies with
MATLAB simulations in Section VII. Since the soft-decision
always outperforms the hard-decision when the same bits are
repeated, the PER for the latter can be used as an upper bound.

same as that in the original constellation, we can expect the
detection errors for data bits to be the same as in the original
QPSK constellation when permit bits are not embedded. So
the negative impact on the receiver’s data reception can
be eliminated. In addition, the energy consumption of the
transmitter is the same as when permit bits are not embedded.
VI. T HEORETICAL A NALYSIS

Theorem 4. The PER for Schemes 1 and 2 under the harddecision strategy can be derived as


m
m−dm/2e
Pp =1 − (
(1 − Pb )dm/2e Pb
dm/2e


m
(5)
m−dm/2e−1
+
(1 − Pb )dm/2e+1 Pb
dm/2e + 1
+ ... + (1 − Pb )m )L ,

In this section, we analyze the correct, low-intrusive, and
fast properties of SpecGuard.
A. Correctness Analysis
The correctness of SpecGuard is analyzed. We first derive
the bit error rate (BER) for the permit bits whereby to derive
the false-positive and false-negative rates of the three schemes.
We make the following assumptions to make the analysis
tractable. The channel is assumed to be AWGN with zero
mean and power spectral density N0 /2. Recall that E denotes
the energy of an original constellation point. We define SNR
as γ = E/N0 . We also assume that a spectrum permit is of
L bits and is repeated m times in Schemes 1 and 2, where m
is an odd integer. Finally, we assume that the detector reports
a spectrum misuse when it fails to detect a valid spectrum
permit in α consecutive attempts.
Since the AWGN channel does not introduce phase shift,
we simply adopt non-differential QPSK modulation in the
analysis. Analyses based on differential QPSK can be complicated and a closed-form solution is difficult to obtain. Hence,
we assume coherent detection and perfect recovery of the
carrier frequency and phase. However, as we will see in
Section VII-B, in practice, these assumptions may not be valid
due to various channel conditions and effects.

where Pb is given in Eq. (1), Eq. (2), or Eq. (3).
Since each spectrum permit is not repeated in Scheme 3,
the PER of Scheme 3 is simply Pp = 1 − (1 − Pb,3 )L .
Given the PER derived above, the false-positive rate can
be simply estimated as Ppα , and it will be evaluated with
MATLAB simulations in Section VII.
A false negative in SpecGuard may happen in the following
four cases when the transmitter is illegitimate.
• Case 1: The transmitter sends a randomly guessed permit
which happens to be correct. The probability for this case
can be estimated as (1 − Pp )/2L . When L is sufficiently
large (say, 160 bits), this probability is negligible.
• Case 2: The transmitter sends a randomly guessed permit
which is incorrect but changed to the correct one due
to transmission errors. As long as the SNR is good
enough or the PER is sufficiently low, we can expect
the probability for this case to be negligible as well.
• Case 3: The transmitter first decodes the correct permit
sent by the legitimate transmitter as a misuse detector,
and then it attempts to use the decoded permit for its
own transmissions. In SpecGuard, each spectrum permit
is valid for only one short time slot, so the illegitimate
transmitter can at best use the permit in the current slot
which can be set very short. In addition, the legitimate
transmitter who experiences severe interference can report to the SpecGuard operator. Therefore, this case has
negligible impact on SpecGuard.
• Case 4: All the misuse detectors are compromised by
the transmitter and thus do not report spectrum misuse.
Since the detectors are randomly chosen mobile users, it
is very unlikely to have all of them compromised.
Hence, the false-negative rate of SpecGuard is negligible.

Theorem 1. For Scheme 1, the permit BER for M = 2 is
√
M =2
(1)
Pb,1
≈ erfc(k γ/2)/2,
and the permit BER for M = 4 is
p
M =4
Pb,1
≈ erfc(k γ/2/2)/2.

(2)

Proof: According to [21], the symbol error rate (SER) is
W
approximately Ps ≈ d2min erfc( 2d√min
), where dmin refers to
N0
the minimum distance between any two constellation points,
and Wdmin corresponds to the number√ of neighbors at this
distance. When M = 2, dmin equals k E and Wdminp
equals
one. So we obtain Eq. (1). When M = 4, dmin equals k E/2,
and Wdmin equals 2. Assuming that Gray coding is adopted,
we can estimate the BER as half of the SER in Eq. (2).
Theorem 2. The permit BER for Scheme 2 is
p
Pb,2 ≈ erfc(k γ/2)/2.
Theorem 3. The permit BER for Scheme 3 is
√
Pb,3 ≈ erfc( γsin(π/8)).

(3)

B. Detection Time (Analysis of the Fast Property)
Now we analyze the time it takes to correctly detect a
spectrum permit. We assume that the payload of each data
packet is l bytes long and transmitted at a rate of R bit/s.
For simplicity, we neglect the non-payload portion of a data
packet (such as the preamble and header) which is often much

(4)

We then deduce the permit error rate (PER) which can be
approximated by the probability when all the L permit bits
are correctly extracted. As said in Section V-B2, we can use
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shorter than the payload. Then the packet transmission rate
R
packets/s. Let x denote the number of data packets
is 8l
required to transmit a complete L-bit spectrum permit. We
can easily compute x for different schemes: (1) x = d Lm
4l e
e
for
Scheme
1
(M
=
4)
for Scheme 1 (M = 2); (2) x = d Lm
8l
L
and Scheme 2; (3) x = d 4l
e for Scheme 3. Given the PER Pp
computed above, the average detection time for all the schemes
8lx
seconds. Examples are given in
is computed as T = R(1−P
p)
Section VII to show that SpecGuard can achieve a small T.
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Fig. 4: Soft decision vs. hard decision.
1
γ=12dB (Ref.[12])
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γ=16dB (Ref.[12])
γ=18dB (Ref.[12])
γ=12dB (Scheme 2)
γ=14dB (Scheme 2)
γ=16dB (Scheme 2)
γ=18dB (Scheme 2)

C. Low-intrusiveness Analysis
0.8

Now we analyze the data BER at the data receiver.
PER

0.6

Theorem 5. The data BER of Scheme 1 is upper-bounded by
p
BER1,data ≈ erfc( γ/2)/2,
(6)

0.4

0.2

and lower-bounded by
p
BER1,data ≈ erfc( (1 + k 2 )γ/2)/2.

0
0

0.4

0.6

0.8

1

Fig. 9: Comparison between Scheme 2 and [12].

Theorem 6. The data BER of Scheme 2 is upper-bounded by
p
BER2,data ≈ erfc((1 − k) γ/2)/2,
(8)

cases. So we focus on reporting the evaluation results based
on the soft decision only due to space limitations.
Fig. 5 shows the impact of k on Schemes 1 and 2. k ranges
from 0.2121 to 0.4949 in Scheme 1 and from 0.1414 to 0.4242
in Scheme 2 to emulate tighter power constraints. As we see,
the PERs of both schemes can be dramatically reduced as k
increases, especially when γ is large. In addition, Fig. 5a and
Fig. 5b show that Scheme 1.2 incurs a slightly higher PER
than Scheme 1.1, which is consistent with the analysis in Eq. 1
and Eq. 2. We can also observe a PER reduction in Schemes 1
and 2 as m increases from 7 to 17. This is an expected benefit
for using repetition codes. In general, the larger m, the lower
PER, and vice versa.
We also evaluated the PER for Scheme 3 in MATLAB. When γ equals 11|12|13|14|15|16|17|18 dB, the PER is
1.00|0.99|0.92|0.66|0.31|0.07|0.02|0.00. This result highlights
the superior permit detection performance of Scheme 3 in
contrast to Schemes 1 and 2. One may note that all our
schemes have very high PERs when γ ∈ [10, 15] dB. As said
above, γ ∈ [10, 15] corresponds to very poor wireless channels
over which normal data transmissions are unlikely to occur
[24]. In other words, all our schemes have sufficiently low
PERs and work well in normal channel situations.
Based on the above PER results, we further analyze the
false-positive and false-negative rates of our three schemes.
The false-positive rate is simply Ppα (cf. Section VI-A), where
α is the number of verification attempts. Fig. 6 shows the
impact of α on different PERs. We can clearly see that as
long as Pp is relatively small or the channel is sufficiently
good, the false-positive rate of our three schemes is almost
negligible. For example, when γ = 16 dB (poor channel), we
have Pp = 0.07 in Scheme 3, leading to a false-positive rate
of 0.07 for α = 1 and 1.6 × 10−6 for α = 5.
Moreover, we associated the results in Fig. 5 with the analysis in Section VI-B to evaluate the fast property of SpecGuard.
Here we let the data-transmission rate R = 2 Mbit/s and

and lower-bounded by
p
BER2,data ≈ erfc((1 + k) γ/2)/2.

0.2

Data Packet Error Rate

(7)

(9)

Given the decoding process in Section V-D2, the data BER
of the receiver in Scheme 3 ispthe same as in the original
QPSK constellation, i.e., erfc( γ/2)/2.
VII. P ERFORMANCE E VALUATION
In this section, we evaluate SpecGuard using MATLAB simulations and USRP experiments. We also compare SpecGuard
with [12] despite their different application scenarios.
In our evaluations, we use SHA-1 as the hash function for
spectrum permits, which are 160-bit long. The data packets
have a constant payload length of 1,500 bytes, so a spectrum
permit can be embedded into a single data packet in all three
schemes. Moreover, each data point in MATLAB results is
an average over 2,000 data packets, and each data point in
USRP results represents an average across 10,000. It is worth
pointing out that the numerical results based on our theoretical
analysis in Section VI match well with our MATLAB results.
We have to omit them here due to space constraints.
The key parameters in our evaluations include the channel
SNR (i.e., γ), the number of repetitions for a permit bit (i.e.,
m), and the scaling factor of the symbol coordinates (i.e., k).
According to many references such as [24], the channel SNR
in [10,15), [15, 25), and [25, 40) indicates very poor, poor, and
very good wireless channels, respectively. Finally, two cases
in Scheme 1 (M = 2 or 4) are differentiated by Scheme 1.1
and Scheme 1.2 whenever necessary.
A. MATLAB Simulations
Fig. 4 compares the permit error rate (PER) of the softdecision and hard-decision strategies for Scheme 1.1. We see
that the soft decision outperforms the hard decision in all
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Fig. 10: PER performance using USRP.
the repetition parameter m = 17. Fig. 7 shows the impact
of l (data-payload length) on the average permit detection
time for Scheme 1.1 and Scheme 3. Generally, the average
permit detection time increases with l. In particular, larger
data packets means that the time gap between the transmission
of two consecutive permits becomes longer, leading to longer
permit detection time. Additionally, even when the PER is very
high (e.g., 0.95) and l = 1, 500 bytes, the detection time is
around 0.12 s in Scheme 1.1 and Scheme 3, indicating very
fast spectrum misuse detection. We have similar results for
Scheme 1.2 and Scheme 2, which are omitted for lack of space.
Furthermore, we evaluated the impact of our schemes on the
data-packet error rate of the receiver. As expected, the datapacket error rate is slightly decreased in Scheme 1 because
the scaling factor k effectively increases the transmission
power and thus SNR. In addition, the data-packet error rate in
Scheme 3 quite matches that of the original QPSK modulation,
which confirms that Scheme 3 has no negative impact on the
receiver’s data reception. In contrast, the data-packet error
rate in Scheme 2 is slightly increased, as shown in Fig. 8.
Generally, the larger k, the more data-packet errors due to the
reduced minimum distance between data-constellation points
(cf. Fig. 2). Scheme 2 still works well for high SNRs.
Table. I reports the energy overhead for Scheme 1 and
Scheme 2 as a percentage, where a spectrum permit is assumed
to comprise uniformly distributed zeros and ones. Obviously,
Scheme 2 always incurs low energy overhead than Scheme 1.1
and Scheme 1.2 at the cost of possible negative impact on data
decoding. In contrast, Scheme 3 has zero energy overhead due
to its special constellation design. It is worth pointing out that
the energy overhead of Scheme 1 and Scheme 2 can still be

Packet Error Rate
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Fig. 11: Data-packet error rate for Scheme 2 using USRP.
TABLE I: The energy overhead of Scheme 1 and Scheme 2.
k
Scheme 1
Scheme 2

0.14
15%
2%

0.21
23%
4%

0.28
32%
8%

0.35
41%
12%

0.42
51%
18%

0.49
61%
24%

very low to reach sufficiently low false-positive rate in normal
channel conditions. For example, if Scheme 1.1 is used, when
SNR is 15 dB, the PER can be around 0.7 if m is 17 and k is
0.2121. This corresponds to 23% additional energy overhead.
However, since the detection is efficient, the transmitter does
not need to embed the permit bits all the time, thus making
the overall energy overhead a lot lower.
Finally, we jointly compared the permit and data decoding
performance of Scheme 2 with the work in [12] in Fig. 9.
In the comparison, we fixed m = 7 and varied the value of
k. For [12], the shifted angle was changed from 0.1 to 0.7
rad. Generally, the closer the curves to the origin, the lower
decoding errors for the permit and also the data packet, and
vice versa. It is clear that Scheme 2 excels in almost all the
cases. As discussed above, Scheme 2 performs generally worse
than Schemes 1 and 3 when considering both PER and datapacket error rate. Therefore, all our schemes have better permit
and data decoding performance than the work in [12].
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B. USRP Experiments
We prototyped SpecGuard on USRP N210 with GNU Radio
and placed three USRPs in a normal lab environment with
furniture, computers, humans, walls, etc.. There were also
human activities such as walking during the experiments.
Three USRPs were separated equally with a rough distance
of three meters, with each serving as a different entity in
SpecGuard: the transmitter, the receiver, or the detector.
Fig. 10 shows the PER for Scheme 1 and 2, where we
restricted the SNR γ between 14 and 25 dB in the experiments.
Generally, the larger m, the lower PER, and vice versa. It
is also clear that Scheme 1.1 is more robust in low SNR
cases. Different from the simulation results, we found that
the working SNR range is limited in our experiments. For
example, it is somehow difficult for Scheme 2 to correctly
decode the permit at an SNR lower than 14 dB. We conjecture
that this difference is due to the imperfect phase recovery and
AGC, multipath, frequency-selective fading, and other random
channel effects. All of these factors lead to slightly worse
practical performance. In real applications, the performance
can be improved by better coding schemes as well as advanced
techniques to mitigate those aforementioned channel effects.
Consistent with MATLAB simulations, Scheme 3 still
achieves the lowest PER. When γ is 14.4|15.7|18.6 dB, the
PER is 0.59|0.12|0.00; when γ is higher than 18.6 dB, the PER
remains zero. These results demonstrate the high efficacy of
Scheme 3 for spectrum misuse detection in practice.
We also evaluated the impact of our three schemes on
the data-packet error rate. In contrast to the original QPSK modulation, our results confirmed that Scheme 1.1 and
Scheme 1.2 both can slightly lower the data-packet error rate,
and Scheme 3 has almost no impact on the data-packet error
rate. We are more concerned about Scheme 2’s negative impact
on the data transmission. As shown in Fig. 11, a large k may
not be feasible in low SNR cases for Scheme 2, due to frequent
data-packet errors. Scheme 2, however, can still work very well
in high SNR cases with a small k.
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VIII. C ONCLUSION
In this paper, we proposed SpecGuard, the first crowdsourced solution to detecting spectrum misuse in DSA systems. SpecGuard provides three different schemes for mobile
detectors to detect and verify a spectrum permit from physicallayer signals of a target transmitter. Detailed theoretical analysis, MATLAB simulations, and USRP experiments have confirmed that SpecGuard can achieve fast misuse detection with
very low false positives and negatives while having negligible
negative impact on legitimate data transmissions.
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