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Abstract

Overlay networks have been very useful in solving large scale data dissemination problems. In this paper, we consider the
case of data gathering which is the inverse of dissemination problem. In particular, we focus on a scenario where an organization
or a constellation of organizations is interested in gathering data from large number of nodes spread across the administrative
boundaries. Providing individual nodes with full assurance that the privacy of their data won’t be compromised is a critical
problem in achieving the true benefits of this collaborative process. We provide a novel solution to the problem by employing a
threshold homomorphic cryptosystem which allows processing of encrypted data without revealing anything about the underlying
private data. The threshold property of the cryptosystem ensures that no single node is able to decrypt the aggregate results. The
proposed solution provides excellent scale-up properties while preserving privacy and secrecy of the data even among malicious
adversaries.

I. INTRODUCTION

Overlay networks have proven very useful in solving large scale dissemination problem as well as in creating dynamic
collaborative communities. Data gathering, which may be in the form of aggregation, resemble very closely to the dissemination
problem albeit in opposite direction. Whereas in dissemination, an organization or a constellation of organizations may be
interested in distributing digital media to an extremely large number of subscribers, in data gathering these organizations
are interested in getting some data or a function of it thereof, from a large number of participants. These sorts of scenarios
occur frequently in disaster response organizations. Take an example of Center for Disease Control (CDC) which might be
interested in getting the statistics about the patients suffering from a specific disease from the hospitals throughout the nation.
Hospitals, however, might be reluctant to share this information as it might disclose their mortality rate which might create
a bad public perception about them. Moreover, since in most of the overlay networks, peer-to-peer communication model is
employed, privacy and secrecy of the individual nodes’ data become even more important as the data might reach in the hands
of their competitors. In the wake of these arguments, it is essential that a middleware be developed which provides a trusted
environment for these individual organizations to confidently share their data for achieving a common useful goal. The data
aggregation protocol of this middleware should have following design goals

« Privacy PreservingThe aggregation protocol should preserve privacy of individual nodes by means of provably secure
cryptographic primitives.

« Malicious Adversarial ModelThe adversarial model assumed by the secure aggregation protocol should treat each node
as a potentially malicious adversary who might want to break into the privacy of other nodes by doing anything he could.

« Scalable :The aggregation protocol should scale well with increasing number of participants.

« Fault Tolerant : The protocol should be able to handle faults gracefully. More importantly there should be no single point
of failure.

TRIUMF[] is a trusted reliable middleware for fault tolerant applications whose secure aggregation protocol is aimed at meeting
above mentioned goals. This paper focuses on the secure aggregation protocol only (for details on TRIUMF architecture see
[@). Following are the key features of the proposed aggregation protocol which enable it to meet the above requirements.

« Additively Homomorphic CryptosystenThe proposed secure aggregation protocol employs an Additively Homomorphic
Cryptosystem which is a variant of Damgard and Jurik’s generalization of Paillier's cryptosystém [12]. The additive
homomorphic property allows combining two cipher-texts such that underlying plain texts are added together. This would
allow processing of the encrypted data without revealing anything about the plain-text. This essentially preserves the
privacy of individual nodes.

« "Threshold” Property of Homomorphic CryptosystemOne novel feature of the proposed aggregation protocol is the
threshold nature of the key generation phase of the Additively Homomorphic Cryptosystem mentioned above. A threshold
cryptosystem allows private key to be shared ameangervers such that of them can reconstruct it. Hereis referred
to as the threshold value of the cryptosystem and it is usually + 1. This means that we can distribute trust among
w servers instead of trusting only a single server to do the decryption. This eliminates the possibility of single point of
failure and provides un-interrupted decryption as long as number of malicious servets: ard.



« Scalable Communication Primitive$his paper focuses on a hierarchical aggregation framework which suits to the nature
of the problem we are addressing. Ideally, gossip based communication protocols are considered extremely scalable for
large scale networKg[P, [L4]. But there are two problems associated with employing gossip based protocol in our aggregation
framework which are as follows

— Gossip based protocols are useful when all the nodes require the end result of computation. This might not be the
case in the applications that we are considering. For example, in the CDC example, individual hospitals need not
know the total number of patients suffering from a specific disease across the nation.

— Even in the wake of above argument, it would have been worthwhile to implement a gossip based communication
protocol for varying nature of applications. But the problem that we face is that the gossip basically works on the
basic principle of variance reduction. This means that each two nodes will modify their local values such that the
difference between their values is essentially zero. For example, if we want to take sum over the values of all nodes,
then every two nodes who are involved in the gossip, will take average of their values and replace their local values
with this average. At the end, a stable average value is multiplied by total number of nodes to get the eventual sum.
Now problem with variance reduction is that it requires more than just addition of plain texts. For example, in case
of average it requires an addition and a division operation. This would require our cryptosystem to be both additive
and divisive/multiplicative homomorphic. There has been some proposals on homomorphic protocols which are both
divisive/multiplicative and additive [8] but they are known to have severe security limitations and have been broken
with relative eas€[]3]. In the absence of any variance reduction mechanism, we will have to make sure that a value
from a node is added only once in the entire aggregate. For this to happen, we will have to enforce a topology on
the network and hierarchical topology is known to have good scalability properties.

The hierarchical communication framework that we are employing is natural to the kind of applications that we are
envisioning. For example, CDC national head quarter can initiate a request to build an overlay network comprising all
the hospitals in the country. The first step for that would be to contact its regional head quarters to start contacting all
the hospitals in their own areas. In this way a hierarchical network comes into life where entire network is divided into
clusters of geographically proximate nodes representing hospitals. Each cluster has a master node being represented b
regional head quart@ The communication protocol starts by having individual nodes sent their values to the local master
node. Since all nodes may not be connected to the master node directly, a multi-hop connection scheme just like in any
overlay network is employed. The multi-hop scheme works such that each intermediate node combines the encrypted
value that it holds with the encrypted value that it receives (note that this combining of the cipher-text amounts to the
additions of the plain-texts in the additively homomorphic cryptosystem that we employ). After this combining operation,
the nodes forwards the resulting cipher-text to the next node in hierarchy.
The work in this domain has suffered from following shortcomings(details in Sectign VII)
« Most of the work done in secure aggregation domain assume a semi-honest (honest but curious model) which is unpractical
in large scale distributed computing.
« No algorithm, to the best of our knowledge, has been able to guarantee full privacy of individual nodes while still not
suffering from single point of failure problem.
As mentioned above, our protocol solves the above mentioned problem. Details will follow in the coming sections.
Organization: The rest of the paper is organized as follows. Segtipn Il describes the working of the proposed secure aggregation
framework as well as outlines the assumptions behind the construction of the protocol. §eftion Il describes the theoretical
details of the proposed modification of Jurik et al’s Threshold Additively Homomorphic Cryptosjsiem[13]. $egtion IV defines
the spanning tree construction procedure for our hierarchical aggregation framework. Séction V presents a complexity analysis
of the proposed protocol. Sectipn]VI describes the simulation results which evaluate the protocol. [Settion VII outlines the
related work. Sectiop VIJI draws conclusions and presents future line of our research action.

II. PROPOSEDPROTOCOL FOR SECURFAGGREGATION

Before we delve deeply into the working of the proposed protocol, we will enumerate the set of assumptions that are made.
These assumptions are as follows.

1) Network Model.We assume that our network is composed of a setVohodes Py, P, ..., Py. These nodes are

connected through insecure point-to-point channels and are modeled as polynomial time randomized Turing machines
. Moreover, theseV nodes are divided into clusters of size—= % each. Nodes5y, 5s, ..., .5, are the masters of

clustersCy, Cs, ..., C,,. Master nodes also are connected through insecure point-to-point channels but have also access
to dedicated broadcast channel.

2) Adversarial Model :We assume that the adversary can corrupt ugt@ nodes and corrupted nodes can collude as
well. This means that it is possible that the adversary can corrupt tip iomaster nodes. The computational power of

INote that geographical clustering is only one way to partition the nodes. Other types of clustering are also possible based on the application requirements
(this is why we are terming it as an 'overlay network’)



the adversary is modeled by a probabilistic polynomial time Turing machine. Moreover, the adversary is assumed to be
static i.e. it chooses the corrupted players at the beginning of the protocol. There are pro-active secret sharing schemes
which can cater for the dynamic adversaries. Our protocol, at this time, is not designed for dynamic adversaries but
it is straightforward to adopt a proactive secret sharing scheme in our protocol.

3) Generation of secret SharesQOur secure aggregation protocol employs a fully distributed key reconstruction and
subsequent decryption without any trusted dealer. There is however a one time key generation process which is done
off-line before the network deployment. This key generation is under taken by the authority wishing to get the eventual
aggregate result and is a one time process only. This authority generates a public/private key pair. It then distributes the
public key to all nodes at the time of deployment while the private key is shared among the master nodes using Shamir’s
Secret Sharing schemrje J15]. The same assumption is held by the threshold cryptosystems propjpged in [9,5].

4) Communication and Computation Roundalthough the proposed protocol is totally asynchronous. For ease of analysis,
we divide the protocol into synchronized communication and computation rounds (the same assumption is held by
aggregation protocols proposed fiff [4,14]). One communication round of the proposed framework is a pull-push protocol
whereby each node pulls encrypted value from its child and pushes the combined result on to its parent. One computation
round corresponds to a call to either of the encryption or combining operations of the cryptosystem. Note that decryption
is only performed at the end of protocol execution and it only involves the master nodes.

A. Working of the Proposed Protocol

The proposed framework works as follows

« The entire network is decomposed into clusters of nodes based on application specific proximity measure.

« Each cluster is assigned a master node. The master can be selected based on some leader election algorithm but in mo:
cases application provider will be able to pre-define such master nodes.

« Using additively homomorphic cryptosystem, a Public Private Key pair is generated. Using secret sharing scheme of [15],
the private key is divided among the master nodes of the clusters.

« Each cluster’'s master node initiates a spanning tree building process (a variant of self-stabilizing distributed spanning tree
construction algorithm proposed i [6]). Similar spanning tree is induced on the master nodes of individual clusters such
that each master node is the member of that spanning tree.

« In a recursive manner, each node performs a communication and a computation round such that it calls the combine
operation of the cryptosystem on the encrypted local value and the encrypted value of its child. The communication round
starts by feeding the value pulled from the child node to the computation round and ends by pushing the result of the
computation round on to the parent node. Note that by the end of the computation round, the local value of each node
is set to the combined value. After first communication round, Each node will indulge in the subsequent communication
and computation rounds only if there is a change in its local value.

« After one complete tree traversal, the master node will have the aggregate value over the set of nodes which were present
at the time of construction of spanning tree. The self stabilizing distributed spanning tree construction protptol of [6]
ensures that communication goes smooth even in the case of node failures. The new nodes who were not present at the
time of the construction of the tree might have to wait till they are included in the tree.

Ill. THRESHOLDADDITIVELY HOMOMORPHICCRYPTOSYSTEM

The cryptosystem employed by our secure aggregation protocol is slightly modified version of the one proposed by Jurik et
al [13] for efficiency and practicality reasons. Basically, we differ from their secret sharing scheme in that our protocol employs
secret generation process which works modulo a prime while their cryptosystem does it module a composite humber which
runs into problems as mentioned later. The novelty of our scheme is to maintain the underlying security and homomorphic
properties of their cryptosystem. The modified cryptosystem works as follows.

Key Generation: Key Generation starts by finding two large primeandq that satisfyp = 2p’ +1 andq¢ = 2¢’ + 1 wherep’

andq’ are primes and different from andq. The length of these primes is the security parameter given to the key generation
process. Also we set the RSA modulusras= pg. Like in [I3], we decide ons > 0 such that the plain-text space will be
Zys. Another primel is picked which would serve as a modulus for our secret sharing scheme suetithat /. Also we

setg = n+ 1. Let A be the least common multiple ¢f— 1 and ¢ — 1. By the chinese remainder theorem, chodssuch
thatd modn € Z}. andd = 0 mod \. We use Shamir's secret sharing schefng [15] to generate the private key shares to
be divided amongu servers. For this we make the polynomjglX) = ZEZO a; X' mod! by pickinga; (for 0 < i < t) as
random values fror{0, ...,l} anday = d. The secret share of th&h server will bes; = f(i) for 1 <i < w. A verification

key v; is associated with each serviesuch thatv; = g% mod n. The public key is(n, s,1) and{si, sa, ..., S } is the set of
private key shares of master nodgs 2, ..., w}.

Encryption: The plaintextm < Z,-. Given the plaintextm, choose a randomr € Z; and let the ciphertext be
Eqpr(m,r) = c=g™r™ modn>*t1t.

Share Decryption : Thei'th server will compute:; = ¢?2%, wherec is the ciphertext and broadcasts it to all the other master



nodes/servers. Along with this will be a zero knowledge proof igj(v;) = log..a () which will convince the other servers
that it has indeed raisedto his secret expone.
Share Combining: If each server has number of verified shares + 1, then it can combine them into the result as follows.

Suppose we defing; = AT, ;o 1x; k’“j mod | Then we haven/ H] 1 ?b”' mod n**!. The value ofm’ will

have the formm/ = ¢*2* Zi=1ti%3)) Since  d = S (bjsi,) = m! = 1A

orm’ = (n+ )4A ™ mod n*T! Herem is the desired plaintext. We apply the algorithm [o .[13]7@1‘1 and multiply the
result by (4A%)~! to find the value ofm.

Homomorphic Property of the Cryptosystem: To show that the cryptosystem is additively homomorphic, consider two
messagesnl and m2 which are encrypted using the same public kdy such thatc; = E, ) (ml,rl) and c; =

E(s pry(m2,72) then ciea = gMigmerl’rl" = gmiFm2p™” wherer = (riry) € Z5 SO ciep = Es pry(ml 4+ m2,7)

IV. SPANNING TREE CONSTRUCTION

As mentioned above, our protocol depends upon a spanning tree construction algorithm propp$ed in [6]. The algorithm
assume unique identifiers given to each node. The node with the minimum identifier eventually plays the role of the root in
the spanning tree. In this algorithm, nodes which are part of some spanning tree expect to receive "power” from the root of
the tree where "power” refers to continuous flow of certain messages, one per round. The basic idea is that only legal roots
may be the source of the power and the fake roots are forced out to make a new tree. Whenever a node receives power fron
a node with smaller identifier (than the one it is currently attached to), it attaches itself to that node’s tree. In an asynchronous
network, such as ours, the power supply idea is implemented using different types of messages. Nodes use periodic exchang
of "weak messages” to synchronize their state while "strong” messages are used to carry power. This algorithm is known to
stabilize inO(n) rounds without any knowledge of [6].

V. COMPLEXITY ANALYSIS

As mentioned above, for ease of analysis, we divide the protocol execution into well defined computation and communication
rounds. The computation cost is due to cryptographic operations. The main component of the encryption is fast exponentiation
while that of combine operation is multiplication of large integers. The complexity of both the operations is roughly the same.
The communication cost is taken to be the number of messaging rounds required. During each round there can be multiple
messages but they will be on different channels.

We assume that there are totalservers andV general nodes in the network ands the threshold value of the cryptosystem.

The network is partitioned into clusters such that one server node falls in each cluster and each cluster ﬁaﬂodes.

Now the communication cost can be broken into the cost of setting up the spanniri@tre@, combining cipher-text values

over the treeO(n), validating the share decryptions for all the servers and combining the valid shar@(wt)). On the

other hand, the cost of cryptographic operations is the cost of assigning a node to relevant cluster and subsequent encryptior
of local value(O(1)), cost of combining values over each cluster tt€¢n)) and the cost of verification of share decryption

and subsequent combinif@(wt)) and the decryption of the eventual aggrega@®1)). So the overall cost function can be
described a€’serair = Ceomm + Cerypto Where Ceomm = w + 2n 4+ wt and Cepypro = n + wt S0 we could write the cost

function as

Coverall - (w + 2n + wt)comm + (n + wt)crypto (1)

A. Finding out the Optimal Number of Master Nodes for a given value of N

Our theoretical as well as experimental results reveal that the by having more servers (with private key shares) beyond
certain value deteriorates the performance. Below is the mathematical analysis to find out the optimal number of servers given
the total number of nodes in the network.

From Eq., solving for the communlcatlon C®tormm = w + 2n 4+ wt S0 = Cromm = w(l + 3+ 1)+ M sz’nce t =

5+1,n= fl Ceomm = (%5 + 2w + 2N) Now lets take the derivative to find the optimal vaI@l%m =w+2— ? =0
= w?® + 2w? — 2N = 0 Solving the above cubic equation yields= {\/‘2%5 YL 4 9N — 16 \/% yo134d _ ﬂ

Similarly for Cepypio We haveCerypio = & + w(% + 1) and for optimal valuedcji’;;jp‘" = w3 +w? — N = 0. From our
experimental results, we will see that communication and encryption costs are directly proportional to each other. Therefore,
we will simply select the value afy which incurs minimum communication cost (which will also correspond to the minimum
encryption cost)



Comparison of Communication Cost for various values of N with w on the x-axis
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Fig. 1. Comparison of Communication Cost for various valuegvolvith w on the x-axis

Communication and Crypto Cost with N=100->100000 and w =5 (log log scale)
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Fig. 2. Communication and Crypto cost with N varying from 100 to 100000 and w = 5

VI. EVALUATION

The cryptosystem is implemented in Java and the simulations were performed in a Simulator adopted from PgerSim [2]
to handle Biginteger values (plaintexts and ciphertexts are represented as Biglnteger in our system). The simulations were
carried out with values ofV from the set{100, 1000, 10000, 50000, 100000} while the values forw were selected from the
set{1,5,9,13,17,21, 25,29, 33,37, 41, 45,49}. Our first set of experiments were aimed at measuring the communication cost
(number of communication rounds) for a fixed valueéfwhile varyingw. The results of this experiment shown in Fig.1
clearly indicate that the communication cost is the least for an optimal value fof each value ofN. This optimal value
confirms our theoretical analysis in the last section. We also note that benefits of having more servers become more evident
when the value ofV becomes sufficiently large. We should also clarify that the true benefit of the threshold cryptography is
in distributing the trust among a number of servers instead relying fully on a single server. This makes our protocol resilient
to benign and malicious failures. Here benign failures refer to system crashes because of internal (system) errors or network
failures while malicious failures refer to the crashes due to adversarial interference from outside. Similarly our second set of
experiments attempt to measure the cryptographic operations cost. Due to space limitation, we have not included the graphs for
cryptographic operations cost but the curves for cryptographic operations cost is identical to the communication cost curves.
As indicated in our theoretical analysis, we conclude that by reducing one of cryptographic cost or the communication cost
of the other. This is justified by our theoretical analysis as well, because both of these costs are directly proportional to a
linear combination of» andwt. Fig[g plots the communication and crypto cost for= 5 case such thalv varies from100
to 100000. The graph is shown ioglog scale. The graph shows that crypto and communication costs change linearly with
increasing values ol indicating the scalable nature of the protocol.



VII. RELATED WORK

Threshold Homomorphic Cryptosystems:Jurik et al [13] proposed a generalization of Paillier's Cryptosysgtem[12] which
is supposed to be threshold in nature and has homomaorphic properties. But their cryptosystem runs into problems as it tries
to generate the the private key shares modulo a composite number. Share generation and reconstruction modulo a composit
number is considered impractical as it fails to insure a unique reconstruction of the original key. Our scheme on the other
hand adopts a systematic way to introduce shared key generation modulo a prime such that both security and homomorphic
properties of the underlying cryptosystem remain in tact. There are plenty of scheme for secret sharing especially in the
discrete log problem domaif][B, [16,]17]. Pedersen’s verifiable secret sharing scheme has been used[by many [17]. Gennaro e
al discussed some of the shortcomings of Pedersen’s schéme [5] and other protocols based on that scheme. They went on t
propose their own schempg] [5] which is free of attacks possible on Pedersen’s scheme.
Secure Aggregation:There has already been some work done in secure aggregation domain. Bop]| et al [7] first used additively
homomorphic cryptosystem of Paillier to propose a secure sum protocol for their privacy preserving association rule mining
algorithm. Their solution however relied dn— privacy assumption i.e. their solution allows a node to have the aggregate
result of at leask—nodes wheré << n. Our protocol on the other hand does not suffer from such limitation. Moreover, their
scheme is not based on 'threshold cryptography’ that would leave it susceptible to single point of failure problem. Another
distinguishing factor is the adversarial model employed. Their first protocol assumed an honest but curious adversarial model
where an adversary would try to break into the privacy but would follow the protocol honestly. They later engineered a solution
to the malicious adversary scenario as well but the solution lacked the mathematical justification as is provided by the zero
knowledge proofs employed by our scheme. Clifton et a| [11] provided a secure sum solution for their privacy preserving
data mining protocol. Their scheme works as follows. All the nodes are connected in a ring. A master node is selected which
adds a random value to its local value and transmits it to the next node in the ring. This process goes on till he aggregated
value reaches back to the master node who then removes the random value and pushes the eventual sum to the next node |
the ring. They assume semi-honest adversary model which is un-realistic in many distributed computing scenarios. Moreover,
randomization based privacy protection is not satisfactory in many cases as it reveals the plane of the underlying data.

VIII. CONCLUSIONS ANDFUTURE RESEARCH

We have developed a secure aggregation protocol which employs a threshold additively homomorphic cryptosystem and is
designed to take care of malicious adversarial scenarios. The threshold homomorphic cryptosystem is a modification of the
one proposed by Jurik et gl [13] in order to make the secret sharing process more efficient and practical. We have used a
hierarchical aggregation framework as this is natural to the kind of applications we aim to address. We however, are looking
into add a divisive/multiplicative homomorphic element to our cryptosystem so that we are able to perform variance reduction
process required for gossip base protocols. We have fully implemented the cryptosystem and simulated it on a large scale
network to evaluate its performance. We have also given mathematical foundation to calculating the optimal number of key
shares given the total number of nod¥sin the network. To the best of our knowledge, this is the first completely secure,
practical and efficient realization of a threshold homomorphic cryptosystem in a large scale network.
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