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Abstract. This paper analyses the cryptographic hash function SHA-
1 in encryption mode. A detailed analysis is given of the resistance of
SHA-1 against the most powerful known attacks today. It is concluded
that none of these attacks can be applied successfully in practice to
SHA-1. Breaking SHA-1 in encryption mode requires either an unreal-
istic amount of computation time and known/chosen texts, or a major
breakthrough in cryptanalysis. The original motivation for this analysis
is to investigate a block cipher named SHACAL based on these princi-
ples. SHACAL has been submitted to the NESSIE call for cryptographic
primitives.

1 Introduction

Many of the popular hash functions today are based on MD4 [8]. MD4 was
built for fast software implementations on 32-bit machines and has an output
of 128 bits. Because of Dobbertin’s work [5, 4] it is no longer recommended to
use MD4 for secure hashing, as collisions have been found in about 220 com-
pression function computations. In 1991 MD5 was introduced as a strengthened
version of MD4. Other variants include RIPEMD-128, and RIPEMD-160. SHA
was published as a FIPS standard in 1993.

SHA was introduced by the American National Institute for Standards and
Technology in 1993, and is known as SHA-0. In 1995 a minor change to SHA-0
was made, this variant known as SHA-1. We refer to this standard for a detailed
description of the algorithm [10].

The best attack known on SHA-0 when used as a hash function is by Chabaud
and Joux [3]. They show that in about 261 evaluations of the compression func-
tion it is possible to find two messages hashing to the same value. A brute-force
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attack exploiting the birthday paradox would require about 280 evaluations.
There are no attacks reported on SHA-1 in the open literature. In the following
we shall consider only SHA-1.

1.1 Using SHA in encryption mode

SHA was never defined to be used for encryption. However, the compression
function can be used for encryption. Each of the 80 steps of SHA-1 (divided into
four rounds, each of 20 steps) are invertible in the five A, B, C, D, and E variables
used for compression. Therefore, if one inserts a secret key in the message and a
plaintext as the initial value, one gets an invertible function from the compression
function by simply skipping the last forward addition with the input. This is the
encryption mode of SHA considered in this report. The resulting block cipher is
named SHACAL and has been submitted to NESSIE by Naccache and the first
author.

1.2 Attacking SHA in encryption mode

The two best known attacks on systems similar to SHA in encryption mode
are linear cryptanalysis [7] and differential cryptanalysis [1]. There has been a
wide range of variants of the two attacks proposed in the literature but the basic
principles are roughly the same. Also, many other attacks on encryption schemes
have been suggested but they are less general than the two above mentioned ones.
Furthermore we believe any potential weak key properties, related key attacks [2]
or the like may be efficiently converted into collision attacks on the underlying
compression function; thus we conclude that there are no such shortcuts to
attacking SHA in encryption mode. In this report we shall consider only linear
cryptanalysis and differential cryptanalysis. These attacks apply to SHACAL,
but as we shall see, the complexities of attacks based on these approaches are
completely impractical, if possible at all.

SHA uses a mix of two group operations, modular additions modulo 232 and
exclusive-or (bitwise addition modulo 2). If we use the binary representation
of words, i.e., A = aw−12

w−1 + · · · + a12 + a0, and similarly for S, the binary
representation of the sum Z = A + S may be obtained by the formulae

zj = aj + sj + σj−1 and σj = ajsj + ajσj−1 + sjσj−1, (1)

where σj−1 denotes the carry bit and σ
−1 = 0 (cf. [9]). This formulae will be

used in the sequel several times.

2 Linear Cryptanalysis

Linear cryptanalysis attempts to identify a series of linear approximations Ai to
the different operational components in a block cipher, be they S-boxes, integer
addition, boolean operations or whatever. The individual linear approximations
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are then combined to provide an approximation for the greater proportion of
the encryption routine. The combination of approximations is by simple bitwise
exclusive-or so the final approximation is A1 ⊕ A2 ⊕ · · · ⊕ An.

In the analysis that follows we will typically only consider single-bit approxi-
mations across the different operations. Practical experience shows that attempts
to use heavier linear approximations very soon run into trouble. While it is con-
ceivable for some operations that heavier linear approximations will have a larger
bias individually, it is usually much harder to use them as part of an attack and
as such they are typically not useful. We will use the notation ei to denote the
single-bit mask used to form a linear approximation. Thus ei is a 32-bit word
that has zeros in all bit positions except for bit i. We will set the least significant
bit position to be bit zero.

In all rounds there are four integer additions. However two of these are with
constants; one is key material the other a round constant. At first it is tempting
to ignore these two additions, but in fact the value of the key material has an
important impact on the bias of the approximation.

Even without this consideration, using linear approximations across two (or
more) successive additions is a complex problem. As an example, we might con-
sider addition across two integer additions x = (a + b) + c. Consider the first
integer addition y = a + b in isolation. Then the bias for the linear approxima-
tions a[i] ⊕ b[i] = y[i] (0 ≤ i ≤ 31) is 2−(i+1). If we were then to consider the
second integer addition x = y + c we might be tempted to use the Piling-Up
Lemma directly, but that would give us misleading results.

For example, in bit position i = 2, the Piling-Up Lemma would tell us that
the approximation holds with bias 2−3 × 2−3 × 2 = 2−5. But note that the
output from one integer addition is used directly as the input to the second
integer addition thus this two operations are not independent. Instead, if we
evaluate the boolean expressions directly using the least significant three bits of
a, b, and c then we find that the bias is in fact 2−3.

In the case of SHA-1 we have an even more complicated situation. We have
the following string of additions that we need to approximate x = (a+ b)+k + c
where k is a key- (and round-) dependent constant. The approximation we plan
to use is x[i] = a[i] + b[i] + k[i] + c[i] (0 ≤ i ≤ 31). The bias that is observed will
depend on the value of k.

Let us consider a simplified case, x = k + y. Imagine we make the approxi-
mation x[i] = k[i] + y[i] (0 ≤ i ≤ 31), where y[i] is plaintext dependent bit and
where k[i] is a (fixed) key bit. Clearly if we consider only the least significant
bit, i = 0, then the approximation always holds. For bit i = 1, the approxima-
tion holds always if k[0] = 0, but only with probability 0.5, that is bias zero,
if k[0] = 1. If we are using bit i ≥ 1 for the approximation then integers k for
which (k & (2i − 1)) = 0 give a maximum bias, since there will be no carry
bits in bit positions lower than i, and the approximation holds always, see for-
mulae (1). Note that the number of these “weaker” keys that give a maximal
bias is dependent on the bit position i. When i = 2 we have that one in four
keys gives the maximal bias. If i = 30 then we have that only one key in 230
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gives this maximal bias. We also note that some values of k give a zero bias.
Namely values of k that satisfy (k & (2i − 1)) = 2i−1. For such values there are
no carry bits for positions less than i − 1. But since k[i − 1] = 1 in this case,
there will be a carry bit in position i if and only if y[i − 1] = 1. If y is allowed
to vary over all values (the approach usually taken in linear cryptanalysis) then
the approximation x[i] = k[i] + y[i] holds with probability 0.5, thus zero bias.

2.1 All rounds

The cyclical structure of SHA-1 means that in all four rounds we can readily
identify a family of linear approximations that always hold over four steps. We
use Γ to denote a general pattern of bits to be used in the approximation and
xc to denote the left rotation of a 32-bit word x by c bit positions.

A B C D E bias

Γ - - - -
↓ 1/2

- Γ - - -
↓ 1/2

- - Γ 30 - -
↓ 1/2

- - - Γ 30 -
↓ 1/2

- - - - Γ 30

This is a “perfect” linear approximation over any four steps of SHA-1. In
extending this approximation we will need to take into account the effects of the
different boolean functions that are used in the different rounds.

2.2 Rounds 2 and 4

In these rounds the boolean function fxor used to combine the words is the
simple bitwise exclusive-or b⊕ c⊕ d. This function in fact poses some difficulty
to the cryptanalyst in terms of trying to manage the number of bits used in the
approximations.

In Rounds 2 and 4 we can extend the basic “perfect” linear approximation
that we have already shown for all rounds in the following way. This gives a
linear approximation that acts over seven steps and holds with probability one
(i.e. the bias is 1/2). In anticipation of its extension, we set Γ = e0.



Analysis of SHA-1 in Encryption Mode 5

A B C D E bias

e2 - - - -
↓ 1/2

- e2 - - -
↓ 1/2

- - e0 - -
↓ 1/2

- - - e0 -
↓ 1/2

- - - - e0

↓ 1/2
e0 e27 e30 e0 e0

↓ 1/2
e0 e27 ⊕ e0 e30 ⊕ e25 e30 ⊕ e0 -

↓ 1/2
- e0 e25 ⊕ e30 e25 ⊕ e30 e30 ⊕ e0

We conjecture that this is the longest “perfect” linear approximation over
the steps in Rounds 2 and 4. If we are to use this in an attack then we will need
to extend it. If we consider the only extension that is possible at the top then
we have the following one-step linear approximation:

A B C D E

e29 e2 e2 e2 e2

↓

e2 - - - -

At the foot of the seven-step linear approximation we need to use the follow-
ing one-step approximation:

A B C D E

- e0 e25 ⊕ e30 e25 ⊕ e30 e30 ⊕ e0

↓

e30 ⊕ e0 e27 ⊕ e25 e28 e25 ⊕ e0 e25 ⊕ e0

Using the techniques mentioned in the preliminary section, we estimate that
the maximum bias for this nine-step linear approximation (taking into account
the best possible value for the key material) is less than 2−2×2−2×2 = 2−3 and
more than 2−3×2−3×2 = 2−5. This bias would apply to one in 232 keys since we
require a key condition on the approximation in step one and a key condition on
the approximation in step nine. For roughly one in 22 keys there will be no bias
to this linear approximation. The expected value of the bias might be expected
to lie between 2−3 × 2−3 × 2 = 2−5 and 2−4 × 2−4 × 2 = 2−7. Experiments
give that the bias using the best key conditions is around 2−4.0 and that the
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average bias over all keys is 2−5.6. For one in four keys there is no bias in the
approximation.

We have identified a nine-step linear approximation. To facilitate our overall
analysis we will add a step to this nine-step approximation. We could add a
step at the beginning or at the end. It seems to be easier for the cryptanalyst
to add the following one-step approximation to the beginning of the existing
approximation.

A B C D E

e24 ⊕ e2 e29 ⊕ e4 e29 ⊕ e2 e29 ⊕ e2 e29

↓

e29 e2 e2 e2 e2

Following our previous methods we will estimate that that maximum bias
(under the most propitious key conditions for the analyst) lies in the range
(2−4, 2−7) and that the average bias lies in the range (2−7, 2−10). For a little
over one in four keys there will be no bias. Experiments demonstrate that the
best key values (which might occur for one in 229+30+2 random keys) give a bias
of 2−5.4 but that the bias for the average key is performing a little better than
expected with a bias of 2−6.7. Since the case of the best key values is so rare, we
propose to use 2−6 as a conservative representative of the bias of this ten-step
linear approximation in Rounds 2 and 4.

2.3 Round 1

As in our analysis of Rounds 2 and 4 we consider the best extension to the basic
four-step “perfect” approximation that applies in all rounds. Here the boolean
function fif is bc⊕ (1⊕ b)d. There are no perfect approximations across this
operation, though there are several approximations with bias 2−2.

Immediately we can see the following four-step extension to the existing basic
linear approximation:

A B C D E

- - - - e0

↓ 1/4
e0 e27 - e0 -

↓ 1/2
- e0 e25 - e0

↓ 1/4
e0 e27 - e25 ⊕ e0 -

↓ 1/2
- e0 e25 - e25 ⊕ e0

The bias for this extension can be computed as 2−3. In extending further
we need to approximate across the addition operation in a bit position other
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than the least significant. We will consider that the bias of this approximation
is perhaps around 2−2.

The following two-step extension allows us to form a ten-step approximation
to the steps in Round 1 that holds with a bias of no more than 2−6 in the best
case and in the range (2−7, 2−8) on average.

A B C D E

- e0 e25 - e25 ⊕ e0

↓

e25 ⊕ e0 e27 ⊕ e20 - e0 -
↓

- e25 ⊕ e0 e25 ⊕ e18 - e0

Experiments confirm the ten-step linear approximation. The average bias was
2−7.2 and with the best key conditions (which hold for one in 225 random keys)
the bias over twenty trials was 2−6.4.

We will conservatively use 2−6 as the estimate for the bias for this ten-step
linear approximation to the steps in Round 1.

2.4 Round 3

Once again we consider extensions to the basic linear approximation that ap-
plies in all rounds. Here the boolean function fmaj is bc⊕ cd⊕ bd. There are no
perfect approximations across this operation, though there are several approxi-
mations with bias 2−2.

Immediately we can see the following four-step extension to the existing basic
linear approximation:

A B C D E

- - - - e0

↓ 1/4
e0 e27 - e0 -

↓ 1/2
- e0 e25 - e0

↓ 1/4
e0 e27 - e25 -

↓ 1/2
- e0 e25 - e25

The bias for this extension can be computed as 2−3. In extending further
we need to approximate across the addition operation in a bit position other
than the least significant. We will consider that the bias of this approximation
is perhaps around 2−2 for this particular integer addition.

The following two-step extension allows us to form a ten-step approximation
to the steps in Round 1 that holds with a bias of no more than 2−5 in the best
case (for the analyst) and in the range (2−6, 2−7) on average.
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A B C D E

- e0 e25 - e25

↓

e25 e20 e30 - -
↓

- e25 e18 e30 -

Experiments confirm this ten-step linear approximation and for the best key
conditions (which hold for one in 225 random keys) the bias was 2−5.6 and for
the average case the bias was 2−6.4 on average.

We will conservatively use 2−5 as the estimate for the bias for this ten-step
linear approximation to the steps in Round 3.

2.5 Putting things together

The ten-step linear approximation we identified for Rounds 2 and 4 is valid over
40 steps of the full SHA-1. Therefore we estimate that in using this approxima-
tion the bias as at most (2−6)4×23 = 2−21. This of course is a highly conservative
estimate. Among the many favorable assumptions for the cryptanalyst is that
this ten-step linear approximation can be joined to itself. It cannot. Extending
this approximation in either direction is likely to provide a severe drop in the
exploitable bias of the linear approximation.

For Round 1 we might conservatively estimate that the 20 steps can be
approximated using a linear approximation with bias no more than (2−6)2 ×

2 = 2−11. Likewise we might estimate that the 20 steps in Round 3 can be
approximated using an approximation with bias no more than (2−5)2×2 = 2−9.

Under the most favorable conditions for the cryptanalyst (conditions that
we believe cannot actually be satisfied) if SHA-1 is to be approximated using a
linear approximation then the bias will be no more than 2−21 × 2−11 × 2−9 ×

22 = 2−39. Note that the key conditions necessary to give the best bias for the
approximations in Rounds 1 and 3 hold exceptionally rarely and so we ignore
this case and we deduce that the bias is overwhelmingly likely to fall beneath
2−40. On the other hand, note that the approximation outlined has a zero-bias
for many keys and so other approximations would have to be used by the analyst
in these cases giving a reduced working bias.

Thus a linear cryptanalytic attack on SHA-1 requiring less than 280 known
plaintexts is exceptionally unlikely.

3 Differential Cryptanalysis

What makes differential cryptanalysis difficult on SHA is first, the use of both
exclusive-ors and modular additions, and second, the functions fif , fxor, fmaj .

First we consider the relation between exclusive-or differences and integer
addition. Integer addition of a constant word K to the 32-bit words A and
B which only differ in few bits does not necessarily lead to an increase of bit
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differences in the sums A+S and B+S. This may be illustrated by the following
special case: Suppose the words A and B only differ in the i-th bit, i < 31. Then
it holds that with probability 1

2 , A+S and B +S also differ in only the i-th bit.
Using formulae (1) one sees that A + S and B + S with probability 1

4 differ in
exactly two (consecutive) bits. There is a special and important case to consider,
namely when A and B differ in only the most significant bit, position 31. In that
case A + S and B + S differ also only in the most significant bit.

The functions fif , fxor, fmaj all operate in the bit-by-bit manner. Thus, one
can easily find out how the differences in the outputs of each of the functions
behave depending of the differences of the three inputs. Namely, one can con-
sider three inputs of one bit each and an output of one bit. Table 1 shows this
for all three functions. The notation of the table is as follows. The first three
columns represent the eight possible differences in the one-bit inputs, x, y, z. The
next three columns indicate the differences in the outputs of each of the three
functions. A ‘0’ denotes that the difference always will be zero, a ‘1’ denotes that
the difference always will be one, and a ‘0/1’ denotes that in half the cases the
difference will be zero and in the other half of the cases the difference will be
one. Note that the function fxor is linear in the inputs, i.e. the difference in the
outputs can be determined from the differences in the inputs. However, as we
shall see, fxor helps to complicate differential cryptanalysis of SHA.

x y z fxor fif fmaj

0 0 0 0 0 0
0 0 1 1 0/1 0/1
0 1 0 1 0/1 0/1
0 1 1 0 1 0/1
1 0 0 1 0/1 0/1
1 0 1 0 0/1 0/1
1 1 0 0 0/1 0/1
1 1 1 1 0/1 1

Table 1. Distribution of exor differences through the f -functions.

In the following we consider some characteristics for all rounds and for each
of the three different rounds.

3.1 All rounds

The characteristic of Figure 2 holds with probability one over (any) five steps
in any of the four rounds. The question mark (?) indicates an unknown value.
Thus, a pair of texts which differ only in the first words in bit position 26 and in
the fifth words in bit position 31, result in texts after five steps which are equal
in the fifth words. The difference in the other words of the texts will depend on
the particular round considered and of the texts involved.
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A B C D E prob

e26 0 0 0 e31

↓ 1
0 e26 0 0 0

↓ 1
? 0 e24 0 0

↓ 1
? ? 0 e24 0

↓ 1
? ? ? 0 e24

↓ 1
? ? ? ? 0

Table 2. 5-step characteristic.

3.2 Rounds 1 and 3

First we consider the five step characteristic of the previous section. With the
functions fif and fmaj this gives the following characteristic over five steps.

A B C D E prob

e26 0 0 0 e31

↓ 1
0 e26 0 0 0

↓ 1
2

0 0 e24 0 0
↓ 1

2
0 0 0 e24 0

↓ 1
2

0 0 0 0 e24

↓ 1
2

e24 0 0 0 0

This characteristic can be concatenated with a three-step characteristic in
the beginning and a two-step characteristic at the end, yielding the following
ten-step characteristic.
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A B C D E prob

0 e1 e26 0 0
↓ 1

4
0 0 e31 e26 0

↓ 1
4

0 0 0 e31 e26

↓ 1
4

e26 0 0 0 e31

↓ 1
0 e26 0 0 0

↓ 1
2

0 0 e24 0 0
↓ 1

2
0 0 0 e24 0

↓ 1
2

0 0 0 0 e24

↓ 1
2

e24 0 0 0 0
↓ 1

2
e29 e24 0 0 0

↓ 1
4

e2 e29 e22 0 0

This ten-step characteristic has a probability of 2−13. As is clearly indicated,
extending this characteristic to more steps, e.g., 20, will involve steps with bigger
Hamming weights in the differences in the five words than in the first above 10
steps.

We conjecture that the above is one of the characteristics with the highest
probability over 10 steps, and that any characteristic over 20 steps of Round 1
or Round 3 will have a probability of less than 2−26.

3.3 Rounds 2 and 4

With respect to differential cryptanalysis the function fxor used in Rounds 2
and 4 behaves significantly different from the functions used in Rounds 1 and 3.
First note that if we replace all modular additions with exclusive-ors, the steps
in Rounds 2 and 4 are linear for exclusive-or differences, in other words, given
an input difference one can with probability one determine the output difference
after any number of maximum 20 steps. As indicated above, the mixed use of
exclusive-ors and modular additions has only little effect for pairs of texts with
differences of low Hamming weights. Therefore good characteristics for these
steps should have low Hamming weights through as many steps as possible.
Consider first the 5-step characteristic of Table 2. The first four steps will evolve
as shown in Table 3.

Here we have used the notation ea1,...,ar
for ea1

⊕ · · · ⊕ ear
. It can be seen

that for this characteristic the Hamming weights of the differences in the ci-
phertext words will increase for subsequent steps. Consider as an alternative the
characteristic shown in Table 4.
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A B C D E prob

e26 0 0 0 e31

↓ 1
0 e26 0 0 0

↓ 1

2

e26 0 e24 0 0
↓ 1

2

e24,31 e26 0 e24 0
↓ 1

16

e4,24,26,29 e24,31 e24 0 e24

Table 3.

This characteristic was found by a computer search. Of all possible input
differences with up to one-bit difference in each of the five input words, totally
335−1 characteristics, the last 9 steps of the above characteristic has the lowest
Hamming weights in the ciphertexts differences of all steps. For this search we
replaced modular additions by exclusive-ors. The nine steps can be concatenated
with a one-step characteristic in the beginning, as shown above. In real SHA the
probability of these 10 steps is approximately 2−26, where we have used the above
estimates for the behaviour of exclusive-or differences after modular additions.
This may not give a bound for the best characteristics over 10 steps of SHA,
but a complete search seems impossible to implement, moreover it gives sufficient
evidence to conclude that there are no high probability characteristics over 20
steps of Rounds 2 and 4. We conjecture that the best such characteristic will
have a probability of less than 2−32.

3.4 Putting things together

Using the estimates for best characteristics for Rounds 1, 2, 3, and 4 of the
previous section, we get an estimate of the best characteristic for all 80 steps
of SHA, namely 2−26 ∗ 2−32 ∗ 2−26 ∗ 2−32 = 2−116. We stress that this estimate
is highly conservative. First of all, the estimates for each round were conserva-
tive, and second, there is no guarantee that high probability characteristics for
each round in isolation, can be concatenated to the whole cipher. Therefore we
conclude that differential cryptanalysis of SHA is likely to require an unrealistic
amount of chosen texts if it is possible at all.

4 Conclusions

In the previous section we deduced that a linear cryptanalytic attack on SHA-1
as an encryption function would require at least 280 known plaintexts and that
a differential attack would require at least 2116 chosen plaintexts. Note that we
are explicitly considering constructable linear approximations and differential
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A B C D E

e1 e3 e1 e11 e1,3,11

↓ 1

16

e6 e1 e1 e1 e11

↓ 1

4

e1 e6 e31 e1 e1

↓ 1

4

e31 e1 e4 e31 e1

↓ 1

4

e31 e31 e31 e4 e31

↓ 1

2

e31 e31 e29 e31 e4

↓ 1

4

e29 e31 e29 e29 e31

↓ 1

4

e2 e29 e29 e29 e29

↓ 1

4

e7 e2 e27 e29 e29

↓ 1

16

e2,12,27 e7 e0 e27 e29

↓ 1

32

e17,27,29 e2,12,27 e5 e0 e27

Table 4.

characteristics. It may well be that there are other approximations and char-
acteristics over SHA-1 that are not revealed by this type of analysis. Instead
they would have to be searched for using brute-force. Since there is no known
short-cut to such a search this possibility has to be viewed as being so unlikely
as to not merit practical consideration.

Our techniques in constructing the approximations and characteristics were
ad hoc, but based on considerable practical experience. We have been very cau-
tious in our estimates and feel very confident in asserting that a linear or dif-
ferential cryptanalytic attack using less than 280 plaintext blocks is infeasible.
We note that at this point a 160-bit block cipher is beginning to leak plaintext
information anyway when used to encrypt this much text with the same key.

Finally we mention that additional cryptanalytic considerations such as lin-
ear hulls, multiple linear approximations, and various kinds of differentials are
unlikely to make any significant difference to our analysis and estimates. There-
fore they make no practical difference to the conclusion we have already drawn.
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