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Abstract. Intelligent information retrieval tools can help intelligence
and security agencies to retrieve and exploit relevant information from
unstructured information sources and give them insight into the criminal
behavior and networks, in order to ﬁght crime more eﬃciently and eﬀectively. This article aims at analysing oﬀ-the-shelf information extraction
tools on their applicability and competency for such applications.
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Introduction

With increasing volume of crime data, intelligence and security agencies across
the world need intelligent support systems which can help them to retrieve and
exploit relevant information and give them insight into the criminal behavior
and networks, in order to ﬁght crime more eﬃciently and eﬀectively. The unstructured information (e-mails, reports, web pages, etc.), representing the bulk
of all information, poses a great challenge in automation.
Many of the IR tools available today provide good and fast solution to the retrieval problems (retrieval, querying, structuring, visualization, extraction, etc.).
But it is also very diﬃcult to know which of these tools are most eﬀective for a
given application. We report our work on the evaluation of 10 tools, shortlisted
from a market selection of 23 tools, under the INFO-NS 1 project for the Belgian
Federal Police.
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Evaluation Method

We identiﬁed several user proﬁles, their functional requirements and priorities
and generalized them over user proﬁles to ﬁve high-level use cases, namely (free
text search, Metadata Search, Classiﬁcation, Named Entity Extraction and Entity Linking). For each of these use cases, we compiled a detailed evaluation
form based on sound evaluation frameworks, covering three crucial aspects of
assessment, Conformity[1], Quality, and Technical.
We tested the use cases on multilingual document collection containing more
than half a million real-life case reports, in Dutch and French, encoded in the
MS Word ﬁle format.
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Evaluation Results

Free Text Search: The proprietary fuzzy matching algorithm of one tool gave
excellent results on most of the variation types considered, whereas the use of
the Soundex ([2]) and edit distance ([3]) operators as provided by most other
tools proved to be ill-suited for most variation types. Moreover, neither Soundex
nor edit distance copes well with word reorderings, e.g. as with person names.
On relevance ranking ([4]) one tool consistently produced well-ranked result
lists (on a scale from 0 to 100, baseline+30 up to +70) and whereas other tools
clearly showed variable scores.
Metadata Search: Standard document attributes (such as url, title, author,
date, size), when available, are automatically imported by the tools. Most information retrieval tools also derive a static summary simply by extracting the
most salient sentences or phrases from the text.
Named Entity Extraction: IR tools support NE extraction ([5]) on common
entity types person names, organisations, locations, and time instances. Results
show high precision, up to 97%, on the most common entity types, while recall
is very poor, less than 50%.
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Conclusions and Future Directions

This evaluation of tools has given us the impression that without a careful consideration of functional requirements and integrating a good human computer
interaction feature these tools might prove to be of less fruitful. We have also
found that the tools lack support for cross lingual search, an important aspect
in a trilingual country like Belgium. While in case of entity extraction and classiﬁcation most of the tools work on keyword matching, which does not give the
right contextual result and therefore decreases the relevancy factor and also they
lack support for noisy texts.
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