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Damg�ard [2], distilling arguments of Goldwasser, Micali, and Rivest [5], shows that theexistence of another cryptographic primitive, a claw-free pair of permutations, is su�cientto construct collision-free hash functions. A pair of permutations (f; g) of D � �� is claw-free if it is infeasible, given (f; g) and 1k, to �nd a pair (x; y) so that jxj = jyj = k andf(x) = g(y). Comparing the de�nitions of collision-free hash functions and claw-free pairs ofpermutations, there is reason to suspect that the existence of claw-free pairs of permutationsis not necessary for the existence of collision-free hash functions because the hash functionshave no explicit structural properties that re
ect the one-to-one property of the claw-freepairs of permutations. Our paper relaxes this one-to-one property and de�nes a naturalobject the existence of which is necessary and su�cient for the existence of a family ofcollision-free hash functions.We de�ne a new concept, the pseudo-permutation. A function f : D ! D is a pseudo-permutation if it is computationally indistinguishable from a permutation. For this \indis-tinguishability" we require that it be infeasible, given the function f and 1k, to computea quickly veri�able proof of non-injectivity, i.e. a pair (x; y) where jxj = jyj = k; x 6= y;and f(x) = f(y). The main contribution of our paper is that the existence of a collectionof claw-free pairs of pseudo-permutations is equivalent to the existence of a collection ofcollision-free hash functions. This fact shows that claw-freedom of some variety is essentialfor collision-free hashing and also weakens the assumptions necessary for the existence ofcollision-free hash functions.We also consider claw-free pairs of pseudo-permutations de�ned on all of �� which wecall claw-free pairs of simple pseudo-permutations. We show that that the existence of claw-free pairs of simple pseudo-permutations is also equivalent to the existence of collision-freehash functions.Collision-free hash functions are suspected to be quite di�erent from universal one-way hash functions [10]. A universal one-way hash function is an element of a family offunctions fh� : �n ! ��g such that jh�(x)j � jxj � 1 and it is infeasible to choose anelement x 2 �n so that, given h� selected at random from fh�g, it is feasible to generate anelement y 2 �n so that h�(x) = h�(y). Although it is easy to see that any collision-free hashfunction is a universal one-way hash function, it is unknown if collision-free hash functionscan be constructed from universal one-way hash functions. These universal one-way hashfunctions were introduced because their existence is equivalent to the existence of securedigital signature schemes [10]. Rompel [12] then showed that the existence of these universalone-way hash functions is equivalent to the existence of one-way functions.In x2 we describe our notation and de�ne some cryptographic machinery. In x3 wepresent our main theorem. In x4 we present some comments on the main theorem and adual theorem for simple functions. Finally, in x5, we conclude with an open problem andthe motivation for this research.2 Notation and De�nitionsWe adopt the following class of expected polynomial-time Turing machines as our standardclass of \e�cient algorithms." 2



De�nition 1 Let EA, our class of e�cient algorithms, be the class of probabilistic Turingmachines (with output) running in expected polynomial time. We consider these machines,given an input, to compute a probability distribution over ��. For M 2 EA we use thenotation M [w] to denote both the probability space de�ned by M on w over �� and anelement selected according to this space.For simplicity, let us �x a two letter alphabet � = f0; 1g. We denote the empty stringof �� by �. 1k denotes the concatenation of k 1's. For x 2 �� of length n and for i � n, xidenotes the ith character of x. Z[x] denotes the set of polynomials over the integers. For afunction f : D ! R, we write dom f def= D and im f def= f f(x) j x 2 D g � R. Borrowingnotation from [5], if S is a probability space, x S denotes the assignment of x according toS. If p(x1; : : : ; xk) is a predicate, then Pr [x1  S1; : : : ; xk  Sk : p(x1; : : : ; xk)] denotes theprobability that p will be true after the ordered assignment of x1 through xk . A collectionof events fEkg is said to occur with non-negligible probability if 9P 2Z[x];8k0; 9k > k0;Pr [Ek] � 1P (k)2.1 Claw-free Pairs of FunctionsDe�nition 2 A collection of claw-free functions is a collection of function tuples� (f0i ; f1i ) j i 2 I 	 for some index set I � �� where f ji : Di ! Di for some Di � �jijsuch that:CF1. [accessable] there exists a generating algorithm G 2 EA so that G[1n] 2 f0; 1gn \ I.CF2. [sampleable] there exists a sampling algorithm S so that S[i] is the uniform distributionon Di.CF3. [e�ciently evaluable] there exists an evaluating algorithm E 2 EA so that for i 2I; j 2 f0; 1g; and x 2 Di; E[i; j; x] = f ji (x):CF4. [claw-free] for all claw �nding algorithms A 2 EA, 8P 2Z[x], 9k0, 8k > k0,Pr hi G[1k]; (x; y) A[i] : f0i (x) = f1i (y)i < 1P (k)A collection of such functions is called simple if 8i 2 I;Di = �jij.If (f0; f1) is a member of a collection of claw-free pairs, then (f0; f1) is called a claw-freepair and a pair (x; y) so that f0(x) = f1(y) is called a claw of (f0; f1).This de�nition, from a cryptographic perspective, requires nothing of the function pairsinvolved unless they have overlapping images. One way to require that the functions haveoverlapping images is to require that the functions be permutations. This yields the follow-ing object, originally de�ned in [5] and then in this form by [2].De�nition 3 A collection of claw-free permutations is a collection of claw-free func-tions � (f0i ; f1i ) j i 2 I 	 where each f ji is a permutation.3



Although the intractability of certain number theoretic problems implies the existenceof a collection of claw-free pairs of permutations1, the existence of one-way permutations isnot known to be enough.2De�nition 4 A collection of pseudo-permutations is a collection of functionsf fi j i 2 I g for some index set I � �� where fi : Di ! Di for some Di � �jij suchthat: P1. [accessable] there exists a generating algorithm G 2 EA so that G[1n] 2 f0; 1gn \ I. P2. [sampleable] there exists a sampling algorithm S so that S[i] is the uniform distributionon Di. P3. [e�ciently evaluable] there exists a evaluation algorithm E 2 EA so that for i 2 I andx 2 Di; E[i; x] = fi(x): P4. [collapse-free] for all collapse �nding algorithms A 2 EA, 8P 2Z[x], 9k0, 8k > k0Pr hi G[1k]; (x; y) A[i] : fi(x) = fi(y) ^ x 6= yi < 1P (k)A collection of such functions is called simple if 8i 2 I;Di = �jij.If a function f is a member of a collection of pseudo-permutations it is called a pseudo-permutation and a pair (x; y) where f(x) = f(y) and x 6= y is called a collapse of f .Property  P4 means that it is infeasible to produce a collapse of f (which may be thoughtof as a quickly veri�able proof that f is not a permutation). Like the de�nition forclaw-free functions, the above de�nition requires nothing cryptographically of the functionsinvolved unless jim fij < jdom fij: if the functions in the collection are injective, then  P4is vacuously true.Pseudo-permutations are a reasonable replacement for permutations in a cryptographicsetting; for example, the entire signing algorithm of Naor and Yung [10] may be implementedwith one-way3 pseudo-permutations rather than one-way permutations.De�nition 5 A collection of claw-free pseudo-permutations is a collection of claw-free functions � (f0i ; f1i ) j i 2 I 	 so that both � f0i j i 2 I 	 and � f1i j i 2 I 	 are collectionsof pseudo-permutations. A collection of such functions is called simple if 8i 2 I;Di = �jij.Collections of claw-free pseudo-permutations gather their cryptographic strength fromthe tension between two otherwise weak de�nitions. If the pseudo-permutations lack crypt-ographic richness (so that they are very close to permutations) then the intersection oftheir images must be large and there must be many claws, imparting richness by virtue ofclaw-freedom. If, instead, the pair has few claws, then the images of the two functions mustbe nearly disjoint (and so, small) so that the functions themselves are cryptographicallyrich by virtue of their many collapses.1In [5] the intractability of factoring is shown to be su�cient. In [2], the construction of [5] is extendedand the intractability of the discrete log is also shown to be su�cient.2[11] discusses algebraic forms of one way permutations su�cient for claw-free permutations.3This is a collection of pseudo-permutations which are hard to invert in the sense of one-way functions.4



2.2 Collision-free Hash FunctionsWe now formally de�ne collision-free hash functions. We will concentrate on one-bit con-tractors: hash functions from �k+1 ! �k. It is not hard to show that by composition thesecollections of hash functions can be used to construct families of collision-free hash functionsfhi : i 2 I g where hi : �P (jij) ! �jij for any polynomial P 2Z[x] where 8x 2 N+; P (x) > x.De�nition 6 A collection of collision-free hash functions is a collection of functionsfhi j i 2 I g for some index set I � �� where hi : �jij+1 ! �jij and:H1. [accessible] there exists a generating algorithm G 2 EA so that G[1n] 2 f0; 1gn \ I.H2. [e�ciently evaluable] there exists a evaluation algorithm E 2 EA so that for i 2 I;and w 2 �jij+1; E[i; w] = hi(w):H3. [collision-free] for all collision generating algorithms A 2 EA; 8P 2Z[x];9k0; 8k > k0Pr hi G[1k]; (x; y) A[i] : hi(x) = hi(y) ^ x 6= yi < 1P (k)If h is a member of a collection of collision-free hash functions then h is called a collision-free hash function and a pair (x; y) where h(x) = h(y) and x 6= y is called a collision ofh.3 Main ResultThe notion of a polynomial separator will be used in the following proof. For the purposesof this paper, a separator is a pair of injections from �k into �k+1 so that their images haveno intersection. (Because j�j = 2, their images cover �k+1.)De�nition 7 A collection of polynomial separators is a collection of function pairs� (�0i ; �1i ) j i 2 I 	 for some index set I � �� where �ji : �jij ! �jij+1 for j 2 f0; 1g and:PS1. [accessible] there exists a generating algorithm G 2 EA so that G[1n] 2 f0; 1gn \ I.PS2. [injective] �0i and �1i are injective.PS3. [disjoint] im �0i \ im �1i = ;PS4. [e�ciently evaluable] there exists an evaluating algorithm E 2 EA so that for i 2I; w 2 �jij; and j 2 f0; 1g; E[i; j;w] = �ji (w).With each such collection, we associate a collection of inverses f �i j i 2 I g where �i :�jij+1 ! �jij and �i � �0i = �i � �1i = id�jij and a collection of image deciders f �i j i 2 I gwhere �i : �jij+1 ! f0; 1g and 8w 2 �jij+1; �(w) = j i� w 2 im �ji .The collection is said to have a polynomial inverse if the collection of inverses is sothat 9E�1 2 EA; 8w 2 �jij+1; 8i 2 I; E�1[i; w] = �i(w). If a collection is so endowed, thenit is clear that the image deciders may also be e�ciently evaluated.5



Construction of a family of polynomial separators with a polynomial inverse is easy: theappend0 : x 7! x0 and append1 : x 7! x1 functions, for example. Unless explicitly statedotherwise, wherever in this paper collections of such separators are required, it will su�cientto use these functions.Theorem 1 The following statements are equivalent:1. There exists a collection of collision-free hash functions.2. There exists a collection of claw-free pairs of simple pseudo-permutations.3. There exists a collection of claw-free pairs of pseudo-permutations.Proof: Since we are particularly interested in the construction of collision-free hashfunctions, we arrange this proof in order to give two di�erent constructions: one from claw-free pairs of simple pseudo-permutations (2 ) 1) and one from arbitrary claw-free pairs ofpseudo-permutations (3 ) 1). The construction from the simple functions is simpler andmore e�cient. We begin by showing that 1 , 2:(1 ) 2) Let f hi j i 2 I g be a collection of collision-free hash functions. We construct afamily of claw-free pairs of simple permutations. Let � (�0i ; �1i ) j i 2 I 	 be a collectionof polynomial separators (unrelated to the hash functions, but over the same indexset). De�ne the collection � (f0i ; f1i ) j i 2 I 	 so thatf ji def= hi � �ji for j 2 f0; 1gWe show that the collection of functions so de�ned is a collection of claw-free pseudo-permutations. Properties CF1, CF2, and CF3 are immediate. Assume that propertyCF4 does not hold, that is 9A 2 EA; 9P 2Z[x];8k0; 9k > k0;Pr hi G[1k]; (x; y) A[i] : f0i (x) = f1i (y)i � 1P (k)Let (x; y) be a claw for (f0i ; f1i ), then f0i (x) = f1i (y) implies hi ��0i (x)� = hi ��1i (y)�,but im �0i \ im �1i = ; so that �0i (x) 6= �1i (y) and a collision has been found for hi.Then, given this claw generating algorithm A we can construct a collision generatingalgorithm A0 succeeding with identical probability as A, violating H3. Therefore, CF4holds.To show that n f ji j i 2 I o for each j 2 f0; 1g are collections of pseudo-permutations,we verify properties  P1 {  P4 for each.  P1,  P2, and  P3 are immediate. Suppose,for contradiction, that property  P4 is not satis�ed, so that (9j 2 f0; 1g,) 9A 2EA; 9P 2Z[x];8k0; 9k > k0Pr hi G[1k]; (x; y) A[i] : f ji (x) = f ji (y)i � 1P (k)Let (x; y) be a collapse of f ji , so that f ji (x) = f ji (y) and x 6= y. Then �ji (x) 6= �ji (y)because �ji is injective, so that ��ji (x); �ji (y)� is a nontrivial collision of hi (because6



f ji = hi � �ji ). Then, given this collapse generating algorithm A we can construct acollision generating algorithm A0 succeeding with identical probability as A, violatingH3. Therefore,  P3 holds.(2 ) 1) Let � (f0i ; f1i ) j i 2 I 	 be a collection of claw-free pairs of simple pseudo-permutations. We construct a collection of collision-free hash functions. Let� (�0i ; �1i ) j i 2 I 	 be a collection of polynomial separators with inverses f �i j i 2 I gand image deciders f �i j i 2 I g. Then de�ne f hi j i 2 I g so thathi(x) def= f �i(x)i (�i(x))We show that f hi j i 2 I g is a collection of collision-free hash functions. Properties H1and H2 are immediate. Assume, for contradiction, that property H3 is not satis�ed,that is 9A 2 EA; 9P 2Z[x];8k0; 9k > k0Pr hi G[1k]; (x; y) A[i] : hi(x) = hi(y) ^ x 6= yi � 1P (k)We encounter at least one of two possibilities:1. 8k0; 9k > k0Pr hi G[1k]; (x; y) A[i] : hi(x) = hi(y)^ x 6= y ^ �i(x) = �i(y)i � 12P (k)2. 8k0; 9k > k0Pr hi G[1k]; (x; y) A[i] : hi(x) = hi(y)^ x 6= y ^ �i(x) 6= �i(y)i � 12P (k)In the event of 1 above, the algorithm A generates collisions (x; y) where �i(x) = �i(y).In this case, for at least one j 2 f0; 1g; 8k0; 9k > k0Pr hi G[1k]; (x; y) A[i] : hi(x) = hi(y)^ x 6= y ^ j = �i(x) = �i(y)i � 14P (k)Given a collision of this sort, x 6= y ) �i(x) 6= �i(y) because �i is injective so thathi(x) = hi(y) implies f ji (�i(x)) = f ji (�i(y)) shows that the pair (�i(x); �i(y)) is acollapse of f ji . Then, given algorithm A, we may produce another algorithm A0 whichproduces a collapse of f ji with non-negligible probability, violating  P3.In the event of 2 above, the algorithm A generates collisions (x; y) where �i(y) 6= �i(x).A collision of this sort produces a claw because hi(x) = hi(y) implies f �i(x)i (�i(x)) =f �i(y)i (�i(y)). Then, with algorithm A, we may construct a claw generating algorithmA0 which produces claws with non-negligible probability, violating CF3.To complete the proof we show that (2 ) 3) and (3 ) 1):(2 ) 3) A collection of claw-free pairs of simple permutations is a collection of claw-freepairs of permutations, so this implication is clear.7



(3 ) 1) This proof follows [2]. Let � (f0i ; f1i ) j i 2 I 	 be a collection of claw-free pairs ofpseudo-permutations. We construct a collection of collision-free hash functions. Giventhese f ji : Di ! Di, de�nef [�]i def= idDif [b�w]i def= f bi � f [w]i for b 2 f0; 1g; w 2 f0; 1g�Let � 2 Di. De�ne Hi;�(w) def= f [w]i (�)We show that the set fHi;� j i 2 I; � 2 Di g is a family of collision-free hash functions.Properties H1 and H2 are clear. Assume, for contradiction, that property H3 does nothold so that there is a collision generating algorithm A so that 9P 2Z[x];8k0; 9k > k0Pr h(i; �) G[1k]; (x; y) A[i; �] : hi;�(x) = hi;�(y)^ x 6= yi � 1P (k)We partition the set of collisions into three varieties. Consider (x; y), a collision forHi;�, so that f [x]i (�) = f [y]i (�). The �rst variety are those which never diverge:V1. 8l 2 f1; : : : ; jij+ 1g; f [xl���xjij+1]i (�) = f [yl���yjij+1]i (�)In the event that a collision does not fall into variety V1, we must have that9l 2 f1; : : : ; jij+ 1g; f [xl���xjij+1]i (�) 6= f [yl ���yjij+1]i (�)In this case, de�ne � to be the least member of f1; : : : ; jij+1g so that f [x����xjij+1 ]i (�) 6=f [y����yjij+1]i (�) (since (x; y) is a collision, f [x��1���xjij+1 ]i (�) = f [y��1���yjij+1]i (�)). The lasttwo varieties depend on x� ?= y�:V2. V1 has not occured and y� 6= x�V3. V1 has not occured and y� = x�If a collision falls into variety Vi, we write (x; y) 2 Vi. Since these varieties cover thespace of collisions, for at least one variety, Vi, we have that 8k0; 9k > k0Pr h(i; �) G[1k]; (x; y) A[i; �] : hi;�(x) = hi;�(y)^ x 6= y ^ (x; y) 2 Vii � 13P (k)We show that, regardless of which Vi has this property, either the claw-freedom of(f0i ; f1i ) or the collapse-freedom of f0i or f1i is compromised:1. Suppose A produces collisions of variety V1 with non-negligible probability. Let(x; y) be a collision of variety V 1 so that 8l 2 f1; : : : ; jij + 1g; f [xl���xjij+1 ]i (�) =f [yl���yjij+1 ]i (�). Choose p so that xp 6= yp. Since (x; y) 2 V1, we de�ne z =f [xp+1:::xjij+1 ]i (�) = f [yp+1 :::yjij+1]i (�) and we have that fxpi (z) = fypi (z) so that(since xp 6= yp) (z; z) is a claw for f0i and f1i . A may, then, be converted intoan algorithm which produces claws for (f0i ; f1i ) with non-negligible probability,violating CF4. 8



2. Suppose A produces collisions of variety V2 with non-negligible probability. Let(x; y) be a collision of variety V2 and � as above. Then de�ne(s; t) def= �f [x�:::xjij+1 ]i (�); f [y�:::yjij+1]i (�)�We have that fx��1i (s) = fy��1i (t) so that (since x� 6= y�) (s; t) is a claw for(f0i ; f1i ). A may, then, be converted into an algorithm which produces claws for(f0i ; f1i ) with non-negligible probability, violating CF4.3. Suppose A produces collisions of variety V3 with non-negligible probability. Let(x; y) be a collision of variety V3 and � as above. Again de�ne(s; t) def= �f [x�:::xjij+1 ]i (�); f [y�:::yjij+1]i (�)�From the de�nition of � we have that s 6= t and fx��1i (s) = fy��1i (t) so that(since j def= x� = y�) the pair (s; t) is a collapse for f ji . A may, then, be convertedinto an algorithm which produces collapses for f ji with non-negligible probability,violating  P4.Hence CF4 is satis�ed.24 CommentsThe construction of collision-free hash functions given in (2 ) 1) of Theorem 1, aside fromits simplicity, has two favorable properties:1. In order to compute hi(x), one must evaluate a claw-free function at only a singlevalue. The construction in (3 ) 1) of Theorem 1 requires jxj such evaluations.2. Due to the simple construction, hash functions built in this fashion are likely to inheritstructural properties from the underlying simple claw-free functions. For example, ifthe simple claw-free functions are trapdoor functions, it is easy to see that the hashfunctions constructed are also trapdoor in an appropriate sense4. It is unclear if thefunctions constructed in (3 ) 1) of Theorem 1 o�er inheritance of this sort.4.1 ExtensionsIn the constructions and discussions above, we have restricted our attention to one-bitcontractors: hash functions which shorten their input by a single bit. It is often desirableto have hash functions which, for polynomial P , contract words of length P (k) to words oflength k. Such functions may, naturally, be constructed by composition of P (k)�k one-bit4In this framework, trapdoormeans that there is a (probabilistic) polynomial-time algorithm which, giventhe trapdoor information, i, and y 2 im hi can, with non-negligible probability, produce x 2 �i+1 so thathi(x) = y. 9



contractors. The hash functions constructed in this manner require PP (k)i=k+1 i evaluationsof the underlying claw-free functions to compute (assuming that the one-bit contractorsused are those of (3 ) 1) of Theorem 1). As in [2], however, one can construct thesehash functions directly to obtain a more e�cient construction. For example, following theconstruction in (3 ) 1) of Theorem 1, choose jij = k and again de�ne hi;�(x) = f [x]i (�).The proof goes through as before and evaluating this hash function requires only P (k)evaluation of the claw-free pairs (rather than thePP (k)i=k+1 i evaluations required by the hashfunction constructed by composition).In [2], Damg�ard shows that by using claw-free tuples of functions (in the (3 ) 1)construction) one can reduce the number of required claw-free function evaluations by amultiplicative constant factor. This is accomplished by rewriting the input string x 2 ��as a string x̂ 2 T �i where Ti = f� ji g is the tuple of claw-free functions so that jx̂j = jxjlog2jT j .Then de�ne hi;�(x) = � [x̂]i (�). Evaluation then requires jx̂j = jxjlog2jT j claw-free evaluations.This same procedure is applicable to the construction of (2 ) 1).4.2 A Dual ResultA pair of separators partitions �k+1 into two equal sized subsets (the images of the sepa-rators). We now couple the de�nition of collision-free hash functions with the de�nition ofpolynomial separators to de�ne a class of hash functions where every collision occurs acrossthe partition boundary: whenever h(x) = h(y) we have that x and y are in the images ofdi�erent separators. By adding this arti�cial constraint to the collision-free hash functions,one can de�ne a class of hash functions the existence of which is equivalent to the existenceof simple claw-free permutations. We call these separated collision-free hash functions:De�nition 8 A collection of separated collision-free hash functions is a collection offunction tuples � (hi; �0i ; �1i ) j i 2 I 	 so that f hi j i 2 I g forms a collection of collision-freehash functions, � (�0i ; �1i ) j i 2 I 	 forms a collection of polynomial separators, andSH. [separated] 8j 2 f0; 1g, hi jim �ji , the restriction of hi to im �ji , is bijective. Equiv-alently, hi(x) = hi(y) implies �i(x) 6= �i(y), where f �i j i 2 I g is the collection ofimage deciders for the separators.Theorem 2 There exists a collection of claw-free simple permutations i� there exists acollection of separated collision-free hash functions.Proof:()) Notice that the construction of (2 ) 1) of Theorem 1 yields hash functions withproperty SH, proving this implication also.(() Use the separator supplied with the separated hash functions in the construction of(1 ) 2) of Theorem 1 (which calls for an arbitrary separator). Property SH impliesthat the resulting claw-free functions are (simple) permutations.10
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