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ABSTRACT
This thesis addresses the topic of secure distributed computation, a general and powerful tool
for balancing cooperation and mistrust among independent agents. We study many related models,
which di er as to the allowable communication among agents, the ways in which agents may misbehave, and the complexity (cryptographic) assumptions that are made. We present new protocols,
both for general secure computation (i.e., of any function over a nite domain) and for speci c
tasks (e.g., electronic money). We investigate fundamental relationships among security needs
and various resource requirements, with an emphasis on communication complexity. A number of
mathematical methods are employed for our investigations, including algebraic, graph-theoretic,
and cryptographic techniques.
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Chapter 1

Introduction
This thesis addresses the topic of secure distributed computation, a general and powerful tool for
balancing cooperation and mistrust among independent agents. In a secure distributed computation, a group of parties are mutually untrustworthy, and yet must somehow cooperate to perform
some useful task. Typically, each party holds some part of the input to a publicly known function,
and the parties attempt to nd the appropriate output of the function without compromising the
secrecy of the input. A secret ballot election is one simple example of such a task, in which the
public function is addition, and each piece of the input is the marked ballot of an individual voter.
A sealed-bid auction is another example, in which the public function takes a sequence of individual
bids and returns the index of the maximum bid.
When studying secure distributed computation, many aspects of the model are important, including the particular function or functions that can be computed, the number of parties that can
participate, the manner of communication among parties, the way in which parties may misbehave,
the desired level of security for the parties, and the complexity theoretic (cryptographic) assumptions that are made. Various measures of performance are also important, including the number
of faulty parties that can be tolerated, the communication complexity of the protocol (number of
rounds of communication, or number of bits transmitted), the amount of randomness needed, and
the amount of local computation performed by the parties.
This thesis investigates the inherent tradeo s among these various assumptions and measures.
Tradeo s that are considered include communication complexity versus fault tolerance (Chapter
3), communication complexity versus level of security (Chapter 3), and number of faults tolerated
versus manner of communication (Chapter 4). The increased understanding of secure distributed
computation that comes from an analysis of the interrelationship of its relevant parameters is one
of the main contributions of the thesis.
Another main contribution of this thesis is to work towards the practical applicability of secure
distributed computation. Although theoretical solutions exist for many problems, the communication costs (round and message complexity) of most of these general approaches are prohibitive. We
demonstrate many ways to reduce these costs, including o ering decreased protection versus strong
fault models (Chapter 3), performing many secure distributed computations in parallel (Chapter
3), developing special purpose cryptographic tools (Chapter 5), and designing customized protocols
for speci c computations (Chapters 5 and 6). If communication costs can be controlled, then the
beautiful ideas of many researchers may be applicable to real-world situations that must combine
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collaborative e ort with security needs.
The reader will get a feeling for some of these ideas in Chapter 2, which gives an extensive
survey of previous work in secure distributed computation.
Chapter 3 initiates the study of the communication complexity of secure distributed computation, applying algebraic techniques. In this chapter, we focus on the \unconditional" (or \noncryptographic") \complete network" setting. An untappable channel is assumed to connect each
pair of parties, such that communication across it cannot be overheard by any other party, while
no further complexity theoretic assumptions are made. We answer questions about amortized message complexity in this setting, i.e., whether the average number of bits of communication per
computation can be reduced by computing the same function many times in parallel. Interestingly,
amortized improvement is possible for one function (addition) in a weak failure model (passive,
\gossiping" faults), while impossible for the same function in a slightly stronger failure model
(crash faults). These amortization results require that non-trivial lower bounds be found for message complexity of secure computation. Our upper bounds for message complexity take advantage
of a general technique for parallelizing many types of secure protocols in a way that trades o
message complexity and fault tolerance. In this chapter, we also demonstrate how to reduce the
message complexity for one of the strongest adversaries (Byzantine failures), if the detection of
faults is adequate protection for the honest parties. The error detecting protocol makes use of our
general parallelization technique in a novel way.
Chapter 4 is also concerned with the unconditional setting, but here the network of untappable
channels is not necessarily complete. A graph-theoretic approach is initiated by this investigation.
We apply combinatorial techniques to study one particular class of adversary: passive mobile
eavesdroppers that learn messages and memory contents by moving among the nodes of the network.
We characterize the feasibility of maintaining security for two fundamental tasks: sending a secret
message across the network, and storing a secret value in the network. For secure message storage,
feasibility is quite sensitive to the constraints that are placed on the movement of eavesdroppers,
as well as to the topology of the communication network. In fact, we establish a close connection
between the secure storage problem and a graph searching problem { unrelated to security { that has
been much studied for the past twenty years. For secure message transmission, on the other hand,
feasibility is completely insensitive to the constraints placed on the eavesdroppers, and depends
only on their number in relation to connectivity properties of the communication network. In
addition to characterizing these feasibility conditions, we also nd the computational complexity
of determining feasibility for a number of important cases.
Chapter 5 considers communication complexity of secure distributed computation in the \cryptographic" setting, in which some speci c complexity theoretic assumption is made. We show that
an improvement (linear in the number of parties) in the number of bits communicated is possible
under a particular cryptographic assumption. This improvement is achieved by drawing a connection to the previously unrelated topic of group-oriented cryptography, in which the public-key
model is extended from individuals to sets of participants. The communication decrease for secure
computation follows from the construction of a new group-oriented encryption scheme, based on
concrete number-theoretic assumptions, which is of independent interest. We also demonstrate how
decreased communication for secure distributed computation may be possible by designing speci c
protocols for speci c computational problems.
Chapter 6 discusses new results in the area of electronic money in the cryptographic setting.
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Rather than a single secure distributed computation, electronic money is a collection of interrelated
protocols that manage the ow of funds among an economy of banks, shopkeepers, and consumers.
We give new methods and mechanisms for the tricky problem of \o -line coins", for which the
identity of a consumer must remain hidden if any coin is spent only once, while the identity must
be revealed if the coin is spent more than once. We also give new methods for the related problem
of \blind signature," in which one party must be able to guarantee some property of the message
it is signing without being able to recognize its signature afterwards.
Most of the results in this thesis have appeared previously in preliminary forms as extended
abstracts at various conferences. The work from Chapter 3 is discussed in \Communication complexity of secure computation," which is joint work with Moti Yung, and appears in the 1992 STOC
conference proceedings [76]. The results from Chapter 4 are covered in \Eavesdropping games: a
graph-theoretic approach to privacy in distributed systems," which is joint work with Zvi Galil and
Moti Yung, and appears in the 1993 FOCS conference proceedings [74]. The results in Chapter 5
are discussed in \Joint encryption and message ecient secure computation," which is joint work
with Stuart Haber, and appears in the 1993 Crypto conference proceedings [75]. The research in
Chapter 6 is covered in \Secure and ecient o -line digital cash," which is joint work with Moti
Yung, and appears in the 1993 ICALP conference proceedings [77].
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Chapter 2

A Survey of Secure Distributed
Computing
Suppose that the heads of the Fortune 500 companies agree to cooperate in a comprehensive study
of their collective nancial health. The study might consist of statistical functions that combine
existing raw data from each company, e.g., \the sum of 1993 net earnings of all 500 companies,"
or \the standard deviation of the average change in net pro ts over successive quarters" or \the
average percentage of gross earnings spent on cryptographic research." Further suppose that,
although all companies wish to know the results of this study, none is willing to risk the exposure
of its individual nancial data in the process. If an independent trusted agent is available (e.g.,
Price-Waterhouse), the problem is easy. Each company gives its raw data to the trusted agent,
who computes the statistics on everyone's behalf. In the absence of an independent trusted agent,
however, can these titans of industry still achieve their goal?
They can. Secure distributed computing (or \fault-tolerant distributed computing," or \oblivious circuit evaluation") is the problem of evaluating a function (or, equivalently, a circuit) to which
each player has one secret input, such that the output becomes commonly known while the inputs
remain secret. The problem would be trivial in the presence of a trusted agent. All players give
their private inputs to the agent, who computes the function and distributes the output. The
task of protocols for secure distributed computation can be considered to be the simulation of the
presence of a trusted agent by a group of players who are mutually untrustworthy.
Of course, untrustworthiness, for cryptographers, is a many- avored thing. It might mean that
all parties behave perfectly during the protocol, but later some group of gossippers compare notes
to try to learn everyone else's secrets. A stronger meaning might be that some xed fraction of
the parties cheat during the protocol, but in such a way that the outcome (i.e., the value of the
function) remains the same. Even stronger would be if some xed fraction of the parties cheated
arbitrarily during the protocol; yet stronger adversarial behavior can be imagined.
In this chapter, we will see solutions to the Fortune 500 problem (or any other computational
problem) that assume nothing more than that each company trusts that there are at least 333
other companies that will not betray it (plus secure phone lines). Other solutions show that if
conference-calling is also allowed, then each company need only assume that 250 other companies
are honest. Still other solutions need only assume that the Chief Number Theorist of each company
certi es that certain problems (such as quadratic residuosity) will remain intractable for as long as
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its nancial information remains sensitive.
Results in the eld can be divided into two main categories: protocols and complexity results.
Protocols can be divided into two main categories: cryptographic and non-cryptographic. Cryptographic protocols can be divided into two main categories: two-party protocols and multi-party
protocols. These are the lines along which the bulk of this chapter is organized.

Historical Background
Secure distributed computing is a very general and powerful notion. It was preceded by numerous
investigations of protocols for a variety of special-purpose (and interrelated) cryptographic tasks.
Secret sharing [132] [134] is a multi-party protocol in which a designated player distributes a message
for later recovery by some authorized subcollection of the remaining players; it is discussed in more
detail in Section 2.1.6. Bit commitment, a two-player version of secret sharing, is discussed in
Section 2.1.4. Coin ipping [26] is a two-party protocol that arrives at a common random bit; this
was one of the earliest cryptographic protocols. Mental poker [133] [105] [51] [85] [141] [73] [52] [53]
is a protocol for producing, and partially applying, a random permutation (i.e., shue and deal a
deck of cards); as evidenced by the number of references, this problem was something of a critical
test case for the cryptography community as the notion of security grew in sophistication over the
years. Oblivious Transfer [26] [23] [34] is a fundamental two-party protocol that transfers a bit with
uncertainty; it is discussed in more detail in Section 2.2.2. Secret exchange [28] [31] [107] [89] [140]
is a two-party protocol that transfers a message in each direction with certainty; it is discussed in
more detail in Section 2.4.4. Electronic money [38] [39] is a collection of protocols (e.g, withdrawal,
purchase, deposit) that implement payment schemes without any physical requirements. Secretballot election schemes [50] [19] [91] are essentially a special case of secure computation in which
the function is a simple sum of ones and zeros.
Early work in the formalization of cryptographic protocols is also of interest. One approach is
algebraic [62] [111], proving security by relating actual protocols homomorphically to theoretically
perfect protocols. A second approach is logical [37], proving security with respect to some reasonable
axiomatization.
Lastly, we mention some general notions that are related to secure distributed computing.
Instance-hiding schemes [1] [13] involve a weak computational agent exploiting one or more strong
but untrusted computational agents to compute a function for secret inputs. When one player
has a secret circuit and the other player has non-secret data (or vice versa), then the problem
of secure distributed computing reduces to a \minimum-knowledge" (or \zero-knowledge") circuit
simulation, solved in the general case by [81], and later improved by [95]. More will be said about
zero-knowledge protocols in Section 2.1.5.

Organization of the Chapter
The next section of this chapter gives short descriptions of cryptographic and other primitives
that are used in the upcoming protocols. Section 2.2 presents one model for secure distributed
computation, as well as pointing out where \competing" models di er. Two-party cryptographic
protocols are presented in Section 2.3, multi-party cryptographic protocols in Section 2.4, and multiparty non-cryptographic (sometimes called \unconditional") protocols in Section 2.5. Section 2.6
presents some of the complexity results and lower bounds that are known for these protocols, and
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Section 2.7 closes the chapter with some discussion and open questions.

2.1 Preliminaries
In this section, we give short overviews of cryptographic and distributed computing primitives
that will be used in upcoming protocols: number theory basics, indistinguishable probability distributions, one-way functions, trapdoor functions, encryption, bit commitment, interactive and
zero-knowledge proof systems, secret sharing, and instance hiding.

2.1.1 Number Theory Basics

In this subsection, we brie y review two common intractability assumptions upon which cryptographic security have been based: the Quadratic Residuosity Assumption and the Discrete Logarithm Assumption.
A quantity is \negligible" if it is smaller than the reciprocal of any polynomial of relevant
parameters, and otherwise \non-negligible." When this term is used, the relevant parameters will
usually not be stated explicitly. Negligibility can be used to formalize the \hardness" of a problem,
a typical assumption made in cryptographic protocols.
Let n be the product of two primes p and q , each congruent to 3 modulo 4. Let a be an
integer between 0 and n ? 1. De ne QRPn (a) to be 0 if a is a square mod n, and 1 otherwise.
The Quadratic Residuosity Assumption (QRA) states that no probabilistic polynomial-time
Turing Machine can, on input n and a, output QRPn (a) non-negligibly better than random guessing
(i.e., bounded above 12 by the reciprocal of a polynomial of the size of n). However, there is an
ecient algorithm for computing QRPn (a) if the factorization of n is known.
Let p be a prime, let g be a generator of Zp  (i.e., Zp = fg iji 2 Zp g), and let a be an integer
between 0 and p ? 1. De ne DLPp;g (a) to be i such that g i = x mod p, 0  i < p. The Discrete
Log Assumption (DLA) states that no probabilistic polynomial-time Turing Machine, can, on
input p, g , and a, output DLPp;g (a) non-negligibly better than random guessing.
The quadratic residuosity function and the discrete logarithm function each has a property,
\random self-reducibility," that will be used often in protocols described in this paper. Informally,
a function has this property if it can be computed at any input from its value at \random-looking"
inputs. More formally, f is random self-reducible if there are polynomial-time functions  and
1;    ; k such that (1) if r is chosen uniformly at random from dom(f ) then each i(x; r) is
uniformly distributed over dom(f ) for every x 2 dom(f ), and
(2) f (x) = (x; r; f (1(x; r));   ; f (k (x; r))) for all x; r 2 dom(f ). The function QRn is random
self-reducible over Zn (for any n), since (1) xr mod n is a uniformly distributed element of Zn
whenever r is chosen at random from Zn and (2) QRn (x) = QRn (xr mod n)  QRn (r). The
function DLPp;g (a) is random self-reducible over Zp since (1) ag r mod p is uniformly distributed
for random r 2 Zp and (2) DLPp;g (a) = DLPp;g (ag r mod p) ? r.

2.1.2 Indistinguishable Probability Distributions

The indistinguishability of probability distributions, due to Yao [139] and Goldwasser and Micali
[85], combines computational assumptions with randomness in a condition that is useful for de ning the security of cryptographic primitives. Informally, two distributions are indistinguishable
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if a guesser cannot tell them apart. This condition will be used in later subsections to de ne
probabilistic encryption, bit commitment, and zero-knowledge proof systems.
Indistinguishability is formalized through the notion of a \distinguisher," which is a probabilistic
algorithm that outputs a boolean value when given one or more elements of a distribution as input.
If the distinguisher is run twice, on inputs drawn from each distribution, then the distinguisher is
\successful" if the two outputs di er.
Let P and Q be probability distributions on k-bit strings. They are distinguishable by D if
there is a constant c > 0 such that
prob(D(x) 6= D(y )jx P; y Q)  21 + k1c :
[The notation x P indicates that x is drawn from the distribution P .]
For technical reasons, indistinguishability is de ned on families of distributions. A \family" of
distributions is an indexed collection fPk g of probability distributions, where Pk is a distribution on
k-bit strings. Two families of distributions fPk g and fQk g are \computationally indistinguishable"
if, for every D which runs in time polynomial in k, there is a constant K > 0 such that Pk and
Qk are not distinguishable by D for all k > K . For example, the QRA implies that, for n of the
proper form, the families of distributions of quadratic residues modulo n and quadratic nonresidues
modulo n are computationally indistinguishable.
Indistinguishability can be generalized to apply to \ensembles" of probability distributions. An
ensemble is a family of parametrized collections of probability distributions, i.e., fPk (z )g, where
Pk (z) is a distribution on k-bit strings for each choice of z 2 Lk (parameter set) and each choice
of k. Fixing a di erent z from each parameter set Lk \collapses" an ensemble into a family of
distributions. Two ensembles are said to be computationally indistinguishable if, no matter how
each is collapsed, the corresponding families of distributions are computationally indistinguishable.
Notice that there is a natural ensemble fMk (z )g associated with each probabilistic Turing
Machine M and language L: Mk (z ) is the distribution of outputs of M on input z 2 L of length k.
This will be useful in the upcoming de nition of zero-knowledge proof systems.

2.1.3 Trapdoor Functions and Encryption Schemes

A function is \one-way" if it is easy to compute and hard to invert. More formally, suppose that
ffk g is a family of functions de ned on bit strings, where fk : f0; 1gk ! f0; 1gk . The family ffk g
is one-way if two requirements are satis ed: (a) there is a deterministic polynomial-time (in k)
algorithm to compute each fk ; and (b) for every probabilistic polynomial-time algorithm A and for
every c there exists a kc such that

f0; 1gk ) < k?c
for all k > kc . The existence of one-way functions implies P 6= NP , so it should not be surprising
prob(fk (A(fk (x))) = fk (x)jx

that no de nitive examples of such functions have been found; the discrete log functions from
Section 2.1.1 is an example of a candidate that is widely believed to be one-way.
A family of one-way functions is \trapdoor" if there exists some secret information (called
the \trapdoor information" or \trapdoor key") for each function with which the inverse can be
computed (with high probability) in probabilistic polynomial time. More formally, the trapdoor
function E and the inverting function D can be considered to be the output of a randomized
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algorithm K that takes as input a security parameter k. The probability that D(E (x)) 6= x should
be negligible, and, for any p.p.t. algorithm A, the probability that A(E (x)) = x should be less
than 2?k (where the probability ranges over the choice of x).
A trapdoor permutation (i.e., a trapdoor function that is a bijection) can be the basis for a
public-key encryption scheme. The permutation is made public, while the trapdoor key is kept
secret. Anyone can encrypt a message by applying the permutation to it, but only the holder of
the trapdoor key can invert the permutation to recover the message. No permutation is known to
be trapdoor, but one candidate is the RSA encryption function [129]: E (m) = me mod n, where
n = pq, and the trapdoor key is (p; q) (easily samplable given the family parameter k = jpj = jqj).
The inverse permutation is D(m) = md mod n, where ed = 1 mod (p ? 1)(q ? 1), which can be
eciently found from the trapdoor key.
Notice that repeated public-key encryption of the same message always yields the same result,
i.e., some information about a message is always revealed to an eavesdropper. This leakage is
eliminated by using Goldwasser and Micali's \probabilistic public-key encryption" [85], of which
the following is an example. If n is a product of two primes each congruent to 3 modulo 4, and if the
Quadratic Residuosity Assumption holds, then the inverse of QRPn () is a one-to-many trapdoor
function, where the factorization of n is the trapdoor key. Anyone can send a bit stream as a
sequence of squares (encrypted 0's) and nonsquares (encrypted 1's) modulo n.
What makes this a probabilistic encryption scheme is that there are exponentially many ways
to encrypt each bit (as a function of the length of the trapdoor key), and that these possible
encryptions are easy to generate at random. If n is the product of two primes that are congruent
to 3 modulo 4, and a is a random integer, then a2 is a random quadratic residue (square) mod n,
and ?a2 is a random quadratic nonresidue (nonsquare) mod n. The QRA can be shown to imply
the computational indistinguishability of the distribution of encrypted zeros and the distribution
of encrypted ones, which in turn implies the computational indistinguishability of the distributions
of encryptions of any two messages. Thus no partial information about the message is available
(under the QRA) to a probabilistic polynomial-time eavesdropper.

2.1.4 Bit Commitment

There are two nice properties of a sealable opaque envelope. One is that its contents cannot be
changed once the envelope has been sealed (unalterability). The second is that, once sealed, its
contents cannot be seen until it is opened (unreadability). A bit commitment scheme is a tool that
simulates at least these two properties of opaque envelopes.
A bit commitment scheme can be considered to be a mapping from some large domain to f0; 1g;
a bit is committed by giving a random element in the pre-image of the mapping at that output
value. The scheme is unalterable if the mapping is in fact a function. The scheme is unreadable
if the distributions of elements in the pre-image of zero and elements in the pre-image of one are
indistinguishable to the receiver.
The rst bit commitment protocol was part of a protocol by Blum [27] for two-party coin ipping.
A commitment by one party, followed by a guess by the second party, followed by a revelation by
the rst party, is equivalent to the ip of a coin. Naor [114] shows a general construction for basing
bit commitment on any one-way function, based on earlier reductions [92] [88].
A more speci c example of a bit commitment scheme is based on quadratic residuosity. If
n = pq, p = q = 3 mod 4, then a bit is committed by sending a quadratic residue modulo n (for a
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zero) or a quadratic nonresidue modulo n (for a one). The scheme is unalterable, since no element
can be both a residue and a nonresidue; the scheme is unreadable by a polynomially bounded
receiver under the QRA.
Basic bit commitment requires that the receiver be polynomially-bounded. Another avor of bit
commitment, called \strong bit commitment" [33] [35] [115] allows the receiver to be unbounded.
In this case, unreadability requires that the two probability distributions be (almost) identical.

2.1.5 Interactive Proof Systems and Zero-Knowledge Proof

An interactive proof system is a two-party protocol in which a \prover" conveys a convincing argument to a polynomially-bounded probabilistic \veri er;" this idea was introduced by Goldwasser,
Micali, and Racko [86] and Babai [4]. More precisely, given a language L, an interactive proof
system for L consists of two probabilistic interactive machines called the prover and the veri er
that have access to a common input tape containing a possible element x of L, and that send
messages through a pair of communication tapes, but otherwise are inaccessible to one another.
The veri er performs a number of steps polynomial in the length of the common input, ending in
either an \accept" or a \reject" state. When the veri er behaves correctly, then (1) when x 2 L,
the probability that the veri er rejects is less than any reciprocal polynomial in the length of x; and
(2) when x 62 L, the probability that the veri er accepts is also less than any reciprocal polynomial
in the length of x, even when the prover behaves in an arbitrarily adversarial manner.
An interactive proof system for a language L is \computational zero-knowledge" [86] if the
veri er learns nothing from the interaction except the validity of the proof, even if the veri er
behaves in an arbitrarily adversarial (probabilistic polynomial-time) manner. This vague condition
can be formalized in terms of the computational indistinguishability of ensembles of probability
distributions. Consider the probability distribution generated by an adversarial veri er, called its
\view," which covers everything seen by the veri er during an interactive proof: messages from
and to the prover, plus veri er's coin tosses. For each adversarial veri er, there is an ensemble
V iewk (z) of such distributions, parameterized over all z 2 L of length k. A proof system for
membership in L is zero-knowledge if the view ensemble of any adversary V  is computationally
indistinguishable from the natural ensemble associated with L and some probabilistic polynomial
time Turing Machine MV  (called the \simulator" for V  ).
A common technique for the zero-knowledge proof of a proposition is a \cut-and-choose" procedure. The proposition is \scrambled" in some way and presented to the veri er. The veri er
challenges the prover to either (a) prove the scrambled proposition, or (b) prove that the scrambled
proposition is true if and only if the original proposition is true. Either (a) or (b) alone should
reveal nothing to the veri er about the proof of the original proposition; cheating by the prover
is caught at least half the time. By iterating this procedure, exponentially high con dence can be
achieved by the veri er after a linear number of challenges.
As an example of a cut-and-choose procedure, consider the following sketch of a zero-knowledge
proof system for Hamiltonicity [29]. A Hamiltonian cycle in a graph is a set of edges that connects
all vertices in a simple (non-self-intersecting) loop. Suppose that the prover wishes to convince
the veri er that a graph G with n nodes has a Hamiltonian cycle. The prover takes the adjacency
matrix for G (an n by n binary matrix whose (i; j ) entry is 1 if there is an edge from node i to
node j and zero otherwise), randomly permutes the rows, randomly permutes the columns, and
replaces each bit with a commitment for that bit. This scrambled adjacency matrix is sent to the
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veri er, who responds with one of two challenges: either (a) require the prover to open only those
n bit commitments that correspond to the Hamiltonian cycle, or (b) require the prover to open all
bit commitments and properly reorder the rows and columns.
The main importance of zero-knowledge proof systems to secure distributed computation arises
from the fact that every language in NP has a zero-knowledge proof system under the assumption
that a one-way function exists ( rst shown by Goldreich, Micali and Wigderson [81] under the
assumption that trapdoor permutations exist). In particular, the set of correct messages that can
be sent by any player at any moment under any protocol is a language in NP. Thus every message
that is sent in a protocol can be accompanied by a zero-knowledge proof that it is an appropriate
message. In this way, the encrypted messages of any cryptographic protocol can be \validated
via zero-knowledge proof," which can protect against faulty players that might try to violate the
protocol. The use of validation in secure distributed computation protocol will be seen in Sections
2.4.3 and 2.5.3. We also mention zero-knowledge proof of knowledge [69] [136], in which the veri er
is convinced that the prover holds an undisclosed witness for language membership; these proof
systems are also important in the context of protocol validation.

2.1.6 Secret Sharing and Veri able Secret Sharing

Underlying many recent results in secure distributed computing is a secret sharing scheme due to
Shamir [132]. In this scheme, a secret s is shared by a \dealer" among n players by giving each
player a point on an otherwise random degree t polynomial p(x) such that p(0) = s (e.g., give p(i)
to the ith player). Any t +1 players can interpolate to recover p(x) and hence s. If all computation
is performed over a nite eld, then the secret is secure from any group of up to t players in the
strongest possible (information-theoretic) sense. The parameter t is called the \threshold" of the
secret sharing scheme.
When a secret s is shared among n players using a scheme with threshold t, then the piece
given by the dealer to a single player may be called a \t-share" of s. Notice that this protocol has
two phases. The dealer distributes t-shares during a \sharing phase," and the players interpolate
to recover the secret during a \recovery phase."
Veri able secret sharing (VSS), rst introduced by Chor, Goldwasser, Micali, and Awerbuch [46],
is a form of secret sharing in which cheating by the dealer and some of the players cannot prevent
the honest players from receiving valid shares of some unique recoverable secret. More formally,
a t-VSS scheme has three properties: (1) If the dealer is honest, then the secret is informationtheoretically secure during the sharing phase from any group of up to t players; (2) The value
that will be recovered by the honest players during the recovery phase is uniquely determined at
the end of the sharing phase; and (3) If the dealer is honest during the sharing phase, then the
recovered value will be the dealer's actual secret. This primitive is also used extensively in the
secure computation protocols given in this paper.
To illustrate the idea, we describe a VSS scheme due to Ben-Or, Goldwasser, and Wigderson [22]
that can correct up to t player errors, with no probability of errors, if n > 3t. The dealer chooses
a degree t polynomial p(x; y ) in two variables x and y , such that the secret s = p(0; 0). Instead of
sending single values to other players, each player i receives from the dealer two degree t polynomials
in one variable, derived from p(x; y ): e.g., player i receives primary shares fi (y ) = p(i; y ) and
gi (x) = p(x; i).
Upon receiving two univariate polynomials fi (y ) and gi(x), each player i does a secondary share
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with each player j : e.g., i sends to j the single secondary share value sij = fi (j ). Notice that if
both the dealer and player i are honest then sij = gj (i) as well.
Dishonesty by either the dealer or other players will cause inconsistencies among the primary
and secondary shares received by the honest players. For each inconsistency, a challenge is made
to the dealer to send to all players some relevant share information. If the inconsistencies convince
a player that the dealer is cheating, then the challenge is accompanied by an \accusation" of the
dealer. For example, if fi (i) 6= gi (i), then player i accuses the dealer of cheating, and challenges
the dealer to send fi (x) and gi (x) to all players. Similarly, if gi (j ) 6= sji for more than t j 's, then i
accuses the dealer of cheating, and challenges the dealer to reveal i's primary shares. If gi (j ) 6= sji
for between 1 and t j 's, then the dealer is not accused (the secondary sharers may be cheating);
however, the dealer is challenged by i to send the suspicious secondary shares (sji 's) to all players.
As the dealer responds to challenges, more inconsistencies will be revealed, causing more accusations and challenges to be made. After a constant number of iterations, either the dealer is
repudiated (more than t players have accused the dealer of cheating, or the dealer is upheld (at
most t accusations have been made). If the dealer is repudiated, then some default value is chosen
for its secret (e.g., s = 0), and some default share value is chosen by each player (e.g., si = i). If the
dealer is upheld then i takes its share to be fi (0), where fi (x) is either from the original primary
share (if i never accused the dealer of cheating) or from the revealed primary share (if the dealer
responded to an accusation by i of cheating).
In later sections, this VSS scheme will be used in secure computation protocols, as will a VSS
scheme due to T. Rabin [127] that can tolerate any minority of faulty players with an exponentially
small probability of error.

2.1.7 Instance Hiding

Instance hiding schemes ([1], [13]) are a means for computing with encrypted data. Assume that a
computationally weak player wishes to compute a complicated function with the help of powerful
but untrusted players (called \oracles"). The idea is for the weak player to ask questions of the
powerful players from which the desired answer can be easily computed, but in such a way that
suciently small subsets of the powerful players cannot determine anything about your intended
computation from those questions. Every function has a multiple oracle instance hiding scheme
that leaks no information to any single oracle [13] (but which allows any two oracles to determine
the intended computation).
As an example, here is a 1-oracle instance-hiding scheme for computing the discrete logarithm.
To nd DLPp;g (a), choose a random i, 0 < i < p, and ask the oracle for DLPp;g (ag i). The oracle
will reply with some j such that g j = ag i mod p, and thus j ? i is the desired result. The oracle
learns nothing about the value of a for which the answer was originally sought, since the distribution
of ag i is uniform for any a if i is chosen uniformly. Notice that this instance-hiding scheme relies
on the random self-reducibility of the discrete logarithm function.
Instance hiding may be thought of as a close cousin to secure distributed computation. It
is listed in this section on preliminaries because two interesting protocols for secure distributed
computation are in fact based directly on instance hiding as a primitive [2] [14].
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2.2 Models and Basic Protocols
In this section, the background de nitions and concepts are presented for secure distributed computing. Two fundamental protocols are formally described: Oblivious Transfer [126] and Byzantine
Agreement [103]. Some of the diculties of formalizing security for protocols are discussed, along
with some recent attempts to overcome these diculties.

2.2.1 Protocol De nitions

In this subsection, de nitions are given for the three fundamental components of a computation
protocol: the parties that participate in the computation, the communication media over which
messages are sent, and the adversaries who attempt to defeat the security of the protocol.
Unless otherwise stated, all computation is assumed to be over some large nite eld.
Parties: Each party (or \player" or \processor") in a protocol is modeled as an \interacting
Turing machine." Each such machine has a private input tape (read-only), output tape (writeonly), random tape (read-only), and work tape (read-write). All of the machines share a common
input tape (read-only) and output tape (write-only). In addition, each machine may have a history
tape, on which it may record any computation or commmunication in which it is involved. Other
tapes may be associated with machines or with pairs of machines to model the communication
media available for the protocol; this will be covered shortly.
For most of the protocols discussed in this paper, either n = 2 (\two-party") or n  3 (\multiparty"). The ith processor, 1  i  n, has the secret value si (usually an element of a nite
eld) on its private input tape. A description of the function f (x1;    ; xn ) (e.g., the encoding of a
circuit that evaluates the function) is on the common input tape. A protocol speci es a program
for each processor, at the end of which each processor has the value f (s1 ;    ; sn ) on its output
tape. Assume that the programs of the processors coordinate all messages to be sent and received
at the ends of \rounds" (i.e., at the ticks of a global clock, between which all local computation of
all processors is done asynchronously).
If the protocol is \cryptographic," i.e., if it relies on some unproven intractability assumption,
then the program for each interactive Turing Machine is assumed to run in probabilistic polynomialtime. Otherwise, the protocol is \non-cryptographic" (or \unconditional"), and there are no bounds
on the running time of the programs. However, for most non-cryptographic protocols described
in this paper, the programs for all players are polynomial-time (two exceptions are Bar-Ilan and
Beaver [6] and Beaver, Feigenbaum, Kilian, and Rogaway [14]).
Some minor variations in the de nition of protocol appear in the literature. Two of these
variations are mentioned at this time.
The de nition of protocol assumes that each player receives the result of a single computation.
One variation is to assume that there is a separate function for each player, and that the protocol
ends with the output of each function written on the corresponding player's output tape. This
variation can be seen to be nearly equivalent to the de nition presented. Simply augment each
player's private input by adding a private random value, and have the common output be a tuple
of private output values added to private random values. Then everyone receives all outputs, but
only one of those outputs is recoverable by each player. However, this transformed single-output
version may be more vulnerable than the original to a di erent kind of attack. If a collection of
players halt the protocol prematurely, they may gain more information about the outputs than the
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remaining players. Protocols that can withstand this sort of attack are called \fair;" fairness is
discussed further in Section 2.4.4.
For two-party protocols, the de nition assumes that both players know the function, and each
player has a private input. It is equivalent to say that only one player knows the function. Simply
represent the function as a circuit, encode the circuit as a description, and have that circuit description be an additional input to a universal circuit. This interchangeability of data and function
is a general phenomenon that can be exploited in protocols for secure computation.
Communication Models: In general, players communicate with one another through private
channels or public channels (or both). A message sent through a private channel is inaccessible to
anyone except the designated sender and receiver. A public channel, called a \broadcast" channel,
sends a message to everyone. By labeling a message on a broadcast channel, it may be addressed
to a single receiver, but its contents are accessible to all players.
If a pair of players are connected by a private channel, then the corresponding pair of interactive
Turing Machines share two additional \communication" tapes. Each tape is exclusive-write for one
of the two players (unerasable, with a unidirectional writing head), and is readable by both players.
If there is a broadcast channel, then each interactive Turing Machine has an exclusive-write tape
that is readable by all other players.
The cryptographic protocols typically assume only a broadcast channel (in addition to whatever cryptographic assumptions are needed). The non-cryptographic protocols typically assume
a complete (fully connected) network of private channels among the players. Several of the noncryptographic protocols assume a broadcast channel as well. Some cryptographic protocols assume
only a complete network of \oblivious transfer channels" (i.e., private channels that allow OT by
some means), and in fact require no additional cryptographic assumptions. Some work has been
done in the unconditional setting with incomplete networks of private channels [128] [61].
Adversaries: A player is considered \correct" if it follows its program exactly, engaging in no
additional communication or computation beyond what is speci ed by the protocol, and keeping
all of its private tapes private. A player that is not correct is considered \faulty." To model worstcase behavior (maximally malicious coordination), the faulty players in a protocol are modeled
as being under the control of a single adversary. In the cryptographic setting, the adversary is a
probabilistic polynomial-time algorithm. In the unconditional setting, the adversary is an algorithm
with no time or space bounds.
A \passive" adversary can read the private internal tapes and received messages of all faulty
processors, but does not interfere with the programs of the faulty processors. This models the
situation in which a group of dishonest players participate in the protocol properly, and afterwards
pool their information in an attempt to learn more about the inputs of the honest players.
An \active" adversary can read private tapes and messages of faulty players, and can also specify
the messages that are sent by faulty players. In other words, an active adversary can cause the
faulty processors to violate the protocol in an arbitrary coordinated attack. An active adversary
is \rushing" if it can read all messages sent to the faulty players in a round before deciding on the
messages sent by those faulty players in that same round.
An adversary can also be either \static" or \dynamic." A static adversary controls the same
set of faulty players throughout the protocol. A dynamic adversary can increase the set of faulty
players under its control each round. Even within a single round, faulty players may be added
dynamically, on the basis of messages and internal tapes of those players that have already been
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corrupted.
Other types of adversaries are seen less frequently in the secure distributed computing literature.
Fail-stop adversaries [78] are active adversaries that are limited to withholding outgoing messages
from a faulty processor. Independent adversaries [61] are two or more adversaries (e.g., one or more
passive and one or more active) for a single protocol, which control possibly overlapping sets of
faulty processors, and which possibly cannot communicate during the course of the protocol.
For most of the protocols discussed in this paper (but not all [122] [61]), there is either a single
static passive adversary or a single static active adversary.

2.2.2 Basic Protocols

This section describes two basic protocols that are useful primitives for secure distributed computation: Oblivious Transfer and Byzantine Agreement.
Oblivious Transfer: Suppose that player A has a secret bit b that is unknown to player B. The
two players engage in a protocol, at the end of which player B successfully receives bit b with
probability 21 . B always knows with certainty whether or not the \transfer" of bit b was successful.
By contrast, A cannot determine that the transfer was successful any better than random guessing
(or non-negligibly better than random guessing, with respect to some security parameter). This is
a description of the simplest version of Oblivious Transfer, due to Rabin [126] (abbreviated \OT").
It is analogous to mail service by an incompetent Postal Service; any sent letter arrives at the
proper destination half of the time, and disappears the other half of the time.
The input-output requirements of this simple Oblivious Transfer protocol can be described in the
secure computation model given earlier in this section. Player A begins with the private input (b; r),
where b is the secret bit, and where r is a private random bit. Player B begins with the private input
(m; r10 ; r20 ), where all three components are random bits. At the end of the protocol, each player has
the output value f ((b; r); (m; r10 ; r20 )) on its output tape, where f ((b; r); (m; r10 ; r20 )) = (m  b; r20 ) if
r = r10 , and = (m; 1  r20 ) if r 6= r10 .
There are many other types of Oblivious Transfer that have all been shown to be equivalent
to the simple one [34] [54] [55]. One important alternative is called \1-2 Oblivious Transfer" [65]
(abbreviated \1-2-OT"). In this version, player A begins with two secret bits b0 and b1. Player B
can choose to receive exactly one of these bits, without letting A know which bit was chosen.
Oblivious Transfer is one of the most basic possible primitives that can break the \knowledge
symmetry" between two players. In addition to other versions of Oblivious Transfer, more sophisticated protocols can be built from this primitive. In fact, secure distributed computation can be
reduced to Oblivious Transfer [96] [15] [84], as will be discussed in later sections. To give a simpler reduction now, the following scheme, due to Crepeau [54], achieves bit commitment through
oblivious transfer:
1. Player A chooses random b1;    ; bn such that b1      bn = b.
2. Player A sends each bi, in order, to player B by oblivious transfer. At this point, player A
has committed to bit b.
To reveal the committed bit b, player A sends each bi , in order, to player B without using oblivious transfer. Player B rejects the commitment if any bi disagrees with a bi that was successfully
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received earlier, and accepts b = b1    bn otherwise. The probability of A cheating B is at most
1 , and can be reduced to 2?k by parallel k-wise execution of the basic protocol.
2
These Oblivious Transfer primitives, and especially 1-2-OT, will be used frequently in the
computation protocols discussed in this paper.
Byzantine Agreement: Suppose that there are n players, each player i has a single bit bi, and
some of the players are unreliable. The Byzantine Agreement problem is to devise a protocol at the
end of which all of the non-faulty players agree on a bit b (called the \consensus value"). Moreover,
we must have that b = bi if i is honest and all of the honest players had the same initial bit. This
problem was initially considered by Lamport, Shostak, and Pease [103], who showed that it can
be solved if and only if less than one-third of the players are faulty. As will be shown in the next
subsection, Byzantine Agreement can be used to eliminate the need for a broadcast channel in some
secure distributed computation protocols.
This protocol can also be described using the model for fault-tolerant secure computation (although the purpose in not to conceal the inputs, and although channels are not private in the
original model1 [103]). Suppose that the consensus value will be 0 when the honest players do not
have the same initial bit. Then each player i begins with private input bi on its tape. At the end
of the protocol, each player has the value f (b1;    ; bn) on its output tape, where f (b1;    ; bn) = b1
if b1 =    = bn and = 0 otherwise. The requirement is that this protocol remain correct in the
presence of an active adversary; a more precise condition is to say that the protocol is \resilient,"
which will be de ned in the next subsection.

2.2.3 Security De nitions

There are two important security properties of computation protocols that are considered in this
paper: \privacy" and \resilience." These terms capture the ability of a protocol to withstand some
fraction of faulty players that are under the control of an adversary.
Privacy assumes a passive adversary. A protocol is said to be \t-private" if, given any set of at
most t faulty processors, no passive adversary can learn anything more about the private inputs
of the honest players than is otherwise revealed by knowing the output of the computation and
knowing the private inputs of the faulty players. This can be formalized by considering whether
there is an algorithm, of the same computational power as the adversary, that, given only the
output and faulty players' inputs, can in some sense simulate anything achievable by the adversary
throughout and at the end of the protocol.
More precisely, we can say that a given coalition C learns no useful information when performing
a protocol to compute a function f , if the following holds: For every two input vectors ~s;~s0 such
that f (~s) = f (~s0 ) and such that ~sC = ~s0C , the distributions of messages exchanged between C and
C are computationally indistinguishable, where the distributions are over the random tapes of C .
Resilience assumes an active adversary. A protocol is said to be \t-resilient" if no active adversary, with at most t faulty processors under its control, can (1) learn anything more about
the private inputs of the honest players than is otherwise revealed by knowing the output of the
computation and knowing the private inputs of the faulty players; or (2) prevent any honest player
from having the correct result on its output tape at the end of the protocol.
1 A fast probabilistic protocol for Byzantine Agreement in a network of private channels is due to Feldman and
Micali [70]; this is closer to the model that we consider in this paper.
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Note that the notion of \correct result" in the de nition of t-resiliency is not straightforward.
Certainly the adversary could have one or more faulty players behave as though they held a di erent
input than they actually did, while otherwise being in perfect accordance with the protocol. This
behavior cannot be protected against by the honest players. What can be said is that if each player
initially commits to an input (e.g., using a veri able secret sharing scheme) then the honest players
must learn the value of the function at those committed inputs; cheating players who fail to commit
are eliminated from the computation. In addition to maintaining privacy, initial commitment also
guarantees \independence of inputs," i.e., the faulty players' inputs cannot be related in any way
to the honest players' inputs. For example, the margin of victory of a secret-ballot election could
be in uenced by announcing votes as they were made.2
Notice also that under certain conditions a protocol that requires a broadcast channel is equivalent to a protocol that requires only a network of private channels. Obviously, if the adversary
is passive, then each broadcast can be simulated by sending the same message privately to each
player. More interestingly, if the adversary is active, then each broadcast can also be simulated on
a private network if there are suciently few faulty players. Using Byzantine Agreement [103] [70],
a t-resilient protocol that requires a broadcast channel can be converted into a t-resilient protocol
that needs only a network of private channels, whenever n > 3t.

2.2.4 Unifying Protocol Models

Rather than proving the above properties directly and individually, one may try to somehow capture
all of the \good" properties of a secure protocol in one crisp de nition. This is an important
endeavor, since it can lead to formal proofs of properties we would require of general protocols
(although that level of formality is beyond the scope of our overview). In this subsection, two
proposals for such a de nition are described. A third proposed de nition, due to Goldwasser and
Levin [84], will not be discussed.
One proposal to put this area on a more formal foundation is due to Beaver [11]. He de nes the
idea of an \interface" to allow an adversary for one protocol to attack a second protocol; an interface
is a Turing Machine that sends messages to the adversary and sends how-to-corrupt instructions to
the second protocol. Two protocols can then be de ned to be equally resilient if there is an interface
such that the output distribution of the rst protocol with any adversary is indistinguishable from
the output distribution of the second protocol with the same adversary through an interface. The
output distribution covers both the information that is available to the adversary at the end of
the protocol and the in uence that the adversary can have on the nal state of the players of the
protocol. A similar de nition of equally private protocols can be given.
Given these notions of relative resilience (privacy), a protocol can be de ned to be resilient
(private) if it and an \ideal" protocol are equally resilient (private). Here an ideal protocol is a
protocol that can make use of additional trusted parties that no adversary can in uence. Among
the strengths of this de nition is that it provides a single unifying security measure, and that it
facilitates modularity in both protocol design and proof of security.
Another proposed formalization, due to Micali and Rogaway [113], builds on the successful
de nition of the zero-knowledge property for interactive proof systems. They de ne a \simulator"
for a protocol, which can interact with an adversary in place of the network of processors. In
2 This is one reason why exit poll data is not released until after all polls close nationwide on Election Day.
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addition to reading all private tapes of the adversary at all times, the simulator can access certain
limited information about the private inputs by querying a certain oracle. The oracle only allows
queries about private inputs and computed outputs that are consistent with the power of the
adversary. For example, if an active adversary can dynamically corrupt up to t players, then t
input queries and one output query can be made by the simulator. The single output query must
be made at inputs that agree with the real private inputs everywhere except possibly on those
components about which input queries have been made. Furthermore, that query must use values
for the queried components that are a function only of the adversary's current history (e.g., not a
function of the simulator's coin ips).
There are two ensembles of distributions of interest. One is the view of an adversary attacking
the protocol, which includes the tape contents of and messages to all corrupted players. The second
is the simulated view, which includes only the output of the simulator after interacting with the
adversary. A protocol is resilient if, for any adversary, there exists a simulator such that these two
ensembles are indistinguishable.

2.3 Two-Party Cryptographic Secure Distributed Computation
2.3.1 Main Ideas

In this subsection, we present two-party computation protocols whose security rely on cryptographic
assumptions. There are two types of protocols, both of which work from the circuit representation
of the computed function. The rst type has two largely non-interactive subprotocols; one player
\scrambles" the circuit in some manner, then they interact, and then the second player \evaluates"
the scrambled circuit. The second type is an interactive gate-by-gate evaluation of the circuit for
encrypted inputs.
Note that secure two-party computation is not possible in general without some complexity
assumption. As a simple example, Ben-Or, Goldwasser, and Wigderson [22] show that there cannot
be an information-theoretically secure two-party protocol for computing the OR of two input bits.
There are other impossibility results for unconditional two-party computation that are covered in
Section 2.6.
The rst results in two-party secure computation are due to Yao [139]. He was interested
in a setting in which both parties behaved honestly, but wished to maintain the secrecy of their
inputs (\1-privacy" as de ned in Section 2.2.3). One of the problems he considered was called
the \Millionaires' Problem." Two millionaires wish to know who is richer, without revealing any
other information about each other's net worth. One of the solutions proposed for this problem
depends on the existence of a public-key cryptosystem; two others were mentioned that relied
on commutative one-way functions and probabilistic encryption respectively. Other applications
mentioned included secret-ballot elections and private database queries. In this same paper, Yao
indicated without details that any 2-ary function f (x; y ) could be computed privately by two players
assuming the hardness of factoring.

2.3.2 Protocols

The rst general two-party secure computation protocol result is due to Yao [140], who considers a
task that is somewhat more general than the computation problem described in Section 2.2. Instead
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of computing a deterministic function, an \interactive computational problem" has inputs and
outputs that are distributed according to given probability distributions. This reduces to function
evaluation when, for each pair of inputs, there is only one element of the output distribution with
non-zero probability. Assuming the intractability of factoring, Yao shows that every two-party
interactive computational problem has a private protocol.
Goldreich, Micali, and Wigderson [82] show how to weaken the intractability assumption from
factoring to the existence of any trapdoor permutation. In fact, their protocol solves the following
slightly di erent, but equivalent, problem of \combined oblivious transfer." There are two parties
A and B, with private input bits a and b respectively. At the end of the protocol, A is to receive
the value f (a; b) without learning anything further about B 's input bit b. Meanwhile, B is to learn
nothing at all about A's input bit a.
We sketch this protocol for combined oblivious transfer. Assume that E (M; r) is a probabilistic
encryption function for the message M and the random key r, such that M is easily recovered from
E (M; r) and r. Suppose that the circuit C for the function f (x; y) consists of gates g1;    ; gm,
where each gi is either a binary AND gate or a unary NOT gate. Assume that the nal output of
the circuit is the output of the gate gm . For simplicity of notation, consider the inputs x and y to
be 0-ary gates gx and gy . Let the encryption function E take as input an s-bit message string m
and an s-bit random string r (for some security parameter s). As usual, \" denotes either the
exclusive-or of two bits or the bitwise exclusive-or of two binary strings.
The players proceed as follows, with a \circuit construction" phase by B and then a \circuit
evaluation" phase by A:
1. B chooses random s-bit strings r1; r10 ;    ; rm; rm0 ; rx; rx0 ; ry ; ry0 .
2. B chooses random bijections 1 ;    ; m; x; y such that i maps fri; ri0 g to f0; 1g.
3. For each AND gate gi , B constructs the set Si as follows:
Find the gate gleft whose output feeds into the left input of gi.
Find the gate gright whose output feeds into the right input of gi .
Choose random s-bit messages mi1 ; mi2; mi3; mi4.
Compute the related values m0i1 ;    ; m0i4 as follows:
i. m0i1 = mi1  i ?1 (left (rleft) ^ right (rright))
0 ) ^ right (rright))
ii. m0i2 = mi2  i ?1 (left (rleft
0 ))
iii. m0i3 = mi3  i ?1 (left (rleft) ^ right (rright
0 ) ^ right (r0 ))
iv. m0i4 = mi4  i ?1 (left (rleft
right
(e) Construct the pairs p1; p2; p3; p4 as follows:
i. p1 =< E (mi1; rleft); E (m0i1; rright) >
0 ); E (m0 ; rright) >
ii. p2 =< E (mi2; rleft
i2
0
0 )>
iii. p3 =< E (mi3; rleft); E (mi3; rright
0
0
0
iv. p4 =< E (mi4; rleft); E (mi4; rright) >
(f) Let Si be some random permutation of the set fp1; p2; p3; p4g.

(a)
(b)
(c)
(d)
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4. For each NOT gate gi , construct the set Si as follows:
(a) Find the gate gonly whose output feeds into the input of gi .
(b) Let Si be some random permutation of the set
0 )); r0 )g.
fE (i?1 (1  only (ronly )); ronly); E (i?1(1  only (ronly
only
5. B ! A: S1 ; S2;    ; Sm ; ?y 1(b); m = f< rm ; m(rm ) >; < rm0 ; m (rm0 ) >g.
6. B ! A: ?x 1 (a) via 1-2-OT (i.e., B o ers a choice of ?x 1 (0) and ?x 1 (1), and A chooses to
receive the rst if a = 0 and the second if a = 1.
7. Player A now proceeds to evaluate the \circuit," as given by the received sets S1;    ; Sm.
Originally label all of the AND and NOT gates g1; g2;    ; gm as \unmarked." At the start
of this phase, A is said to \know" the values ?x 1 (a) and ?y 1 (b) received in steps 5 and 6.
While there remains an unmarked gate, do the following:
(a) If there is an unmarked NOT gate gi such that its input wire connects to the output
wire of gate gonly , and such that player A \knows" one of the elements in the domain
of only , then A can decrypt exactly one of the elements of Si . Speci cally, A can nd
D(E (?i 1(1  only (ronly )); ronly); ronly ) = ?i 1 (1  only (ronly )) if A \knows" ronly in the
0 )) if A \knows" r0 . This
domain of only ; and A can similarly nd ?i 1 (1  only (ronly
only
decrypted value, an element in the domain of i , is now said to be \known" by A. Mark
the gate gi .
(b) If there is an unmarked AND gate gi such that its left input wire connects to the output
wire of gate gleft and its right input wire connects to the output wire of gate gright,
and such that player A knows one of the elements in the domain of left and one of the
elements in the domain of right , then A can decrypt both elements of exactly one pair
0
of Si . For example, if A \knows" rleft in the domain of left and rright
in the domain of
0 ); r0 ) =
right , then A can compute D(E (mi3; rleft); rleft) = mi3 and D(E (m0i3; rright
right
m0i3. The bitwise exclusive-or of the decrypted values is one of the elements in the domain
0 )). This element in the domain of
of i , e.g., mi3  m0i3 = ?i 1 (left(rleft) ^ right (rright
i is now said to be \known" by A. Mark the gate gi.
8. At this point, A \knows" one of the elements r in the domain frm ; rm0 g of m , where gm is
the nal output gate. The nal output C (a; b) is taken to be m (r).
It is straightforward to show that, if B performs the construction correctly, then A can mark
all of the gates. Furthermore, the nal value m (r) can be shown to be the correct value of the
circuit C (a; b), as follows. Each occurence of step 7a maintains the following invariant property: If
 at the start, and \knows" the element r at the end, then i (r) =
A \knows" the element ronly
i
i

1  only (ronly ). Each occurence of step 7b maintains the following invariant property: If A \knows"
 and r at the start, and \knows" the element r at the end, then left(r ) ^
the elements rleft
i
left
 ) = i (r). right

right (rright
i Thus, in both cases, i (ri ) is the value computed by the gate gi . At the
end A knows rm , and, since A received m in step 5, A can compute m (rm ) = C (a; b), the value
of the output of C .
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It can also be shown that A learns no additional useful information about B 's input. For
example, in step 7b, A can decrypt single elements from some of the pairs p1 ;    ; p4, but can only
decrypt both values from a single pair. Since the mij values are random, a single element from a
pair yields no useful information.
Note that trapdoor permutations are needed in this protocol to implement 1-2-OT (via a construction due to Even, Goldreich, and Lempel [65]).
Galil, Haber, and Yung [78] show how to reduce further the complexity assumption from trapdoor permutation to one-way function plus Oblivious Transfer. As before, one player is the \circuit"
constructor, and the other is the \circuit" evaluator. The constructed circuit consists of a number
of \gates," each of which enables a single decryption key (output) to be recovered from the knowledge of two decryption keys (inputs). The input decryption keys serve as seeds for a pseudorandom
number generator (which can be based on any one-way function [92] [88]) that returns the output
decryption key (yet another seed for the generator).
Kilian [96] shows how to base oblivious circuit evaluation solely on Oblivious Transfer as a
primitive (black-box reduction). In Section 2.2.2, we showed Crepeau's bit commitment scheme
based on Oblivious Transfer [54]. At the heart of Kilian's construction is a method for extending
this commitment scheme so that any NP statement can be proven about committed bits in a zeroknowledge fashion (i.e., without revealing anything further about the committed bits). The circuit
evaluation protocol takes advantage of the equivalence (shown by Barrington [7]) of NC 1 functions
and width 5 permutation branching programs. Instead of scrambling a circuit, the appropriate
permutation programs are randomized in a simple and straightforward manner; this leads to a
constant-round evaluation protocol when the underlying function is in NC 1. Any polynomial-sized
circuit can then be evaluated by considering it to be a cascade of NC 1 subcircuits (and being
careful to enforce consistency between inputs and outputs of connected subcircuits).
Unlike the previous protocols, a protocol due to Chaum, Damgard, and Van de Graaf [42] for
two-party secure computation has both parties contribute to the scrambling of the circuit. This
protocol requires a bit commitment scheme with additional nice properties: \blinding" (i.e., the
recipient of a committed bit can compute a commitment of any bit xored with the committed bit),
and \comparability" (i.e., the recipient of two committed bits can be convinced by the committer
that they are equal). Chaum, Damgard, and Van de Graaf show how to achieve such an enhanced
bit commitment scheme based on any one of several number-theoretic problems: Quadratic residue,
discrete log, or Jacobi symbol (even though the Jacobi symbol can be eciently computed). For
example, a strong bit commitment scheme with blinding and comparability can be based on the
discrete log under the DLA. A bit b is unconditionally hidden as ab g r mod p for prime p, generator
g of Zp , xed a 2 Zp, random r 2 Zp  (i.e., even if discrete log is easy, b cannot be guessed from
ab gr mod
p without guessing r). It is then conditionally unforgeable: nding a random r0 such that
0
1
?
b
r
a g = ab g r mod p is equivalent to nding
the discrete log of a. To blind a commitment x with
0 r0
0
b
a known bit b , the recipient computes a g x mod p for random r0. To compare commitments x
and y , the committer reveals the discrete log of a?1 xy if x 6= y , and reveals the discrete log of x?1 y
if x = y .
The discussion of the protocol itself is deferred to the section on multi-party cryptographic
computation, since the same general protocol can handle any number of players.
Abadi and Feigenbaum [2] present a two-party computation protocol that is similar to the
protocol of Chaum, Damgard, and Van de Graaf. This protocol is described using the idea of
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instance hiding from an oracle, which was discussed in Section 2.1.7. The protocol allows one
player to keep a circuit hidden unconditionally (except for the number of AND gates), while the
other player can hide the input to the circuit conditionally (i.e., under the QRA). Since circuit
can become data (i.e., as a description to be input into a universal circuit), and since data can
become circuit (i.e., hardwired into a universal circuit), the same protocol can provide unconditional
security for data with conditional security for the circuit.
Let Ek (x) denote the encryption of x using the probabilistic encryption scheme based on
quadratic residuosity described in Section 2.1.3: Ek (x) is a random square modulo k if x is 0,
and a random nonsquare otherwise. Dk is the corresponding decryption function, which is hard
(under the QRA) unless the factorization of k is known.
Let A be the circuit hider, and let B be the data encrypter. Suppose that the circuit C ,
consisting of some number of binary AND gates and unary NOT gates, is known to player A, and
that the input data x1; x2;    ; xm is known to player B . The players proceed as follows:
1.
2.
3.
4.

B chooses k = pq, where p and q are secret primes congruent to 3 mod 4.
B encrypts each bit xi as yi = Ek (xi ).
B ! A : y 1 ; y2 ;    ; y m .
While there still remains some gate gi such that A knows the encryption of all inputs but
does not know the encryption of the output, do the following:

(a) If gi is a NOT gate with encrypted input y , then A nds the encryption of the output
to be ?y (since ?Ek (b) = Ek (1 ? b) always for k of this form).
(b) If gi is an AND gate with left encrypted input y1 and right encrypted input y2 , then A
nds the encryption of the output interactively, as follows:
i. A chooses random elements r1; r2 and random bits b1; b2 and computes
y10 = (?1)b1 r12 y1 and y20 = (?1)b2 r22 y2 .
ii. A ! B : y10 ; y20
iii. B computes b01 = Dk (y10 ) and b02 = Dk (y20 )
iv. B ! A : z00 = Ek (b01 ^ b02), z01 = Ek (b01 ^ (1  b02)),
z10 = Ek ((1  b01) ^ b02), z11 = Ek ((1  b01) ^ (1  b02 ))
v. A determines the encryption of the output of the gate to be zb1 ;b2 .
At this point, A holds the encryption z of the output of the entire circuit. The protocol can
end to give the output exclusively to either player, as follows:
5. To give the output exclusively to player B , do the following:
(a) A chooses a random r.
(b) A ! B : z 0 = r2z
(c) B nds the output to be Dk (z 0 )
6. To give the output exclusively to player A, do the following:
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(a)
(b)
(c)
(d)

A chooses a random r and a random bit b.
A ! B : z 0 = (?1)br2 z
B ! A : c0 = Dk (z0 )
A nds the output to be c0  b.

If both parties follow the protocol, then exactly one of them ends with the output of the circuit.
Privacy is maintained due to the QRA and the random self-reducibility property of quadratic
residues and nonresidues. Since each AND gate must be evaluated interactively, the data encrypter
B learns the number of AND gates in the circuit.
It is interesting to consider the e ect of an active adversary on the two protocols described in
detail in this subsection. For the protocol of Abadi and Feigenbaum, if the circuit hider is to receive
the output, then malicious behavior could be costly. At the nal stage, when the output is to be
decrypted, the circuit hider could substitute any encrypted bit of interest (multiplied by a random
square); for example, the circuit hider could choose to learn one of the input bits instead of the
output bit. By contrast, the protocol of Goldreich, Micali, and Wigderson cannot be exploited in
this way by an active adversary (unless the 1-2-OT cannot withstand an active attack), since there
is virtually no interaction between the two players. Of course, a cheating player in either protocol
can cause the other player to receive the incorrect output without detecting that misbehavior has
occurred.

2.4 Multi-Party Cryptographic Secure Computation
2.4.1 Main Ideas

In the preceding subsection, several protocols were described for securely computing any two-input
function to which each of two players held one of the inputs, given some \reasonable" intractability
assumption. Does this generalize to more than two players?
One tempting approach would be to reduce an n-input function to a series of 2-input functions,
e.g., reduce n-ary addition into the pairwise computation of n ? 1 partial sums. This computes the
correct answer, but it risks leaking information to players involved in computing the intermediate
results.
In fact, general protocols for conditional (i.e., cryptographic) multi-party computation have
been found. Moreover, some of the solutions do rely on reducing the computation to a series of
two-party computations, but in a more sophisticated manner.
All of the protocols described in this subsection follow the three-stage paradigm introduced
by Goldreich, Micali, and Wigderson [82]: an input sharing stage, a computation stage, and an
output reconstruction stage. The idea is that computation is performed on shares of private inputs,
ultimately producing shares of the nal answer. These shares are combined in the third stage to
reveal only the output to all of the players.
Another technique that is used by several of the protocols is to do \second-order" sharing, i.e.,
sharing of shares. This idea was rst exploited by Galil, Haber, and Yung [78], and is useful for
allowing players to prove to one another that their actions are consistent and correct, as well as for
enhancing fault tolerance.
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Channel:
broadcast only
Adversary:
t passive, t < n
Security:
trapdoor function
bit complexity:
O(n2C )
round complexity:
O(n2D).
Table 2.1: Summary of Goldreich, Micali, and Wigderson 1987 (passive adversary)
Some protocols (beginning with the results of Goldreich, Micali, and Wigderson [82]) that
protect against an active adversary use zero-knowledge proofs in the course of the computation.
As described in an earlier section, every language in NP has a zero-knowledge proof system. Such
a proof system allows anyone to demonstrate membership in the language without leaking any
additional information. Consider the set of all legal messages that can be sent at a given moment
in the course of a protocol. As this is a language in NP, the actual message sent can be followed by
a zero-knowledge proof of membership [81]. This \validates" the message without compromising
security. In fact, a zero-knowledge proof of knowledge of membership suces to validate each
message in the protocol.
This subsection is divided into three further subsubsections. The rst describes multi-party
computation in the presence of a passive (\gossiping only") adversary. The second considers multiparty computation when the adversary is active, and presents new protocols for this problem as well
as modi cations of passive-adversary protocols. The third gives multi-party computation protocols
that achieve \fairness," a condition which limits the advantage that can be gained by the adversary
if faulty players quit the protocol before completion.
In this subsection and the next, some of the protocols that are discussed are accompanied by
a table summarizing their basic properties. Each table gives the channel assumptions, the type of
adversary that can be tolerated, the security conditions, the probability of error (when relevant),
the bit complexity of communication, and the round complexity of communication. In these tables,
the number of players in the protocol is denoted by n, the size of a circuit is denoted by C , the
depth of a circuit is denoted by D, and BZ (k) and RZ (k) denote the bit complexity and round
complexity of a message validation via zero-knowledge proof (with security parameter k).

2.4.2 Multi-Party Cryptographic Protocols versus Passive Adversaries

A two-party protocol for any two-input computation, due to Goldreich, Micali, and Wigderson [82],
was presented in Section 2.3.2. That protocol assumed only the existence of any trapdoor function.
In the same paper, multi-party computation is reduced to a succession of two-input computations,
in such a way that privacy is maintained.
Using a technique due to Barrington [7], the depth D circuit to be computed can be represented
as a straight-line program, of length at most 4D , whose inputs are permutations in S5 (the 120
possible permutations on ve distinct elements). Each player can then privately convert his input
into a single corresponding permutation. The computation reduces to nding the composition of a
string of private and public permutations.
In the rst stage of the protocol, each player shares its permutation with all of the players. A
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Channel:
broadcast only
Adversary:
t passive, t < n
Security:
one-way function plus Oblivious Transfer
bit complexity:
O(n2C )
round complexity:
O(D)
Table 2.2: Summary of Galil, Haber, and Yung 1987
permutation  is shared by giving a new permutation i to each player i, where 1 ;    ; n is an
otherwise random collection of permutations whose composition is 1      n =  .
In the second stage of the protocol, the straight-line program is performed, from left to right,
on the shares of the inputs. As the computation proceeds, each player will hold a share of the
partial result obtained thus far.
Composition with a public permutation is immediate. If the straight-line program calls for
composing a given permutation  with a public permutation  to get    , then the rst player
replaces its share 1 of  with the the composition   1 .
The composition of two permutations is more dicult. It is not enough for each player to
take the composition of its two shares, because of the non-commutativity of composition, i.e.,
   0 = (1      n)  (10      n0 ) 6= (1  10 )      (n  n0 ). The composition of two
permutations reduces to the composition of 2n share permutations, but each player's shares are
initially \too far apart."
The nice solution is to perform a series of \swaps" of neighboring share permutations. A \swap"
is a two-party protocol that inputs two permutations  and  , and outputs two otherwise random
permutations 0 and  0 such that    =  0  0 . Since this is a well-de ned two-input random
function, a two-party secure computation protocol for swapping can be implemented (using the
general techniques from Section 2.3). This protocol should give only one of the two outputs to each
player: 0 is given only to the player who input , while  0 is given only to the player who input  . If
the swaps are performed purposefully, then one player's two shares are \closer" together after each
swap; each player privately nds the composition of its two shares whenever those shares become
adjacent. A total of O(n2 ) swaps are necessary to maneuver each player's shares into adjacent
locations.
It is shown in the paper by Galil, Haber, and Yung [78] how to reduce the intractability assumption from the existence of trapdoor functions to the existence of one-way functions and a
subprotocol for Oblivious Transfer. They also show (in joint work with Micali) how to perform
private multi-party computation of boolean functino directly, instead of working with straight-line
programs and permutations.
In the rst stage, each player shares its input bit by giving each other player a one-bit share.
The shares are chosen so that their xor yields the input bit, and so that they are otherwise random.
Public-key cryptography is used to transmit shares to players. In the second stage, the function is
computed by evaluating its corresponding circuit using only the shares of the private inputs. When
the evaluation reaches any intermediate wire, each player has a share of the proper value at that
wire (for the given circuit and secret inputs). It suces to show how to evaluate a NOT gate and
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an AND gate.
Negation is immediate. A NOT gate is evaluated by having one player (e.g., the last player)
take the complement of its share of the input to the gate.
Conjunction is more dicult. There is no private computation that players can perform on
only their own shares of the two inputs to yield a proper share of the output. However, as with the
previous protocol, there is a two-player protocol which may be repeatedly performed by pairs of
players to help compute the nal shares (using the general techniques from Section 2.3). Moreover,
this two-player protocol is quite simple. One player inputs bits x and y , the second player inputs
bit z , and the second player receives the output bit f ((x; y ); z ) = x  (y ^ z ).
Why does this two-party protocol suce? Suppose that a ^ b is to be computed, where each
player i holds the xor shares ai and bi of a and b. Let ri1;    rin be random bits created by player i.
Then, for all i 6= j , players i and j perform the two-player protocol twice: once to give player j the
value f ((rij ; ai); bj ) = rij  (ai ^ bj ), and once to give player i the value f ((rji; bj ); ai) = rji  (bj ^ ai ).
Furthermore, note that these n(n ? 1) two-party protocols can all be performed in parallel,
unlike the permutation-swappings of the previous protocol. After performing these n(n ? 1) twoparty protocols, each player can assemble a share of a ^ b by taking the xor of 2n ? 1 values available
to it: all n ? 1 of its received outputs, together will all n ? 1 of its own random bits, together with
the conjunction (ai ^ bi). Simple (boolean) algebra will verify that this gives each player an xor
share of a ^ b.
In each of the two preceding multi-party cryptographic protocols, a simpler two-party protocol
was repeated many times: permutation \swapping" for [82] \and-xoring," i.e., f ((x; y ); z ) = x 
(y ^ z ) for [78]. In each case, a general protocol for two-party secure computation was then invoked
to establish that the complete multi-party protocol was possible.
Goldreich and Vainish [83] observe that general two-party secure computation is unnecessary
for these two speci c cases. Assuming a protocol for Oblivious Transfer, special-purpose private
protocols can achieve the necessary aims directly. For and-xoring, the rst player can create two
secrets s0 = x  (y ^ 0) = x and s1 = x  (y ^ 1) = x  y . Then the second player can choose
the appropriate secret sz by 1-2-OT. For permutation swapping, the rst player begins with  and
the second player with  . The rst player can create a random permutation 0 for itself, and 120
permutations of the form  0 =     0?1 for each possible  held by the second player. Oblivious
Transfer (modi ed to be \1-120-OT") can give the second player the appropriate  0.
In that same paper, Goldreich and Vainish present alternative implementations of both of these
two-party functions which are secure against an adversary whose strength is slightly greater than
that of a passive adversary. A \value-preserving" adversary may deviate from the protocol in any
manner which does not a ect the output of the computation. Protocols for both \and-xoring" and
\permutation swapping" are given, and shown to be secure against a value-preserving adversary
(under the QRA).

2.4.3 Multi-Party Cryptographic Protocols versus Active Adversaries

As described in Section 2.2.1, an active adversary can cause faulty players to deviate from a protocol
arbitrarily. If a protocol is to be secure against such an adversary, then the honest players should
be able to detect when deviations occur and to take corrective action. Often, the action to be taken
is to kick out the o ending players and continue the protocol somehow in their absence.
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Channel:
broadcast only
Adversary:
t active, t < n=2
Security:
trapdoor function
Error Prob:
O(2?k )
bit complexity:
O(BZ (k)n2C )
round complexity: O(RZ (k)n2D)
Table 2.3: Summary of Goldreich, Micali, and Wigderson 1987 (active adversary)
Goldreich, Micali, and Wigderson [82] show how to modify their multi-party private protocol
to achieve a multi-party resilient protocol.
In the rst stage of the protocol, each player commits to its secret input and to the random bits
(generated by the community of players) that it will use during the computation phase. A veri able
secret sharing scheme is used to share the input with all players, and a coin- ipping scheme is used
to generate random bits in a way that is reconstructible by the remaining players. After these
commitments, any player can be fully \exposed" by the remaining community of honest players.
In the second stage, each message that is sent in the protocol is validated via zero-knowledge
proof (as described in Section 2.1.5).
The protocol proceeds otherwise as in the passive adversary case. If any player is caught
cheating, then its private input and random tape are reconstructed by the community (Recall that
this is possible using the shares of the honest players). For the remainder of the protocol, any
messages this player would have sent can be simulated privately by each remaining player.
Notice that in this model the penalty for cheating is severe. Banishment with full exposure
is a reasonable response for a real cheater, but it may be a cruel and unusual reaction to an
honest mistake. For example, if an honest player's messages are delayed in transit (stop failure), or
otherwise due to some random distribution, then that player may nd itself outside of the protocol
with its secret input revealed to the community. In a kinder world, even a suspected cheater's
secret input would remain secret, and rehabilitation (i.e., reentry into an ongoing protocol) would
be possible.
Galil, Haber, and Yung [78] show how to modify the active adversary of Goldreich, Micali, and
Wigderson to achieve this kinder world. The key idea is to use secondary shares (shares of shares)
in the rst stage of the protocol. After receiving shares of all secret inputs and random bits, each
player veri ably shares all of these shares with the other players.
When a cheating player is discovered in stage two, then that player's secret input and random
bits are not exposed. The primary shares held by that player are exposed, so that the remaining
players can adjust their shares accordingly. However, whenever a message is needed from the
cheating player, the other players compute it, in a secure distributed manner, from the shares they
were given in stage one of the cheating player's input and random bits (thus \bootstrapping" secure
computation to improve itself). Not only is the private input kept private, but a simple procedure
allows the cheating player to rejoin the protocol at any time. In the rejoin protocol, each player
splits each share in two. One is kept, and the other is given to the returning player to construct a
share of its own.
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Channel:
broadcast only
Adversary:
t active, t < n=2
Security:
discrete log for n ? 1, unconditional for 1
Error Prob:
O(2?s )
bit complexity:
poly(n; s; C )
round complexity:
O(ns + D)
Table 2.4: Summary of Chaum, Damgard, and Van de Graaf 1987
In Section 2.3.2, a two-party cryptographic protocol due to Chaum, Damgard, and Van de
Graaf [42] was mentioned in which both players contributed to the \scrambling" of the circuit
(truth table), and then both players evaluated the scrambled circuit at their private inputs. A more
general version of this protocol works for any number of players. In the general case, each of n
players contributes to the scrambling (i.e., each player takes a turn to further modify a \transform"
of the circuit), and then all n players evaluate the scrambled circuit. This direct approach di ers
from the other solutions in this subsection, all of which reduce each gate to a collection of O(n2)
two-party subprotocols. We present this protocol (modi ed for purposes of clarity) in some detail.
Recall from Section 2.3.2 that the method depends upon a bit commitment scheme with the
additional properties of \blinding" (xor modi cation of commitments) and \comparability" (proof
of equality of commitments).
To simplify the presentation, assume that the circuit consists of gates g1 ; g2;    ; gm, each of
which is either a binary AND gate or a unary NOT gate; in fact, the construction of Chaum et
al evaluates arbitrary gates directly. As a further simpli cation, assume that each player i holds
a single input bit xi ; the general construction can allow each player to hold any number of input
bits. Lastly, assume that each input xi is a 0-ary gate gxi with output xi , 1  i  n, and that the
output of the circuit is the output of the gate gm .
1. A \0-transform" is constructed for each gate g in the circuit. The transform of a gate is a
pair [S; C ] where C is a set of bit commitments, and where S is a set of tuples of bits and bit
commitments. They are constructed as follows:
(a) If g is a binary AND gate, then its 0-transform is [S; C ] where
S = f< 0; 0; 0; ; >; < 0; 1; 0; ; >; < 1; 0; 0; ; >; < 1; 1; 1; ; >g and C = ;.
(The rst three components of each tuple in S give the truth table for AND.)
(b) If g is a unary NOT gate, then its 0-transform is [S; C ] where
S = f< 0; 1; ; >; < 1; 0; ; >g and C = ;.
(The rst two components of each tuple in S give the truth table for NOT.)
(c) If g is a 0-ary input gate gxi , then its 0-transform is [S; C ] where S = ; and C = ;.
2. For i from 1 to n, the ith player is assumed to have the (i ? 1)-transform of each gate in the
circuit, and converts them into i-transforms as follows:
(a) Choose n + m random bits cx1 ;    ; cxn ; c1;    ; cm , one for each gate in the circuit (including 0-ary input gates).
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(b) For each gate g in the circuit, change the associated (i ? 1)-transform into an i-transform
for the same gate as follows:
i. If g = gxi is a 0-ary input gate, and the associated (i ? 1)-transform is [S; C ], then
create a bit commitment for cxi and append it to C .
ii. If g = gxj is a 0-ary input gate, j 6= i, then make no changes at all.
iii. If g = gl is a binary AND gate, then do the following:
A. Find the associated (i ? 1)-transform [S; C ] of gl , where
S = f< a11; a12; a13; R1 >;    ; < a41; a42; a43; R4 >g.
B. Find the gate gleft whose output wire connects to the left input wire of gl , and
replace each (i ? 1)-transform entry aj 1 with aj 1  cleft, 1  j  4.
C. Find the gate gright whose output wire connects to the right input wire of gl,
and replace each (i ? 1)-transform entry aj 2 with aj 2  cright , 1  j  4.
D. Replace each (i ? 1)-transform entry aj 3 with aj 3  cl , 1  j  4.
E. Create a bit commitment for cl and append it to C .
F. Choose 4i random bits rjk , 1  j  4, 1  k  i. Let rj = rj 1  rj 2      rji .
G. Replace each (i ? 1)-transform entry aj 3 with aj 3  rj , 1  j  4.
H. Modify the kth bit commitment in Rj so that it goes from being a commitment
of b to being a commitment of b  rjk , 1  j  4, 1  k < i. Notice that this
step relies on the blinding property of the bit commitment.
I. Create a bit commitment for rji and append it to Rj , 1  j  4.
J. Randomly permute the elements of S .
iv. If g = gl is a unary NOT gate, then do the following:
A. Find the associated (i ? 1)-transform [S; C ] of gl , where
S = f< a11; a12; R1 >; < a21 ; a22; R2 >g.
B. Find the gate gonly whose output wire connects to the only input wire of gl, and
replace each (i ? 1)-transform entry aj 1 with aj 1  conly , 1  j  2.
C. Replace each (i ? 1)-transform entry aj 2 with aj 2  cl , 1  j  2.
D. Create a bit commitment for cl and append it to C .
E. Choose 2i random bits rjk , 1  j  2, 1  k  i. Let rj = rj 1  rj 2      rji .
F. Replace each (i ? 1)-transform entry aj 2 with aj 2  rj , 1  j  2.
G. Modify the kth bit commitment in Rj so that it goes from being a commitment
of b to being a commitment of b  rjk , 1  j  2, 1  k < i. Notice that this
step relies on the blinding property of the bit commitment.
H. Create a bit commitment for rji and append it to Rj , 1  j  2.
I. Randomly permute the elements of S .
v. Player i uses a cut-and-choose zero-knowledge proof procedure to convince the other
players that the i-transforms were created from the (i ? 1)-transforms correctly. This
requires that the player create other legal i-transforms of the same truth table, and
then respond to challenges by other players. In response to a challenge, one of the
other i-transforms is either opened (i.e., all bit commitments revealed), or compared
with the rst i-transform (i.e., to show that either both are valid or both are invalid).
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The comparison challenge is possible because of the \comparability" property of the
bit commitment scheme. The details of this proof procedure are omitted.
At this point, the n-transforms of all gates have been constructed by player n, and are
known to all players. The evaluation of the circuit at the players' input is as follows:
(c) Each player i announces its masked input bit xi  cxi .
(d) Mark every non-input gate g1 ;    ; gm \unevaluated."
(e) While some gate remains unevaluated, do the following:
i. Choose an unevaluated gate g all of whose inputs have been announced.
ii. If g is a binary AND gate [NOT gate], then do the following:
A. Let [S; C ] be the n-transform for g , where S = f< a11; a12; a13; R1 >;    ;
< a41; a42; a43; R4 >g [S = f< a11; a12; R1 >; < a21; a22; R2 >g].
B. Find the unique k, 1  k  4 [1  k  2], such that ak1 and ak2 match [ak1
matches] the announced inputs [input] of g .
C. Open all bit commitments in Rk
D. Announce the output of the gate to be the exclusive-or of ak3 [ak2 ] and all
committed bits in Rk .
iii. At this point, the output of gate gm has been announced. Let [S; C ] be the associated
n-transform of gm.
iv. Open all bit commitments in C .
v. The output of the circuit is taken to be the exclusive-or of the announced output of
gm and all committed bits in C .
One interesting bene t of this protocol is that, if the bit commitment scheme unconditionally
hides the committed bit (e.g., the discrete-log implementation described in Section 2.3.2), then
one player's inputs are unconditionally secure, even against active cheating by the other n ? 1
players. This property suggests that computation that hides all inputs unconditionally might be
possible, a suggestion which Section 2.5 con rms. This property can also be used in a clever way
to achieve a \hybrid" computation protocol [40], which protects both unconditionally (against a
faulty minority) and cryptographically (against any faulty subset). The details of this hybrid are
given in Section 2.5 as well.

2.4.4 Fairness in Cryptographic Multi-Party Protocols

The protocols described in this paper have thus far focused on the need to protect the secrecy of
inputs while guaranteeing the correctness of the output. A di erent security property of interest
is how to guarantee that interrupting a protocol confers no special advantage to any parties. This
property is called \fairness."
The problem of \contract signing," allowing two parties to agree on a contract in a mutually
committed fashion, predates and is related to the fairness problem; protocols for contract signing
were given by Blum [26]. Fairness itself was originally considered for the basic problem of secret
key exchange. If each of two players conveys a secret to the other, then one player can quit the
protocol at any moment to advantage if at that moment it has received \more" than it has sent.
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Blum introduced the problem [28], and gave an incorrect solution (generalized and corrected by
Yao [139]) when the secrets were factorizations of large composite numbers. Each player takes turns
revealing one bit of one prime factor, while proving that the bit is valid; being one bit \ahead" is
of negligible advantage to a player who halts the protocol prematurely.
When the secrets are single bits, then no deterministic algorithms are known. A probabilistic
solution was found by Luby, Micali, and Racko [107]: alternating ips of slightly biased coins
gradually yield statistical information about the values of the secrets, and quitting leaves one
player with the negligible advantage of knowing the outcome of at most one additional coin- ip.
Vazirani and Vazirani [137] investigated a similar but somewhat weaker notion of exchanging a
secret for a valid receipt.
Yao [140] rst de ned fairness for two-party computation protocols for boolean functions. Informally, a two-party protocol is fair if neither player can violate the protocol in such a way that
the violator learns the output while the other player is unable to learn it. Galil, Haber, and Yung
[78] extend the notion of fairness to multi-party computation, where it is called \synchrony." Suppose that there are n players and that there is an active adversary. The adversary has a certain
advantage if it can halt the protocol at some moment when it has a computational advantage over
the honest players at determining the output. If the adversary never can have such an advantage,
then the protocol is said to be synchronous. Computational advantage can be de ned to be an
increased probability of successfully distinguishing the actual output from a possible output.
Galil, Haber, and Yung describe a means (similar to Blum [28], and following Yao [140]) for
adding synchrony to a multi-party computation protocol, assuming that trapdoor functions exist.
The n players jointly create a trapdoor key. Instead of performing a secure distributed computation
of the actual function, the players securely compute the encryption of the output of the function
using the trapdoor key. At this point, the players engage in a protocol to reveal the trapdoor key
one bit at a time.
If the protocol is halted before the encryption of the output is found, then the adversary
clearly has no advantage. If the protocol is halted during the gradual revelation of the key, then
the adversary has only a negligible advantage of one bit over the honest players. This assumes,
however, that the adversary and the honest players have equivalent computing power; otherwise,
the adversary could halt when only it had enough bits of the trapdoor key to determine the result
(e.g., by exhaustive search of all completions of the key).
Beaver and Goldwasser [15] present a di erent way of achieving fairness for boolean functions
(similar to Luby et al. [107]), under the assumption that an Oblivious Transfer protocol exists
(together with a network of private channels). It also does not rely on the computational equivalence
of the adversary and the honest players. Instead of gradually revealing an encryption key that hides
the output, what is gradually revealed is a series of values slightly biased toward the output.
The idea is to reveal a series of values, one at a time, which are related to the actual output.
Each revealed value is the xor of the actual output and a random bit that is biased toward zero
slightly (i.e., with inverse exponential advantage). The actual output can be inferred, with high
probability, after seeing many such values. If the honest players quit after any detected violation,
then the adversary can learn at most one more revealed value; this gives the adversary a negligible
advantage for guessing the output. The protocols for creating the biased bits and for xoring the
output can all be performed in a secure distributed manner. The biased bits are created by a
coin- ipping protocol that relies on the existence of one-way functions; the existence of one-way
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Channel:
complete private network, plus broadcast
Adversary:
t active, t < n
Security:
2-party oblivious transfer (e.g., noisy channels)
1
Error Prob:
p(n) , for any poly p
bit complexity:
poly(C; n)
roundcomplexity:
O(D)
Table 2.5: Summary of Beaver and Goldwasser 1989
functions is known to follow from the feasibility of oblivious transfer [17].
Goldwasser and Levin [84] extend the gradual revelation technique from boolean values to
arbitrary values, again assuming only oblivious transfer. Representing the output as a boolean
string, the computation stage reveals the bitwise xor of the output with a jointly created random
mask. After this, the random mask is gradually revealed. This is done by gradually revealing,
through slightly biased coin ips, a number of linear dependencies on the bits of the output. At
the end of this process, each player learns enough linear dependencies to recover the output. Any
premature termination leaves the adversary with only a negligible chance to guess one additional
linear dependency.
Cleve [49] shows how to extend the secret exchange protocol of Luby et al. to allow for a
\controlled disclosure" of information. Rather than having each party's guess of the other's bit
merely converge to the correct result, the rate of convergence can also be speci ed. This can speed
up the round complexity of those fair multi-party protocols that rely on this technique for gradual
revelation.

2.5 Non-Cryptographic Secure Distributed Computation Protocols
2.5.1 Main Ideas

At rst glance, the idea of a secure non-cryptographic protocol for the distributed computation
of an arbitrary function seems paradoxical. How can the output of a function be computed by
players of unbounded computational power without leaking something, even in only an information
theoretical sense, about the private inputs? Indeed, the idea is paradoxical for arbitrary two-input
functions computed by two mutually suspicious players, as was previously indicated (e.g., for twoparty disjunction). Surprisingly, what is impossible in general for two players becomes possible when
there are many players, by substituting secret-sharing, private channels, and \sucient honesty"
for cryptography.
An early result in this area (demonstrating the di erence when more than two players participate) was due to Barany and Furedi [5], who give a 1-private non-cryptographic protocol for
an aspect of the multi-player \Mental Poker" problem, i.e., how to deal a deck of cards among
mutually untrustworthy players who can only communicate by sending messages. Their solution
involves all players choosing random permutations of the deck, and sending messages consisting of
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permutations applied to a player's currently held cards. If player p is to receive the next card, then
these messages result in all other players learning the mapping of their current holdings under a
permutation  known only to p. One of these other players can then select an unused element in
the range of  , and its inverse will be the card next dealt to p.
Most subsequent protocols for non-cryptographic secure computation, and all of the ones given
in this section, rely on the secret-sharing method due to Shamir [132]. This method was described in
Section 2.1.6: To \t-share" a secret s, give each player i a point ( i ; p( i)) for some predetermined
i 6= 0 (e.g., i = i), where p(x) is an otherwise random degree t polynomial whose constant term
is s. All non-cryptographic computation protocols described in this paper use this method in a
\three-stage paradigm" [82]. First, each player shares his secret input with all other players using
a Shamir polynomial. Second, all players perform some computation on these shares. Third, the
results of this computation are combined to nd the actual output.
Nice homomorphic properties of Shamir shares ( rst pointed out by Benaloh [18]) make stage
two possible: any linear combination of shares of secrets is itself a share of the linear combination
of secrets. For example, if p(x) and p0(x) are otherwise random degree t polynomials with constant
terms s and s0 , then p(x) + p0 (x) is an otherwise random degree t polynomial with constant term
s + s0. Moreover, if player i holds shares si = p( i) and s0i = p0 ( i), then si + s0i is his share of the
sum. The same can be shown for the product of a secret by a scalar.
A \close call" prevents stage two from being entirely non-interactive, i.e., the product of secret
shares is \almost" a share of the product of the secrets. If p(x) and p0 (x) are otherwise random
degree t polynomials with constant terms s and s0 , then p(x)p0(x) does have constant term ss0 , but
it is neither degree t (i.e., it is degree 2t) nor otherwise random (e.g., it cannot be irreducible). Both
of these aws are critical. The larger the degree of the share polynomial, the more players that are
needed to recover the secret, so it is essential that the degree not increase with each multiplication.
If the share polynomials are not fully random, then information about the secrets may be leaked
to fewer than t + 1 computationally unbounded agents.
One of the main trends of the non-cryptographic computation protocols described in this paper
follow from this \close call." Computation in Stage 2 proceeds directly on shares of secrets, with
occasional interaction to \clean up" shares after multiplication.
Another main trend arises from this rst one when the adversary is active. If interaction is
required for multiplications, then how can the honest players protect themselves against misleading
interaction coordinated by an active adversary? The solutions to this problem depend on the level
of resilience that is required. If fewer than one-third of the players are faulty, then error-correcting
codes can be exploited [22]. For greater resilience, new techniques of veri able secret sharing [127]
can be used. These new techniques can require more interaction among players, even for linear
operations.
In this subsection, we will survey some of the non-cryptographic secure distributed computation
protocols that have been developed. As in the previous section, some protocols are accompanied by
a table that summarizes important features. In these tables, the number of players in the protocol
is denoted by n, the size of a circuit is denoted by C , and the depth of a circuit is denoted by D.
All protocols in this section provide computation over a nite eld (usually GF (p) for some prime
p, occasionally GF (2k ), and rarely GF (pk ) for some prime p 6= 2); we assume that it takes log jF j
bits to communicate an element of the nite eld F .
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Channel:
complete private network
Adversary:
t passive, t < n=2
Security:
unconditional
bit complexity:
O(n2C log jF j)
round complexity:
O(D)
Table 2.6: Summary of Ben-Or, Goldwasser, and Wigderson 1988 (passive adversary)

2.5.2 Non-cryptographic Protocols versus Passive Adversaries

The rst two papers suggesting general non-cryptographic distributed computation are by Ben-Or,
Goldwasser and Wigderson [22], and by Chaum, Crepeau, and Damgard [41]. Both papers present
protocols for t-private computation whenever n > 2t. Provided that all players obey the protocols
perfectly, no minority of players can pool their knowledge at the end of the protocol to gain further
information about the honest players' inputs. In this subsection, we will describe both of these
protocols.
Ben-Or, Goldwasser, and Wigderson [22] present a protocol which allows t-private computation
among 2t + 1 players without any cryptographic assumptions. A network of private channels
connecting all players is required.
This protocol, as with all protocols developed thus far for the non-cryptographic setting, is
based on Shamir's method for secret sharing. Each player i shares its secret input si with the
other players by giving each other player j a single point pi ( j ) on an otherwise random degree t
polynomial pi (x) such that pi (0) = si . For simplicity, assume that i = i for all i, 1  i  n. Any
arbitrary linear combination (s1 ;    ; sn ) of secret inputs can then be performed by the players
without any communication, as described at the start of this section.
Since arbitrary linear computations can be performed directly on t-shares without communication, it suces to show how multiplication of shared secrets can be performed. For this operation,
some communication is needed. If each player multiplies together its shares of the multiplicands,
then, analogous to the linear case, each player arrives at a value on a polynomial that passes through
the product at the origin. However, this polynomial that \almost-shares" the product is neither
random nor of the right degree. It is a degree 2t polynomial that has a certain structure, e.g., it
cannot be irreducible. The clever subprotocol for multiplication uses communication to eliminate
this structure.
Suppose that the multiplication subprotocol begins with each player i holding the share p(i)
of the secret s = p(0) and the share p0(i) of the secret s0 = p0 (0), where p and p0 are otherwise
random degree t polynomials. Let B be the n by n (vandermonde) matrix whose (i; j ) entry is
j i. Let Chopt be the n by n matrix whose (i; j ) entry is 1 if 1  i = j  t and 0 otherwise. The
subprotocol is as follows:
1. Each player i privately nds an otherwise random degree t polynomial ri(x) with constant
term zero.
2. Each player i sends to each player j the value ri(j ).
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Channel:
complete private network
Adversary:
t passive, t < n=2
Security:
unconditional
bit complexity:
O(n2C log jF j)
roundcomplexity:
O(D)
Table 2.7: Summary of Chaum, Crepeau, and Damgard 1988 (passive adversary)

P

3. Each player i privately nds vi = p(i)p0(i) + nj=1 rj (i).
4. The players cooperate to give each player i the ith component of
(v1v2    vn )B ?1 Chopt B , as follows:
(a) Each player i privately nds an otherwise random degree t polynomial qi (x) such that
qi (0) = vi .
(b) Each player i sends to each player j the value vij = qi (j ).
(c) Each player i privately nds (w1iw2i    wni ) = (v1iv2i    vni )B ?1 Chopt B
(d) Each player i sends to each player j the value wji.
(e) Each player i privately interpolates to nd the value at 0 of the degree t curve through
(1; wi1); (2; wi2);    ; (n; win). This is the desired share at i of the product of s and s0.
Notice that this subprotocol for multiplication rst re-randomizes the intermediate degree 2t
polynomial (by adding random polynomials with zero constant term), and then truncates its degree
down to t (by multiplying by B ?1 Chopt B . Since this truncation step is itself a linear operation, it
can be computed privately on shares of the \almost-shares" (step 4c).
Chaum, Crepeau, and Damgard present a protocol that also allows t-private computation among
2t + 1 players without any cryptographic assumptions, also assuming a network of private channels
connecting all players. In fact, this protocol has some similarities to that of Ben-Or, Goldwasser,
and Wigderson, although the computation proceeds bit by bit here, on a circuit composed of AND
gates and XOR gates over GF (2k ).
Assume that each player has some input bits, and that the function to be computed is represented as a circuit composed of AND gates and XOR gates. Each player t-shares his input bits
using Shamir polynomials over a nite eld that is a power of two (i.e., GF (2k ) for some k such
that 2k > n). Then XOR in this protocol becomes analogous to addition in the previous protocol,
while AND becomes analogous to multiplication.
Each XOR gate can be computed privately without any interaction. Each player simply adds
its t-shares of the corresponding inputs, and arrives at a valid t-share of the output. Notice that the
new share lies on a polynomial that passes through the XOR at zero only because the underlying
eld was chosen to be a power of two.
Each AND gate can \almost" be computed by having each player multiply its two t-shares of
the corresponding inputs. As before, the resulting values are on a polynomial that passes through
zero at the right place, but which is non-random and of twice the desired degree. Chaum, Crepeau,
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Channel:
complete private network
Adversary:
t active, t < n=3
Security:
unconditional
Error Prob:
zero
bit complexity:
O(n5C log jF j)
roundcomplexity:
O(D)
Table 2.8: Summary of Ben-Or, Goldwasser, and Wigderson 1988 (active adversary)
and Damgard have an interesting method for the interactive \re-randomization" and \truncation"
steps for repairing these values, doing both of these steps simultaneously.
After the private multiplication, when each player has an \almost-share" of the AND result, the
players proceed as follows. Each player chooses two otherwise random polynomials, one of degree
t (\low-degree") and one of degree 2t (\high-degree"), such that either both have constant term
zero or both have constant term one. Each player distributes shares of both polynomials. Then
each player adds its \almost-share" of the AND computation to the sum of the high-degree shares
it has just received. This yields valid 2t-shares of an XOR of random values with the AND result.
The players reveal these shares and determine what this XOR is. If it is zero, then the XOR of the
random values is equal to the AND result; in this case, the sum of the low-degree shares for each
player is the valid t-share of the AND result. If it is one, then the XOR of the random values is the
opposite of the AND result; in this case, one plus the sum of the low-degree shares for each player
is the valid t-share of the AND result.

2.5.3 Non-cryptographic Protocols versus Active Adversaries

In this subsubsection, we will cover four non-cryptographic protocols for distributed computation
versus an active adversary. The rst two [22] [41] achieve t-resilience whenever there are n > 3t
players, assuming a complete private network of channels. The last two [128] [12] achieve t-resilience
when n > 2t, but require a broadcast channel in addition to a complete private network, and must
allow a small probability of error.
In the same paper that gave the protocol for t-private computation when n > 2t (described
in the preceding subsection), Ben-Or, Goldwasser and Wigderson [22] also demonstrated that tresilient computation was possible for n > 3t. The resilient protocol is identical to the private
protocol except for changes to the secret-sharing method and to the multiplication stage.
The veri able secret sharing scheme outlined in Section 2.1.6 is used in place of simple secret
sharing. Furthermore, instead of having player i receives values at some arbitrary i (e.g., i = i),
this protocol requires that each player receive values at a speci c nth root of unity. For example,
once a player begins the VSS protocol by choosing a polynomial f (x; y ) whose constant term is the
secret, then each player i receives the polynomials f (x; ! i) and f (! i ; y ), where ! is a predetermined
primitive nth root of unity (and where the actual share for player i is f (! i ; 0)).
The importance of this choice for share locations is that the vector of n shares of any secret
is a codeword of a generalized Reed-Muller error-correcting code [24]. This family of codes can
correct a codeword in which up to one-third of the components are incorrect or missing. For our
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purposes, this means that the n ? t honest players can reconstruct a shared secret after t arbitrary
shares are corrupted by an active adversary. Furthermore, the correction procedure involves only
the computation of 2t linear combinations of codeword components (called \syndromes"); thus
correction may be performed privately on shares of codewords.
The multiplication phase di ers from the private protocol in two ways. Re-randomization
requires that each player distribute shares of an otherwise random degree 2t polynomial with
constant term zero. For purposes of resilience, the honest players must be able to prove that the
shares that are received are in fact from polynomials of this form. There is a protocol for doing
this, based on the fact that degree t polynomials can be so veri ed, and that a share of an otherwise
random degree 2t polynomial with zero constant term can be constructed privately from shares of t
random degree t polynomials. Beaver [12] has observed, however, that this extra e ort to randomize
the higher-degree coecients is wasted, since these will disappear after truncation anyway.
The second di erence is in the truncation step. A subprotocol is inserted to force all players
to \validate" their inputs to the degree truncation step. Recall that each player shares its share
of the product, so that a linear combination of the rst-level shares can be performed privately by
each player on the second-level shares. The honest players need to be sure that these second-level
shares are in fact honest shares of the rst-level shares.
Suppose that each player i begins a multiplication phase with the t-shares p(! i ) and p0 (! i) of
the original multiplicands p(0) and p0(0). After re-randomization, suppose that each player i has a
2t-share q (! i ) of the product q (0) = p(0)p0(0).
Each player i begins by distributing t-shares of p(! i ) and of p0(! i ). This gives each player a
share of two codewords. Using the linear error correction procedure for this coding scheme, each
player can compute shares of the 2t syndromes for the two codewords. The players reveal these
shares, reconstruct the syndromes, and use the syndromes to nd the right value for each incorrect
p(! i) or p0 (! i). For each such incorrect value, each player can replace the corresponding share
with the correct value itself (essentially forcing that player to have used the constant polynomial
to share its share).
At this point, all honest players are convinced that all shares of shares of p(0) and p0 (0) are
correct. Now each player needs to distribute t-shares of its 2t-share of the actual product p(! i )p0(! i ),
in such a way that the honest players are convinced that the proper product relation in fact holds
among the three shares. This can be done by private computation on shares of t + 1 (veri ably)
degree t polynomials, in a manner similar to that used in the re-randomization step.
Chaum, Crepeau and Damgard [41] also give a protocol for t-resilient computation whenever
n > 3t. There are several important similarities with the protocol of Ben-Or et al. First, this
protocol also adapts a privacy-only protocol by overlaying veri ability subprotocols. Second, an
important part of both protocols is that players operate on shares of shares of secrets. This is a
technique that was rst used in the cryptographic setting by Galil, Haber, and Yung [78] to tolerate
faults without revealing inputs of faulty parties.
There are also some signi cant di erences between the two solutions. The protocol of Chaum,
Crepeau, and Damgard relies on an interactive \cut-and-choose" procedure to validate that all of
the shares of a secret are consistent with one another, i.e., that all n values lie on a single degree t
polynomial. Unlike the protocol of Ben-Or et al., which used error-correcting codes for this purpose,
this leaves an exponentially small probability of undetected cheating. This also makes the protocol
less ecient in terms of number of rounds and messages.
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Channel:
complete private network, plus broadcast
Adversary:
t active, t < n=2
Security:
unconditional
Error Prob:
O(2?k )
6
bit complexity:
O(n k3 jF j4 log jF j)
round complexity:
O(D)
Table 2.9: Summary of Beaver 1989 / Rabin and Ben-Or 1989
Since Byzantine Agreement requires that more than two-thirds of the players be honest, these
two resilient protocols [22] [41] are the best possible for a network of private channels in the noncryptographic setting. One natural question is whether the resilience can be increased by adding a
broadcast channel.
The armative answer was supplied T. Rabin and Ben-Or [128], and by Beaver [12], both
building on ideas from T. Rabin [127].
At the heart of the protocol is a veri able secret sharing scheme, due to T. Rabin [127], that
can correct up to t errors where n > 2t, by giving up on absolute certainty of success. This scheme
has a probability of failure that is exponentially small with respect to a security parameter. This
VSS scheme also requires the existence of a broadcast channel.
One key idea in the VSS method is that of \information check vectors." This is a primitive for
message sending involving three parties: a dealer D, a receiver R, and an intermediary INT. The
basic protocol is as follows (with computation over GF (p) for some prime p). If D has a secret s to
send to R, then D begins by choosing random b and y . D then sends the pair (s; y ) to INT, and D
sends the pair (b; c = s + by ) to R. At a later moment, INT forwards to R the pair (s; y ) received
from D. R accepts the message s if and only if c = s + by .
Using check vectors, a weaker form of secret sharing (called \weak secret sharing") can be
implemented. This is a protocol that behaves like veri able secret sharing when the dealer is
honest, and which provides limited protection against a dishonest dealer. The secondary weak
sharing of Shamir shares is part of Rabin's VSS scheme.
Because of the secondary sharing, Rabin's VSS scheme does not have the same homomorphic
properties as Shamir's basic secret-sharing scheme, i.e., shares of linear combinations of secrets cannot be determined through private computation on the original shares. However, with interaction,
Rabin shows that there is a t-resilient protocol to give each of n > 2t players the appropriate share
of any linear combinations of secrets.
Using the protocol for linear combination, a protocol is given to t-resiliently demonstrate that
one secret c is the product of two other secrets a and b. In other words, if a, b, and c have each
been shared by Rabin's VSS scheme by one player, and if c = ab, then that player can convince
the honest players of this fact without revealing anything further about the three secrets. This is
done by a type of cut-and-choose protocol. A number of equalities related to the original secrets,
of the form D = (a + R)(b + S ), are chosen by the veri er; for each such equality, the values R,
S , and D are veri ably shared; some of these triples are challenged; those that are challenged are
revealed to demonstrate that the corresponding equalities are indeed correct; those triples that are
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Channel:
complete private network
Adversary:
t active, t < n=3
Security:
unconditonal
Error Prob:
zero
bit complexity:
poly(C; n; jF j)
roundcomplexity:
O(1)
Table 2.10: Summary of Bar-Ilan and Beaver 1989
not challenged are combined with the original three secrets to demonstrate that the equalities are
indeed related to the original secrets. The probability of undetected cheating is bounded by 2?k ,
where k is the number of triples that are used by the veri er.
The t-resilient protocol for linear combination also implies a t-resilient protocol for degree
truncation. In other words, if each player holds a share of a degree 2t polynomial p(x), then this
protocol ends with each player holding a corresponding share of a degree t polynomial p(x) with
the same coecients for all ofPits terms. Each output share is in fact a speci c linear combination
of the input shares: p( i ) = ni=i Li ( i )p( i), where Li (x) is the (publicly computable) degree t
truncation of the Lagrange polynomial which is one at i and zero at j , j 6= i.
Re-randomization is straightforward, due to Beaver's observation [12] that the only coecients
that need to be randomized are those that will survive the truncation step. Each player i can
veri ably t-share a random value using a polynomial pi(x). If each player j now multiplies each
received share pi ( j ) by its own share location i , then it obtains a valid (t + 1)-share of zero. The
sum of all of these (t + 1)-shares is a point on an otherwise random degree t + 1 polynomial with
constant term zero.
Using the t-resilient protocols for product demonstration, re-randomization, and degree truncation, a t-resilient protocol for multiplying two shared secrets is possible. First, each player veri ably
t-shares three values: its shares of the two secrets, and the product of its shares of the two secrets.
Second, each player t-resiliently demonstrates that the proper product relation holds among these
three shared values. Finally, the players perform the t-resilient protocols for re-randomization and
truncation.

2.5.4 Constant-Round Non-cryptographic Computation

One of the open problems in secure distributed computation is whether O(n)-resilience is possible
in constant rounds and polynomial-sized messages in the non-cryptographic setting. This section
presents some of what is currently known about constant-round non-cryptographic computation
versus an active adversary.
Bar-Ilan and Beaver [6] demonstrate that, even in the absence of cryptographic assumptions,
the number of rounds of communication needed for secure distributed computation of a function
need not be related to the depth of the arithmetic circuit for that function. Bar-Ilan and Beaver
show how to compute any NC 1 circuit in constant rounds and polynomial-sized messages.
One of the key ideas in this protocol is the use of a technique, due to Ben-Or and Cleve [21],
for mapping an arbitrary arithmetic function to the multiplication of a string of three by three
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Channel:
complete private network
Adversary:
t active, t < c log n
Security:
unconditional
Error Prob:
zero
bit complexity:
poly(n; log jF j)
roundcomplexity:
O(1)
Table 2.11: Summary of Beaver, Feigenbaum, Kilian and Rogaway 1989
matrices. By a self-randomization trick (similar to the method used by Kilian for the two-party
case [96]), this long product of matrices can be securely computed using only two secret matrix
multiplications:

Y = M1M2    MN = R0(R0?1 M1 R1 )(R1?1 M2 R2)    (RN ?1?1 MN RN )RN ?1
= R0ZRN ?1 :
Thus, if the players jointly create and share random invertible matrices R0;    ; RN , they can
compute each Si = Ri?1?1 Mi Ri in parallel by private computation, public revelation, and interpolation. From these they can nd Z = S1S2    SN , and then two secret multiplication will nd
Y = R0ZRN ?1 .
When f is not NC 1, the function can still be securely computed in constant rounds, but
with messages that are not necessarily polynomial in size. Alternatively, using their technique, an
arbitrary function can be securely computed in D= log n rounds, where D is the circuit depth, using
polynomial-sized messages.
Beaver, Feigenbaum, Kilian, and Rogaway [14] show how to achieve non-cryptographic computation of boolean circuits of any size in constant rounds with polynomial-sized messages, by
decreasing the resilience to O(log n) faulty processors.
The method relies on an instance-hiding scheme for any boolean function using n= log n + 1
oracles. This can be converted into an n + 1 oracle instance-hiding scheme that is (log n)-private,
by replacing each oracle query at x by n + 1 oracle queries at (log n)-shares of x.
The method also relies on the constant-round poly-sized computation of functions with log-depth
circuits [6]. Creation of appropriate oracle queries, polynomial interpolation, notarized envelope
schemes, and majority-voting all have log-depth circuits, and so all are available as subprotocols in
this way.
Lastly, Beaver, Micali, and Rogaway [16] show that constant-round poly-sized computation,
resilient for a constant fraction of faulty processors, is achievable assuming that one-way functions
exist. The protocol, a generalization of the two-party protocol due to Yao [140] described in
Section 2.3.2, has the players construct a scrambled version of the circuit, from which each player
can compute the output on its own. Although the scrambled circuit is consistent with only one set
of values of the secret inputs, conditional privacy is established through the use of a pseudorandom
generator (i.e., one-way function) to hide connections between scrambled gates. Because of the
reliance on one-way functions (along with a broadcast channel and a network of private channels),
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Channel:
private network, plus broadcast
Adversary:
t active, t < n=3
Security:
one-way function (i.e., pseudorandom generator)
Error Prob:
O(2?k )
bit complexity:
poly(C; n; k; log jF j)
roundcomplexity:
O(1)
Table 2.12: Summary of Beaver, Micali, and Rogaway 1990

Channel:
complete private network
Adversary:
c passive, d active, n > 2d + c, n > 2c (or cryptosystem secure)
Security:
uncond if t < n=2; trapdoor perm + claw-free func if n=2  t < n
Error Prob:
O(2?k )
bit complexity:
poly(C; n; k; log jF j)
roundcomplexity:
O(D)
Table 2.13: Summary of Chaum 1989
this is actually a cryptographic protocol. However, its relevance is clearer when mentioned along
with other constant-round results.
In addition to one-way functions, this protocol requires a broadcast channel and a network
of private channels, and allows an exponentially small probability of error. The only use of oneway functions is to guarantee the existence of pseudorandom generators, an equivalence shown by
Impagliazzo, Levin and Luby [92] and Hastad [88].

2.5.5 Hybrid Computation Protocols

Chaum [40] combines both non-cryptographic and cryptographic computation into a single hybrid
protocol. The security of this protocol is compromised only if both a majority of the players are
faulty and the underlying cryptographic assumptions are violated.
The key idea is to transform the n-ary function evaluation f (s1 ;    ; sn ) into an (n + 1)-ary
function evaluation f (s1  r1;    ; sn  rn ; r1      rn )), where  denotes concatenation. Here
each player i chooses the random ri. The computation of f  is performed using the cryptographic
protocol of Chaum, Damgard, and Van de Graaf [42] (see Section 2.4.3), where all n players jointly
determine all messages sent by player n + 1. They do this by running a non-cryptographic protocol
(e.g., [41]) whenever a message from this \player" is needed.
Recall from Section 2.4.3 that the cryptographic protocol of Chaum, Damgard, and Van de
Graaf can protect one player's input unconditionally; here this protection is granted to the jointly
maintained player. Thus breaking the outer cryptographic protocol reveals only the rst n inputs,
each of which is a secret xored to a random value. To determine these random values requires
breaking the inner non-cryptographic protocols as well. Alternatively, breaking only the inner
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non-cryptographic protocol reveals only information about the random values, which yields no
information about the original secrets.

2.5.6 Non-Cryptographic Computation Protocols on Incomplete Networks

All of the non-cryptographic protocols described in this subsection thus far have required that the
network of private channels connecting the players be complete. It is interesting to consider what
weaker assumptions on the private network will still allow secure distributed computation without
cryptographic assumptions.
Rabin and Ben-Or [128] show how to perform any secure distributed computation t-resiliently
in a network of at least 3t +1 players, if the players are joined by a network of private channels with
connectivity at least 2t + 1. This is done by showing how to send a message from any player to any
other player through such a network, in expected time equal to the diameter of the network, and
with a slight probability of error. This capability can be spliced into previously discussed protocols
to achieve the stated result.
Dolev, Dwork, Waarts, and Yung [61] show how to attain the same result without any probability of error. Sending a message from any player to any other player (\perfectly secure message
transmission") is divided into two problems: the slightly easier problem of sending a one-time random pad, and the much easier problem of sending the message xored with the one-time pad. The
second problem just requires that the encrypted message be sent simultaneously along all 2t + 1
paths, whereupon the receiver decrypts the majority message. The rst problem requires that
each bit of random pad be transmitted via an interactive protocol. To transmit one random bit, a
three-phase protocol is used in which shares of nt + 1 bits and associated checking pieces are sent
along di erent paths from sender to receiver. No amount of cheating by the t faulty players can
prevent the sender and receiver from agreeing on one of the 2t + 1 random bits that is guaranteed
to be uncorrupted, or allow the faulty players to learn the value of that bit.

2.5.7 Non-Cryptographic Protocols versus Mobile Adversaries (Virus Model)

Ostrovsky and Yung [122] consider a more powerful adversary that models the behavior of a (detectable) virus in a computer network (with rebootable machines): a di erent set of up to t players
can be under the adversary's control each round. They present a non-cryptographic computation
protocol secure against such an adversary where t is some constant fraction of the number of players. One of the features of this protocol is that all of the information held secret by the players
must be continually reshared, so that the mobile adversary never gets enough consistent shares of
any secret to recover it.

2.5.8 Non-Cryptographic Asynchronous Computation

Ben-Or, Canetti and Goldreich [20] study secure computation among processors connected by a
complete asynchronous network of untappable channels. If only crash failures are allowed (Fail-Stop
faults), they show how to compute securely any function over a nite eld while withstanding up to
d n3 e? 1 faulty processors. If arbitrary failures are allowed, they show how to compute any function
over a nite eld (d n4 e ? 1)-resiliently. One of the tools they use for these results is a veri able
secret sharing scheme in the asynchronous model for n  4t + 1, with zero probability of error.
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2.6 Reductions and Complexity Results
Previous subsections have contained descriptions and discussion of what is possible for secure distributed computation. This subsection will survey what is known about reductions and complexity
results for this problem, i.e., what is just as hard as, and what is impossible for, secure distributed
computation.

2.6.1 Reductions Among Primitives

Kilian [97] shows how to base two-party oblivious circuit evaluation on a black box for Oblivious
Transfer. A sketch of this important reduction was given in Section 2.3.2. In later work [98],
Kilian extends the reduction by establishing a necessary and sucient condition for basing twoparty oblivious circuit evaluation on a black box for securely computing some 2-ary function F .
Speci cally, he proves that Oblivious Transfer can be implemented from a black box for securely
computing F if and only if F possess an \imbedded OR," i.e., that there exists i0; i1; j0; j1; x0; x1
such that for all a; b 2 f0; 1g, F (ia ; ib) = xa_b.
Ostrovsky, Venkatesan, and Yung [120] consider the problem of sucient conditions for various
\asymmetric" two-party protocols, i.e., protocols in which one player is polynomially bounded
while the other player is computationally unbounded. In particular, they show that Oblivious
Transfer is possible, in either direction, assuming the existence of one-way functions. Since Kilian
[96] reduces two-party circuit evaluation to Oblivious Transfer, it follows that any asymmetric
two-party computation is possible if one-way functions exist.
The idea of the results of Ostrovsky, Venkatesan, and Yung may be conveyed by considering a
weaker version of one direction: Oblivious Transfer from an unbounded player to a bounded player
under the assumption that one-way permutations exist. The weaker player chooses a random n-bit
element x0 and nds x =  (x0), where  is a one-way permutation. The weaker player conveys to
the stronger player n ? 1 bits of information, one at a time, about the range value (by answering
n ? 1 queries for inner products of random strings with x); each answer reduces the domain of
initial choices, ultimately arriving at a set containing the real choice and one additional possible
value. The stronger player now guesses at random among the two possible remaining choices for
x, and inverts the one-way permutation at that guessed value. This inverted value is either x0 or
some value the weaker player cannot compute. By hiding his secret using the inverted value (i.e.,
by xoring it with an inner product of the inverted value and a public random value), the weaker
player can recover the secret exactly half the time.
For the symmetric case, Impagliazzo and Luby [93] show that one-way functions are necessary
for bit commitment, and hence necessary for secure computation. This paper also shows that
Oblivious Transfer implies the existence of one-way functions. However, due to a relativization
result from Impagliazzo and Rudich [94], it is unlikely that the suciency of one-way functions for
secure symmetric computation can be shown (i.e., a proof that only used one-way functions in a
\black-box" manner would prove P 6= NP ).
Ostrovsky and Yung [121] demonstrate the necessity of a complete network of private channels for implementing private multiparty computation among computationally unbounded players
(suciency was shown by [22] and [41]). They consider the problem of dealing one card from a
four card deck to each of three players. If one of the channels between two players is insecure (i.e.,
accessible to the third player), then some information about the distribution of the cards must be
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leaked.

2.6.2 Necessary Conditions and Resources

The rst complexity results in this eld are two impossibility results due to Yao [139], one for a
certain type of two-player secret exchange (swapping zeros of trapdoor functions), and the other
for the generation of an arbitrarily biased bit by many players.
Ben-Or, Goldwasser, and Wigderson [22] provide matching lower bounds for multiparty noncryptographic computation on a network of private channels, for both passive and active adversary.
For a passive adversary, there are functions for which there is no t-private protocol among n players
when n  2t; e.g., the impossibility of a 1-private protocol for two parties to compute the OR of
two bits is easy to verify. For an active adversary, there are functions for which there is no t-private
protocol among n players when n  3t; this follows directly from the lower bound for Byzantine
Agreement [103].
For the case of a passive adversary, more is known about when a function does or does not have
a t-private protocol among n players when n  2t. Chor and Kushilevitz [55] nd a \gap" in the
maximum level of privacy, in the non-cryptographic zero-error setting for boolean functions. If a
function has a t-private protocol, n  2t, then it has an (n ? 1)-private protocol. Moreover, every
such n-ary function is equivalent to an xor of n single-input functions.
For the case of an active adversary, Cleve [48] has impossibility results for the much simpler
problem of computing a single random bit. When at least half of the processors are faulty, it
is impossible to compute a random bit in polynomial time with a negligible bias (less than the
reciprocal of any polynomial in the number of players).
For two player non-cryptographic protocols, a complete characterization of privately computable
general functions (i.e., non-boolean) is given independently by Kushilevitz [101] and by Beaver [10].
A function is privately computable if and only if it is \partitionable." Consider the tabular form
of a two-input function f (x; y ), with each row corresponding to a di erent possible value for x,
each column to a di erent possible value for y , and each entry representing the value of f at those
inputs. Call a function \column-partitionable" if the columns of the table can be divided into
two subsets such that no range value appears in both parts; de ne \row-partitionability" similarly.
Consider that either kind of split turns one function into two functions, each de ned over part of
the domain of the original. A function is \partitionable" if it is constant (all table entry are the
same), or if it is row-partitionable into two partitionable functions, or if it is column-partitionable
into two partitionable functions.
For example, the function f (x; y ) = max(1; x2 mod 5; y ) de ned on the domain f0; 1; 2; 3g 
f0; 1; 2; 3g is partitionable, and hence privately computable (see Figure 1). However, the function
g(x; y) = min(1; x2 mod 5; y) de ned on the same domain is not partitionable, and hence not
privately computable (see Figure 2).
Bar-Yehuda, Chor, and Kushilevitz [8] consider two-party \nearly private" computation protocols for functions that are not partitionable; a \nearly private" protocol leaks some information
about private inputs to the opposing player. Their formal de nition of information leakage is similar
to the notion of information leakage used by Abadi, Feigenbaum, and Kilian [1] for characterizing
instance-hiding schemes. Bar-Yehuda, Chor, and Kushilevitz show that the identity function and
the greater-than function can be computed leaking at most log n bits of information, and that
almost all boolean functions can be computed leaking at most 21 (n ? log n ? 3) bits of informa47
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Figure 2.1: Tabular form of f (x; y ) = max(1; x2 mod 5; y ) on f0; 1; 2; 3g2
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Figure 2.2: Tabular form of g (x; y ) = min(1; x2 mod 5; y ) on f0; 1; 2; 3g2
tion. They also construct functions for which large gains in round complexity are achievable by
leaking small amounts of information; for one arti cial example, exponential round complexity can
be reduced to two rounds and linear number of bits of communication by revealing a single bit of
information about the inputs.
All of the results in this chapter assume that the computation is performed over some nite eld.
Chor, Gereb-Graus, and Kushilevitz consider the case of private multi-party non-cryptographic
computation over countable domains. They show that every n-ary boolean function is either nprivate, b n?2 1 c-private but not d n2 e-private, or not 1-private. Their results follow from establishing a
connection between private computability and communication complexity as de ned by Yao [138].
As a surprising special case, private addition over a nite subrange of integers can be n-private,
over the positive integers can be at most b n?2 1 c-private, but over all the integers cannot even be
1-private.
Dolev, Dwork, Waarts, and Yung [61] give lower bounds on security versus connectivity for the
simpler but related problem of perfectly secure message transmission through an untrusted network.
They consider this problem in a setting that generalizes in two ways on the setting considered for
the multi-party unconditional protocols in this paper: (1) there are two adversaries, one passive and
one active, which control possibly overlapping sets of faulty processors, and which may or may not
be able to communicate during execution; and (2) they assume an incomplete network, of known
degree.

2.7 Discussion and Open Problems
In the past few years, much progress has been made in understanding the problem of secure distributed computation. General-purpose protocols have been constructed for a wide variety of settings, including many that achieve the provably best bound for some resource. Progress toward a
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satisfactory model for the problem { one that is comprehensive, rigorous, and usable { has perhaps
been less dramatic. Some models have been proposed, but no clear favorite has yet emerged.
One important open problem is general constant-round non-cryptographic secure distributed
computation with polynomial-sized messages. The problem has been solved for functions with logdepth circuits [6], or allowing exponential-length messages [6], or by reducing the resiliency [14], or
by assuming the existence of one-way functions [16].
Another open question is the characterization of privately-computed multi-input functions. The
two-input privately-computable functions have been completely characterized [10] [101].
A third open question is a more general question of eciency. Most of the secure distributed
computation schemes described in this paper are designed to be applicable to any possible function.
For this reason, these schemes are possibly impractical to apply to any actual function that might
arise in a setting where secure distributed computation was desired. One example is for distributed
databases, where data stored at mutually untrustworthy sites may be needed to answer relational
queries. A second example is for signal processing, where model-based conclusions may be sought
from sensor data collected by mutually untrustworthy agencies. A third example is multi-criterion
decision-making (generalized voting), where individual rankings are kept con dential while somehow merged into an acceptable aggregate ranking. A fourth example is after-hours nancial trading
systems, where individual bids and o ers must be matched fairly while balancing trader privacy
with regulatory oversight. It may be necessary to discover special-purpose ecient computation
protocols for such speci c settings before the beautiful ideas discussed in this chapter achieve their
full potential.
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Chapter 3

Communication Complexity of
Secure Computation
In this chapter, we initiate the investigation of the communication complexity of unconditionally
secure multi-party computation, and its relation with various fault-tolerance models. We present
upper and lower bounds on communication, as well as tradeo s among resources.
First, we consider the \direct sum problem" for communication complexity of perfectly secure
protocols: Can the communication complexity of securely computing a single function f : F n !
F at k sets of inputs be smaller if all are computed simultaneously than if each is computed
individually? We show that the answer depends on the failure model. A factor of O( logn n ) can
be gained in the privacy model (where processors are curious but correct); speci cally, when f is
n-ary addition (mod 2), we show a lower bound of (n2) bits for computing f once and an upper
bound of O(n2 log n) for computing f O(n) times simultaneously. No gain is possible in a slightly
stronger fault model (fail-stop mode); speci cally, when f is n-ary addition over GF (q ), we show
an exact bound of (kn2 log q ) for computing f at k sets of inputs simultaneously (for any k  1).
However, if one is willing to pay an additive cost in fault tolerance (from t to t ? k + 1), then
a variety of known non-cryptographic protocols (including \provably unparallelizable" protocols
from above!) can be systematically compiled to compute one function at k sets of inputs with no
increase in communication complexity. Our compilation technique is based on a new compression
idea of polynomial-based multi-secret sharing.
Lastly, we show how to compile private protocols into error-detecting protocols at a big savings
of a factor of O(n3) (up to a log factor) over the best known error-correcting protocols. This is a new
notion of fault-tolerant protocols, and is especially useful when malicious behavior is infrequent,
since error-detection implies error-correction in this case.

3.1 Introduction
Secure computation protocols allow the cooperative evaluation of an arithmetic circuit by a group
of processors, where each processor initially knows one input to the circuit. The protocol must not
leak information about other processors' secret inputs, even if some group of processors misbehaves.
Misbehavior may be passive (e.g., pooling legally obtained information), or active (e.g., violating the
protocol in an arbitrary coordinated attack). The basic problem of designing protocols for arbitrary
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arithmetic circuits was rst solved for two processors by Yao [140], and for any number of processors
by Goldreich, Micali, and Wigderson [82]. These solutions relied on unproven assumptions: the
intractability of factoring, and the existence of trapdoor functions, respectively.
Starting with Ben-Or, Goldwasser, and Wigderson [22], and Chaum, Crepeau, and Damgard
[41], more recent protocols have removed the reliance of multi-party protocols on unproven assumptions. These protocols rely instead on the physical assumption that untappable communication channels connect all pairs of processors; sometimes these are called \unconditional" or
\non-cryptographic" protocols.
In this chapter, we initiate the investigation of the communication complexity of unconditionally
secure multi-party fault-tolerant protocols (where by fault-tolerant we mean able to withstand
attack by a constant fraction of faulty processors1). Since communication is a crucial resource,
it is both natural and important to understand its intrinsic limits by showing lower bounds, and
to reduce it by presenting improved upper bounds. Previously, communication complexity for
secure computation was studied only for the privacy model and only for the two-party case [101]
[8] (see also [119] for results in the related model of cooperative two-party computation versus
an eavesdropper). Recently, and independently, Kushilevitz [102] has studied the communication
complexity of multi-party private addition (see our Lemma 3.2).
One basic question addressed by this chapter is the \direct sum problem" for the communication complexity of secure computation (recently addressed in the \non-secure" setting by Feder,
Kushilevitz, and Naor [68]), i.e., when can parallelization reduce the amortized complexity of secure
computation? We show that the answer is \sometimes," \sometimes not," and \almost always," depending (of course) on security setting and fault-tolerance tradeo s. Lower bound arguments allow
us to prove that in one security setting (privacy only, assuming processors are curious but otherwise
honest), parallelization can reduce amortized bit complexity, while in a somewhat stronger setting
(unstoppability, assuming that processor may stop-fail and requiring the protocol to nevertheless
continue) it cannot. If one is willing to pay a small price in fault-tolerance, however, we show a
systematic technique for parallelizing many secure computation protocols at no increase in total
bit complexity.
A related question addressed by this chapter is how to protect against a very strong adversary
without a big communication penalty. Existing protocols o er \resilience," which gives the honest
processors the correct output despite arbitrary coordinated tampering by a subset of faulty processors (analogous to error correcting codes). When malicious behavior is infrequent, however, it
suces to notify the honest processors that tampering has occurred (analogous to error detecting
codes). Once noti ed, the honest processors may repeat the computation (possibly switching to a
resilient protocol) to obtain the correct output. We call this more modest protection \detectability,"
and develop techniques to achieve it at a signi cant decrease in bit complexity over resilience.

3.1.1 Organization of the Chapter

In Section 3.2, we present the basic model for secure computation and the basic fault models. In
particular, we o er two security notions new in the setting of secure computation: unstoppability
(to withstand fail-stop mode of failure) and detectability (to detect arbitrary deviation from the
1 For O(log n) faults only, a protocol due to Beaver, Feigenbaum, Kilian, and Rogaway [14] has bit complexity

independent of circuit size (dependent on the input size and n); no known protocols tolerating a constant fraction of
faulty players have this property.
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speci ed protocol). These requirements are both in between the known \privacy" and \resilience"
modes.
In Section 3.3, we describe our general technique for parallelizing non-cryptographic computation protocols, at a small cost in fault-tolerance. Our technique replaces polynomial-based (single)
secret sharing with a technique allowing multiple secrets to be hidden in a single polynomial. We
illustrate the \multi-shares" technique on a protocol for general computation versus a passive adversary. The technique actually applies to all of the protocols for secure computations which use
polynomial-based threshold schemes and applies to all fault-tolerance models.
In Section 3.4, we prove matching lower and upper bounds to answer two direct sum problems for
communication complexity of secure protocols. We show that, versus a private adversary controlling
b n2 c of the processors, (n) computations of the n-ary addition modulo 2 function can be performed
simultaneously using O(n2 log n) bits of communication, while (n3) bits of communication are
required if the computations are performed individually. We also show that, versus a somewhat
stronger adversary (fail-stop mode) controlling b n2 c of the processors, any k computations of the
n-ary addition function over a eld of size q costs (kn2 log q); thus, for this fault-tolerance model
for computing this problem, parallelization cannot help. This is in contrast with the tradeo of
Section 3.3, where paying with fault-tolerance does help reduce the communication.
In Section 3.5, we present a computation protocol that provides communication-ecient detectability. This protocol is compiled from a protocol for the privacy model. Speci cally, our
protocol performs the computation on exactly two sets of inputs simultaneously: the real secret
inputs, and a collection of jointly-created check inputs. We suggest a technique by which the two
computations proceed in lock-step, in such a way that one computation cannot be in uenced without randomly a ecting the other. At the end of the computation, the honest processors learn the
(supposed) real output, the (supposed) check output, and the check inputs. We prove that if the
honest processors accept the real output only when the check computation is correct, then the
probability of undetected error can be made arbitrarily small. The bit complexity of this protocol
is about the same as the cheapest known fault-tolerant private protocol although it protects against
a much stronger adversary.

3.2 Model and De nitions
A group of n \processors" or \players" jointly evaluate an n-ary function over some nite eld F
with jF j elements. The function is represented as an arithmetic circuit consisting of 2-ary addition
gates, 1-ary scalar multiplication gates, and 2-ary multiplication gates. The class of all arithmetic
circuits with exactly M multiplication gates is denoted CM .
Each player is a probabilistic Turing Machine, and each pair of players is connected by a physically secure communication channel (the \non-cryptographic" or \unconditional" setting). Each
player begins with a secret input on its private tape. At the end of a computation protocol, each
player has on its output tape the value of the function at the secret input values. Unless otherwise
stated, all protocols in this chapter are assumed to be synchronous (rounds of communication interleaved with periods of private computation), have oblivious message-size (number of bits sent in
round i from player j to player k depends only on i, j , and k), and perfect (have zero probability
of being insecure or computing with error { sometimes we relax this to be \almost perfect").
A protocol is t-private if no collection of t players, while following the protocol exactly, gains
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any additional information about the other n ? t secret inputs beyond what is necessarily revealed
by knowing their t secret inputs and the output2.
A protocol is t-resilient if no collection of t players, while possibly violating the protocol in an
arbitrary and coordinated manner, either gains any additional information about the other n ? t
secret inputs or prevents the honest players from learning an appropriate output of the protocol.
Here an appropriate output is somewhat dicult to de ne (see, e.g., Beaver [11] and Micali and
Rogaway [113] for more precise de nition).
We introduce the new and natural security requirement of t-unstoppability. A protocol is tunstoppable if there is a commit point in the protocol such that no collection of t players, while
possibly dropping out of the protocol, either gains any additional information about the other n ? t
secret inputs or prevents the honest players from learning an appropriate output of the protocol.
Here an appropriate output would be the value of the function with default values substituted
for all players that dropped out before the commit point. This de nition captures the fail-stop
behavior, which is actually provided by various protocols in the literature.
We also introduce the new and natural security property of t-detectability. A protocol is tdetecting if no collection of t players, while possibly violating the protocol in an arbitrary and
coordinated way, can either learn any additional information about the other n ? t secret inputs,
or prevent the honest players from detecting (with high probability) that tampering has occurred.
While resilience provides us with correcting capabilities, detectability implies only that violations
are observed.

3.3 Compilation Technique for Parallelizing Secure Protocols
In this section, we present a systematic technique to parallelize many known secure computation
protocols. For any k, 1  k  t, this technique allows a single function to be computed simultaneously at k distinct sets of inputs. The communication complexity remains the same as in the
original sequential version, for an amortized savings of a multiplicative factor of k. The number of
rounds remains the same, and the information-theoretic level of security is maintained throughout.
The multiplicative gain in bit complexity comes at the expense of an additive factor of k in the
number of faulty players that can be tolerated, i.e., from t for the original sequential version to
t ? k + 1 for the parallelized version.
Thus, for many secure computation protocols in the non-cryptographic setting, the following
\meta-theorem" applies:

Meta-Theorem 3.1 (Generic Parallel Compilation) A protocol that computes f at a single set of

inputs tolerating t faulty players can be systematically modi ed into a protocol that computes f at
k < t sets of inputs tolerating t ? k + 1 faulty players. The round complexity, bit complexity, and
level of security are unchanged.

Recall that we consider fault-tolerant protocols that can withstand a constant fraction of faulty
players (typically n  2t + 1 or n  3t + 1). For these protocols, the parallel version can compute
f at (n) sets of inputs while still tolerating a constant fraction of faulty players.
2 In this and subsequent de nitions, the coordinated behavior of faulty players can be assumed to be under the

control of a single (probabilistic Turing Machine) adversary.
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3.3.1 Multi-Secret Sharing

A \multi-secret sharing scheme" lies at the heart of our general compilation technique for parallelizing secure protocols. In this subsection, we de ne multi-secret sharing and present our scheme.
A (c; d; k; n)-multi-secret sharing scheme is a protocol between a Dealer and n players with a
Distribution Phase and a Recovery Phase, such that (1) the Dealer begins with k secrets s1 ;    ; sk ;
(2) the Dealer sends a message to each player in the Distribution Phase; (3) any subset of at least
d players can reconstruct all k secrets in the Recovery Phase from their received messages; and
(4) no subset of at most c players can deduce anything, in an information-theoretic sense, about
the k secrets from their received messages. The message sent from the Dealer to a player in the
Distribution Phase is called a \multi-share" of the k secrets.

Theorem 3.1 There is a (c; c + k; k; n)-multi-secret sharing scheme to share k elements of a nite
eld F among n players, 1  c  n ? k, where each multi-share is a single element of F .
Proof : Let s1;    ; sk be the Dealer's secrets. Assume that 1;    ; n and e1;    ; ek are pre-

selected elements of F that are known to the Dealer and all n players.
A generalization of Shamir's secret-sharing scheme [132] suces. In the Distribution Phase,
each player i receives the multi-share p( i ), where p(x) 2 F [x] is an otherwise Qrandom degree
tPpolynomial such that p(ei ) = si, 1  i  k. More speci cally, p(x) = q(x) ki=1 (x ? ei ) +
k s L (x), where q (x) is a completely random degree c ? 1 polynomial, and where L (x) is the
i
i=1 i i
Q (x?ej )
j
=
6
i
Lagrange polynomial Q (ei ?ej ) .
j6=i
Any t + 1 players can interpolate their multi-shares to recover p(x), and hence recover all k
secrets. For any t ? k + 1 multi-shares, there is a single polynomial that is consistent with those
multi-shares and any k secrets. 2
When secrets are shared using this protocol, and when the parameters c, d, k, and n are
clear from context, we may say that the k secrets have been \multi-shared" at \secret locations"
e1 ;    ; ek, using \share locations" 1;    ; n , and that p( i) is the \multi-share" of the secrets
received by player i.

3.3.2 Homomorphic Multi-Shares

If m1 ;    ; mn are multi-shares of s1 ;    ; sk , then cm1;    ; cmn are multi-shares of cs1 ;    ; csk ;
scalar multiplication of multi-shared secrets can thus be performed by the individual players by a
private operation on each individual multi-share. If m01 ;    ; m0n are multi-shares of secrets s01 ;    ; s0k ,
and if the share locations and secret locations are the same for both sets of multi-shares, then
m1 + m01 ;    ; mk + m0k are multi-shares of s1 + s01 ;    ; sk + s0k ; addition of multi-shared secrets
is thus also a local operation by each individual player. These nice homomorphic properties of
multi-shared secrets are summarized in the following lemma.

Lemma 3.1 (Homomorphic Multi-Shares) Any linear combination of multi-shares is a multi-share
of the linear combinations of multi-shared secrets, providing that the same secret locations and the
same share locations were used for all multi-shares.
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3.3.3 Parallel Private Computation

In this section, we illustrate our parallelization technique by showing how the t-private arithmetic
circuit computation protocol due to Ben-Or, Goldwasser, and Wigderson [22] (which will be called
the \BGW-priv" protocol), can be parallelized. Multi-secret sharing replaces Shamir's singlesecret sharing scheme, and the algebra is extended to manipulate multi-shares appropriately. A
multiplicative factor of k in the amortized communication complexity is gained; an additive factor
of k in the number of faulty players tolerated is required. The same ideas can be applied to the
private computation protocol due to Chaum, Crepeau, and Damgard [41] (over elds of the proper
form).
In BGW-priv, each player shares its secret input using Shamir's scheme. In our parallelization,
each player multi-shares its k inputs using the (t ? k + 1; t + 1; k; n)-multi-sharing scheme from
the proof of Theorem 3.1. In BGW-priv, linear computations are simple, due to homomorphic
properties of shared secrets. By Lemma 3.1, the same homomorphic properties of multi-shares can
be exploited for linear computations.
It suces to show how the BGW-priv subprotocol for 2-ary multiplication can be parallelized.
In BGW-priv, if each player multiplies its shares of two secrets, the result is a \pseudo-share" of
the product of the secrets, i.e., it is necessary to re-randomize the polynomial and to reduce its
degree from 2t to t. In our parallelization, if each player multiplies its two multi-shares, the result
is a \pseudo-multi-share" of the k products, similarly failing to be a true multi-share because the
underlying polynomial is non-random and degree 2t.
In BGW-priv, re-randomization is achieved by having each player distribute values of an otherwise random degree 2t polynomial which is zero at the single secret location, whereupon each
player adds all received values to its pseudo-share. This randomizes the underlying polynomial
without a ecting its value at the single secret location. For our parallelization, it suces that the
polynomial each player distributes be zero at all secret locations.
In BGW-priv, the degree reduction is achieved by noting that it is a linear operation. Speci cally, if wi is the non-degree-reduced pseudo-share of player i, and vi is the degree-reduced share of
player i, then (v1    vn ) = (w1    wn )A, for some publicly know constant matrix A. More specifically, A = B ?1 ChoptB , where B is the n by n vandermonde matrix whose (i; j ) entry is ij?1 ,
and where Chopt is the n by n matrix whose (i; j ) entry is 1 if 1  i = j  t and 0 otherwise.
Intuitively, multiplying by B converts the vector of polynomial values into the vector of polynomial
coecients; multiplying by Chopt zeros the higher order coecients; and multiplying by B ?1 converts back from coecients to values. Thus degree reduction can be achieved by using the known
subprotocol for any linear operation: Singly share the pseudo-shares, and perform the appropriate
linear computations.
For our parallelization, degree reduction is also a linear operation. If wi is the non-degreereduced pseudo-multi-share of player i, and vi is the degree-reduced multi-share
of player i, then
P
k
?
1
(v1    vn ) = (w1    wn )A for a constant matrix A. In this case, A = l=1 Bel Chopt?k+1 Bel Mel ,
where Bel is the n by n vandermonde matrix at el whose (i; j ) entry Qis ( j ? el )i?1 , Chop is as
( ?e )
before, and Mel is the n by n matrix whose (i; j ) entry is Li (el ) = Qi006=l (eli?eii00 ) if i = j and 0
i 6=l
otherwise. Intuitively, multiplying by Bel converts the vector of polynomial values into the vector
of coecients under the translation y = x ? el ; multiplying by Chopt zeros the high order coecients
while maintaining the value of the polynomial at el ; multiplying by Be?l 1 reconverts to a vector of
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values; and multiplying by Mel helps \glue" all the pieces together using Lagrange interpolation.
This linear computation can also be performed using the known subprotocol for sequential linear
operations: Singly share the pseudo-multi-shares, and perform the appropriate linear computations.
By making the systematic modi cations described above, we derive a protocol whose properties
are summarized by the following theorem.

Theorem 3.2 (Private Computation on Multi-Shares) For n  2t + 1, t  k  1, there is a
(t ? k + 1)-private protocol to compute any arithmetic circuit c 2 CM on k sets of inputs in parallel
at a total cost of O((M + 1)n2 log jF j) bits of communication.
Proof : Correctness of the protocol sketched above follows from the algebra. The communication
bound follows since the initial multi-secret sharing requires O(n2 log jF j) bits, and each multiplication subprotocol (both re-randomization and truncation) requires O(n2 log jF j) bits as well. Privacy

follows from Theorem 3.1, together with the claim that the multiplication subprotocol reveals no
useful information to any coalition of up to t ? k + 1 players. In that subprotocol, each player
receives (points that interpolate to an otherwise random
P polynomial whose value
Q at zero is the y
coordinate of) a point on a polynomial of the form kj=1 Lej (x)h(ej ) + q (x) kj=1 (x ? ej ), where
q(x) is a random polynomial of degree t ? k, and where h(ei ) is the product of secret values for
1  i  k. From t ? k + 2 of these points, the value of a linear combination of h(e1);    ; h(ek )
could be determined. Any smaller set of points can only yield a linear combination of unknowns
that includes one or more of the random coecients of q (x), since q (x) has t ? k + 1 coecients. 2

3.3.4 Other Parallel Protocols

Many other secure computation protocols that rely on Shamir's secret sharing scheme can be parallelized by modifying the algebra to accommodate multi-shares. In fact, all known non-cryptographic
protocols tolerating a constant fraction of faulty players are parallelizable by our technique. In all
cases, a multiplicative factor of k, for any 1  k  t, is gained in the amortized bit complexity, at
the expense of an additive factor of k in the number of faulty players tolerated.
In particular, Ben-Or, Goldwasser, and Wigderson [22] present a t-resilient perfectly-secure
protocol (BGW-res) for computing any arithmetic circuit in CM over nite eld F by n  3t + 1
players with communication complexity CBGW (CM ) = O(Mn2 t3 log jF j) bits.

Theorem 3.3 (Resilient Computation on Multi-Shares) For n  3t + 1; t  k  1, there is a
(t ? k + 1)-resilient protocol to compute any arithmetic circuit c 2 CM (over a nite eld) on k sets
of inputs in parallel, at a communication complexity CBGW (CM ).

The BGW-res protocol adds veri cation and error-correction procedures to the protocol described in the preceding section. The veri cation procedures are always performed on single shares
of single shares, which do not require modi cation when parallelized; these remain the same when
performed on single shares of multi-shares. The error correction procedure is also independent of
the number of secrets hidden by the polynomial; as long as the i 's are chosen to be nth roots of
unity, this procedure need not be changed for the parallel version.
Rabin and Ben-Or [128] (see also Beaver [9]) have a protocol to securely compute any arithmetic circuit t-resiliently, where n  2t + 1, assuming broadcast, and allowing an exponentially
small probability of error. With systematic changes to the truncation and randomization steps for
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multiplication, k circuits can be (t ? k + 1)-resiliently computed at no increase in communication
complexity, by substituting our multi-sharing scheme for Shamir secret sharing.
Other examples where systematic parallelization applies are the private and resilient protocols
of Chaum, Crepeau, and Damgard [41], the constant-round protocols of Bar-Ilan and Beaver [6],
and the general network topology protocols of Dolev, Dwork, Waarts, and Yung [61].

3.3.5 Computing \Similar Circuits" in Parallel

We also note that our parallel techniques are useful when circuits that are similar but not identical
are to be computed on di erent sets of inputs. We have inexpensive protocols to split and join multishares. At roughly the cost of a single 2-ary multiplication subprotocol, multi-shared secrets can be
converted into singly shared secrets, and singly shared secrets can be converted into multi-shared
secrets, via secure multi-party protocols (either private or resilient). Thus the computations can be
performed in parallel over those portions of the circuits that are identical, and performed separately
over those portions that di er. If the circuits can be matched except for portions containing a small
number of multiplication gates, then parallelization can still reduce communication complexity.
For example, suppose that the players want to join k singly-shared secrets g1(e01 );    ; gk (e0k ),
where each player i begins with the shares g1( i );    ; gk ( i ). The goal is to give each player i the
multi-share vi = g ( i), where g (ej ) = g (e0j ) for all j , 1  j  k. The algebra underlying the joining
protocol is that
Xk
~v = w~ Be?0j1  Chopt?k+1  Bej  Mej
where

j =1

wi =

Xk L (e0 )g (
j =1

i j j i ):

Analogous methods can be used to recombine arbitrary collections of singly and multi-shared
secrets into new single and multi-shares. The algebraic details are similar to the case described
above, and are omitted. Splitting of multi-shares can then be viewed as a special case of recombining. It is also possible to \split" in practice simply by making copies of the multi-shares, with
re-randomization if needed to \erase" unwanted secrets from each set of copies.

3.4 Direct Sum Problem for Communication Complexity of Secure Protocols
In the preceding section, we described a general technique for reducing the amortized bit complexity
of a secure computation protocol, but at a small cost in number of faults tolerated. It is natural
to consider whether this cost is necessary, i.e., can a reduction in amortized bit complexity ever be
achieved without a ecting any other parameters? This is a version of the \direct-sum problem."
The direct-sum problem for communication complexity has been considered recently by Feder,
Kushilevitz, and Naor [68]. We present the rst such results, one positive and one negative, for
this problem for secure computation. We concentrate on the addition function.
Performing in parallel many private addition protocols over GF (2) can decrease the required
amount of communication at no cost to other parameters, as the following two lemmas indicate.
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Lemma 3.2 (Non-Parallel Private Lower Bound) Perfect t-private addition over GF (2) among
n  2t + 1 players, where t is O(n), requires (n2 ) bits of communication.
Proof : It suces to show that at least nt=2 messages must be exchanged. If fewer messages are
exchanged, then some player u receives r messages and sends s messages, where r + s  t. Thus

a group D of at most t players can learn all inputs and all outputs to the probabilistic TM that
controls player u.
Assume that a random tape of length k is sucient for each player in the protocol. The group
D can check all possible 2k+1 settings of u's input bit and random tape. For each setting, if the
TM for player u outputs the exact sequence of s sent messages when it receives the exact sequence
of r received messages, then that setting is said to be consistent.
If every consistent setting involves the same choice of input bit for u, then D can learn that
secret input. Thus the adversary can learn the input bit of u with probability at least (n?nt!)!t! =
C (n; t)?1, i.e., by correctly guessing which t players to corrupt (or with probability 1 if the protocol
is oblivious). This violates the zero probability of disclosure needed for perfect privacy. If di erent
consistent settings involve di erent input bits for u, then the protocol cannot guarantee the zero
probability of output error needed for perfect privacy. 2

Lemma 3.3 (Parallel Private Upper Bound) Perfect t-private addition (mod 2) among n  2t + 1
players n ? t times in parallel is possible with O(n2 log n) bits of communication.
Proof : Each player multi-shares its n ? t secret input bits using the (t; n; n ? t; n)-multi-secret
sharing scheme over GF (2m ), where 2m > 2n ? t (\room" for n share locations and n ? t secret

locations). Each player takes the xor of all received shares, and these results are interpolated to
recover all n ? t xors. The proof follows from Theorem 3.1 and Lemma 3.1. 2
We summarize these two lemmas in the following theorem.

Theorem 3.4 (Positive Direct Sum Result) Parallelization can reduce the amortized communication complexity of perfect t-private addition over GF (2) among n  2t + 1 players by a factor of
( logn n ).

We note that the technique of Lemma 3.3 applies to any nite eld, implying that t-private
addition over GF (q ) can be performed k  n ? t times in parallel among n  2t + 1 players with
O(n2 log(nq)) bits of communication. We also note that essentially the same result as Lemma 3.2
was found independently by Kushilevitz [102], who gives exactly matching upper and lower bounds
of n(t2+1) messages for multi-party private addition.
However, performing in parallel many unstoppable addition protocols over any nite eld, without reducing other parameters, cannot decrease the required amount of communication, as the
following two lemmas indicate.

Lemma 3.4 (Parallel Unstoppable Upper Bound) Perfect oblivious t-unstoppable addition among
n = 2t + 1 players k times in parallel is possible with O(kn2 log jF j) bits of communication.
Proof : The protocol BGW-priv, when used to perform a single addition, is perfect and oblivious. It
is actually t-unstoppable, and requires O(n2 log jF j) bits of communication. The proof of the lemma
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then follows from the equivalence of performing k additions over a eld of size m and performing
a single addition over a eld of size mk (since GF (mk ) can be constructed as GF (m)[X ]=f (X )),
where f 2 GF (m)[X ] is any irreducible polynomial of degree k [135]). As with the proof of Lemma
3.3, GF (mk ) must be large enough to have n share locations and one secret location, i.e., jF j must
be (n1=k ). 2

Lemma 3.5 (Parallel Unstoppable Lower Bound) Perfect oblivious t-unstoppable addition among
n = 2t + 1 players k times in parallel requires (kn2 log jF j) bits of communication.
Proof : As with the upper bound proof (by the computation over the extended eld of size mk
and the additivity of the log function), it suces to show an (n2 log jF j) lower bound for a single
addition. Assume that fewer than n(n ? 1) log jF j=2 bits are sent. Then some pair of players p and
p send fewer than log jF j between themselves. Partition the rest of the players (excluding p and
p), into subsets C and D, where jC j = t ? 1 and jDj = t.
Let sx denote the secret input of player x, and let s0x denote the default input for player x if
it drops
out before the commit point. Let sS denote the sum of secret inputs of subset S , i.e.,
P
sS = x2S sx . Let comm(X; Y ) denote the transcript of all messages sent between players in X
and players in Y .
Consider the following execution of the protocol. The players in C drop out immediately,
sending no messages, and player p drops out after the commit point; all other players stay in
until the end of the protocol. For this execution, D and p together can recover the appropriate
output sp + sp + sD + s0C . Thus D and p together can recover sp , since the other components
of the output sum are known. This implies that, for some easy to compute function g , sp =
g(sD; sp ; comm(p; D); comm(p; p)).
Since p and p0 exchange less than log jF j bits between themselves, there are less than jF j
possible values of comm(p; p). Thus there are less than jF j possible values of sp for any given
xed sD ; sp; comm(p; D). This implies that D by itself can exclude some of the jF j2 possible pairs
of values for [sp; sp ] as being impossible. Since jDj = t, this violates the secrecy requirement for
perfect unstoppability of the protocol. 2
These two lemmas are summarized by the following theorem.

Theorem 3.5 (Negative Direct Sum Result) Parallelization cannot reduce the communication complexity for perfect oblivious t-unstoppable addition (over a nite eld) among n = 2t + 1 players.

3.5 Communication complexity of detecting protocols
Protecting fully against malicious behavior can be quite expensive. For example, the lowest bit
complexity for t-resilient computation, where t is a constant fraction of n, is due to Ben-Or, Goldwasser, and Wigderson [22]: O(Mn5 log jF j) bits to t-resiliently compute a circuit in CM (when
n  3t + 1). By contrast, the lowest bit complexity for t-private computation of a circuit in CM ,
where t is a constant fraction of n (n  2t + 1), is also due to Ben-Or et al: O(Mn2 log jF j) bits.
However, if malicious behavior is not frequent, then it may be sucient to merely identify cheating
when it occurs. Repeating the computation when cheating is detected, possibly switching to a resilient protocol, insures that all computations are eventually done correctly. This is advantageous if
computation that identi es cheating can be more ecient than computation that corrects cheating.
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In fact, t-detectability, where t is a constant fraction of n, and M is non-constant, can be
achieved at a signi cant decrease in communication complexity. The protocol that satis es the
following theorem has a bit complexity that is within a log factor of the most ecient known protocol
for general t-private computation (when t is a constant fraction of n), when M is suciently large.

Theorem 3.6 For n  3t +1, c 2 CM , there is a (t ? 1)-detecting protocol to compute c with error
probability , with O((n5 + Mn2 ) log(jF j(n + M )?1 )) bits of communication.
Before giving the proof of this theorem, we develop some basic facts about polynomials over a
nite eld.

Fact 3.1 If t0 > t points lie on a degree t polynomial, then they lie on no other polynomial of degree
less than t0 .

Proof : If t0 points lie on polynomials p(x) and q(x), then p ? q has at least t0 zeros, and thus at

least one of p and q must be of degree at least t0 . 2
Let p(x1 ;    ; xn ) be a polynomial over a nite eld F of size m. De ne the \degree" of p to
be the largest exponent of any variable in p. Note that this is non-standard usage for the degree
of a multinomial, ordinarily de ned to be the largest sum of exponents of a term. Sometimes the
expressions \maximum degree" and \total degree" are used in the literature to describe these two
quantities.
Let C [x1;    ; xn] be an arithmetic circuit over F , jF j = m, composed of binary multiplication
gates, binary addition gates, and unary scalar multiplication gates; C has one input wire associated
to each xi , and a single output wire. Each circuit C [x1;    ; xn ] computes a unique function from
F n ! F in the obvious way; let fC (x1;    ; xn) denote this function. Each circuit C [x1;    ; xn]
can be expressed as a formal polynomial over F in the obvious way; let pC (x1;    ; xn ) denote this
polynomial. By the following fact, it suces to consider circuits whose formal polynomials have
\degree" less than m.

Fact 3.2 Every function over F can be expressed as a polynomial of \degree" less than jF j.
Proof : For every a 2 F , am = 1. 2
Next we prove an upper bound on the number of zeros of a multivariate polynomial over a nite
eld that, while not the best possible, is sucient for our needs. This result is also a consequence
of a theorem (relating number of zeros to total degree) due to Zippel [142] and independently to
Schwartz [131].

Lemma 3.6 If p(x1;    ; xn) has \degree" d over F , jF j = m, then p(x1;    ; xn) = 0 has at most
ndmn?1 solutions.
Proof : Let z(n; d) be the number of solutions to p(x1;    ; xn) = 0 over F , where p has n variables
and is \degree" d. For any assignment to the rst n?1 of the variables, either p(v1 ;    ; vn?1; xn )  0
or p(v1 ;    ; vn?1; xn ) is a single variable polynomial of degree d over F . In the rst case, xn can

take on any value in F to satisfy p = 0. In the second case, xn can take on the value of any root
of p(v1;    ; vn?1 ; xn) to satisfy p = 0.
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The rst case occurs for at most z (n ? 1; d) assignments of the rst n ? 1 variables, as can
be seen by rewriting the polynomial as p(x1;    ; xn) = p0(x1 ;    ; xn?1 ) + xn p1 (x1;    ; xn?1 ) +
   xdnpd(x1;    ; xn?1), where each pi is \degree" at most d with n ? 1 variables. For a given
assignment, each xin pi term must be zero (else p(v1;    ; vn?1 ; xn ) 6 0). At least one of the xin
terms must be present (else p would only have n ? 1 variables). The upper bound then follows.
The second case occurs for at most mn?1 assignments of the rst n ? 1 variables (trivially). Since
there are at most d distinct roots of any degree d single variable polynomial (i.e., since z (1; d)  d),
we have the following:
z(n; d)  z(n ? 1; d)m + mn?1 d
Expanding, we have
z(n; d)  (z(n ? 2; d)m + mn?2 d)m + mn?1 d = z(n ? 2; d)m2 + 2mn?1 d
     z(1; d)mn?1 + (n ? 1)mn?1d  dmn?1 + (n ? 1)mn?1d = dnmn?1:
This completes the proof. 2

Lemma 3.7 If C [x1;    ; xn] is an arithmetic circuit over F , and if k > 1, then there is a nite
eld F 0 of size jF jk over which C computes the same function when considered as an arithmetic
circuit over F .

Proof : Take F 0 to be F [x]nq(x) for some irreducible single variable polynomial q(x) of degree k
over F . The natural mapping  : F ! F 0 taking values in F to constant (degree zero) polynomials
in F 0 is a monomorphism. 2

De nition 3.1 If C [x1;    ; xn] is an arithmetic circuit over F to compute function fc (x1;    ; xn),
then let fc (x1;    ; xn )[g ! g ? y ] denote the function computed by C if the output of gate g in C

is decremented by y .

Lemma 3.8 For all arithmetic circuits C [x1;    ; xn] and all gates g in C , there exists a polynomial
pC;g (x1 ;    ; xn; xn+1 ) such that pC;g (x1 ;    ; xn; y) = fC (x1 ;    ; xn)[g ! g ? y], where the \degree"
of pC;g is equal to the \degree" of pC .
Proof : A circuit C 0 to compute fC (x1;    ; xn)[g ! g ? y] can be derived from C (disconnect
the output wire of g ; insert an input wire for y ; insert a scalar multiplication gate with input y
and output ?y ; insert an addition gate with inputs ?y and the output of g ; connect the output
of the addition gate to what used to be connected to the output of g ). The formal polynomial
pC0 (x1;    ; xn; y) has the same \degree" as pC since the output of g has \degree" at least 1. 2
Now we can give the proof of the main Theorem.
Proof : (Theorem 3.6) Here is the error-detecting computation protocol. The secret inputs are
s1;    ; sn, the share locations are 1 ;    ; n, and the share locations are 0; 1. All computations
are actually performed over an extension eld F 0 of F , where jF 0j = jF j (see Lemma 3.7). The
choice of  depends upon
the desired probability  of undetected cheating; it suces to choose
?1 )
log(
Mn
(
n
+1)

  d1 +
e. (n is the number of players, M is the number of 2-ary multiplication
log jF j
gates in the arithmetic circuit).

Initialization Phase
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1. Each player i nds an otherwise random degree t ? 1 polynomial pi (x) such that pi (0) = si ,
and gives to each player j the share sij = pi ( j ) using a protocol for Veri able Secret Sharing
(VSS), e.g., as in [22].
2. Each player i nds n random degree t ? 1 polynomials ri1 (x);   ; rin(x), and gives to each
player
j the shares ri1j = ri1( j );    ; rinj = rin( j ) using VSS. The lth \check input" will
P
n
be k=1 rkl (1).
P
3. Each player i nds v1i ;    ; vni where vli = (1 ? i)sli + i ( nj=1 rjli ). These values are player
i's multi-shares of n polynomials of degree t that pass through the secret inputs at e1 = 0
and the check inputs at e2 = 1.

Computation Phase

At the beginning of the Computation Phase, each player holds a multi-share corresponding to
each input of the arithmetic circuit.
1. To evaluate a 2-ary addition gate, each player privately adds its own multi-shares of the
corresponding inputs to the gate. The result is considered to be the multi-share corresponding
to the output of the addition gate.
2. To evaluate a scalar multiplication gate, each player privately nds the product of the scalar
and its own multi-share of the corresponding input to the gate by the appropriate scalar.
The result is considered to be the multi-share corresponding to the output of the scalar
multiplication gate.
3. To evaluate a 2-ary multiplication gate, the players proceed as follows. Assume that the
multi-shares of the corresponding inputs to the gate held by player i are lefti and righti.
(a) Each player i privately nds tempi = lefti  righti.
(b) Each player i chooses a random polynomial qi (x) of degree 2t ? 2 and gives to each player
j the value ij = qi ( j ).
P ?1 ji).
(c) Each player i privately nds wi = tempi + i ( i ? 1)( nj =0
(d) The players cooperate to compute e3 and to give each player i the value vi , where
(v1    vn ) =

X2 [(w    w )  B?1 Chop
j =1

1

n

e3

?1
2tBe3 Bej Chopt?1 Bej Mej ]

using the following steps to accomplish this.
i. Each player i chooses a random polynomial pi (x) of degree t such that pi (0) = wi .
ii. Each player i gives to each player j the value pi ( j ).
iii. Each player i sends to each player j sij = ri ( j ) for some random degree t polynomial
ri(x).
P
iv. Each player i sends s0i = nj=1 sji to all players.
v. Each player privately nds e3 to be the value at 0 of the degree t polynomial through
s01;    ; s0n (complaining if degree is bad).
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vi. Each player i privately nds, for k = 1; 2 the values
(p1( i )    pn ( i ))  Be?31 Chop2tBe3 Be?k1 Chopt?1 Bek Mek = (v1ki    vnki )
vii. Each player i gives to each player j the value vji = vj 1i + vj 2i .
viii. Each player i privately nds vi as the value at 0 of the degree t polynomial that
interpolates ( 1 ; vi1);    ; ( n ; vin ) (complaining if degree is bad).

Revelation Phase
1. Each player i sends to each player j i's multi-share outi corresponding to the output wire of
the circuit.
2. Through VSS and interpolation, the players recover all of the values rij (1), 1  i; j  n.
3. Each player i complains unless all of the following are true:
(a) The nal multi-shares out1 ;    ; outn lie on a polynomial pout (x) of degree at most t;
(b) All values shared using VSS were shared correctly; and
(c) The check output
matches the result of the computation on the check inputs, i.e.,
pout (1) = f (Pni=1 ri1;    ; Pni=1 rin).
4. If there are no complaints, each player i takes the output of the circuit to be pout (0).
Cheating during the sharing or revelation phases of the VSS protocols wil be caught always
(using the VSS protocol of Ben-Or, Goldwasser, and Wigderson).
Sending incorrect values of outi will be caught always, since the honest players' values uniquely
determine a degree t polynomial.
Thus the only place for e ective cheating is in the multiplication subprotocol. Cheating can
occur in this subprotocol in steps 3b, 3dii, 3diii, 3div, and 3dvii. Assume that cheating occurs
during a single multiplication subprotocol.
Cheating in step 3b can only a ect the degree of the polynomial through the wi values, but
cannot a ect the value of the polynomial at 0 and 1.
The steps 3diii-3dvi allow the players to agree on a random element. Cheating during this
phase will either be detected (by a ecting the degree of the polynomial through the s0i values), or
will not bias the randomness of the selected element e3 . Thus cheating in step 3div can not cause
undetected error.
Cheating in step 3dvii will be caught in step 3dviii, since there is a unique degree t polynomial
through the values received in step 3dvii by each honest player from the other honest players.
This leaves only cheating in step 3dii to consider. Cheating in this step enables the faulty
processors to change their inputs to the truncation procedure (steps 3diii-3dviii). This can only
cause all n points to be on a curve that is right at 1 and wrong at 0 if the new curve is a polynomial
of degree at least n ? t + 1. (by Fact 3.1), since the n ? t honest points lie on a degree 2t < n ? t
polynomial).
Assume that the vector of points that are used in steps 3diii-3dvii lie on the curve at0 xt0 +    +
a1x + a0, where n ? 1  t0  n ? t + 1 > 2t. Multiplying the vector of points by Be?31 Chop2tBe3 is
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equivalent to0 nding a new vector of points
that lie on the curve b2t(x ? e3 )2t +    b1 (x ? e3 ) + b0,
0
where at0 xt +    + a0 = bt0 (x ? e3 )t +    + b0 . The e ect on the0 value of the curve at the
check location 1 is to reduce it by  (e3 ) = (1 ? e3 )2t+1 [bt0 (1 ? e3 )t ?2t?1 +    + b2t+1], where
n ? 1  deg() > 2t.
We can bound the probability that this reduction in the check value output at a single multiplication gate g will a ect the check value output of the circuit. If pC (x1;    ; xn ) is the formal
polynomial that computes the original circuit, the \degree" of pC is less than jF j (by Fact 3.2);
thus there is a polynomial pC;g (x1 ;    ; xn; y ) that computes the same circuit when y is subtracted
from the output of g , such that the \degree" of pC;g is equal to the \degree" of pC (see Lemma
3.8). Thus the \degree" of pC;g (x1;    ; xn ;  (e3)) is at most deg (pC )deg ( ) < jF jn. Thus the \degree" of  (x1 ;    ; xn; e3) = pC;g (x1;    ; xn ;  (e3)) ? pC (x1 ;    ; xn ) is less than jF jn. Note that
 (x1 ;    ; xn; e3) is zero if and only if the check value output of the circuit is una ected by the
tampering at gate g .
By Lemma 3.6,  has at most (n + 1)(jF jn)jF 0jn zeros. Since the inputs to  (check
values and
jF 0 jn = jF jn(n+1) .
e3 ) are uniformly random in jF 0 j, the probability that  is zero is at most jF jnj(Fn0+1)
jF 0 j
jn+1
When cheating occurs in  > 1 multiplication subprotocols, the above analysis can be extended as follows. Let G = g1;    ; g be the gates at which cheating occurs. Let e31 ;    ; e3
be the jointly created random values in steps 3diii-3dv. Let pC;g (x1;    ; xn ; y1;    ; y ) be the
polynomial that computes what the circuit C computes when the output of each gate gi is reduced by yi . Note that deg (pC;g ) = deg (pC ) < jF j. Let  + i(e3i) be the reduction in the
output of gate gi caused by cheating, n ? 1  deg (i) > 2t for all i. Thus the \degree" of
pC;g (x1 ;    ; xn; 1(e31);    ; (e3 )) is at most deg(pC;g )(maxideg(i)) < njF j. Thus the polynomial  (x1;    ; xn ; e31;    ; e3 ) = pC;g (x1 ;    ; xn ; 1(e31);    ; (e3 )) ? pC (x1;    ; xn) also has
\degree" less than njF j. By Lemma 3.6,  has at most (n + )(njF j)jF 0jn+?1 zeros. Thus the
probability that  is zero for uniformly random inputs is at most (n+jF)0nj jF j ; this is also the probability that the check output is unchanged.
The overall probability for undetected cheating is thus
X (n + i)njF j = M (n + 1)njF j
max
1 +2 +M

i

jF 0j

jF 0j

?1

 ) e.
which is at most  when jF 0 j = jF j for  = d1 + log(Mnlog(nj+1)
Fj

2

Note that the adversary has a lot of control over the polynomial  (x1 ;    ; xn;  (e3)), and can
know exactly what it will be as a result of tampering in step 3dii. The adversary can change
the faulty players' inputs to the truncation procedure (steps 3diii-3dviii) as follows. Choose any
degree t0 polynomial q (x) that is zero at all of the honest players' share locations and zero at the
check location, n ? 1  t0  n ? t + 1 > 2t. Change each faulty player's input to the truncation
procedure from wi to wi + q ( i), where i is faulty player i's share location. The polynomial  (e3)
is completely determined by q (x), and thus so is  .
P f (x1;    ; xn) =
P For a worst-case scenario, suppose that the circuit computes the function
( ni=1 xi )xj M ?1 . Suppose that the circuit begins with the computation of ni=1 xi , and then performs M 2-ary multiplications sequentially. Further assume that player j is under the control of
the adversary, so the value of xj will be known in advance by the adversary. The adversary can
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P

attempt to cheat during the rst multiplication subprotocol, which nds the product of ni=1 xi
and xj . The adversary will know if the cheating was successful, since it can check whether the e3
that was constructed during the subprotocol is a zero of the polynomial  that the adversary chose.
If the cheating was successful, then the adversary is honest for the remainder of the computation.
If unsuccessful, then the adversary cheats on the next multiplication subprotocol. For this one,
however, the adversary chooses q (x) slightly di erently: q ( i ) = 0 for each honest player's share
location i , and q (1) = ? (e3 )sj . If the adversary cheats successfully this time then check value
will be restored to its correct value, and the adversary can be honest thereafter. The adversary can
continue in this way, for up to M separate chances to cheat successfully.

3.6 Conclusion
We have initiated the study of the communication complexity of multi-party non-cryptographic
secure computation protocols. Parallelization can often reduce the amortized bit complexity of
existing protocols at a small price in fault tolerance. Allowing no reduction in fault tolerance,
matching lower and upper bounds show that amortized bit complexity can be improved in one
setting (privacy) but not in another (unstoppability). When malicious behavior is infrequent,
detectability can o er as much protection as resilience, at signi cantly reduced bit complexity.
Many open questions remain in the general area of communication complexity for secure computation. Non-trivial lower bounds for resilient computation and for cryptographic protocols (e.g.,
allowing one-way functions or Oblivious Transfer) would be interesting. Tradeo s among complexity measures also warrant further study. We have shown a tradeo between bit complexity
(multiplicative) and fault tolerance (additive); it is possible that other measures can be related as
well (e.g., round complexity, level of security, error probability). Lastly, the resilient protocol of
Beaver, Feigenbaum, Kilian, and Rogaway [14] has a bit complexity that is independent of circuit
size, but is low in fault tolerance (i.e, can only tolerate O(log n) faulty players); whether fault
tolerance can be improved while maintaining this independence remains open.
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Chapter 4

Eavesdropping Games: A
Graph-Theoretic Approach to
Privacy in Distributed Systems
We initiate a graph-theoretic approach to study the (information-theoretic) maintenance of privacy in distributed environments in the presence of a bounded number of mobile eavesdroppers
(\bugs"). For two fundamental privacy problems { secure message transmission and distributed
database maintenance { we assume an adversary is \playing eavesdropping games," coordinating the
movement of the bugs among the sites to learn the current memory contents. We consider various
mobility settings (adversaries), motivated by the capabilities (strength) of the bugging technologies
(e.g., how fast can a bug be reassigned). We combinatorially characterize and compare privacy
maintenance problems, determine their feasibility (under numerous bug models), suggest protocols
for the feasible cases, and analyze their computational complexity.

4.1 Introduction

Motivation: Security of computation has triggered a number of fundamental studies in re-

cent years, including foundations of cryptographic primitives, secure computation protocols, zeroknowledge proofs, software protection, and analysis of trac patterns. Privacy of individuals in the
presence of eavesdropping (Big Brother) is a fundamental issue in security of computation that has
been dealt with in many ways. In this work we suggest a combinatorial approach to the problem of
maintaining privacy in a network that is threatened by mobile eavesdroppers, i.e., by an adversary
that can move its bugging equipment within the system. Mobile adversaries in the context of secure
computation were introduced by Ostrovsky and Yung [122].
Unlike previous studies, this work takes a graph-theoretic perspective, to understand the relationship of network topology to the feasibility of fundamental privacy problems. We would like
to characterize these fundamental problems combinatorially, and to analyze their complexity as
well. Furthermore, we want to compare the di erence in strength among the various eavesdropping
mechanisms.
Model: The network is assumed to be a collection of simple nodes (processors/ switches/ link66

adaptors) that can store data, send and receive messages along the network links, and perform
limited computation. The network's nodes act in rounds (synchronously), and are assumed to
be vulnerable to eavesdropping. We remark that the assumption of node vulnerability can also
model eavesdropping at edges in an actual network, but because of ber-optics technology, future
eavesdropping will likely take place not along links but at switches, bridges, routers and other
actual network nodes.
We model the eavesdropping threat (adversary) as a dynamic phenomenon. There is a maximum
number of nodes that can be under surveillance at any moment, but the actual nodes being targeted
can change over time (e.g., each round). Once at a node, the (non-disrupting) bug gets to learn all
incoming and outgoing messages and the memory contents. One can imagine that eavesdropping is
possible at sites where intruders are physically present, manually tapping into the targeted locations.
Alternatively, the eavesdropping threat might be centralized and remote, perhaps recon gurable
points of focus chosen arbitrarily from a spy satellite. Another possibility is that the eavesdroppers
ow with the network message trac (to neighbors only). This implies that we have to consider
various mobility settings that de ne how to constrain bug movement between rounds.
Problems: When studying the privacy of information in a network, there are two security
sub- elds to consider: communication security, i.e., protecting messages transmitted through the
network, and data security, i.e., protecting information stored in the network. We consider problems
from both sub- elds, i.e., secure message transmission, and distributed database maintenance. In
the rst problem a sender uses the network to send a private message to a receiver (with two
variants according to whether sender and receiver are part of the network). In the second problem,
data distributed among the network's nodes is to be maintained privately via communication of
messages and updates. In both problems we assume that after each round of communication the
adversary may move its bugs subject to the mobility setting.
The basic problems and the various capabilities of bugs (mobility settings) give us a rich spectrum of (parameterized) models that we investigate and compare.

Results: We show the following results:
 Secure Message Transmission
{ Complete characterization of feasibility for two variants, independent of mobility setting,
depending only on certain network connectivity properties.
{ Computational complexity of determining feasibility for two variants (co-NP-complete
for one, polynomial time for the other).

 Distributed Database Maintenance
{ Complete characterization of feasibility, sensitive to both mobility setting and network
topology, in terms of node search number.
{ Computational complexity of determining feasibility in the general case (PSPACEcomplete), and for several natural mobility settings (NP-complete for some, co-NP-hard
for another).
{ Separation of number of bugs tolerated in di erent mobility settings (large additive and
multiplicative gaps).
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{ Separation of adversary's time to compromise privacy in di erent mobility settings (exponential versus polynomial rounds).

Related Work: Information-theoretic security for distributed tasks has been studied for many

adversarial models involving non-mobile faults, beginning with Ben-Or et al. [22] and Chaum et
al. [41]. A characterization of which boolean functions are privately computable on a complete
network versus non-mobile eavesdroppers was given by Chor and Kushilevitz [55]. Variants of the
problems we consider have been de ned elsewhere. Secure message transmission was originally
de ned by Dolev et al. [61] under a mobile fault model, but assuming that many channels connect
the sender and receiver. Database maintenance was de ned by Ostrovsky and Yung [122] under a
mobile fault model, but assuming broadcast and a complete network of untappable channels. Our
work on distributed database maintenance shows reductions between privacy and generalizations
of graph searching games, a topic that has received much attention (e.g., [36] [110] [100] [104] [25]).
Organization: In Section 4.2, we give the basic model of eavesdropping games. We consider the
problem of secure message transmission in Section 4.3, and distributed database maintenance in
Section 4.4. The sensitivity of the database problem to the choice of mobility setting is addressed
in Section 4.5. Some open problems are given in Section 4.6.

4.2 Model of Eavesdropping Games
We consider the following synchronous game between a network and an adversary. Each node of the
network is a processor that can do local computation, ip coins, store and erase information, and
send messages to adjacent nodes. Some number of traveling eavesdropping \bugs" occupy nodes
of the network, observing messages and memory contents without disrupting node behavior. The
protocol that the network will execute is known to both the network and the adversary.
The adversary makes the rst move in the game by choosing initial locations for bugs. The
network makes a move in the game by executing a round of its protocol, and the adversary responds
by reassigning the bugs (subject to some constraints). The network wins the game { and we say
that the protocol is private { if the execution of the protocol leaks no useful information to the
adversary.
Network Behavior: To execute a round of its protocol, each node in the network does the
following:
1.
2.
3.
4.
5.

Receive messages from neighboring nodes (except rst round).
Flip coins (using an on-line source of randomness).
Compute messages to be sent.
Update local memory (storage and erasure).
Send messages to neighboring nodes (except last round).

We note that it is important that processors be able to erase information, and that their source
of randomness be on-line. Otherwise, the adversary would know all past and/or future behavior of
the network as soon as each node had been visited by at least one bug.
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Adversary Behavior: To respond to a network round, the adversary does the following (after

Step 5 of the round, and before Step 1 of the next round):

1. Coordinate the movement of the bugs subject to some set of constraints (\mobility setting"),
possibly removing some bugs from the network, possibly placing some bugs onto the network,
and possibly moving some bugs directly from one node to another.
2. Begin eavesdropping again at the start of the network's next round.
Notice that if a bug is removed from a node at the end of a round, it sees the messages sent by
its old location but not to its old location during that round; and if a bug is placed at a node at
the end of a round, it sees the messages sent to its new location but not by its new location during
that round.
Mobility Setting: A mobility setting is a collection of constraints on the allowable movement of
bugs in the network. Di erent mobility settings yield di erent games between the network and the
adversary, and thus di erent privacy problems.
We model all mobility settings to be oblivious (i.e., constraints on bug movement cannot depend
on observed behavior of the network itself) and ecient (i.e., a judge with polynomially bounded
resources in the size of the network can monitor the movement of bugs and decide legality for
each round). We note, however, that a mobility setting actually need not be either oblivious or
ecient. If a protocol leaks some information to an adversary that bases its actions on what is seen
at the nodes, then it also leaks some (possibly much smaller) positive amount of information to an
oblivious adversary, which would violate information-theoretic security. If the rules governing bug
movement cannot be judged from round to round in polynomial time, then all of our results still
hold except for one (Claim 4.3 in Section 4.4).
The weakest possible mobility setting allows no bug movement whatsoever during the protocol;
this is called the \static" setting. The strongest possible setting allows any movement, i.e., every
bug can move to an arbitrary location after step 5 of every round of the protocol; this is called the
\frequent parallel hopping" (F/P/H) setting.
We (intuitively) say that a mobility setting is \natural" if the constraints on the future movement
of a bug do not depend on the past or current behavior of other bugs, or in a \complex" way on
the past behavior of that bug. Natural settings can be de ned, e.g., by limiting the frequency with
which bugs can move (e.g., each bug can move only every k rounds) or by limiting their range
of motion (e.g., each new location must be within k edges of its old location), or by limiting the
number of bugs that can move each round, or by stipulating a delay between the removal of a bug
and its placement at a new location, or by restricting each bug to a subset of the network. We will
identify and discuss some speci c natural settings in Section 4.5.

4.3 Secure Message Transmission
4.3.1 Problem

In the secure message transmission problem (isolated as a fundamental primitive for secure computation by Dolev et al. [61]), two parties wish to communicate by using the graph (network of
processors with eavesdropping bugs) as a communication channel. Suppose that party x has a
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Figure 4.1: Plug-In and Graph-Only Models for Secure Message Transmission
secret message (element of a nite group) to send to party y . Party x can send messages to only p
nodes of the graph (along \input ports"), and party y can receive messages from only p0 nodes of
the graph (along \output ports"). We call this the \plug-in" model for secure message transmission because x and y are \plugged into" the graph on which the mobile bugs are active (and to
distinguish it from the upcoming \graph-only" model).
The adversary in this case has control over the movement of bugs on the graph, and has control
over the location of the ports. The t bugs are somewhere on the graph at the start of the protocol,
and can only move on the graph, i.e., cannot occupy x or y . We ask whether x; y and the nodes of
the graph can behave so as to allow y to learn the message without the adversary learning anything
about the message (see Figure 4.1).
Speci cally, the nodes and bugs behave as in the basic model of eavesdropping bugs, with the
following exceptions. In the rst step of every round, including the rst round, nodes that are input
ports may receive messages from the sender x. In the fth step of every round, including the last
round, nodes that are output ports may send messages to the receiver y .
Secure message transmission is a primitive from which more general protocols can be built [61].
For example, if a number of parties are all plugged into a graph, then they can use the graph as a
complete network of untappable channels. In this way, they can compute any function over a nite
eld privately using protocols secure against a passive adversary [22] [41].
To describe our results about message transmission in the plug-in model, we need the following
de nition. A graph G = (V; E ) is \(L; U; d)-connected" if every subset of nodes of size between L
and U has at least d neighbors, i.e.,

S  V; L  jS j  U =) jng(S )j  d:
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4.3.2 Characterization of Feasibility

Success depends only on a connectivity requirement of the graph, and not on the choice of setting.

Theorem 4.1 Secure message transmission in the (p; p0) plug-in model is possible in setting 
versus t bugs on a graph G i p; p0 > t and G is (p ? t; n ? p0 ; t + 1)-connected.
Proof : The following two-phase protocol suces versus an adversary in the (strongest possible)

F/P/H setting. Initially,
the sender x inputs a random share mi of his message m on each input
P
p
port i, such that i=1 mi = m. During each round of the rst phase (except the last), each node
i chooses a random value to send to each neighbor, treating the receiver as a neighbor if i is an
output port; each node then updates its stored value (initially zero) by adding the values received
at the start of the round (if any) and subtracting the values that will be sent at the end of the
round (if any). In the second phase, which begins with step 5 of the last round of the rst phase,
the nodes simply propagate their nal shares towards (and out) the output ports. The receiver
nds the message to be the sum of all unique messages received from the output ports.
It can be shown that the adversary cannot learn any useful information about the message from
the values that it sees in the rst phase together with all the available nal shares in the second
phase, i.e., some necessary additive share is always lost through an output port. For example, if
the rst phase lasts n ? p ? p0 + t + 2 rounds, then the balanced connectivity condition implies the
existence of a sequence of nodes x1 ;    ; xk such that x1 is an input port, xk is an output port, and
each xi is unoccupied during Round i, 1  i  k  n ? p ? p0 + t + 1. In this case, the adversary
learns no information about the initial share m1 from the sender to x1 , the value sent from xi to
xi+1 at the end of Round i for each 1  i  k ? 1, and the value sent from xk to the receiver at
the end of round k. Without this information, each possible message m is equally likely from the
adversary's point of view.
For the reverse direction, we show that the adversary can always succeed in the (weakest
possible) static setting if the conditions are not met. If p  t (p0  t), the adversary succeeds by
occupying all input (output) ports throughout the protocol. If G is not (p ? t; n ? p0 ; t +1)-connected,
then there exists a set S  V such that p ? t  jS j  n ? p0 while jng (S )j  t. The adversary chooses
input port locations I = I1 [ I2 [ I3 such that I1  S , jI1 j = p ? t, I2 = ng (S ), I3  V ? S ? ng (S ),
jI3j = t ? jng(S )j (possibly empty). The adversary chooses output port locations O  V ? S . The
adversary can then succeed by occupying I2 [ I3 throughout the protocol. 2

Claim 4.1 : The decision problem for secure message transmission feasibility in the plug-in model
is co-NP-complete

Proof : The proof is by reduction from the complement of MIN EDGE-CUT INTO EQUAL-

SIZED SUBSETS [79]. Let (G; k) be an instance of this latter decision problem, i.e., does there
exist a set of fewer than k edges whose removal splits G = (V; E ) into two subgraphs with jV j=2
nodes each? We construct an instance of the former decision problem as follows.
Let n = jV j, and let  be the maximum degree of any vertex in G. Choose  > max(k; n2 ).
Let G0 = (V 0; E 0), where (1) for each vertex v 2 V , there are vertices v1 ;    ; v 2 V 0 ; (2) for each
edge e 2 E , there is a vertex ve 2 V 0; (3) for each vertex v 2 G with adjacent edges e1 ;    ; ed,
there are edges in E 0 connecting every v1;    ; v to every v1 ;    ; v; ve1 ;    ; ved . The subgraph
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in G0 associated with a vertex v and its adjacent edges in G is called the \cluster" for v in G0.
See Figure 4.2. We claim that G has an equal-sized edge cut of size less than k i G0 is not
( n2 ; n(2+) ; k)-connected.
Suppose G has an equal-sized edge cut of size less than k. The set of nodes in G0 corresponding
to these edges is a node cut in G0. Each side of the cut in G0 has exactly n2 clusters. Since any
cluster must have at least  and at most  +  nodes, each side of the cut must have between n2
and n(2+) nodes, i.e., this node cut is balanced.
Suppose G0 has a balanced node cut of size less than k. Then each side of the cut has between
n and n(+) nodes. Each side of the cut must have exactly n clusters, since the largest size of
2
2
2
n ? 1 clusters is less than ( n ? 1)( + ) < n . Thus the corresponding edge cut in G, removing
2
2
2 0
every edge e such that ve was in the cutset for G (and ignoring any other nodes in the cutset for
G0), is an equal sized edge cut for G. 2
When max(p; p0) < d n+2 t e, we can restate the balanced connectivity requirement in terms of
separators: We require that G not have an (n ? min(p; p0)) separator of size t.
When the port locations are xed beforehand (or when p and p0 are constant) the decision
problem becomes polynomial time. For example, when the port locations are xed then deciding
feasibility reduces to deciding an instance of s-t connectivity.

Claim 4.2 Given xed port locations, consider the new graph G whose nodes are the nodes of G

plus the sender and receiver, and whose edges are the edges of G plus the edges connecting sender
and receiver to ports. Secure message transmission from sender to receiver through G is possible
versus t bugs if and only if there are more than t node disjoint paths in G connecting sender and
receiver.
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Proof : One direction of the proof is trivial, since private transmission is impossible when all

possible paths are occupied throughout. The other direction can be easily shown for a transmission
protocol where the sender overwhelms the bugs while the nodes of the network are simple relays.
Let L be the sum of the lengths of t + 1 node disjoint paths from sender to receiver in G. The
sender splits his message into (t +1)(L +1) additive shares, and sends a di erent share to each input
port each round (until the shares run out). The nodes simply propogate shares along the disjoint
paths, with no splitting or recombining, and with no activity at all by nodes o the paths. The
bugs get overwhelmed, since t + 1 new shares enter the graph every round while at most t shares
are seen by bugs every round. The number of unseen shares thus increases by at least one every
round. After L + 1 rounds, there have been at least L + 1 shares that have entered the network
but have not been seen yet by any bug. Since the paths can only hold L shares, some share must
have passed completely through and out the network without ever being seen. 2
The idea of this proof can also be used for Theorem 4.1. The processor nodes of the network
become simple store-and-forward relays, while the work of the sender increases from one round of
transmission to many (O(n)) rounds.
Graph-Only Model: We can consider the \graph-only" model of secure message transmission,
in which the sender and receiver are two of the nodes in the graph. Here we stipulate that the
adversary cannot eavesdrop on the sender or receiver even when bugs occupy those nodes (although,
in fact, we don't care whether the sender is shielded after the rst round). Note that this problem
is uninteresting without assuming some shielding of both sender and receiver, since eavesdropping
at either site makes privacy impossible. The adversary should learn nothing about the message
being sent for every possible choice of sender and receiver.

Theorem 4.2 Secure message transmission in the graph-only model is possible in setting  versus
t bugs on a graph G i G is (t + 1)-connected.

Proof : If G is not (t + 1)-connected, then there exist nodes x; y such that every path from x to y
passes through a cutset C , jC j  t. Secure message transmission from x to y is impossible in the
static setting if the adversary occupies C throughout the protocol.
If G is (t + 1)-connected, and x wishes to send a message to y , the protocol and proof from
Theorem 4.1 can be modi ed in a straightforward manner. The rst phase of a two-phase protocol
ends when y has received a critical additive share of the message about which the adversary has
no information. 2
Claim 4.3 ([63]) The decision problem for secure message transmission feasibility in the graphonly model is in P.

Example: Let G be a nite rectangular mesh, t = 2 bugs, p = p0 = 4 input and output ports. Secure
message transmission is possible for this example in the plug-in model, but not in the graph-only
model.
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4.4 Distributed Database Maintenance
4.4.1 Problem

In the distributed database maintenance problem ( rst considered as a secure computation task
by Ostrovsky and Yung [122]), one or more secrets (elements of a nite group) are initially shared
among the nodes of the graph. Then t bugs are introduced into the graph, and some protocol is
executed ongoingly. At the end of every round, the secrets must be uniquely recoverable from the
information held at the nodes of the graph. At the end of every round, the adversary must not be
able to predict the secrets with a success probability better than random guessing.

4.4.2 Characterization of Feasibility

Node searching is a graph game with a long history [36] [123] [110] [100]. We generalize earlier
formulations of the game as follows. At the start of the game, all edges of a graph are contaminated
and guards occupy some nodes; the contaminated edges may be viewed as the possible locations
of a fugitive that the guards are attempting to capture. At the start of each round (except the
rst round), one or more guards may move. Next, every contaminated edge that is adjacent to
two occupied nodes becomes cleared. Finally, every clear edge that is adjacent to a contaminated
edge via an unoccupied node becomes contaminated. The guards win the game if they succeed in
clearing all edges of the graph (guaranteeing the capture of the fugitive).
Interesting variants of node searching may depend on the allowable movement of the guards.
As with our bug settings, any restriction on the allowable movement of guards produces a new
variant of the node searching problem. In fact, each setting for constraining the movement of bugs
can also be viewed as a setting for constraining the movement of an equal number of guards: A
guard can move at the beginning of a round if the corresponding bug could move before the start
of that round.
This de nition of node searching is more general than earlier formulations (e.g., [100]). In earlier
work on node searching, the contamination is typically assumed to spread as far as possible after
each round of guard movement (i.e., stopping only where blocked by guards); this may be viewed
as searching for a very fast fugitive. We can model this behavior by choosing a setting in which
guard movement is only allowed every jV j rounds. This enables the contamination to spread as far
as it possibly can before guards may move again.
If the guards are restricted to move as in setting  , then we let ns (G) denote the minimum
number of guards required to fully clear the graph G. Note that  can be the F/P/H setting,
the static setting, or any other collection of constraints on the allowable movement of bugs in the
network.
The following theorem gives the relation between this generalized node search game and the
problem of maintaining a distributed database.
Theorem 4.3 Distributed database maintenance is possible in setting  versus t bugs in graph G
i t < ns (G).
Proof : First we show that if t < ns (G), then the database can be maintained inde nitely. Wlog,
assume the database consists of a single secret from a nite group G . The nodes can succeed by
performingPthe following protocol. At the start, each node xi holds an additive share si of the
secret s = i si , for some s 2 G . Each round, each node xi does the following:
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1. Receive message rji from each neighbor xj (except rst round).
2. Flip jng (xi)jjGj coins.
3. Use coin ips to determine uniformly random group elements rij0 for every neighbor xj . These
are the messages to be sent at the end of the round.
4. Update local memory as follows:

P

(a) Compute si = si + j rji .
P
(b) Compute s0i = si ? j rij0 .
(c) Erase everything except new share s0i and messages to be sent, unless it is time to
reconstruct s (in which case, si is saved).
5. Send message rij0 to each neighbor xj .
Suppose that the adversary could learn the secret after some number of rounds k. Consider the
movement of guards in the generalized node search game identical to the movement of the bugs
in the eavesdropping game for these k rounds. Since t < ns (G), there must be a contaminated
edge at the end of these guard movements. In fact, by the de nition of node searching, there must
be a sequence of edges e0 ; e1;    ; ek such that (a) for every 0  j  k, either ej = ej +1 and one
endpoint of ej is unoccupied during round j + 1, or ej adjacent to ej +1 and their common endpoint
is unoccupied during round j + 1; and (b) for every 1  j  k, ej is contaminated by the end of
round j (i.e., contaminated at the start of round j + 1).
Let x0; x1;    ; xk be a sequence of nodes de ned as follows. If ej = ej +1 then xj is any endpoint
of ej that is unoccupied during round j + 1, and if ej adjacent to ej +1 then xj is their common
endpoint. It is easy to verify that (a) for every 0  j  k, either xj = xj +1 or xj is adjacent to
xj+1 ; and (b) for every 0  j  k, xj is unoccupied during steps 1-5 of round j + 1.
The adversary does not see the activities (steps 1-5) at node xj during round j + 1, for all
0  j  k ? 1. Suppose that the adversary could somehow see all other activity that occurred
(e.g., could occupy every node except xj during round j + 1, for all 0  j  k ? 1). Then the
adversary doesn't see the initial share held at x0, or the messages sent along all true edges (xj ; xj +1 ),
xj 6= xj+1 , but sees all other relevant information (excluding intermediate erased computations at
each xj during round j + 1). There are jGj+1 possibilities for the unseen information, where  is
the number of true edges (i.e., the number of j 's such that xj 6= xj +1 ). Each of the jGj possible
secret being maintained by the database is consistent with exactly jGj of these possibilities (i.e.,
every secret is consistent with all possible message sequences and one possible initial share held at
x0 ). Thus the adversary has no information about the secret maintained by the database at the
end of k rounds.
For the reverse direction, it suces to show that the adversary can succeed whenever t  ns (G).
The following facts about eavesdropping games are useful:
1. The value held by a node at the end of round i is completely determined by the value held
by the node at the end of round i ? 1, the messages sent to the node at the end of round i ? 1
(if any), and the coin ips of the node in round i.
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2. The messages sent by a node at the end of round i are completely determined by the value
held by the node at the end of round i ? 1, the messages sent to the node at the end of round
i ? 1 (if any), and the coin ips of the node in round i.
3. If a node is occupied during round i, then the adversary knows the value held by the node at
the end of round i, and the messages sent by the node at the end of round i.
4. The protocol must be correct for every possible collection of coin ips by the nodes.
When t  ns (G), there is a legal movement of guards in the node search game that clears
every edge of G. We claim that the corresponding movement of bugs in the eavesdropping game
allows the adversary to learn the secret being maintained by the database.
In the node search game, call a node clear if it is not adjacent to any contaminated edge. In
the eavesdropping game, call a node clear if the corresponding movement of guards for bugs would
clear the node in the node search game. Using facts 1-3, we can show the following round invariant:
If the adversary can guess the coin ips through round m of the eavesdropping game, then the
adversary knows the value held at, the messages sent from, and the messages sent to every clear
node at the end of round m. This is trivially true at the start of the protocol, when no nodes are
clear. Assume it is true through the end of round m.
Let x be a node that is clear at the end of round m + 1. If x was clear at the end of round
m, then the adversary knows the value held at x and the messages sent to x at the end of round
m (by the induction hypothesis). By facts 1 and 2, then, the adversary knows the value held at x
and the messages sent by x at the end of round m + 1. Since x remains clear, every neighbor of
x must either be clear at the end of round m or occupied by a bug during round m + 1. In either
case, the adversary knows the message sent to x by each neighbor of x at the end of round m + 1
(either by the induction hypothesis together with fact 2, or by fact 3). Thus the adversary knows
all messages sent to x at the end of round m + 1.
Otherwise, x is clear at the end of round m + 1 and adjacent to a contaminated edge at the end
of round m. To be cleared, x must be occupied during round m + 1, and thus the adversary knows
the value held at x and the messages sent by x at the end of round m + 1 (by fact 3). Furthermore,
each neighbor of x must be either occupied during round m + 1 or clear at the end of round m.
In either case, the adversary knows the message sent to x by the neighbor at the of round m + 1
(either by fact 3, or by the induction hypothesis together with fact 2).
Given this round invariant, the adversary knows the value held by every node once the graph is
fully cleared, if all coin ips can be guessed. By fact 4, any set of coin ips that is consistent with
what the adversary has seen can be used (i.e., any set of consistent coin ips could have actually
occurred, and the protocol must be correct for that set of coins), and thus the adversary learns
information from which the real secret could be recovered. 2
The following claim shows that the decision problem for distributed database maintenance
versus an arbitrary mobility setting is PSPACE-complete. As noted in Section 4.2, this is the only
result that relies on the ecient \judgability" of mobility settings (although it suces for judging
to be in PSPACE).

Claim 4.4 The decision problem for distributed database maintenance is PSPACE-complete.
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Proof : The decision problem is clearly in non-deterministic PSPACE, since a successful search

can be guessed one step at a time; thus it is in deterministic PSPACE (by Savitch's Theorem).
[Note that this direction makes use of the eciency requirement for mobility settings, although it
remains true if the judge is PSPACE instead of P-time.]
It suces to exhibit a graph, mobility setting, and number of guards for which it is PSPACEhard to decide if the guards can successfully clear the graph. We do this by a reduction from
QBF.
Let (Q1x1 )    (Qn xn )c1 ^    cm be a quanti ed 3CNF formula with m clauses over n variables,
and let a be the number of its universal quanti ers. The graph G has 3m cliques of 2n nodes each,
where each possible literal corresponds to one node in each clique. The cliques are grouped into m
clusters of three cliques. Each clause ci corresponds to a cluster of cliques Ci1; Ci2; Ci3. For each
clause ci = (li1 _ li2 _ li3 ), a triangle of edges connects the cliques of its cluster: from li1 in Ci1 to
li2 in Ci2 , from li2 in Ci2 to li3 in Ci3, and from li3 in Ci3 to li1 in Ci1.
There are m(3n + 1) guards. The (unnatural) setting requires the guards to move as follows.
In the rst round, the guards must clear cliques Ci1; Ci2, 1  i  m, and all edges between cliques.
Over the next 2a+1 rounds, the guards must walk through a series of 2a \assignments." For each
assignment, n of the nodes on each clique must be occupied, corresponding to the true literals for
that assignment. The remaining m guards can occupy only nodes of clear cliques, and at most one
extra guard per cluster.
The series of variable assignments must be as follows. Let A be the set of universally quanti ed
variables and E the set of existentially quanti ed variables in the formula. The rst variable
assignment must set every variable in A to zero, and has arbitrary values for every variable in E .
Let k be the kth variable assignment, and suppose that i is the largest index such that xi 2 A,
k (xi ) = 0. Then k+1 must satisfy k+1 (xi ) = 1; k+1 (xj ) = 0 for all xj 2 A such that j > i;
k+1 (xj ) = k (xj ) for all j < i; and k+1 (xj ) arbitrary for all xj 2 E such that j > i.
The guards must walk through these assignments in order 1 ;    ; 2a , with one round after
each assignment as follows. After simulating k in round 2k, one guard from each Ci3 is allowed
to move in round 2k + 1 to occupy the node corresponding to li3. (This clears all the triangles if
the search has been successful so far.)
After these assignments are simulated, the guards are allowed a single round (round 2a+1 + 2)
to fully clear cliques Ci3, 1  i  m, and all edges between cliques. Notice that this is a legitimate
setting, since it is oblivious, and ecient (e.g., the validity of the next assignment can be determined
from the previous assignment in polynomial time).
No search can succeed if one of its assignments leaves all three vertices of a triangle unoccupied
(since one extra guard is not enough to prevent recontamination of one of the two clear cliques).
On the other hand, a search can succeed if none of its assignment leaves all three vertices of any
triangle unoccupied (since the extra guards can always ensure that no recontamination occurs).
Thus the graph can be cleared in this setting with m(3n + 1) guards if and only if there is an
appropriate series of variable assignments that all satisfy the 3CNF formula, i.e., if and only if the
quanti ed formula is satis able. 2
The proof of this claim relies on the use of a mobility setting with unusual, interrelated constraints: (1) allowing restrictions on the location of a guard to be dependent on the round number;
(2) forbidding certain subsets of nodes from being partially occupied (i.e., neither full nor vacant)
during certain rounds. The complexity of the decision problem for more \natural" settings (where
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restrictions do not vary over time or interrelate guards) are considered in a later section.

4.5 Database Maintenance: Separations and Complexity
In this section, we consider the sensitivity of distributed database maintenance to the choice from
among a family of simple mobility settings.

4.5.1 De nition of Speci c Settings

Among the unlimited possibilities for constraining the movement of bugs (guards), we identify some
interesting and natural settings by considering all combinations of the following options:

 Frequent/Infrequent: Either the adversary can change bug (guard) locations at the end
of every round (frequent), or only at the end of every jV jth round (infrequent).
 Parallel/Sequential: When bugs (guards) can move, either the adversary can move any
number (parallel), or at most one (sequential).
 Hopping/Crawling: When a bug (guard) moves, either the adversary can relocate it at any
node in the graph (hopping), or only at a node adjacent to its current location (crawling).

We also consider the \location-restricted" versions of these mobility settings. For this type of
setting, a subset of nodes is associated with each bug (guard), and every bug (guard) must stay
within its subset throughout the game.
We may abbreviate settings by using initials (e.g., F/P/H for frequent parallel hopping guards),
possibly with wild cards (e.g., I// for any setting with infrequent movement). Notice that these
settings form a lattice with respect to adversarial power. For example, the adversary is at least as
strong if Frequent rather than Infrequent, if Parallel rather than Sequential, or if Hopping rather
than Crawling. As we shall see, some of the other pairs of settings are incomparable with respect
to node searching a graph.
However, we can show that when bug (guard) movement is infrequent, the settings are equivalent
for the problem of distributed database maintenance. Having the guards move once every jV j rounds
is equivalent to allowing the contamination to spread arbitrarily fast every round, i.e., the original
node search model due to Kirousis and Papadimitriou [100]. The following theorem can then be
proven from the result of LaPaugh [104] that \recontamination doesn't help" in these settings,
i.e., for any successful search there is a search without recontamination using the same number of
guards (proof omitted).

Theorem 4.4 For any graph G, nsI=P=C (G) = nsI=P=H (G) = nsI=S=C (G) = nsI=S=H (G).
The node search number of a graph versus arbitrarily fast recontamination (I// setting) has

been shown to be connected to other topological properties of the graph (e.g., vertex separator
[100], interval thickness [99], topological bandwidth [108], cutwidth [108]). No similar results are
known for any F// settings.
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Figure 4.3: Lattice of Settings with Separation Results

4.5.2 Separation among Settings

In this section, we show that the ability to maintain a distributed database can depend signi cantly
on the mobility setting, by showing gaps between the search numbers of graphs in di erent I//
and F// settings.
Let 1 ; 2 be settings. We say that 1 \can beat" 2 if there exists a graph G such that
ns1 (G) < ns2 (G). We say that 1 can beat 2 \f -additively" (\f -multiplicatively") if for every
suciently large n there exists a graph Gn of size poly (n) such that ns1 (Gn ) < ns2 (Gn)+(f (n))
(such that ns1 (Gn ) < ns2 (Gn )  (f (n))).
The results of this section are summarized in Figure 4.3, which shows the lattice of settings
and the separations proven in Theorems 4.5, 4.6, and 4.7. In the gure, a solid arrow from  to  0
means that ns (G)  ns0 (G) for all G, double arrows indicate the equivalences proven in Theorem
4.4, and dashed arrows indicate the separations.

Theorem 4.5 Any F//H setting can beat any //C setting log-additively.
Proof : It suces to show that there is a family of poly-sized graphs fGng such that nsF=S=H (Gn) 
n + 2 while nsF=P=C (G)  n + log n. See Figure 4.4.
Let k = dlog ne. Gn consists of 4 complete subgraphs fL1 ;    ; Lng, fT1;    ; Tn g, fB1 ;    ; Bn g,
fR1;    ; Rng. There are connecting edges (Li; Ti), (Ti; Bi), for every i, 1  i  n. There are
connecting paths from Tj to Rj for every j , 1  j  k, of varying lengths to be determined later.

To search Gn in the F/S/H setting with n + 2 guards, the guards clear L and then move so as
to clear T without recontaminating L. Then the two free guards clear the rst k ? 2 paths from
T to R, where the path from Ti to Ri is cleared to distance di. After the two free guards return
to Tk?1 ; Tk , the n original guards on T move to B , clearing it. Then the guards at B return to T ,
arriving in the order Tk?2 ; Tk?3;    T1; Tk+1;    ; Tn. Lastly, the guards clear along the paths to R
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Figure 4.4: F//H Setting Beats //C Setting Log-Additively
without recontamination, completing the search of the graph. There exists a small constant c such
that the search will be successful if dk?2 = n + 1 and dk?i = 2dk?i+1 + c for every 3  i  k ? 1
(i.e., T will never be recontaminated). We can now say how long the paths from T to R need to
be: It suces for the path from Tj to Rj to be of length dj for every j , 1  j  k ? 2, while the
paths from Tk?1 to Rk?1 and from Tk to Rk can be a single edge.
We show that Gn cannot be cleared in the F/P/C setting with n + k ? 1 guards. Consider the
order in which the four complete subgraphs L; T; B; R are permanently cleared. It can be shown
that, for every order, the third subgraph cannot be cleared without recontaminating one or both of
the rst two. We show this for the most dicult case, in which the order of permanent clearance
is L; T; B; R.
Suppose that B is permanently cleared during some round i. This recontaminates T unless all
k paths are cleared to distance at least one at the start of round i. However, the following round
invariant holds. If  paths are cleared to distance one or more, then at least  guards are also this
far from T . Since B is cleared during round i, some guard moves from T to B (or within B ) during
round i leaving at most k ? 1 guards outside of B . By the invariant, some path is both uncleared
and unoccupied at T during round i, and thus T is recontaminated by the end of round i. 2

Theorem 4.6 Any F/P/ setting can beat any /S/ setting poly-additively.
For the proof of this theorem, we need the following lemma about possible patterns of contamination in a graph.

Lemma 4.1 If G0 is a complete subgraph of G, then at the end of every round i one of the following
is true: (1) G0 is fully clear; (2) G0 was fully clear at the end of round i ? 1, and for one or more
unoccupied nodes on the boundary of G0 and G ? G0, every edge of G0 adjacent to those nodes is

contaminated; or (3) every edge adjacent to an unoccupied node is contaminated.

Proof : This is clearly true at the end of the rst round, when the only clear edges are those

occupied at both endpoints. Suppose it is true through the end of round i. If the rst condition is
satis ed at the end of round i, then the second condition is trivially satis ed at the end of round
i + 1. If the third condition but not the rst is satis ed at the end of round i, then all guard
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additions, deletions, and movements will either fully clear G0 or preserve the third condition. If the
second condition but not the rst is satis ed at the end of round i, then all edges adjacent to one
or more unoccupied nodes of G0 are contaminated at the end of round i, and this contamination
will spread to all edges adjacent to unoccupied nodes at the end of round i + 1 for any possible
movement of guards. 2
Proof : (Theorem) It suces to show that there is a family of poly-sized graphs fGng, n  2, such
that nsF=P=C (Gn)  3n while nsF=S=H (G)  4n ? 1. See Figure 4.5.
G consists of 3 complete subgraphs on 3n vertices fL1;    ; L3ng, fB1 ;    ; B3ng, fR1;    ; R3ng.
There are also connecting edges (Li ; Bi ), (Li ; Ri), (Ri ; Bn+i ) for every i, 1  i  n. The search in the
F/P/C setting with 3n guards is as follows. The guards clear L by occupying its 3n vertices. Then
the guards move so as to occupy fL1;    ; Ln; B1 ;    ; Bn ; R1;    ; Rng while clearing all connecting
edges to L, without recontaminating L (two rounds). Then the n guards on L move to Bn+1 ;    ; B2n
(in two rounds), clearing all edges between R and B without any recontamination. Then B is cleared
in a single round, as the n guards on Bn+1 ;    ; B2n move to B2n+1 ;    ; B3n simultaneously with
the n guards at R moving to Bn+1 ;    ; B2n (recontaminating the LR edges). Then the guards at
B1;    ; Bn and B2n+1 ;    ; B3n return to L1;    ; Ln (one round for the rst set of guards, and two
rounds for the second set). Then n of the guards on L move to R1 ;    ; Rn , clearing all edges to
R. The rest of R is cleared two rounds later, as the remaining guards from L and B move to the
remaining locations on R.
We claim that this graph cannot be searched with 4n ? 2 guards in the F/S/H setting (although,
in fact, 4n ? 1 guards suce). Assume that some search in the F/S/H setting is successful with
only 4n ? 2 guards. There must be an earliest round i at the end of which two of the complete
subgraphs L; B; R are cleared. Suppose wlog that B can be cleared in round i while L remains
clear. Thus there must be a round j < i ? 1 such that L is clear at the start of round j , 3n ? 2
guards occupy B at the start of round j , a (3n ? 1)st guard enters B during round j , and these
3n ? 1 guards remain in B until the end of round i > j + 1. Since i is the earliest such round, we
must have that R is at least partly contaminated at the start of rounds j and j ? 1. This implies
that every edge adjacent to an unoccupied node in R is is contaminated at the start of round j (by
Lemma 4.1). The n ? 1 guards outside B cannot prevent the recontamination of L from along one
of the n edges from L to R. 2

Theorem 4.7 Any F// setting can beat any I// setting log-multiplicatively.
Proof : It suces to show that there is a family of poly-sized graphs fGng such that nsF=S=C (Gn) 

4 while nsI==(Gn ) = (log n). See Figure 4.6.
Each graph Gn has a subgraph that is homeomorphic to a full ternary tree Tdlog ne , de ned as
follows. T0 is a ternary tree with seven nodes, where the root has three children, and where each of
these children has a single child. Tk is a ternary tree with three copies of Tk?1 connected to paths
from the root of varying lengths. In addition to this subgraph, each Gn has a special \hub" node,
with edges to every node of the tree. In the F/S/C setting, a guard can move from any node to
any other node in at most two rounds (through the hub).
The search procedure for Gn with four guards is as follows. One guard remains on the hub
throughout the search. The other three guards start at the root of the tree. Two guards clear the
right path, return to the root via the hub, clear the middle path, return to the root via the hub,
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Figure 4.5: F/P/ Setting Beats /S/ Setting Poly-Additively
and then clear the left path. Now the third guard, via the hub, joins the other two at the root
of the left subtree. These three guards clear the left subtree recursively. When the left subtree is
cleared, the three guards return to the root of the tree via the hub. Then two guards clear the
right path, return to the root via the hub, and clear the middle path. Now the third guard, via
the hub, joins the other two at the root of the middle subtree. These three guards clear the middle
subtree recursively. When the middle subtree is cleared, the three guards return to the root of the
tree via the hub. Then two guards clear the right path, and are joined, via the hub, at the root of
the right subtree by the third guard. Lastly, the three guards clear the right subtree recursively.
Let tk denote the number of steps required to clear Tk by three guards (with a fourth guard
occupying a hub). Let lk ; mk ; rk denote the lengths of the left path, middle path, and right path of
Tk . It takes eleven rounds for three guards to clear T0 (starting at the root, and using the hub), i.e.,
t0 = 11. There exists small constants c1 ; c2 such that the search of Tk plus hub will be successful if
we have lk = 1, mk = tk?1 + c1, and rk = 3tk?1 + c2. Since k = O(log n), these recurrences imply
that the size (and search time) of Gn is polynomial in n.
A full ternary tree of height h requires h + 1 guards to node search in any I// setting (by a
theorem of Kirousis and Papadimitriou [100]). Since adding edges to a graph cannot decrease the
search number in an I// setting, each Gn requires (log n) guards to search in any I// setting.

2

For the family of graphs used to prove Theorem 4.5, success depends critically on the length
of paths between subgraphs. For the family of graphs used to prove Theorem 4.6, success in the
F/S/C setting depends critically on the number of edges connecting subgraphs. This contrasts with
the I// settings, where \stretching" or adding edges can never decrease the search number of a
graph.

4.5.3 Search in a Frequent Setting Can Require Exponential Time

In this section, we indicate another way that searching versus a slow fugitive (Frequent settings)
can be quite di erent from searching versus a fast fugitive (Infrequent setting). The theorem of
LaPaugh [104] shows that, in an I// setting, any graph G = (V; E ) can be searched by nsI==(G)
guards in poly(jV j) steps. By contrast, we can prove that a search in a Frequent setting can be
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Figure 4.6: F// Setting Beats I// Setting Log-Multiplicatively
necessarily exponential in length.
Theorem 4.8 There exists a graph G = (V; E ) with jV j = O(n2) such that the shortest search
with n guards in the F/P/H setting takes (2n ) steps.
The following lemma about \purposeful" searches will be useful. De ne the \state" of a graph
at any moment to be given by the set of complete subgraphs (cliques) that are fully clear at
that moment. We call a search \purposeful" if (a) no two rounds begin in the same state (up
to symmetry); (b) every guard move helps either to fully clear a clique or to prevent immediate
recontamination of a fully cleared clique; and (c) at least one clique becomes fully cleared every
round.
Lemma 4.2 The shortest search of any graph in the F/P/H setting is purposeful.
Proof : One consequence of Lemma 1 is that every node in a partly contaminated clique is adjacent
to a contaminated edge. Another consequence of Lemma 4.1 is that a partly contaminated clique
cannot be fully cleared until all nodes are occupied simultaneously. Thus for purposes of graph
searching there is no di erence between a fully contaminated clique and a partly contaminated
clique. Any movement of guards on a partly contaminated clique that doesn't fully clear it in
that round can be postponed until the round when the clique is fully cleared without a ecting the
success of the search.
Similarly, any movement of guards on a clear clique that doesn't immediately prevent recontamination can be delayed either inde nitely or until recontamination is immediately threatened,
without a ecting the success of the search.
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If a state of the graph is repeated (up to symmetry), then all rounds after the rst occurrence
of the state and up to the second occurrence can be eliminated without a ecting the success of
the search (after appropriately remapping all guard movements before the rst occurrence if the
repetition is only up to symmetry).
If a round does not fully clear a clique, then its guard movements can be combined with the
subsequent round without a ecting the success of the search. 2
Proof : (Theorem) The graph G consists of a (left) complete graph Ln on n vertices x1;    ; xn, a
(right) complete graph Rn on n vertices y1 ;    ; yn , and (middle) complete graphs Mi on i vertices
such that xi ; yi 2 Mi for every i, 2  i  n. See Figure 4.7.
This graph is searchable with n guards. To help describe the search, we will say that G is
\cleared to Mi " if at the end of some round there are guards at x2; y2 ;    ; yi ; xi+1;    ; xn , while
Ln; M2;    ; Mi are fully cleared. The n guards begin at x1 ;    ; xn, clearing Ln. Then the guard
at x1 moves to y2 , and at the end of this round the graph is cleared to M2 . Notice that the guards
above M2 did not have to move to clear G to M2 . Suppose that the graph is cleared to Mi at
the end of round r + 2. During the next round r + 3, the guards at x2 ; y2;    ; yi move to Mi+1 ,
clearing Mi+1 while recontaminating M2 ;    ; Mi . During the next round r + 4, the guard at yi+1
doesn't move, while the other guards in Mi+1 move to y2 ; x2;    ; xi. Over the next r rounds,
the same movement of guards that originally cleared the graph to Mi is repeated; by the end of
round 2r + 4 the graph is cleared to Mi+1 . When the graph has been cleared to Mn (with guards
at x2 ; y2;    ; yn ), the guard at x2 moves to y1 to complete the search. The total search time is
2n?1 + 1 rounds.
We now show that n guards cannot search this graph in fewer rounds. By Lemma 4.2, we can
restrict our attention to purposeful searches of G.
At some point in the search of G, either Ln or Rn will be cleared for the rst time. At the
end of that round, all other cliques will be partly contaminated. We can assume, then, that one
of Ln or Rn is cleared in the rst round; wlog Ln is cleared in the rst round. Since the search
is purposeful, Rn is not cleared until the nal round (else the state after clearing Rn is the same
up to symmetry as the state after the rst round), and Ln is never recontaminated (else the state
after reclearing Ln is the same as the state after the rst round).
Call the graph \clear at m" if the fully clear cliques are Ln ; Mi1 ;    ; Mik , where m = 2i1 ?2 +
   + 2ik ?2. We need a purposeful search of G with n guards that is clear at 0 after the rst round,
and clear at 2n?1 ? 1 after the penultimate round.
We claim that the only possible purposeful search of this kind has the following structure.
Let Im = fi1;    ; ik g where m = 2i1 ?2 +    + 2ik ?2 , 2  i1 <    < ik  n. Then for every
0  m  2n?1 ? 1: (a) G is clear at m at the end of round m + 1; (b) Mi1 was the only clique to
become clear during round m + 1; (c) M2;    ; Mi1 ?1 became contaminated during round m + 1;
and (d) guards occupy Mi1 , yi2 ;    ; yik , fxj : j > i1; j 62 Im g at then end of round m + 1.
This claim is vacuously satis ed at the end of the rst round. Suppose it is true through the
end of round m + 1. Let Im = fi1 ;    ; ik g.
If i1 > 2, then guards must move during round m + 2 to occupy x2 ;    ; xi1?1 (else Ln is recontaminated). No guard above Mi1 can move purposefully in round m + 2 without recontaminating
Ln or repeating a state, so the only clique that can be cleared by available guards is M2 . [Let
Im  Im be the indices of the cliques that get recontaminated in round m + 2, and let Jm  Jm
be the indices of cliques that get cleared in round m + 2. Since guards must move to x2 ;    ; xi1?1 ,
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Figure 4.7: Search in F/P/H Setting Can Require Exponential Rounds
and since no guard can move from fxj : j > i1 ; j 62 Im g, to prevent recontamination of Ln , at most
jIm j ? i1 + 2 guards are available to clear the cliques in Jm . Just to clear Mmax Jm requires that
jIm j ? i1 + 2  maxPJm ? 1. ButPthis implies that max Im > max Jm , which means that state of
being clear at m ? i2Im 2i?2 + j 2Jm 2j ?2 gets repeated.]
If i1 = 2, then let j = min Im . No guard above Mj can move purposefully in round m +2 without
recontaminating Ln or repeating a state. Thus the only clique that can be cleared by available
guards is Mj , using the guards at M2 ; y3;    ; yj ?1 . This recontaminates M2 ; M3;    ; Mj ?1 .
In either case, the four conditions are met at the end of round m + 2. Since this is the only
possible purposeful search, it will take 2n?1 rounds to be clear at 2n?1 ? 1, and the entire search
will take 2n?1 + 1 rounds. Since no purposeful search can be shorter, no search of G can be done
in fewer rounds. 2
Similar examples are possible in the other F// settings.

4.5.4 Complexity of Node Search Problems

Given a graph G, a number K , and a mobility setting  , the node search decision problem determines whether ns (G)  K . We know that this problem is in general PSPACE-complete, but
it is interesting to consider the problem for natural settings. A complete answer can be given for
Infrequent settings, and a partial answer for Frequent settings.
By the NP-completeness of node searching as de ned by Kirousis and Papadimitriou [100] [104]
[110], together with Theorems 4.3 and 4.4, we can show the following claim (proof omitted).

Claim 4.5 The node search decision problem in an I// setting is NP-complete.
For the Frequent settings, membership in NP is possible, but unlike the I// settings, the

search itself cannot serve as a witness for membership (see Theorem 4.8). NP-hardness can be
shown.
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Theorem 4.9 The node search decision problem in an F// setting is NP-hard.
Proof : We show that determining the node search number in these settings is NP-hard, by

modifying the proof of NP-hardness for edge searching versus a fast fugitive due to Megiddo et al
[110]. Let G = (V; E ) and K > 0 be an instance of MIN-CUT INTO EQUAL-SIZED SUBSETS
(i.e., determine whether V can be partitioned into equal sized subsets such that at most K edges
of E are cut). We construct a corresponding node search problem as follows. Let n = jV j, let d be
the maximum vertex degree in G, let N = 6(d + K ), and let M = n(n + 2)N .
The graph to be searched is H = (U; F ) de ned as follows. For each vertex vi 2 V , there is
an M -clique Ci. There is an additional \special" M -clique CA . Furthermore, every pair of cliques
Ci; Cj shares some number of vertices: nN + N vertices if either i or j is A; nN + 3 vertices if
(vi ; vj ) 2 E ; nN vertices otherwise. This is done in such a way that no vertex belongs to more than
two cliques, which is possible since M is suciently large. [Note that this is the same construction
as in [110] except that all edges between cliques have been contracted.]
Call a clique unclear if it has at least one uncleared edge, and clear otherwise. Recall from
Lemma 4.1 that every node in an unclear clique is adjacent to at least one uncleared clique edge.
If there is a min-cut partition of G into V1 = fv1 ;    ; v n2 g and V2 = fv n2 +1 ;    ; vn g, then H can
be node searched in any setting with s = M + ( n2 )2 nN + 3K guards. The cliques are cleared in
the order C1;    ; Cn, with CA cleared after C n2 and before C n2 +1 , with guards moving so that no
recontamination occurs. It can be shown that s guards suces: If the clique being cleared is not
CA then the number of guards needed is at most M +( n2 ? 1)( n2 +1)nN +( n2 ? 1)(N +3d) < s; and if
the clique being cleared is CA then the number of guards needed is at most M +( n2 )2 nN +3K = s.
[A little more detail for this last sentence: If n2 ? i, i > 0, cliques are already cleared, then at
most M guards are needed for clique C n2 ?i+1 , while at most ( n2 ? i)( n2 + i)nN +( n2 ? i)N +( n2 ? i)3d
guards are needed to cover the default common vertices, the extra common vertices with CA , and
the extra common vertices due to edges in E ; and this is maximized when i = 1. If n2 + i, i > 0,
cliques are already cleared, the count is identical. If exactly n2 cliques have been cleared, and the
next clique to be cleared is CA , then ( n2 )2nN guards are needed to cover the default common
vertices, at most M guards are needed to cover the nodes of CA , and at most 3K guards are needed
to cover the extra common vertices due to edges in E .]
For the other direction, suppose that there is a search strategy for H with s guards in some
F// setting; then there is a search strategy with s guards in the F/P/H setting. Consider the
round when H rst reaches or surpasses n2 + 1 clear cliques. Before this round there were n2 + 1 ? j
clear cliques and n2 + j unclear cliques for some j > 0. During this round i cliques go from unclear
to clear, while i ? j ? l cliques go from clear to unclear, for some i > 0, l  0. Thus n2 ? i + l + 1
remain clear and n2 ? i + j remain unclear during this round. At the end of this round, there are
n + l + 1 clear and n ? l unclear cliques. During this time step, the following must be true:
2
2
1. Every vertex shared by a clique that stays clear and a clique that stays unclear must be
occupied by a guard.
2. Every vertex on a clique that becomes clear must be occupied by a guard.
A total of iM guards are needed for the second requirement. At least ( n2 ? i + l +1)( n2 ? i + j )nN
guards are needed for the rst requirement (not counting the extra three or N vertices that two
86

' $
' $
ux0n ? u R
L
xun
ux01
xu1
Mn
ux0n
xn u
M1
x0
u
u
x1 
p
1
p

u
u%
bc+n+1?k %
&
&b1 

AA

S
T  B
h1 A u h2 S uh3 T u
Figure 4.8: Location-Restricted F/P/H Setting is co-NP-hard (partial view)
cliques might share). Adding just these gives iM + ( n2 ? i + l + 1)( n2 ? i + j )nN guards needed.
This is already larger than s when i > 1, so we only need to consider i = 1, i.e., one clique goes
from unclear to clear.
If the clique that goes from unclear to clear is not CA , then we need extra guards on the common
vertices between CA and cliques of opposite type from CA (i.e., unclear cliques if CA is clear, or
clear cliques if CA is unclear). In either case this is at least n2 N additional guards, for a total of
more than s guards for every j > 0, l  0.
If the clique to be cleared is CA , then we need extra guards on common vertices between cleared
normal cliques and uncleared normal cliques. If y is the number of edges between the two sets of
corresponding nodes in the original graph G, then 3y is the number of common vertices needing
additional guards. This gives a total number of guards needed which is more than s unless j = 1,
l = 0, and 3y  3K . In this case, we have found a min-cut, i.e., y  K . 2
If bugs in the F/P/H mobility setting are restricted to (possibly overlapping) subsets of nodes,
then the decision problem is co-NP-hard.

Theorem 4.10 The node search decision problem in the location-restricted F/P/H setting is coNP-hard.

Proof : Our proof is by reduction from the complement of MIN-2-SAT. MIN-2-SAT (given a 2-CNF

formula in n variables, is there an assignment that satis es less than k clauses?) is NP-complete,
by reduction from MAX-2-SAT: Let ; k be an instance of MAX-2-SAT, where has c clauses.
For each 2-clause (li _ lj ) in , put clauses (li _ lj ); (li _ lj ); (li); (lj ) in . For each 1-clause (li) in
, put clauses (li); (li); (li); (li); (li); (li) in . Then an assignment satis es more than k clauses of
if and only if that assignment satis es less than 4c ? 2k clauses in .
Let = w1 _    _ wc be a 2-CNF formula on n variables with c clauses, and let c ? k > 0. We
construct a graph G and a restricted range mobility setting such that G is searchable by 3n + c + 2
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guards if and only if ; c ? k is in co-MIN-2-SAT (i.e., i every assignment satis es at least c ? k
clauses). See Figure 4.8 for a partial view of G.
There is a left clique L with nodes x1 ;    ; xn ; x1;    ; xn ; z1;    ; zn ; b1. There is a right clique
R with nodes x01;    ; x0n; x01; x0n; z10 ;    ; zn0 ; bc+n+1?k ; ?. There is a bottom clique B with nodes
b1;    ; bc+n+1?k and \horns" h1 ; h2; h3, where an edge connects each hi to each bj . There are
middle cliques M1 ;    ; Mn, where each Mi has nodes xi ; x0i ; mi , and mij for each 1  j  n + i ? 1,
j 6= i. There is a (\default") path of length two between xi and x0i with midpoint i , for each
1  i  n. There is a (\clause") path of length two between li and lj0 (or between li and ?) with
midpoint  for every 2-clause w = (li _ lj ) (or 1-clause w = (li)) in , 1    c.
One guard g h is restricted to h1 ; h2; h3; ?. One guard g  is restricted to b1; bc?k+n+1 and mi
for every 1  i  n. For each i, 1  i  n, there is one guard gi restricted to xi ; xi; zi0 , and mj;n+i
for every j > i. For each i, 1  i  n, there is one guard gi0 restricted to x0i ; x0i; zi , and mji for
every j 6= i. For each i, 1  i  n, there is one guard gi restricted to i ; xi ; x0i; bc?k+i+1 . For each
, 1    c, there is one guard g restricted to  and bj for every 2  j  c ? k + 1.
For one direction, we show that G is searchable when every assignment satis es at least c ? k
clauses of . We will say that G is clear \at v " when (1) v = 2i1 +    + 2im , 1  i1 <    < im  n;
(2) for each 1  i  n, guards are at xi ; x0i if i 6= i1 ;    ; im and at xi ; x0i otherwise; (3) cliques
L; Mi1 ;    ; Mim are fully clear; and (4) the edges connecting L to every default path and clause
path are clear. The assignment \at v " assigns false to variables xi1 ;    ; xim (and corresponding
variables x0i1 ;    ; x0im ) and true to all others. When describing the search, we usually indicate only
the guards that move.
The search begins by clearing the default paths edges adjacent to L: 8i gi at xi , gi0 at x0i , gi at
i ; 8 g at  ; g  at b1 ; g h at ?. Then L is cleared: 8i gi at xi, gi0 at zi, gi at xi . Then one more
round brings the graph to being cleared at zero: 8i gi0 at x0i , gi at i .
It takes six rounds for G to go from being cleared at v to being cleared at v + 1, as follows.
Let v = 2i1 +    + 2im , 1  i1 <    im  n, where j is the smallest missing exponent. First B
is cleared in three rounds: 8i gi at bc?k+i+1 , g at bp for 2  p  c ? k + 1 (where clause w is
satis ed by the assignment \at v " for every guard g that moved to B ); g  at b1; and g h goes to h1
and then h2 and then h3 . Next we prepare to advance from v to v + 1: 8i gi at i , 8 g at  , g 
at bc?k+n+1 ; g h at ?. Then we clear the lowest unclear middle clique Mj : 8i 6= j gi0 at mji ; 8i < j
gi at mj;n+i ; g  at mi . Lastly we move to being at v + 1: 8i < j gi at xi, gi0 at x0i ; gj at xj ; gj0 at
x0j ; g  at b1; 8i > j gi0 re ects location of gi (i.e., at x0i if i 6= i1;    ; im and at x0i otherwise).
When prepared to take the last step to advance from being at 2n+1 ? 1 to 2n+1 , the edges
connecting all default and clause paths to R are cleared: 8i gi0 at x0i . Then the clique R is cleared
to complete the search: 8i gi0 at x0i , gi at x0i , gi at zi0 .
If every assignment satis es at least c ? k clauses, then c ? k guards can always be chosen to
help clear B (i.e., so that L is not recontaminated through R along some clause path during the
three steps required to clear B ).
For the reverse direction, we need to show that if some assignment satis es less than c ? k
clauses, then G cannot be searched successfully. Consider the relative order in which L, R and all
of M are permanently cleared. R will be contaminated after any M clique except the last is cleared;
thus R cannot be permanently cleared rst. If L is cleared while R is partly contaminated, or if R
is cleared while L is partly contaminated, then all M cliques become contaminated; thus M cannot
be permanently cleared rst. If R (or L) is cleared while some M clique is partly contaminated,
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then L (or R) becomes contaminated; thus M cannot be permanently cleared last.
The only possible ordering is L rst, M second, and R third. After L is permanently cleared,
a progress argument similar to the proof of Theorem 4.8 shows that every assignment \at v " must
be visited, for every 0  v  2n+1 ? 1, without recontaminating L. To advance from v to v + 1
requires that all but k clause paths be unguarded in the middle for three rounds (to free the guard
g for one round). If some assignment does not satisfy at least c ? k clauses, then some length two
clause path connecting permanently cleared L to contaminated R will be unguarded at the middle
and at both ends for at least three rounds, a contradiction. 2
Although we don't yet know the exact complexity of the decision problem in the unrestricted
F/P/H settings, notice that we get an interesting complexity separation in any case. If unrestricted
F/P/H is in NP, then Theorem 4.10 implies a separation between unrestricted and restricted F/P/H
(unless NP = co-NP). If unrestricted F/P/H is harder than NP, then Claim 4.4 implies a separation
between F/P/H and I/P/H.

4.6 Open Problems
We would like to know the exact complexity of determining the node search number of a graph
in other natural mobility settings, with particular interest in the unrestricted F// settings. We
would also like to prove lower bounds on resources needed to win various eavesdropping games. It
may also be interesting to consider graph-theoretic analyses of security problems versus stronger
adversaries (e.g., to introduce faults).
An intriguing direction of research is to investigate the e ects of relaxing the synchrony constraints in the model of eavesdropping games. Some preliminary results have already been obtained
along these lines. For example, consider the \unsynchronized" model in which bug movement and
network behavior are each synchronous, but not synchronized with one another. For any eavesdropping game, if a network can defeat 2t bugs controlled by the strongest (F/P/H) synchronized
adversary, then the network can defeat t bugs controlled by the strongest (F/P/H) unsynchronized
adversary. Further results have been found for other models with weakened synchrony constraints.
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Chapter 5

Joint Encryption and
Message-Ecient Secure
Computation
5.1 Introduction
This chapter connects two areas of recent cryptographic research: secure distributed computation,
and group-oriented cryptography. The problem of securely evaluating an arbitrary boolean circuit
under cryptographic assumptions has been much studied, beginning with the work of Yao [140]
and Goldreich, Micali, and Wigderson [82]. The notion of group-oriented cryptography, in which
the power of a secret key holder is distributed over a number of participants, was introduced by
Desmedt [58].
Practical implementations of group-oriented public-key encryption were given by Desmedt and
Frankel [59]. (See also the related notion of fair public-key encryption [112].) We extend their
implementations to achieve additional useful properties. Our scheme, which we call \additive joint
encryption," can then be used to reduce the message complexity of cryptographic multi-party circuit
evaluation.
An additive joint encryption scheme enables a group of parties to have individual public keys,
such that a message can be encrypted using the keys of any subset of parties. It is easy for any
party to \withdraw" from an encryption, and the cooperation of all (current) participants is needed
to decrypt. It is easy for each participant to give a \witness" of its contribution to the decryption,
so that full decryption can occur in parallel (i.e., anyone can decrypt after seeing all the witnesses).
Encrypted messages can be blinded (i.e., replaced by a random encryption of the same message),
and they are xor-homomorphic (i.e., from the encryption of two bits it is easy for anyone to compute
an encryption of their exclusive-or).
We present an implementation of additive joint encryption with the critical property that the
size of an encrypted bit is independent of the number of parties participating in the encryption.
This \compact" implementation is a construction that combines El-Gamal public-key encryption
and schemes based on quadratic residues and non-residues.
We demonstrate the use of our encryption scheme as a tool for designing ecient multi-party
cryptographic protocols (i.e., communication via broadcast channels only). We show that, using
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additive joint encryption, a factor of n can be gained in the number of bits broadcast by n parties to
securely compute a circuit of size C . Speci cally, in the privacy setting (against a passive adversary),
only O(nC ) encrypted bits of communication are needed, as opposed to O(n2 C ) encrypted bits using
existing methods.
For speci c functions, further gains are possible by exploiting particular connections between
properties of additive joint encryption and properties of the functions themselves. We illustrate
this for the problem of comparing bit-strings.
De nitions and models are given in Sections 5.2 and 5.3. In Section 5.4, we describe the
construction of our new encryption scheme. In Sections 5.5 and 5.6, we demonstrate the application
of our scheme to reducing the message complexity of secure multi-party computation. Conclusions
and some open problems are given in Section 5.7.

5.2 Model
We assume that there are n parties, each of which is a probabilistic polynomial time Turing Machine (read-only input tape, write-only output tape, random tape, one or more work tapes). The
parties communicate by means of a broadcast channel, which can be modeled as an additional tape
(communication tape) for each machine that is write-only for its owner and read-only for everyone
else. When a party writes a message to this tape, we may say that the message has been \broadcast" or \posted." A protocol begins with all n parties in their start states, and ends when all have
reached their nal states. The output of the protocol is the (common) value written on the output
tapes of the processors.
We are concerned with the message complexity of a protocol. This is measured as the total
number of bits written on the communication tapes during the execution of the protocol. Since
our protocols are cryptographic, we will state the message complexity in terms of the number of
encrypted bits written on the communication tapes. For the protocols we consider, this is all or most
of the communication that occurs, and it is also a convenient measure independent of advances in
either encryption methods or cryptanalytic techniques.
We will say that a protocol is \private" if its execution reveals no useful information to any
subset of (polynomial bounded) gossiping processors. More speci cally, anything that is eciently
computable from the views of a subset S of participants is also computable from just the output
of the protocol together with the inputs and private keys of S .

5.3 Additive Joint Encryption
In this section we give de nitions for additive joint encryption, and then a naive implementation
for which the size of an encrypted bit depends on the number of participating parties.

5.3.1 De nition

A joint encryption scheme for [1    n] is a collection of encryption functions fES : S  [1    n]g and
a collection of partial decryption functions fDi : i 2 [1    n]g such that Di (ES (M )) = ES ?fig (M )
for all messages M and all i 2 S , and such that it is easy to compute M from E;(M ). We use the
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notation DS (c) to stand for the result of applying to c the decryption functions corresponding to
each element of S .
A joint encryption scheme is public-key if each ES is easy to compute, while computing each
Di requires a di erent trapdoor; in fact, our implementation has the stronger \upward conversion"
property: ES [S 0 (M ) is easy to compute from ES (M ) for any subset S 0. A joint public-key encryption scheme is probabilistic if each ES is probabilistic; we write ES (M ) to denote a uniformly
random choice of possible encryptions of M . A probabilistic public-key joint encryption scheme is
secure if each ES is GM-secure [85] (computational indistinguishability of ciphertexts, even given
the decryption functions fDi : i 2 S 0g for any S 0  S ).
A probabilistic joint encryption scheme is blindable if, given any subset S  [1    n], and an
encryption C = ES (M ), it is easy to sample eciently and uniformly from the set fC 0 : DS (C 0) =
M g of all possible encryptions of M . We write blind(C ) to denote a random choice from this set.
A joint encryption scheme is xor-homomorphic if, given any messages M; M 0 2 f0; 1gk, any
subset S  [1    n], and any encryptions ES (M ); ES (M 0), it is easy to compute ES (M  M 0).
A joint encryption scheme is witnessed if there are functions fWi : 1  i  ng such that each Wi
is hard to compute without the trapdoor for Di , and such that Di(ES (M )) can be easily computed
from ES (M ) and Wi (ES (M )) for any M and any i 2 S , but no other Di (ES (M 0 )) can be easily
computed from ES (M 0 ) and Wi (ES (M )). If every participant in an encryption provides a witness
in parallel, the decryption can be computed much faster than by the use of (inherently sequential)
partial decryption functions.
Finally, we use the term additive joint encryption scheme to denote a secure, blindable, xorhomomorphic, witnessed probabilistic public-key joint encryption scheme.
Desmedt and Frankel [59] consider \threshold" encryption, which is essentially a public-key
joint encryption scheme for which any suciently large subset of parties can decrypt a message.
We do not include this property in our de nition, because it is not needed for our main application,
secure circuit evaluation. In Section 5.4, we explain how to add threshold decryption capability to
our implementation using their techniques.
Notation: We may abuse the xor symbol by extending it to encryptions in the obvious way. When
x^ = ES (x); y^ = ES (y) are encryptions, we may write x^  y^ to denote ES (x  y).

5.3.2 Naive Implementation Based on Xor Shares

A naive implementation of additive joint encryption can be based on any probabilistic publickey encryption scheme that is itself blindable and xor-homomorphic. For example, each encryption
function ei could be an instance of the scheme due to Goldwasser and Micali [85], based on quadratic
residues and nonresidues, using a distinct modulus Ni . Let di be the decryption function corresponding to ei .
An additive joint encryption scheme can be constructed as follows. Encryption
is given by
P
0
0
ES (b) = (b ; [ej (bj ) : j 2 S ]), where bj 2R f0; 1g for all j 2 S , and where b = b + j2S bj mod 2.
Decryption is given by Di( ; [ j : j 2 S ]) = (  di ( i); [ j : j 2 S ? fig]) whenever i 2 S (or just
di ( i) can be given as a decryption witness).
Note that the size of an encryption in this scheme grows as the number of participants increases.
We seek a compact scheme for which the size of an encryption is independent of the number of
parties.
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5.4 Compact Additive Joint Encryption
In this section, we show how additive joint encryption can be implemented compactly, i.e., such
that the size of an encrypted bit does not depend on the number of parties participating in the
encryption.

5.4.1 Intuition of El-Gamal Based Scheme

As shown by Desmedt and Frankel [59], it is possible to construct a joint encryption scheme from
El-Gamal's method of public-key encryption [64]. Although blindable, this scheme is not xorhomomorphic, and thus not an additive joint encryption scheme. However, we can convert this
into an additive joint encryption scheme for which the size of an encryption is independent of the
number of parties.
The basic idea is to use El-Gamal with a composite modulus (whose factorization is unknown),
encrypting zeros and ones as El-Gamal encryptions of random quadratic residues and non-residues,
respectively (all with Jacobi symbol +1). This almost works as is, since blinding and xor can be
achieved by component-wise multiplication of the two parts of an El-Gamal encryption. Unfortunately, although these products preserve the correct quadratic character (residue or non-residue)
of the encrypted values, the parties|who don't know the factorization of the modulus|will be
unable to make use of them. The parties cannot compute the quadratic character of an El-Gamal
decryption, unless the entire history of blindings is stored and revealed. It wouldn't help to give
the factorization of the modulus to the parties, since that would allow any party to decrypt on its
own.
This problem can be solved by accompanying each encrypted bit with an encryption of the
witness that allows its decryption. When s2 is used to encrypt a zero, or ?s2 is used to encrypt
a one, then the encryption of s2 or ?s2 is accompanied by an El-Gamal encryption of s. This
accompanying information makes decrypted values identi able as residues or non-residues without
knowing the factors of N . We give details in the next section.

5.4.2 Details of El-Gamal based Scheme

The public key is [N; g x1 mod N;    ; g xm mod N ], where g 2 ZN , N = pq , p  q  3 mod 4,
although the prime factors p; q are unknown. The trapdoor information for Di is xi . Encryption
of a zero is given by

ES (0) = [g r mod N; g r0 mod N; s2(

Y gxj )r mod N; s( Y gxj )r0 mod N ]

j 2S

j 2S

for r; r0; s 2R ZN . Encryption of a one is given by

ES (1) = [g r mod N; g r0 mod N; ?s2(

Y gxj )r mod N; s( Y gxj )r0 mod N ]

j 2S

j 2S

for r; r0; s 2R ZN . Decryption is given by Di ([ ; ; ;  ]) = [ ; ; ?xi mod N;  ?xi mod N ].
Notice that the fourth component of E;(b) enables the quadratic character of the third component
(and hence the value of b) to be computed easily.
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If ES (b) = [ ; ; ;  ] and ES (b0) = [ 0 ; 0; 0;  0], then

ES (b  b0) = [ 0 mod N; 0 mod N; 0 mod N;  0 mod N ];
thus this scheme is xor-homomorphic.
If [ ; ; ; ] is a joint
encryption
using ES , and r; r0 2R
Q
Q
0
0
ZN , then [ g r mod N; g r mod N; ( j2S gxj )r mod N; ( j2S g xj )r mod N ] is a random joint
encryption of the same value; thus this scheme is blindable. If ES (b) = [ ; ; ;  ], then Di (ES (b))
can be easily computed from [ ?xi mod N; ?xi mod N ] for any i 2 S ; thus this scheme is witnessed.
The size of each encrypted bit is four elements of ZN , independent of the number of participants;
thus this scheme is compact.
We note that our implementation can be modi ed to include the property of threshold decryption, i.e., encryption such that any suciently large subset of parties can decrypt. This can be
done, for example, by incorporating the modi ed shadow generation scheme based on Lagrange
interpolation developed by Desmedt and Frankel [59] (which is possible when g and N are chosen
as described in the next section).

5.4.3 Security of El-Gamal Based Scheme

Theorem 5.1 If El-Gamal encryption with a composite modulus is GM-secure, then our compact
encryption scheme is GM-secure.
Proof : Suppose, for purposes of establishing a contradiction, that El-Gamal encryption with a

composite modulus is GM-secure while our compact additive joint encryption scheme is not GMssecure. Then it would be easy to distinguish between composite El-Gamal encryptions of +1 and
?1, since these can be easily converted into random additive joint encryptions of one and zero, as
follows.
Let (g r mod N; (?1)bg rx mod N ) be a composite
El-Gamal encryption of0 (?1)b (using El-Gamal
0
x
r
r
public key g mod N ). Then [g mod N; g mod N; s2(?1)bg rx mod N; sg r x mod N ] is an additive
joint encryption ES (b) for random r0; s 2R ZN (e.g., using joint public key
[N; r1;    ; rjS j?1; (g x

Y r?1 mod N )]

i<jS j

i

for random r1 ;    ; rjS j?1). 2
However, our encryption scheme (and composite El-Gamal) is not GM-secure if composite
quadratic character0 (residue vs. non-residue) is easy to compute.
The attacker sees g x mod N; =
0
gr mod N; = g r mod N; = P(?1)b s2 grx mod N;  = sg r x mod N , where b is the value of the
encrypted bit (and where x = i2S xi ). Let QRN (v ) = 0 if v is a quadratic residue modulo N
and 1 otherwise. If QRN () is easy to compute, then the attacker can determine b = (QRN ( ) 
QRN (g x mod N ))  QRN ( ). We do not know whether the additional information available to the
attacker makes the GM-security of our scheme (and composite El-Gamal) strictly weaker than the
diculty of computing quadratic character modulo N .
The security of the original El-Gamal public-key encryption scheme reduces to the diculty of
breaking an instance of the Die-Hellman key exchange scheme [60] (i.e., a problem that is no more
dicult than but not known to be equivalent to the discrete log problem). McCurley [109] showed
how El-Gamal encryption with a composite modulus (and a careful choice of g and N ) can be
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secure against an adversary who could break the Die-Hellman key exchange, or could factor the
modulus, but not both. However this was a proof of security in the sense that no polynomial time
algorithm can invert a non-negligible fraction of ciphertexts, and not GM-security (computational
indistinguishability of ciphertexts).
We note that if g and N are chosen as suggested by McCurley, then the technical condition for
incorporating threshold decryption into our scheme can be met. Speci cally, McCurley's proof is
based on the choices g = 16, N = pq , p = 8r + 3, q = 8s ? 1 (where r; s have special structure), and
this meets the condition of Desmedt and Frankel [59] for their modi ed shadow generation scheme
based on Lagrange interpolation (i.e., that g have odd order in ZN ).

5.5 Message-Ecient General-Purpose Secure Computation
Several solutions have been found to the problem of securely evaluating an arbitrary boolean
circuit under cryptographic assumptions, beginning with the work of Yao [140] and Goldreich,
Micali, and Wigderson [82]. We focus on the message complexity (i.e., number of encrypted bits of
communication) of such protocols in the privacy setting.

5.5.1 Previous Approaches to Private Computation

Previously, the lowest message complexity known for n parties to privately evaluate a circuit of size
C under reasonable cryptographic assumptions was O(n2 C ) encrypted bits of communication. This

same complexity was achievable using either of the main techniques for secure circuit evaluation in
the cryptographic setting: the \gate-by-gate" approach or the \circuit-scrambling" approach.
In the gate-by-gate approach, each gate of the circuit is computed by having each pair of the n
parties perform a private two-party protocol. In the protocol of Galil, Haber, and Yung [78], with
eciency improvements by Goldreich and Vainish [83], each two-party protocol is a single instance
of \One out of Two Oblivious Transfer" (1-2-OT). It is possible to implement two-party 1-2-OT
privately using a constant number of encrypted bits under a cryptographic assumption (e.g., three
encrypted bits suce under the assumption that composite quadratic character is hard). This gives
a total message complexity of O(n2 C ) encrypted bits.
In the circuit-scrambling approach, each party takes a turn modifying the truth tables of the
gates of the circuit. In the protocol of Chaum, Damgard, and van de Graaf [42], each party can
randomly permute the rows, and can randomly complement certain of the rows and columns of each
truth table. Records of each party's modi cations are preserved in the form of bit commitments,
which accompany the scrambled circuit as it passes from party to party (to enable circuit evaluation
after the nth party has nished scrambling). Each party contributes a constant number of bit
commitments for each gate (e.g., one bit commitment for each truth table row), and so the scrambled
circuit as it passes from party i to party i + 1 includes O(iC ) bit commitments. When each bit
commitment is a single encryption, this gives a total message complexity of O(n2C ) encrypted bits.

5.5.2 Reduced \Gate-by-Gate" Message Complexity

A gain of O(n) in the message complexity of secure computation can be achieved via compact
additive join encryption using either a gate-by-gate approach or a circuit-scrambling approach. We
describe the gate-by-gate approach in detail in this section.
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Theorem 5.2 Under the assumption that compact additive joint encryption is possible, any boolean

circuit with C gates can be privately evaluated by n parties using O(nC ) encrypted bits of communication.

Proof : No communication is required for each NOT gate. Each AND gate requires two rounds
of communication, and message complexity 4n encrypted bits (actually, three encryptions and two
decryption witnesses per party, where each witness is half the length of an encryption for the
El-Gamal based scheme).
The protocol begins with encryptions of the input bits on the shared tape. We show how the
encrypted output of any gate can be computed in a constant number of rounds from its encrypted
inputs. For a NOT gate, the output can be found without any communication by XORing the
encrypted input with a default encryption of a one.
For an AND gate, suppose the encrypted gate inputs are E[1n] (x) = x^ and E[1n] (y ) = y^.
Each party i chooses bi ; ci 2R f0; 1g, and broadcasts ^bi = E[1n] (bi) and c^i = E[1n] (ci). With no
communication, the parties can then nd x^0 = E[1n] (x  b1      bn ) and y^0 =PE[1n] (y  c1 
    cn). ThePparties broadcast decryption witnesses for x^0; y^0 to nd x0 = x + 1jn bj mod 2
and y 0 = y + 1j n cj mod 2. Let z 0 = x0 ^ y 0 .
For every 1  i; j  n, party i can nd E[1n] (bi ^ cj ) by either encrypting a zero (if bi = 0) or
by blinding c^j (if bi = 1). Similarly, each party i can nd E[1n] (bi ^ y ) and E[1n] (x ^ ci ). Each
party broadcasts a blinded encryption of the XOR of all of these encrypted values (in parallel with
the previous broadcast). Now an encryption of the XOR of all received encrypted XOR's, together
with an encryption of z 0, is equal to the encryption of z = x ^ y (i.e., by the distributivity of AND
over XOR: u ^ (v  w) = (u ^ v )  (u ^ w)).
When the last gate in the circuit has been computed, all parties know a joint encryption of the
circuit output. At this point, the parties broadcast decryption witnesses to enable all of them to
compute the actual circuit output.
For privacy, we need to argue that no subset S of parties learns anything about the other parties'
inputs beyond what is implied by a knowledge of the inputs of S and the circuit output. It suces to
show that the distribution of transcripts of protocol executions, as viewed by S , can be simulated by
a polynomial time machine that has access to the inputs and decryption functions of S , such that the
simulated distribution and the actual distribution are computationally indistinguishable. Excluding
the decryption witnesses for the circuit output, the transcript of an execution of the protocol gives a
number of joint encryptions for related values, and a number of decryption witnesses for uniformly
random values. The simulator computes joint encryptions of uniformly random values to substitute
for all of the joint encryptions in the transcript except the last one, and substitutes a uniformly
random joint encryption of the output for the joint encryption of the output of the last gate, and
substitutes decryption witnesses for uniformly random values for all of the decryption witnesses.
By standard cryptographic arguments, the computational indistinguishability of these distributions
follows from the computational indistinguishability of individual joint encryptions. 2

5.5.3 Reduced \Circuit-Scrambling" Message Complexity

To get the same gain in message complexity with a circuit-scrambling approach, the bit commitments are additive joint encryptions, but only a single commitment accompanies each truth table
row as it passes from party to party. The single commitment at a row represents the XOR of
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modi cations performed by all parties. When a compact scheme is used, the size of the scrambled
circuit doesn't increase from scramble to scramble.
Although the order of magnitude of the message complexity is the same, note that the multiplicative constant is better for our methods using the gate-by-gate approach. In the gate-by-gate
approach, four encrypted bits are needed per AND gate (counting one decryption witness as half an
encryption), and no communication is needed per NOT gate. In the circuit-scrambling approach,
the same four encrypted bits are needed per AND gate, while two encrypted bits are needed per
NOT gate (i.e., one bit commitment for each truth table row).

5.5.4 Measures of Message Complexity

In this section, we have shown that the message complexity of secure computation can be decreased
by a linear factor in the number of participants. This gain has been computed under a \broadcast"
measure of message complexity. Speci cally, if one party posts a bit to the publicly readable bulletin
board, then the protocol is charged one bit. The same charge applies no matter how many of the
other parties ever read that posted bit.
It is reasonable to consider an alternative \readership" measure of message complexity, in which
the number of readers of a message is relevant. By this measure, the protocol is charged k bits if a
single posted bit is read by k of the other parties.
The linear gain in message complexity is maintained with respect to the readership measure for
the \circuit-scrambling" protocol described in Section 5.5.3. This is because most broadcasts are
only used to pass the scrambled circuit from one party to the next, i.e., to be read by only one other
party. However, the \gate-by-gate" protocol loses the linear gain with respect to the readership
measure. Posting messages that are read by all other parties seems to be an essential feature of
this approach.

5.6 Customized Secure Protocol for Bit-String Comparison
In this section, we show further application of our encryption method by describing a novel protocol
for n parties to privately compare two encrypted bit-strings. The message complexity of this protocol has the same order of magnitude as would be achieved by computing a comparison circuit using
our general techniques, although a small constant factor (roughly three) is saved. We believe that
this protocol is of interest because it demonstrates that for practical applications (where constant
factors count) useful gains in communication complexity can come from customizing cryptographic
tools to the speci c secure computational task at hand. Note that a constant factor is also gained
by this protocol with respect to the readership measure of message complexity.
Before giving our comparison protocol, we need to develop a tool to randomly permute pairs of
encrypted inputs with low message complexity.

5.6.1 Shue Gate Computation

A \shue gate" has two main inputs x; y , a control input c, and two outputs ; . When c = 0, the
inputs pass through the gate unchanged: = x and = y . When c = 1, the inputs are ipped as
they pass through the gate: = y and = x. A shue gate can be represented as a circuit with
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six AND and OR gates. Using our gate-by-gate approach, 24n encrypted bits of communication
are needed to privately evaluate a shue gate.
By contrast, a uniformly random shue gate can be privately computed directly at a cost of only
2n encrypted bits of communication using the El Gamal based scheme. Let x^; y^ be the encryptions
of the main inputs. Each party i chooses a uniformly random ci 2R f0; 1g. We want x; y to be
ipped only if the xor of all of the ci values is one. Each party i posts two encrypted values as
follows: two encrypted zeros if ci = 0, and two encryptions of x  y if ci = 1. By xoring all of these
posted pairs to the input pair x^; y^, each party gets an encryption of the appropriate output pair.

5.6.2 Details of the Comparison Protocol

Intuitively, the comparison protocol works on l-bit strings in l ? 1 rounds, where each round reduces
the length of the encrypted bit strings by one. The reduction is done in such a way that the result
of comparing the two decrypted bit-strings is preserved after each round. Speci cally, the parties
remove the leading bits if these bits are equal, and remove the next-to-leading bits if the leading
bits are unequal. Of course, it would violate privacy if any proper subset of parties could determine
which of these two actions occurred in any round.
Our protocol guarantees that the correct action occurs obliviously (i.e., so that no proper subset
of the parties can detect which action occurred) by repeatedly using the shue gate construction
described in the preceding section. In each round, two shue gates are controlled by the same
control bit . The decision about which pair of bits to discard each round depends critically on the
value of the control bit for that round. The details are given in Figure 1.
All messages for this protocol, except for the last round, are witnesses for joint encryptions of
uniformly random values, or joint encryptions of related values. Privacy follows from an argument
similar to that of Theorem 5.2.

Theorem 5.3 Under the assumption that compact additive joint encryption is possible, private
multi-party comparison of two l-bit strings is possible with communication 4(l ? 1)n encrypted bits
and ln decryption witnesses.

5.7 Summary and Open Problems
The message complexity of secure distributed computation can be reduced by extending techniques
from group-oriented cryptography. We show how gains in multi-party evaluation of general circuits
can be achieved by augmenting a joint encryption scheme to support blinding, witnessing, and
adding ciphertexts without increasing the length of the ciphertexts.
We would like to nd compact implementations of additive joint encryption based on other,
possibly weaker, intractability assumptions, and to nd other applications for such encryption
schemes. In addition, we would like to explore other ways to improve the secure evaluation of
speci c useful functions by exploiting special properties of customized encryption methods. It
would also be interesting to reduce the computational resources required for secure computation in
other settings, possibly tolerating stronger adversaries.
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Initially, x~ = E[1 n] (x), y~ = E[1 n] (y).
1. In Round i, 1  i  l ? 1, the following messages are sent:
(a) Each party j (1  j  n) posts [ 1j ; 1j ; 2j ; 2j ; j ] =
i. [blind(~x:i  x~:(i + 1)); blind(~y :i  y~:(i + 1)); blind(~x:i  x~:(i + 1));
blind(~y :i  y~:(i + 1)); E[1n] (1)] with prob 21 .
ii. [E[1n] (0); E[1 n] (0); E[1 n] (0); E[1 n] (0); E[1n] (0)] with prob 21 .
(b) Each party j (1  j  n) posts a witness for Dj (~x:i  y~:i  ), where =
1    n .
(c) Before the start of Round i + 1, each party (without communication) locally
replaces x~:(i + 1); y~:(i + 1) with
i. blind( 21    2n  x~:(i + 1)), blind( 21    2n  y~:(i + 1))
if D[1n] (~x  y~  ) = 0.
ii. blind( 11    1n  x~:i), blind( 11    1n  y~:i)
if D[1n] (~x  y~  ) = 1.
2. In Round l, the following messages are sent:
(a) Each party j (1  j  n) posts a witness for Dj (~x:l).
(b) Without communication, each party computes the nal answer to be
v = D[1n] (~x:l). (If v = 1 then x  y else x  y.)

Figure 5.1: Message-Ecient Multi-party Comparison Scheme
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Chapter 6

O -Line Electronic Cash
An electronic (or \digital") coin scheme is a set of cryptographic protocols for withdrawal (by
a customer from the bank), purchase (by a customer to a vendor), and deposit (by a vendor to
the bank), such that the security needs of all participants are satis ed { money is unforgeable,
unreusable, and untraceable. A coin scheme is \o -line" if, as with non-digital metal coins, the
purchase protocol does not involve the bank. No o -line electronic coin scheme has yet been
proposed which is both provably secure with respect to natural cryptographic assumptions and
ecient with respect to reasonable measures.
We prove that two primitives are sucient to implement a secure o -line electronic coin scheme:
Embedding scheme and Oblivious Authentication. Previous coin schemes have used techniques that
can be viewed as heuristic implementations of these primitives.
We present an Embedding scheme whose security depends only on the hardness of the discrete
log function. Combining our Embedding scheme with a heuristic Oblivious Authentication scheme
yields a new approach to ecient (but not provably secure) o -line coins.
We give a protocol for oblivious authentication that has a pre-processing stage (preparatory,
independent of the transactions) and an ecient main stage (at actual withdrawal time). The
pre-processing stage can be implemented based on general cryptographic assumptions with high
degree polynomial communication. Alternatively, pre-processing can be implemented eciently
assuming the presence of an initiating trusted agent. The only role of this agent is to produce
generic strings (\blank withdrawal slips") that are sent to customers. Many cryptographic schemes
(e.g., identi cation schemes) use initiating servers in a similar role; as with these other schemes,
the availability of an initiator does not trivialize the tricky security and correctness requirements
of the underlying problem.
Combining our Embedding scheme and our Oblivious Authentication protocol yields an o -line
coin scheme that is ecient in the sense that we put forth in this work: \a protocol is ecient if
its communication complexity is independent of the computational complexity of its participants"
(and thus the communication length and number of encryption operations is only a low-degree
polynomial of the input). We are motivated by the fact that, typically, such protocols are easily
modi able to produce a working practical variant (based perhaps on specialized assumptions and
somewhat related heuristic tools, while keeping the basic protocol structure and computations).
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6.1 Introduction

6.1.1 What is an O -Line Electronic Coin Scheme?

An electronic coin scheme [39] is a set of cryptographic protocols for withdrawal (by a customer
from the bank), purchase (by a customer to a vendor while possibly involving the bank), and deposit
(by a vendor to the bank), such that the security needs of all participants are satis ed: anonymity
of purchase for the customer, assurance of authenticity for the vendor, impossibility of undetected
reuse or forgery for the bank.
A coin scheme has the interesting \o -line" property [43] if the purchase protocol does not
involve the bank; everyday non-digital money is of course o -line. To balance the customer's
need for anonymity (so that her/his spendings, and thus her/his lifestyle, cannot be traced by
the bank/government) with the bank's need for protection against reuse (to prevent counterfeit
money), each coin in an o -line scheme must somehow \embed" the customer's identity in a way
that is accessible only if the same coin is used for more than one purchase. Moreover, to balance
the customer's need for anonymity with the bank's need for protection against forgery, each coin
must somehow get an authentication from the bank (e.g., a digital signature) without being seen
by the bank!
Meeting all of these security needs simultaneously is a dicult task. In fact, no scheme has yet
been proposed which is both provably secure with respect to natural cryptographic assumptions
and ecient with respect to reasonable measures. We review previous approaches to the problem
and present our new approach and contributions.

6.1.2 Previous Approaches to O -Line Coin Schemes

There have been two main approaches to o -line coin schemes in the literature. One direction is
based on blind signatures, and the other is based on zero knowledge proofs of knowledge.

Schemes Based on Blind Signatures

A blind signature scheme of Chaum [39] is a protocol that enables one party (i.e., a customer) to
receive a signature of a message of its choice under the second party's (i.e., the bank's) private
signature key. The second party learns nothing about the message it helped to sign. For use in
an o -line coin scheme, the bank must be sure that the message it never sees has a certain form
(i.e., that it embeds the customer's identity in the proper way). This can be done by combining
the blind signature scheme with a zero knowledge proof [86, 81] or \cut-and-choose" check [125]
that the message has the right form. The rst o -line coin scheme, due to Chaum, Fiat, and Naor
[43] takes this approach, using the blind signature scheme based on RSA [129]. This approach is
ecient but heuristic; no proof of security has been given that relies on assumptions about RSA
that are simple or natural. In fact, re nements to their protocol [3] were later found to introduce
security aws [90], which underscores the risk of relying on heuristics. Other o -line coin schemes
use blind signature schemes derived from Chaum and Pedersen [44].
It is also possible to implement blind signatures using general secure 2-party computation
protocols [140], as shown by P tzmann and Waidner [124], building on work of Damgard [56]. A
circuit to compute signatures is jointly computed by the bank and the customer, with the bank
contributing one input (secret signature key), the customer contributing the other input (message
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to be signed), and the customer alone receiving the output (signed message). The security of a
scheme of this type can be reduced to general cryptographic assumptions. However, the message
complexity (number of bits sent between parties) and encryption complexity (number of applications
of encryption operations) of all known secure computation protocols is proportional to the size of
the circuit being computed. It is unreasonable for a coin scheme to have a communication cost that
depends on the computational complexity of the underlying signature function algorithm (which
should be only a \local" computation for the bank)| the same way it is unreasonable to have a one
cent coin weigh fty kilograms. Thus, a scheme of this type is secure, but de nitely not ecient.

Schemes Based on Zero Knowledge Proofs of Knowledge
A zero knowledge proof of knowledge [86] is a protocol between a prover and a veri er, in which the
veri er is convinced that the prover possesses a witness (e.g., for membership in a language) without
learning anything about that witness. In a non-interactive zero knowledge proof of knowledge [57],
a single message is sent (from prover to veri er); in this case, the two parties are assumed to share a
random string. DeSantis and Persiano [57] show that, when non-interactive zero knowledge proofs
of knowledge are possible, blind signatures are not necessary for an o -line coin scheme (see also
[117]). The basic idea is that the bank gives an ordinary signature to the customer, but no one ever
sees that signature again. Instead of presenting the signature to validate a coin at purchase time,
the customer presents the vendor with a proof that it possesses a valid signature from the bank.
To deposit the coin, the vendor presents the bank with a proof that it possesses a valid proof of
possession from the customer. The security of this type of scheme can be proven with respect to
general cryptographic assumptions. However, the message complexity and encryption complexity
is prohibitively large, e.g, the length of a proof of possession of a valid signature depends on the
complexity of the signing function itself. Thus a scheme of this type is secure, but again it is not
ecient.

6.1.3 Security and Eciency: A Closer Look

We want an o -line coin scheme that is both secure and ecient. Let us clarify more formally what
we mean by security and by eciency.

Security of protocols means that the claimed properties can be proven based on some intractability
assumption. This is the typical notion of complexity-theoretic security.
Eciency of protocols, which is a notion we try to capture in this work, can be formalized by

requiring that \the communication complexity of the protocol is independent of the computational
complexity of the honest participants". In schemes which lead to practical implementations, like
identi cation schemes [69] [72] and basic practical operations like signature and encryption, this
is the case (the communication is a low-degree polynomial function of the security parameter and
the input size). On the other hand, general protocols which encrypt computations of results (like
general zero-knowledge schemes for NP and IP, and secure computation schemes) are considered
impractical by users of cryptography, since the local computation is typically a much higher-degree
polynomial function of the input and the security parameters. This makes them prohibitively
expensive { as they require much communication and, more crucially, similarly many applications
of cryptographic operations. We feel that it is important to make this distinction to further develop
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a sound theory of cryptography with robust notions of eciency; our e ort here is to be considered
as a rst step in this direction. (We note that there are further measures of eciency; in particular
we also measure and try to minimize the number of rounds).
In this paper, we show that a secure and ecient o -line coin scheme is possible, based on
what we call \oblivious authentication" and the hardness of the discrete log function. We implement oblivious authentication (to be described later) based on any one-way function together with
a pre-processing stage independent from the withdrawal, purchase, and deposit protocols. The
communication complexity of our scheme is O(k2s) bits where k is a security parameter and s is
the size of a signed bit; O(k2) encryption operations are performed. Purchase and deposit are
non-interactive, while withdrawal requires two rounds of interaction.

6.1.4 O -Line Coin = Passport + Witness + Hints

Next we informally (and metaphorically) describe the building blocks and mechanisms which underlie the ecient o -line digital coin scheme. In real life, a \passport" is an authorized document
from a trusted source (the government) that identi es its owner. We can also imagine a passport
without any name or picture, but still stamped by the proper authority, allowing a sort of anonymous authentication. O -line coin schemes make use of yet another type of passport, in which the
identity of its owner is only somewhat present, embedded in the document in a complexity theoretic
sense (through the use of what we call an Embedding scheme).
A primitive that we call Oblivious Authentication lets an authorizing agency issue a digital
passport with an embedded secret, together with a \witness" of the embedded secret. The issuing
process is oblivious in the sense that the authorizing agency cannot later connect any passport to
the time it was issued. Use of the passport without the witness would allow repeated authentication
while concealing forever the secret (against a resource bounded attack). Use of the passport with
the witness would authenticate the user and reveal the user's embedded secret. We will use the
passport with a \hint" of the witness, where any two hints, but no single hint, is enough to recover
the witness1 . When the embedded secret is the identity of the user, this is the crux of an o -line
coin scheme (see Figure 6.1).
Withdrawal is an instance of Oblivious Authentication (using an Embedding scheme), in which
the bank issues a passport (with embedded identity) and a witness to the customer. To make a
purchase, the customer gives the passport and a unique hint (extracted from the witness) to the
vendor. To deposit, the vendor forwards the passport and the hint to the bank.
In Section 6.5, we prove that a secure o -line coin scheme can be constructed from any embedding scheme together with any Oblivious Authentication scheme. In particular, our new Oblivious
Authentication scheme together with our new embedding scheme yields a provably secure and efcient o -line coin scheme. Other coin schemes are possible through various combinations of our
new protocols with previous methods.

6.1.5 Embedding Scheme

The goal of an Embedding scheme is to hide a secret so that it is concealed unless a witness is
known, and to allow for the extraction of veri able hints (any two of which reveal a witness). The
1 We can generalize to hints that reveal the witness at thresholds greater than two, which is useful (e.g., for multiple
access authorization tokens) but not considered in this paper.
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Figure 6.1: Building an o -line coin scheme from basic primitives
only prior Embedding scheme for an ecient o -line coin scheme, due to Chaum, Fiat, and Naor
[43], hides the secret in a collection of nested one-way functions that each hide a pair of xor shares
of the secret. A hint of the witness is a particular \de-nesting" of the functions in a way that
reveals one xor share from each pair (\hint" of the witness). Any two distinct hints will include
both xor shares from at least one pair, from which the secret can be recovered. The security of this
scheme has never been reduced to natural cryptographic assumptions.
In our method, a secret is hidden as bits of the discrete logs of a number of values. A hint of
the witness is a set of points on lines whose slopes are these discrete logs. From any two distinct
hints, the secret can be recove by interpolation of the corresponding pairs of points. The security
of this scheme is based on the hardness of the Discrete Log.

6.1.6 Implementing Oblivious Authentication

We implement Oblivious Authentication based on any one-way function together with a preprocessing stage. The purpose of the pre-processing stage is to produce generic strings that are
sent to any customer that asks for them. Each string enables a customer to withdraw a single coin
from the bank. These strings are generic in the sense that any string could go to anyone, so long
as no string goes to more than one pary (like \blank withdrawal slips").
The pre-processing stage of our Oblivious Authentication protocol can be based on the presence
of some trusted agent that is separate from the bank, vendors, and customers and is present at
initiation. This agent, which we call a \trusted manufacturer" might ll each user's smart card
memory once with a large number of strings, and then destroy its records. Unlike some physically
based schemes [67], the smart card memory does not need to be shielded in any way from the
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owner of the smart card (i.e., no read or write restrictions are needed). The only issue is that the
manufacturer is trusted to produce strings of the proper form, and to never give the same string
to more than one party. This mild assumption, as argued above, still leaves the major problems of
o -line money scheme security with no trivial answer.
How reasonable is this assumption? Many cryptographic systems need a trusted center. Any
complete public key system needs a trusted center of our kind to certify the connection between
keys and users without risking impersonation attacks. The zero-knowledge identi cation scheme of
Feige, Fiat, and Shamir [69] uses a trusted center to publish a modulus with unknown factorization
and to maintain a public key directory; in the \keyless" version of their system, the trusted center
issues tamper-resistant (unreadable, unwritable) smart cards to all participants.
Alternatively, pre-processing can be done ineciently (high degree polynomial communication),
under general cryptographic assumptions, as a general secure protocol between bank and customer.
The eciency of the withdrawal, purchase and deposit protocols would be una ected. Our stated
principle of eciency would be violated only at initiation, which can be a background computation
independent of money-exchanging transactions. When Oblivious Authentication is realized in this
way with an inecient preparatory stage and an ecient main stage, it has a form similar to the
\on-line/o -line" signature scheme of Even, Goldreich, and Micali [66].

6.1.7 Structure of the Chapter

Preliminary de nitions and notions are given in Section 6.2. Oblivious Authentication is covered
in Section 6.3, and Embedding schemes in Section 6.4. Section 6.5 covers o -line coins in a way
that relates the notion to the previous two primitives. Implications are discussed in Section 6.6.

6.2 Preliminaries
A quantity is \negligible" in k if it is smaller than 1=p(k) for every polynomial p, for k large enough;
otherwise, it is \non-negligible." We let x 2R S denotes the uniformly random selection of x from
S . We let x:i denote the ith component of x.
A function is \one-way" if it is easy to compute and hard to invert. More formally, suppose
that ffk g is a family of functions de ned on bit strings, where fk : f0; 1gk ! f0; 1gk. The family
ffk g is one-way if (a) there is a deterministic polynomial-time (in k) algorithm to compute each
fk ; and (b) for every probabilistic polynomial time (p.p.t.) algorithm A, the probability that
fk (A(fk (x))) = fk (x)) is negligible (in k), where the probability is over the uniformly random
choice of x 2 f0; 1gk and over the random bits used by A.
A \hard bit" for a family of functions ffk g is a family of functions hk : f0; 1gk ! f0; 1g such
that determining hk (x) from fk (x) is as hard as determining x from fk (x) (or negligibly close, in
k). Goldreich and Levin [80] showed that every one-way function has a hard bit.
The \Discrete Log Assumption" (DLA) is that exponentiation modulo a prime is a one-way
function (i.e., where fk (x) = g x mod pk for some prime pk of length k and some generator g of
Zpk ), or equivalently that it has a hard bit. The diculty of the discrete logarithm problem is a
standard cryptographic assumption rst used by Die and Hellman [60] (on other basic uses and
hard bits of the discrete log, see [30, 106]).
A \communicating p.p.t. Turing Machine" is like a normal p.p.t. Turing Machine (with a readonly input tape, write-only output tape, read-only random tape, one or more work tapes), except
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that for each pair of machines there is also a read-only shared input tape, and two communication
tapes, each of which is read-only for one machine and write-only for the other.
A \protocol" is the joint execution of a pair of communicating p.p.t. Turing Machines. The
\view" of a machine is the contents of all of its private tapes and shared tapes throughout the
execution of a protocol.

6.3 Oblivious Authentication
Informally, an oblivious authentication scheme is a protocol between a requestor and an authenticator. The requestor and authenticator begin with the shared secret s, and at the end of the
protocol the requestor is able to compute a random (witness) string r and an authenticating (signature) string  . The relation among these values is that  is a signature of z in the authenticator's
private key, where z = e(s; r) for some public and easily computable function e (whose purpose will
become clear in Section 6.4 on Embedding schemes). The signature re ects authentication that the
shared secret s is actually related to the signed value in this way. At the same time, the protocol is
\oblivious" from the point of view of the authenticator i.e., after several executions of the protocol,
the authenticator must not be able to connect any [z;  ] pair to the instance of the protocol that
produced it. Using terminology from the Introduction, the authenticator issues a \passport" [z;  ]
with r serving as a witness to the fact that the secret s is embedded in the passport.

6.3.1 Formal De nition of Oblivious Authentication

De nition 6.1 An oblivious authentication scheme [R; A; e] is a protocol between a p.p.t. requestor
R and a p.p.t. authenticator A, using a p.p.t. computable function e. R and A begin with shared
string s, A has a secret key for a signature scheme secure against a chosen message attack, and
both A and R have the corresponding public key. R ends up with r;  , such that the following
requirements are satis ed:

1. (Valid)  is a valid signature of z = e(s; r) with respect to the Authenticator's public key.
2. (Oblivious) The protocol leaks no information to A about z or r except that z = e(s; r), i.e.:
Let M be any p.p.t. TM that takes as input shared strings s0 ; s1, random tapes rnd0; rnd1,
output information z;  , views v0; v1 of A of executions of the O.A. protocol, and auxiliary
input aux, and outputs the guess b 2 f0; 1g. Then there exists a p.p.t. TM M 0 that takes
as input only s0 ; s1; z; ; aux such that for all s0 ; s1; rnd0; rnd1, if v0 ; v1 are consistent with
s0 ; rnd0 and s1 ; rnd1 respectively, and if z;  is consistent with vb 2 fv0; v1g, then the probability that M outputs a correct guess for b is negligibly close to the probability that M 0 outputs
a correct guess for b.
3. (Unforgeable) From n transcripts of a cheating Requestor, beginning with shared strings
s1 ;    ; sn, it is hard to compute z;  such that  is a valid signature of z = e(s; r) under the
Authenticator's secret key for some s 62 fs1;    ; sn g.
4. (Unexpandable) From n transcripts of a cheating Requestor, it is hard to compute
z1; 1;    ; zn+1 ; n+1 such that each i is a valid signature of zi = e(si; ri) under the Authenticator's secret key while each [ri; si] pair is distinct.
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1. In Round One, the following messages are sent:
(a) R ! A: z^1 = e1A h(z1 ) mod NA ;  ; z^2k = e2kA h(z2k ) mod NA , where
i. i 2R ZN A for all 1  i  2k.
ii. zi = e0 (s; ri ) for all 1  i  2k, where each ri is uniformly random over
the appropriate range, and where e0 is a public and easily computable
function.
iii. h is a publicly known collision-free hash function.
(b) A ! R: S R [1  2k], jS j = k.
2. In Round Two, the following messages are sent:
(a) R ! A: [ri ; i : i 2 S ]:
(b) A ! R: ^ = j62S (^zj )dA mod NA , assuming that the messages received so
far are consistent (otherwise A terminates the protocol); i.e.,
i. z^j ?j eA = h(e0 (s;rj )) for all j 2 S .

Q

3. R nds [r; ] where
(a) r = [rj : j 62 S ]
(b)  = ^ ( j62S ?j 1 ) mod NA
(c) The public and easily computable function e is de ned to be e(s; r) =
[e0 (s; r[1]);  ; e0 (s; r[k])].

Q

Figure 6.2: Heuristic Oblivious Authentication via RSA

6.3.2 Heuristic Implementation of Oblivious Authentication

Oblivious Authentication can be implemented heuristically using multiple blind RSA signatures,
collision-free hash functions, and a cut-and-choose challenge procedure (see Figure 6.2). A collisionfree hash function is a function h for which it is computationally infeasible to nd x; y such that
h(x) = h(y).

6.3.3 Provably Secure Oblivious Authentication

In this section, we describe an implementation of oblivious authentication that depends on a preprocessing stage. This pre-processing stage can be done directly by a \trusted manufacturer." A
\trusted manufacturer" is an entity that can perform computations, and can send information to a
requestor without it being seen by the authenticator, and without the requestor having to identify
itself. For example, data may be put by the manufacturer into the memory of a smart card that is
then sold to a requestor. It is not necessary to shield the smart card memory from the requestor,
only that the authenticator learns nothing about the data (e.g., by eavesdropping on the transfer
of data to the requestor, or by corrupting the manufacturer).
Alternatively, pre-processing can be implemented ineciently using a general secure 2-party
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computation protocol between the requestor and the authenticator. As shown by Kilian [97], the
assumption that Oblivious Transfer [126] (a basic cryptographic primitive) is possible suces.
Intuitively, the pre-processing stage supplies encrypted windows, where each window presigns
both a zero and a one for a given bit position in the message. Each signature is concealed in
a half-window as a pair of elements, where the rst element is a (secret-key) encryption of a
random mask, and the second element is the xor of the mask with the signature. In this way, the
authenticator is needed to reveal either of the signatures in a window (by decrypting the mask),
but the authenticator cannot later recognize a signature he helped reveal.
A collection of m windows (called a \row") can be used to sign a string of m bits. However,
to prevent signed bits from one message being substituted in a second message, the windows must
be \linked" together. In fact, all pairs of adjacent half-windows are connected, so that the same
collection of windows is capable of signing any possible message. Links are also pairs of elements,
where the rst element is a (secret-key) encryption of a random mask, and the second element is the
xor of the mask with a signature of the two half-windows that are being linked. When half-windows
are \opened" (i.e., when their masks are decrypted), the corresponding links are opened as well.
A cut-and-choose procedure is used to guarantee that the predicate (z; id) is true at the
end. There will be 2k strings that are presented to the authenticator, each of which satis es some
predicate 0(z 0; id), and for each of which the requestor knows a witness wit0. The authenticator
challenges half of the strings, and receives witnesses that the predicate is true for them. The
authenticator then sends decrypted masks for all half-windows and links for all unchallenged strings.
The predicate is de ned to hold if and only if a majority of the k unchallenged strings satisfy 0.
A second type of link is needed to prevent cheating with the cut-and-choose procedure. Rows of
windows need to be linked together, to prevent a new collection of k rows from being pieced together
from two or more runs of the protocol. This is achieved by providing links between half-windows
at the end of one row to half-windows at the beginning of the next row.
The entire data structure, windows and links, is called a \struct." We assume that the preprocessing stage (via trusted manufacturer or secure 2-party computation) has sent a supply of
structs to the requestor. A pictorial representation of the data structure appears in Figure 6.3,
while precise de nitions appear in the proof of Theorem 6.1.
The proof of Theorem 6.1 consists of showing that a secure Oblivious Authentication can be
based on the struct data structure. Structs are supplied by a pre-processing stage. Since structs
contain encrypted bits and signed bits with respect to the Authenticator's keys, we must assume
that these keys are available to the original \manufacturer" of the struct. If the structs are computed
as a secure computation with the Authenticator itself, then the keys are automatically available
for this computation. If some trusted manufacturer produces the structs, then we are tacitly
assuming that this manufacturer has access to the Authenticator's keys. In this case, a dishonest
manufacturer could forge authentications at will.

Theorem 6.1 If one way functions exist, and a pre-processing stage is allowed, then there exists
a secure Oblivious Authentication scheme.

Proof : First we describe the \struct" data structure that will be used for each instance of the O.A.

protocol. Let sig be a signature scheme that is existentially unforgeable against a chosen message
attack; such a scheme exists if one way functions exist [116] [130]. Let E be a symmetric-key
encryption function, which also exists if one way functions exist[92, 93, 88].
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A half-window wijl with serial number ser is of the form
[E (serjji; j; l; bijljjijl); bijl; ijl  sig (i; j; jjxijl)]. Here the \half-window label" is a bit, the \halfwindow pseudolabel" bijl is a random bit, the \half-window value" xijl is a random string, and the
\half-window value mask" ijl is a random string. We refer to the components of a half-window as
the left side (encrypted pseudolabel and mask), pseudolabel, and right side (masked signature) of
the half-window.
0

0

A half-window link L(wijl ; wi0j 0 l0 ) between half-windows wijl ; wi0j 0 l0 with serial number ser is of
0
0
0
0
the form L(wijl; wi0j 0 l0 ) = [E (serjji; j; l; i0; j 0; l0jjijl;i0j 0 l0 ); ijl;i0j 0 l0  sig (i; j; xijljji0; j 0; xi0j 0 l0 )]. Here
0
0
the \half-window link mask"ijl;i0j 0 l0 is a random string, and xijl ; xi0 j 0 l0 are the half-window values
0
of wijl; wi0j 0 l0 respectively. The two components of a half-window link are referred to as the left side
(encrypted pseudolabels and mask) and right side (masked signature) of the half-window link.
0 ; w1 ], where both half-windows
A window wijl with serial number ser is of the form wijl = [wijl
ijl
have serial number ser, and where the pseudolabels b0ijl ; b1ijl are unequal random bits.

A row Wil 0of length m with serial number ser is of the form Wil = [wi1l;    ; wiml;
fL(wijl; wi;j+1;l)j 2 f0; 1g; 0 2 f0; 1g; 1  j  m ? 1g], where all windows and links have serial
number ser.
A struct W of length m with serial number ser
and security parameter k is of the form W =
0
[W10; W11; W20; W21;    ; Wk0; Wk1; fL(wiml; wi+1;1;l0 )j ; 0; l; l0 2 f0; 1g; 1  i  kg], where all rows
and links have serial number ser.
The Oblivious Authentication protocol [R; A; e], with shared string s, proceeds as follows:
1. In Round One, the following messages are sent:
(a) R ! A: the left side of every half-window and half-window link in W , and [bijl j1  i 
k; 1  j  m; l 2 f0; 1g; = zil :j ], where
i. W is an unused struct of length m owned by R.
ii. R chooses r10; r11;    ; rk0; rk1 uniformly at random, and zil = e(s; ril).
(b) A ! R : [chall1;    ; challk ] 2 f0; 1gk, assuming that the messages received so far are
consistent and correct (otherwise, A terminates the protocol); i.e.,
i. The decryptions of the left sides of half-windows and half-window links sent by R
are syntactically correct.
ii. The decryptions of the left sides of half-windows and half-window links begin with
a common serial number ser.
iii. The common serial number ser has not been seen by A in any previous execution
of the protocol.
2. In Round Two, the following messages are sent:
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(a) R ! A: the right side of every half-window in Wi;challi for all 1  i  k; the right side
0
of every half-window link L(wi;j;challi ; wi0;j +1;challi0 ) for all 1  i; i0  k, 1  j < m; and
ri;challi for all 1  i  k.
0
(b) A ! R: i;j;1?challi for every bi;j;1?challi ; i;j;1?challi;i;j +1;1?challi for every
0
0
bi;j;1?challi ; bi;j+1;1?challi ; and i;m;1?challi;i+1;1;1?challi+1 for every
0
bi;m;1?challi ; bi+1;1;1?challi+1 received by A in Round One, assuming that the messages
received so far are consistent and correct (otherwise, A terminates the protocol); i.e.,
i. For every half-window in every challenged row, the xor of the right side with the
mask from the left side yields a valid signature.
ii. For every fully revealed half-window link, the xor of the right side with the mask
from the left side yields a valid signature, and the half-windows it connects have
consistent half-window values.
iii. Every zi;challi (computable since every fully revealed half-window exposes the correspondence between the pseudolabel bijl and label ) satis es zi;challi = e(s; ri;challi ).
3. R nds [r;  ] where
(a) r = [r1;1?chall1 ;    ; rk;1?challk ].
(b)  = [sigbits(z ); inlinks(z ); outlinks(z )] where
i. sigbits(z ) = [sig (i; j; jjxi;j;1?challi) : 1  i  k; 1  j  m; = zi;1?challi :j ].
0
ii. inlinks(z ) = [sig (i; j; xi;j;1?challi jji; j + 1; xi;j +1;1?challi ) : 1  i  k; 1  j  m ?
1; = zi;1?challi :j; 0 = zi;1?challi :j + 1].
0
iii. outlinks(z ) = [sig (i; m; xi;m;1?challijji + 1; 1; xi+1;1;1?challi+1 ) : 1  i  k ? 1; =
zi;1?challi :m; 0 = zi+1;1?challi+1 :1].
4. R accepts if the following Validity Properties are satis ed:
(a) sigbits(z ) are good signatures with proper indices.
(b) Inlinks(z ) and outlinks(z ) are good signatures with proper indices and half-window values that are consistent with the half-window values of sigbits(z ).
Given the pre-processing stage (trusted manufacturer, or secure 2-party protocol using Oblivious
Transfer), we can assume that the requestor has been given a sucient supply of valid structs with
unique serial numbers. We claim that the protocol described above satis es the four requirements
of an oblivious authentication scheme.
The rst requirement (validity) is satis ed with respect to the validity properties checked by R
in Step 4 of the protocol.
For the second requirement (obliviousness), it suces to observe that the view of A of an
execution of the protocol can be sampled eciently by A given only the shared string and its random
tape, assuming that A can compute sig and E on its own. The random tape of A only determines
the k challenge bits, but these are not relevant to any computation since di erent challenges could
lead to the same r;  if the half-windows of the struct had been ipped appropriately initially. Thus
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the view of A can be sampled with respect to a uniformly random set of challenges without a ecting
the success of any guessing TM M 0 .
To address the other requirements, note that the only signatures  that R can produce to satisfy
the validity properties (listed in Step 4 of the protocol) are those that are paths through structs
received from the manufacturer. At least one new inlink or outlink would be required to create a
new signature  from old ones, and this is impossible for the requestor to do since the underlying
signature scheme sig is existentially unforgeable against a chosen message attack (in fact, it suces
that the signature scheme be existentially unforgeable under a random message attack).
This observation immediately implies that the fourth requirement (unexpandability) is satis ed,
This is because the authenticator only unmasks a single path through each of n structs no matter
how the Requestor behaves. To create n +1 paths from these would require reuse of some windows,
which would require creation of new half-window links that didn't appear in the original unmasked
paths. This would violate the existential unforgeability of the underlying signature scheme.
The observation also implies that the third requirement (unforgeability) is satis ed. Since no
cheating Requestor can produce a path through a struct other than the n that are unmasked by the
Authenticator, the only way to achieve a forgery is with one of those n unmasked paths itself. The
Authenticator never unmasks a path unless z = e(s; ri;j ) for all challenged rows. With probability
at least 1 ? 2?k=2 , this relation also holds for a majority of the k unchallenged (and subsequently
unmasked) entries in the path. With probability at least 1 ? n2?k=2 , a majority of the k entries
in each of the n unmasked paths embed the appropriate secret. So no matter how the Requestor
behaves, with overwhelming probability he is either caught cheating or he ends up with signed
elements which embed the appropriate secrets unambiguously. 2

6.4 Embedding Scheme
Informally, an Embedding scheme allows a secret to be hidden so that it can be revealed gradually.
Witnesses to the secret can be constructed that are easily veri able by anyone, such that the secret
is revealed by any two witnesses, but inaccessible given only one witness.

6.4.1 Formal De nition of Embedding Scheme

De nition 6.2 An embedding scheme is a pair of functions e; W such that the following requirements are satis ed:

1. (Pseudo-Injective) From s; r; i it is hard to compute any W (s0 ; r0; i) such that e(s; r) = e(s0 ; r0)
while [s; r] 6= [s0 ; r0].
2. (Once-Concealed) If z = e(s; r), and hi = W (s; r; i), then for every s; s0 ; i it is hard given
s; s0; z; i; hi to distinguish the correct s from the incorrect s0 non-negligibly better than random
guessing, for all but a negligible fraction of r.
3. (Twice-Revealed) If z = e(s; r), hi = W (s; r; i), and hj = W (s; r; j ), then it easy to determine
s from z; i; j; hi; hj whenever i 6= j .
4. (Checkable) If z = e(s; r), then it is easy to determine from z; h; i whether they are consistent
(i.e., whether there exist s; r such that z = e(s; r) while h = W (s; r; i)).
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6.4.2 Heuristic Implementation of Embedding Scheme

The cut-and-choose scheme of Chaum, Fiat, and Naor [43] is a heuristic embedding scheme. Let
f and g be two-argument collision-free functions, such that f is \similar to a random oracle",
and such that g is one-to-one when its rst argument is xed. A secret s is hidden as e(s; r) =
f (x1 ; y1);    ; f (xk ; yk) where xi = g(ai; bi); yi = g(ai  s; ci) for each 1  i  k; here all ai; bi; ci
are determined from the random input r. The witness function W is given by W (s; ; r; k    1) =
[u1; v1; w1;    ; uk ; vk ; wk ]. Here ui = g (ai; bi); vi = ai  s; wi = ci when i = 0, and ui = ai ; vi =
bi ; wi = g(ai  s; ci) when i = 1.
In a sense, each of the k components is \de-nested" in a particular way, revealing the lowest
level of one half, and the intermediate level of the other half. Two distinct witnesses gives the
lowest levels of both halves of some component, from which the secret s can be recovered. The
properties of an Embedding scheme can be seen to hold heuristically (but not formally, due in part
to the diculty of formalizing the required properties of f and g ).

6.4.3 Provably Secure Embedding Scheme

In this section, we present an implementation of an embedding scheme that is provably secure under
the Discrete Log Assumption. Intuitively, the secret is given by a set of lines whose slopes encode
the secret. One hint gives a point on each line; two hints allows all of the lines to be recovered
through interpolation. Exponentiation of the line coecients modulo a large prime both hides
the coecients (unless discrete logs can be easily computed), and enables anyone to easily verify
the incidence of points on lines (thanks to the laws of exponents). Subsequent to our work, other
o -line coin schemes have also used line-based embedding schemes [71] [32].

Theorem 6.2 Under the Discrete Log Assumption, there exists a secure Embedding scheme
Proof : Let p be a large prime such that p ? 1 has one large factor q, and let g 2 Zp. Let H be a
hard bit for the discrete log. De ne e(s; r) to be [g a1 mod p; g b1 mod p;    ; g ajsj mod p; g bjsj mod p]

where s[i] = H (g ai mod p) for all i, ai < q for each i, and each ai ; bi is otherwise random (given by,
say, bits r[(i ? 1)(jpj + jq j? 1)+ 1;   ; i(jpj + jqj? 1)] of r). De ne W (s; r; i) to be [a1i + b1 mod p ?
1;    ; ajsji + bjsj mod p ? 1]. We show that the four requirements of an Embedding scheme are
satis ed:

1. (Pseudo-Injective) This is trivially satis ed, since e is injective.
2. (Once-Concealed) Suppose that information about si = H (g ai mod p) could be determined
with probability better than random guessing from g ai mod p; g bi mod p; i; aii + bi mod p ? 1.
Then H is not a hard bit for the discrete log, since H (g x mod p) could thus be determined
from g x mod p better than random guessing by converting it into the former problem: g x mod
p; (g x mod p)?i g r mod p; i; r for random r 2 Zp?1 .
3. (Twice-Revealed) For each 1  l  jsj, interpolate (i; ali + bl mod p ? 1) and (j; alj + bl mod p ?
1) to recover a line such that the slope is less than q . Each such line is uniquely determined
unless i ? j is a multiple of q (which is impossible for i 6= j when 0 < i; j < q ). The hard bits
of the slopes yield the bits of s, and the other bits of the coecients reveal the bits of r.
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4. (Checkable) Given z = [z11; z12;    ; zjsj;1; zjsj;2]; h1;    ; hjsj; i, the check for consistency is
whether zl;i 1 zl;2 = g hl mod p for each 1  l  jsj.

2

6.5 O -Line Coin Scheme
Informally, an electronic coin scheme [39] is the simplest useful electronic payment system. Any
customer can withdraw a coin from the bank, as the bank debits the customer's account. That
coin can then be used to purchase from any vendor. The vendor will be able to trust that the coin
is genuine. A vendor can later deposit a coin, and the bank will credit the vendor's account. The
rights and privileges of customers, vendors, and the bank are all protected within the scheme. The
customer is guaranteed anonymity of purchase, i.e., that the bank cannot link a deposited coin to
its corresponding withdrawal. The vendor is guaranteed that any acceptable purchase will lead to
an acceptable deposit. The bank is guaranteed that no number of withdrawals can lead to a greater
number of deposits.
In an o -line coin scheme [43], the bank is not contacted during purchases. Thus protection
against the same coin being reused with di erent vendors can only be guaranteed indirectly. Repeated purchases with the same coin will be accepted initially, but the customer will be caught after
the vendors make their deposits. From two deposited versions of the same coin, the identity of the
customer can be eciently extracted (and the customer then penalized appropriately). One of the
main diculties of constructing an o -line coin scheme is to balance this need for reuse exposure
with the need for anonymity of purchase.

6.5.1 De nition of Secure O -Line Coins

There is a bank B , a collection of vendors fVig, and a collection of customers fCig, all of whom
are assumed to be communicating Turing Machines. There is a security parameter k.
An o -line coin scheme consists of three protocols: a withdrawal protocol between B and any
Ci; a purchase protocol between any Ci and any Vj ; and a deposit protocol between any Vj and
B. The withdrawal protocol begins with Ci and B having idi on their shared input tape, and ends
with Ci having a \coin"  on its private output tape. The purchase protocol begins with Ci having
a coin  on its input tape, and ends with Vj having a \spent coin"  0 on its private output tape.
The deposit protocol begins with Vj having a spent coin  0 on its input tape and ends with B
having a \deposited coin"  00 on its private output tape.
We capture the security of an o -line coin scheme in four crisp requirements. Unreusability
means that the same coin cannot be spent twice without revealing the identity of the customer.
Unexpandability means that more coins can never be constructed from fewer withdrawals. Unforgeability means that no conspiracy can create a coin without having the identity of one of its
members embedded within it. Untraceabiliity is stated strongly, in that no purchase can be linked
by the bank to its corresponding withdrawal even if somehow narrowed down to only two possible
withdrawal instances (and by unforgeability, every coin can be traced to someone).

De nition 6.3 An o -line coin scheme is secure if the following requirements are satis ed:
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1. (Unreusable) If any Ci begins two successful purchase protocols with the same coin  on its
input tape, then the fact of reuse and the identity idi can be computed in p.p.t. from the two
corresponding deposited coins 100; 200, except with negligible probability (in k).
2. (Unexpandable) From the views of the customers of n withdrawal protocols, no p.p.t. Turing
Machine can compute n + 1 distinct coins that will lead to successful purchase protocols (or
n + 1 distinct spent coins that will lead to successful deposit protocols), except with negligible
probability (in k).
3. (Unforgeable) If, from the views of the customers of n withdrawal protocols, some p.p.t. Turing
Machine can compute a single coin that will lead to two successful purchase protocols, then
the fact of reuse and the identity of at least one of these customers can be eciently computed
from the two corresponding deposited coins, except with negligible probability (in k).
4. (Untraceable) Let VBi (VVi ) be the view of B (V ) for a withdrawal (purchase) protocol with Ci .
Then, for all i; j , no p.p.t Turing Machine on input VBi ; VBj , and VVl 2R fVVi ; vVj g, can output
a guess for l 2 fi; j g non-negligibly better than random guessing (in k).

6.5.2 Provably Secure O -Line Coin Scheme

In this section, we justify our focus on Oblivious Authentication and Embedding schemes. The
following theorem establishes a connection between these primitives and secure o -line coins.

Theorem 6.3 A secure o -line coin scheme is possible given an Oblivious Authentication scheme
[R; A; e] such that e is part of an Embedding scheme e; W .

Proof :

We can show that the following coin scheme is secure:

 The Withdrawal protocol is an instance of the Oblivious Authentication scheme with the
identity idC of the Customer as the shared string. The Customer gets r;  at the end of the
O.A. protocol, and can compute the coin z;  where z = e(s; r).
 The Customer begins the Purchase protocol by sending z;  to the Vendor. The Vendor
responds by sending a random challenge i to the Customer. The Customer responds by
sending hi to the Vendor, where hi = W (s; r; i). The Vendor accepts the purchase if  is a
valid signature of z under the Bank's secret key, and if z; hi are consistent.
 For the Deposit protocol, the Vendor sends z; ; i; hi to the Bank.
1. (Unreusable) Suppose that the two purchases leave the Vendor with z; ; h0i and z; ; h0j as
responses to his challenges i and j respectively. The fact of reuse can be detected by the
Bank after both coins are deposited. By twice-revealability of the Embedding scheme, then,
the Bank will learn the identity of a double spender if both h0i and h0j are computed correctly.
If at least one of these is computed incorrectly, then One-Wayness of the Embedding scheme
would be violated.
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2. (Unexpandable) Violation of unexpandability for o -line coins implies a violation of unexpandability for Oblivious Authentication. This is because the Vendor will reject any purchase
using a coin [z;  ] unless  is a valid signature of z . Thus n + 1 successful purchasees with
distinct coins implies n +1 valid signatures, which cannot be obtained from n O.A. executions.
3. (Unforgeable) Violation of unforgeability for o -line coins implies a violation of unforgeability
for Oblivious Authentication. The Vendor rejects any purchase unless it uses a coin [z;  ]
where  is a valid signature of z . This implies that z = e(si ; ri) where si was the shared
secret for one of the (Withdrawal) O.A. executions. Double spending will cause si to be
revealed, which will tell the Bank the identity of the Customer.
4. (Untraceable) Let M be a p.p.t. TM with input VBi ; VBj ; VlV that outputs a guess for l with
success non-negligibly better than random guessing. Let si ; sj be the shared secrets for the two
Withdrawal protocols, and let k; hk be the hint of the witness given in the Purchase protocol.
By the obliviousness of O.A., there exists a p.p.t. TM M 0 with input si ; sj ; z; ; k; hk that
guesses l with negligibly close success (viewing k; hk as auxiliary input to M and M 0 ). This
violates the once-concealed property of the embedding scheme, since M 0, with the private
signature key of B hard-wired in, can be used to choose from fsi ; sj g given si ; sj ; z; k; hk with
a non-negligible advantage over random guessing.

2

6.6 Practical Implications
We have shown that any Embedding scheme, together with any Oblivious Authentication scheme,
implies the existence of a secure o -line coin scheme. For each of Embedding and Oblivious Authentication, we have shown a new implementation that is provably secure with respect to cryptographic assumptions, and pointed out existing implementations that are heuristically but not
provably sound.
How practical are our methods? If both of our provably secure implementations are used, then
the resulting o -line coin scheme is ecient in the sense described in Section 6.1. The communication complexity is a low-degree polynomial of the relevant parameters. Speci cally, the size of
the coin [z;  ] is O(mk) signed elements; this is also the communication complexity of the protocol.
By hashing the components of z , m can be reduced to O(k), for a total complexity of O(k2s) bits,
where s is the size of a signature (using the underlying signature scheme sig ) of a single bit. If a
trusted manufacturer is present, then the pre-processing stage for each customer consists of a single
transfer of structs, upon request, from the trusted manufacturer to the customer (or more frequent
transfers, upon request, as needed); the manufacturer does not need to know the identity of the
customer for this pre-processing stage. If a general secure 2-party computation protocol were to be
used between the Bank and Customer, then the pre-processing stage (independent of any money
related activities) would have round and message complexities that are polynomial in the size of
the circuit to compute a struct from jointly produced random values.
If our provably secure Embedding scheme (Section 6.4.3) is combined with the heuristic Oblivious Authentication (Section 6.3.2), then the resulting scheme can be quite practical. Assume that,
instead of a single hard bit, there are as many hard bits in the discrete log as the size of the id of a
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customer. In this case, each zi is only 2 log p bits long (hiding the coecients of a single line, whose
slope encodes all of the identity of the Customer), and the authenticating string is only log NA bits
long. Thus the total length of a coin at purchase or deposit time is only O(log NA + k log p) bits (and
encryption complexity is O(k) modular exponentiations), which is quite reasonable. Withdrawal
requires only two rounds of interaction, while purchase and deposit are non-interactive.
This is an example of taking a secure scheme (for o -line coins) that is \ecient" in the sense
discussed in the Introduction, and plugging in a heuristic implementation (for Oblivious Authentication). The low complexity of the resulting practical scheme helps to demonstrate how our notion
of eciency of protocols coincides with practical eciency.
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Chapter 7

Conclusion
The research described in this thesis touches on a number of topics in the general area of secure
distributed computation. We have studied new computational and adversarial models, and established new connections to other areas of research (e.g., graph theory). One unifying thread has
been the focus on eciency, especially of communication resources. For problems which already
had general theoretical solutions, we have taken a closer look, establishing lower bounds, tradeo s,
and reductions of important resources. This common focus is not accidental. We have been guided
throughout this work by the observation that a gap separated the elegant theoretical contributions
of past researchers from practical applicability. Our work has attacked this gap, but not closed
it. We believe that many practical bene ts of secure distributed computation are possible, but
they will not be realized without further theoretical work. In addition to the many open problems
mentioned in the body of this thesis, we close with two additional challenges of particular interest.
In Section 5, we showed how a small (constant factor) gain in bit complexity was possible
for the comparison of bit strings. Comparison is a useful function in practice, e.g., for nancial
transactions such as sealed-bid auctions. Further exploration is needed to see whether simple
and practical special purpose protocols can be designed for useful distributed tasks. Plausible
candidates for domain areas include distributed relational databases, automated o -hours trading
systems, sensor fusion, and numerical modeling. For many problems in these domain areas, the
actual data operations are quite simple. Perhaps some new approaches can meet security needs
without the elaborate machinery developed for general secure computation.
The second research direction concerns the ways that secure protocols can be combined. We
can motivate this by an example. Suppose that we have designed a special-purpose secure protocol
for conducting a sealed-bid auction. The inputs to this protocol are the secret bids, and the output
is a determination of the winner. What should happen at the end of a secure auction? Presumably,
the winners are contacted and asked to pay the appropriate amounts. What if a winner refuses
to pay? One answer is that this is outside the scope of the protocol design. Another answer is
that other protocols could perhaps be \folded" into the auction protocol to address the problem.
In particular, it may be possible to fold an electronic money scheme into an auction protocol so
that every participant has \paid in advance" (potentially). The digital money of winners would
somehow be activated by the end of the auction, while losers were assured that their money remained
unusable. It seems promising to explore the proper ways to combine di erent protocols to provide
seamless secure services.
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