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Abstract
The problem of protecting digital content { software, video,
documents, music, etc. { from illegal redistribution by an
authorized user, is the focus of considerable industrial and
academic e ort. In the absence of special-purpose tamperproof hardware, the problem has no cryptographically secure
solution: once a legitimate user has purchased the content,
the user, by de nition, has access to the material and can
therefore capture it and redistribute it. A number of techniques have been suggested or are currently employed to
make redistribution either inconvenient or traceable. In this
paper we introduce digital signets, a new technique for protecting digital content from illegal redistribution.
The work motivates the study of the previously unexamined class of incompressible functions, analysis of which
adds a cryptographic twist to communication complexity.
1 Introduction
The problem of protecting mass-distributed digital content,
such as software, audio, video, and digital library data, from
illegal redistribution by an authorized user, is the focus of
considerable industrial and academic e ort [2, 5, 6, 10, 8,
12, 15, 20]. In the absence of special-purpose tamper-proof
hardware, the problem has no cryptographically secure solution: once a legitimate user has purchased the content,
the user, by de nition, has access to the material. Nothing
but inconvenience prevents her from selling or redistributing
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the decrypted version. The inconvenience comes from the
amount of data to be redistributed, i.e. ghting piracy by
bandwidth. This is particularly relevant to large software
packages, videos, and anything else whose volume is on the
order of the storage capacity of a CD-ROM, since these are
generally too large to distribute conveniently by e-mail or by
diskette and most people do not own read/write CD-ROM
drives. We are therefore interested in a scheme in which the
decryption key is very long. Theoretically, it should be as
long as the program itself.
A number of techniques have been suggested or are currently employed to make redistribution either inconvenient
or traceable. The problem with relying on traceability is
that it requires a digital content police force to monitor
the world for potentially stolen content, with no automatic
means for generating suspicion. In this paper we introduce
digital signets, a new technique for protecting digital content from illegal redistribution, whose goal is to motivate
the user to be self-policing. In a digital signet scheme, a pirate attempting to illegally redistribute the content is given
a choice between exactly two alternatives: either reveal some
sensitive information (such as a credit card number) or use
a channel of essentially the same bandwidth as the original
distribution channel.
In broad terms, signets work as follows. There is some
common public data, some of which is encrypted content,
an authorization center, and any number of potential users.
Each user has access to the common public data. To gain
access to the content, user u interacts with an authorization
center to obtain a short digital signet, which is a function
of information private to u. Using only the public data, its
own private information, and the signet, u can decrypt the
content. Signets are designed in such a way that for u to help
any other u0 to access the content, u would have to either
transmit something very long (such as the content itself), or
reveal u's private information. Thus the contributions of this
work are the concept of self-policing via sensitive information
and a method for embedding sensitive data into keys.
For concreteness we focus on a scheme for distributing software via CD-ROM. Other applicable scenarios include on-line services and databases, such as patent or legal databases, newspapers, and journals, and pay TV. (See
Section 8 for further discussion.) Thus, we assume that
the (encrypted) software and some additional (unencrypted)
data are stored on a CD-ROM, which is distributed for free.
Note that the copies are identical, as the CD-ROMs cannot
be personalized while retaining economy of scale. A good

choice for the private information is a credit card number,
although any \sensitive" information that the user does not
wish to compromise will do.
The pair consisting of the user's sensitive information
and the corresponding signet is called a signet pair. The CDROM contains an unencrypted extrication program that, on
input a valid signet pair, extracts a decryption key, which is
then used to decrypt the encrypted software. Note that the
user's credit card number or other sensitive information is
trivially obtained from the signet pair.
Ideally, to prevent a dishonest user from acting as a
pirate authorization center, signets should have a security
property analogous to existential unforgeability of a digital
signature scheme against an adaptive chosen message attack
as de ned in [18]. In such a signature scheme, given any
number of adaptively obtained message/signature pairs, it
is computationally infeasible for an adversary to forge even
a single new message/signature pair. The corresponding
notion for digital signets is that, given any number of adaptively obtained valid signet pairs, it should be computationally infeasible for an adversary to generate a new valid signet
pair, or indeed to generate any short string from which, with
the aid of the extrication function and other public data, the
content can be decrypted, without revealing information private to the adversary. We will discuss this connection { and
why digital signatures do not solve our problem { more fully
below.
The infeasibilty of generating valid signet pairs on demand is not sucient to completely solve the problem, as
there may be some alternative way to obtain the decryption
key. In particular, the pirate might be able to nd some
short transmission to send to other users so that based on
this short transmission the other users can easily compute
the decryption key, without learning the sensitive information of the pirate.
We therefore desire an incompressible function f , de ned
as follows. Consider two communicating parties. One party
(the adversary) possesses a short x (the signet pair) and
wants to communicate to another party (a client) the long
value f (x), without revealing x. Roughly speaking, f is incompressible if no feasibly computable short message from
the sender to the receiver simultaneously achieves both goals
of enabling the receiver to compute f (x) and hiding x. 
For example, for a given prime p and generator g of Zp ,
letting \" denote concatenation, it seems plausible that the
function
2
4
2`
f (x) = gx  gx  gx  : : :  gx
is incompressible under the Die-Hellman assumption. Incompressibility is de ned more formally in Section 4. To
our knowledge this appealing class of functions has not previously been studied.
Note that pseudo-randomness does not imply incompressibility. To see this, consider the original constructions due
to Blum and Micali [4] and Yao [26]. In these constructions
a one-way permutation g is repeatedly applied to a seed s,
and in each iteration a hard-core bit is output. This is not
incompressible because from g(s) and the rst bit of the
sequence one can reconstruct the entire sequence, yet this
information does not reveal s.
Our authorization schemes have a security threshold t:
given up to t valid signet pairs, it is computationally infeasible to generate a new valid signet pair. Moreover, we
conjecture that our scheme is actually threshold t incompressible, in the sense that given any t valid signet pairs (all

mapping to the same key K under f ) the adversary cannot
nd any short string to communicate K without revealing
sensitive information belonging to the adversary.
The rest of this paper is organized as follows. Section 2
discusses the problem in more detail and states the desiderata for a solution. Section 3 discusses related work. Incompressible functions are de ned in Section 4. Section 5
presents a basic solution and some optimizations. The basic solution and its variants require a special type of incompressible function called an extrication function. We suggest
a candidate extrication function in Section 5. A possible attack on our function, and how to thwart the attack, are
discussed in Section 6, along with other security considerations. The theoretical implications of the existence of incompressible functions are discussed in Section 7. Section 8
discusses application of digital signets to other distribution
media.
2 Desiderata
As in the Introduction, we focus for concreteness on distribution via a CD-ROM. Let the CD-ROM contain an encryption of a large piece C of digital content. (The CD-ROM
can in fact contain encryptions of many pieces of content,
for example, several programs, or several images, or video
clips, and our results apply to this case as well; for simplicity
we restrict the discussion to a single large object C ). The
CD-ROM also contains in the clear some (small) programs,
such as a program to extricate the key K from the signet
pair, one for decrypting C given K , and possibly some others useful in communicating with the authorization center.
We refer to these as usage software, to distinguish them from
the encrypted content. We envision a scenario in which a
user wishing to obtain C can telephone the authorization
center, present a credit card number u, and obtain by dictation over the telephone a signet = (u) = auth(A; z; u).
Here, auth is an authorization function, A is some privileged
information known only to the authorization center, and z
is part of the common information, available to the usage
software. The user runs the extrication program on inputs
(z; u; ), to obtain the decryption key K . This in turn is
given as input to the decryption program, which can then
unlock C .
This suggests our rst few desiderata:
 The user's sensitive information u should be short and
easy to communicate by telephone.
 The signet should be short and easy to communicate
by telephone.
 The decryption key K should be long and dicult to
redistribute. Ideally, K should be as long as C itself.
 The extrication function should be (threshold t) incompressible, as described above (and de ned more
formally in Section 4).
One way of stretching a short signet pair to a long key
K is by appealing to pseudo-randomness. We were not able
to make this work using known pseudo-randomness technology. By de nition of the problem, each user must be
given a di erent signet, while a common extrication program must map all signet pairs to the same decryption key.
However, the extrication function cannot simply combine
the elements of the signet pair to obtain, say, a seed to a

pseudo-random generator, since then the function would be
compressible: a pirate could simply broadcast the seed. Using known constructions for pseudo-random generators and
pseudo-random function generators we were not able to get
around this problem.
A plausible approach to solving the illegal redistribution
problem is to use digital signatures to authorize access to
C . That is, the usage software could require as input the
user's sensitive information together with the authorization
center's signature on this information. The problem with
this approach is that it is easy to patch the usage software:
a sophisticated user can easily nd the point in the code that
tests for validity of the signature and modify the conditional
\if valid then : : : " to \if true then : : : ". Thus we also require,
informally:
 The usage software should not be easily patched. In
particular, there should be no conditional branch at
which access is granted or denied.
If the extrication function is not (threshold t) incompressible, then we distinguish among several cases. If the
adversary learns the secret information A, then it can actually behave as a pirate authorization center, generating valid
signet pairs at will. This would be terrible, and we consider
this a total break. Theoretically, the adversary could nd
an alternate means of generating valid pairs at will, without
learning the secret information, which would still be disastrous and still quali es in our view as a total break. In the
threshold t scheme described in this paper these two capabilities are equivalent: the ability to generate additional valid
signet pairs implies the ability to extract the secret information. Indeed in our scheme if the adversary can existentially
break the scheme, generating even a single new valid signet
pair, then it can totally break the scheme. In general (in
contrast to the case with our scheme), an existential break
does not imply a total break.
If the adversary is not able to perform an existential
break but it can generate some other short string from which
K can be reconstructed (without revealing its private information), we call this a compression break. We group existential and compression breaks together and call them partial
breaks. If the adversary can only perform a partial break,
then it would also have to distribute a patch { instructions
on how to bypass the extrication function (for a compression break) or proper use of the extrication function (for
an existential break). This might not be so bad (from the
authorization point of view), since suspicious users might
worry about importing a virus from what is obviously an
unscrupulous user.
The authorization center must be able to quickly authorize a new user. It may use a trapdoor function to do
this, or a function requiring some privileged information,
or both. On the other hand, the extrication program runs
on the user's machine, and can therefore be examined, say,
using a debugger. Thus, we also require:
 Authorization can be computed quickly given the privileged information.
 Knowledge of the extrication function and up to t valid
signet pairs should not reveal any useful information
about the privileged authorization information.

3 Related Work
A rst attempt at having a single decryption key K that is
dicult for the users to share with impunity is described in
a U.S. Pat. [20]. This patent describes a system in which
each piece of content is encrypted with a di erent encryption key before it is distributed. A user wishing to purchase a piece of content obtains the encrypted content from
a source (such as a widely distributed CD-ROM). The user
then communicates a unique user-supplied customer identication number to an authorization center, which applies a
secret \authorization function" to compute a customer key,
unique to this customer. The customer key is used to encrypt K , the decryption key for the encrypted content. The
customer is discouraged from sharing the authorization because it comes as a pair, the rst component of which is the
customer key which identi es the customer (to the digital
content police).
The security of the system described in the patent [20]
depends on the authorization function remaining secret to
the end user. However, the authorization function can be
completely determined by careful analysis of the calculation
performed by the usage software to extricate the decryption
key.
Early work on software protection systems focussed on
physical modi cations to the CPU [1, 19, 22]. Goldreich,
while accepting the necessity of a hardware solution, extended the notion of protection to take into account what
can be learned about a program by observing its input/output
behavior as well as its sequences of memory access [16] (see
also [23]). This approach does not apply to certain other
types of digital content, such as audio or video, for which
there is no concept of utilizing the content without being
able to learn it.
The closest work in the literature is Tracing Traitors of
Chor, Fiat, and Naor [8]. In that work, keys that allow
decryption are distributed among users, and if any subset of
fewer than t users collude and generate a new key, then at
least one of the colluders will be traced. This works best in
the broadcast encryption scenario [15], where the penalty for
being traced is to be removed from the privileged set. There
were no provisions in the tracing traitors work to tie a secret
personal value (such as the credit card number) to the set
of keys so that anyone who gets the illegally generated key
can extract this information. However, the scheme in [8] can
be modi ed to permit something similar. We compare the
complexities of tracing traitors and signets in Section 5.6.
The closest work in the patent literature appears in a
patent assigned to RSA Data Security Inc. [3]. We will
discuss this patent in more detail after presentation of our
schemes.
A di erent (but overlapping) approach, called marking,
has been used for audio, video, and documents, although
it is inappropriate for non-noisy data such as software [5, 6,
10, 12]. Marking solutions generally have two forms, both of
which have the drawbacks that they rely on a digital content
police and on non-automatic generation of suspicion. In one
form, digital content, such as a photograph, is marked with
some information secret to the creator, sometimes called a
(hidden) watermark. This information should be cryptographically timestamped and saved by the creator. Upon
nding an unauthorized copy of the material, the creator
can produce strong evidence of ownership by analyzing a
scan of the image and extracting the watermark. Di erent proposed schemes of this type have di erent attributes.

When the watermark is introduced in the spatial domain
the processing is easy but the mark is hard to recover if the
image has been re-scaled or warped (but easy if the image
has simply been cropped) [12]. When the watermark is introduced in the frequency domain the computation is more
intensive but recovery under distortion is easier [10]. In an
extension of this idea, it is possible to personalize the watermarks to each legitimate recipient of the material, with the
goal of tracing the source of any illegitimately re-distributed
copies.
Finally, we note that portions of the work in this paper
are covered by patent application [13].
4 Incompressible Functions
In the following de nitions we let A and B represent two
computationally bounded communicating parties. Consider
a scenario in which A has an input x and there is a publicly computable function f . Intuitively, the goal is for A to
communicate f (x) to B without revealing x. In particular,
we are interested in the case in which f (x) is much longer
than x.
A length-increasing function f is incompressible if, in order to communicate f (x) to B in o(jf (x)j) bits, A must
reveal x, in the sense that B can e ectively compute x. In
other words, there is no feasibly computable short message
that meets the goal of allowing B to learn f (x) while simultaneously protecting x.
A stronger, and more complicated, de nition can be made
in analogy to the de nitions for secure function evaluation,
in which B learns no more about x than it can from f (x)
alone.
A keyed incompressible function f (z;x) is a function such
that once z is xed, the function fz (x) is incompressible.
Note that z can be as long as the output.
The crucial insight in developing a scheme for digital
signets is that a mass distribution medium such as a CDROM contains enough space to hold a huge \hint" (the key
z ), that can be used in conjunction with the signet pair to
compute the decryption key K . This motivates the remaining de nitions.
A publicly keyed incompressible function f (z;x) is a a
keyed incompressible function that remains incompressible
even when the key z is known (i.e., is \public").
An extrication function is a publicly keyed incompressible function f (z; x) for which there exists a corresponding polynomial time computable authorization function auth
taking as input a set of (secret) values A, the public key z ,
and an identi er u such that, letting xu denote the valid pair
(u; auth(A; z; u)):
1. Extrication :8z; u; u0 : f (z;xu ) = f (z;xu0 ), that is,
all valid pairs map to the same value;
2. Incompressibility :8z : fz (x) is incompressible.
More precisely, we need a signet scheme generator that,
on input 1n , produces in polynomial time A;z; auth; f such
that auth(A; z; ) and fz () satisfy the extrication and incompressibility conditions for extrication functions (n is a
security parameter).
A threshold t extrication function f (z;x) is an extrication
function such that for all
T = f(u1 ; auth(A; z; u1 )); : : : ; (ut ; auth(A; z;ut ))g;

fz (x) remains incompressible despite knowledge of T .
Strictly speaking, this too should be de ned in terms
of a generator. Accordingly, we de ne a threshold t signet

scheme generator analogously to the de nition of a signet
scheme generator.
The next observation argues that any threshold t extrication function yields a scheme for digital signets. In terms of
signets, z is part of the usage software or the common data;
xu is the signet pair for sensitive information (e.g., credit
card number) u, and A is privileged information known only
to the authorization center.
Observation 4.1 Any threshold t extrication function f that
is suciently length-increasing on suciently short strings
meets the speci cations listed in Section 2 for digital signets.
To see why Observation 4.1 holds, assume we have a
threshold t extrication function f and its corresponding authorization function auth. Recall that when f is applied to
a signet pair it produces a decryption key K . Let us paraphrase the list of speci cations in the order in which they
appear in Section 2.
1. The user's sensitive information u should be short.
2. The signet should be short.
3. The key K should be long.
4. The extrication function should be (threshold t) incompressible.
5. The usage software should not be easily patched. In
particular, there should be no conditional branch at
which access is granted or denied.
6. Authorization can be computed quickly given the privileged information.
7. Knowledge of the extrication function should not reveal any useful information about the privileged authorization information.
In light of the de nitions in Section 4 some of these requirements are redundant.
The rst three requirements are satis ed by the fact that
f is suciently length increasing on suciently short strings.
All the other requirements except the one about patching are
satis ed by de nition of a threshold t extrication function.
The requirement that there be no simple patch is informal. Informally, then, there is no simple patch because0
there is no decision point in the usage software. A key K
is obtained, which may or may not equal the decryption K .
If 0the extrication function is given a valid signet pair then
K = K . As discussed above, threshold t incompressibility of fz (x) implies that without access to a, given t valid
signet pairs it is still computationally infeasible to nd any
new short y from which k can be computed without revealing some private information.
5 Digital Signet Schemes
By Observation 4.1, in order to describe a digital signet
scheme we need only describe an authorization/extrication
pair of functions. Correctness of all our solutions rests on
the existence of a group G in which discrete logs are hard

and the Die-Hellman assumption holds [11]. (The DieHellman assumption is necessary for incompressibility, but
not for security against a total break.) For example, G could
be an elliptic curve; alternatively, let p be a prime such that
p ? 1 has a prime factor q > jU j, and let G be a subgroup
of Zp of order q. Here U is a set of strings representing the
set of potential users.
5.1 Outline of Construction
The construction is modular. In particular, the decryption
key K is a sequence of blocks. We rst de ne a fundamental
block which takes a valid signet pair and produces a length
n block of K (n is the security parameter). To create a key
of length `n, where ` is a stretch parameter, we re-use the
signet an additional ` ? 1 times (using di erent parts of the
usage data z each time). Thus we create ` basic blocks of
length n and concatenate the results to obtain K .
5.2 The Basic Block
Let g1 be a random generator of G. Let a; b1 ; : : : ; bt be
secret, random, known only to the authorization center.
Think of these as coecients of a polynomial Q of degree
t with free term a. Let h1j def
= (g1 )bj , 1  j  t. We set
def
z = (g1 ; h11 ; : : : ; h1t ). Intuitively, by the assumed hardness
of the discrete log problem, z contains encodings of the coefcients b1 ; : : : ; bt (but not of a), together with the generator.
De ne

auth(1) (A;z; u) def
= (a ?

Xt
j=1

bj uj ) mod jGj;

where the superscript \(1)" is a reminder that we are describing the rst of ` blocks in the general construction.
Thus, the authorization function yields, on input u, Q(u),
the value of the secret polynomial at the point u. The extrication function is given by

fz(1) ((u; )) def
= g1

Yt
j=1

Note that this is just
a?

P

t
j

=1 bj u

j

h1uj = g1
j

P

t
j

Yt
j=1

(g1bj )u ;
j

=1 bj u

j

= g1a :
(A similar approach in a di erent context is taken in [14,
24].)

g1

g1

5.3 Full Construction
Let g1 ; g2 ; : : : ; g` be random generators of G. Let a; b1 ; : : : ; bt
be secret, random, known
only to the authorization center. De ne hij = (gi )bj , 1  i  `, 1  j  t, and let
z def
= (g1 ; : : : ; g` ; h11 ; : : : ; h`t ). The authorization function
remains unchanged. The extrication function is now the
concatenation of ` applications of the extrication function
fz(1) described above, each using a di erent part of the public information z :

auth(A; z; u) def
= (a ?

X
t

j=1

bj uj ) mod jGj

fz ((u; )) def
= g1

Yt
j=1

hu1jj  : : :  g`

Yt

hu`jj ;

j=1

where \" denotes concatenation.
Consider the information known to the adversary that
has corrupted t users, without loss of generality having sensitive information u1 ; : : : ; ut . Note that
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a? t
ut u2t : : : utt
P
j
where k = a ? m
j=1 bj  uk mod jGj, 1  k  t. Let us
write this as M  ~b = ~a ? ~ . In Section 5.5 we show that,

since M is of full rank, we can translate any algorithm for
totally breaking the scheme into an algorithm for extracting
discrete logs. In Section 5.4 we describe a computationally
more ecient solution, in which each k is a function of
only a constant number of bj 's, independent of t. The
cor0 6= M.
responding equation involves
a
modi
ed
matrix
M
We will show that M0 is also of full rank, and therefore the
reduction to the security of discrete logs holds.
A static adversary chooses which parties to corrupt before execution of the protocol begins, and cannot alter its
selection as the execution progresses. For the basic solution
we prove perfect security against a total break by a static
adversary. For the optimized solution we prove that for any
set T of at most t parties chosen by the static adversary,
with high probability the members of T working together
cannot carry out a total break. The probability space is
over choices made by the authorization center while preparing the individual signets.
5.4 Reducing the Computation Costs
In this section we remove the dependence on the threshold t from the computation costs, although we increase the
storage requirements somewhat. The approach uses the expansion properties of random graphs and an adaptation of
an idea of Siegel [25] for achieving t-wise (stochastic) independence.
Let m = 2t. As in the previous section, de ne b1 ; : : : ; bm
to be random, for 1  i  ` and 1  j  m de ne hij =
(gi )bj , and let
z = g1 ; : : : ; g` ; h11 ; : : : ; h`m :
Let P : U ?! f1; : : : ; mg3 be a pseudo-random function
that, on input u 2 U , chooses an ordered 3-element subset
f ; ; g from f1; 2; : : : ; m2g. Our3 rst (but not nal) idea is
to set = a ? b u ? b u ? b u and let the signet be the
pair auth(A; z;u) = ( ; P (u)). The extrication function f
takes as input the signet pair (u; ( ; (s1 ; s2 ; s3 ))) (where if
the signet pair is valid then (s1 ; s2 ; s3 ) = P (u)); we write it
this way since the usage software cannot compute or verify
P (u)). Using z and the signet pair, the extrication software
outputs

K = g1

Y

j3

1

hu1sjj  g2

Y

j3

1

hu2sjj  : : :  g`

Y

j3

hu`sjj :

1

Thus, as in the original construction, K is the concatenation
of ` components. For ease of discussion, we focus on just the
rst component in K for the remainder of this section.

The intuition in the optimization is as follows. Let us
construct the bipartite graph G = (U; M; E ), where U is a
set of vertices corresponding the the user credit card numbers u, M is a set of vertices corresponding to the bj 's, where
by de nition hij = (gi )bj , and the edge e = (u; j ) is in E
if and only if j 2 P (u). The following claim is proved in
the full version of the paper. The claim is important since
standard arguments do not yield the desired expansion for
m as small as 2t; on the other hand to minimize space requirements we need m to be as small as possible.
Claim 5.1 Let T be a randomly chosen subset of U of size
at most t. If P is a truly
random function, then with probability at least 1 ? 1=t3 (over choices made by P ), for every
R  T j?(R)j > jRj where ?(R) denotes the neighborhood
of R.
Again, speaking intuitively, this means that for any coalition of r  t users, chosen adaptively given only that part
of the graph induced by the vertices corresponding to the
users already chosen, with high probability the information
given to these users yields just r equations in at least r + 1
unknowns (the unknowns are the coecients bj and a), and
therefore should yield no information about the free term.
However, the situation is a bit more complicated, as the
equations may not be linearly independent.
Let T be a set of at most t users chosen by a static
adversary. By Claim 5.1 the subgraph of G induced by T
is expanding with high probability. Assuming we are in
this high probability case, we will ensure independence as
follows. Let s = jP (u)j. (We have taken s = 3 but the
construction is general.) Replace each coecient bj by s
coecients bj1 ; : : : ; bjs chosen at random with the same distribution as bj was chosen. Set

d := a ?

s
XX

j2P (u) k=1

bjk uk :

In Lemma 5.1 we prove linear independence of any t
equations of this form with distinct values of u. In Theorem 5.1 we show that independence implies security against
a total break.
Consider the following jU j sjM j matrix M. M is most
easily described as a jU jjM j matrix of s-tuples. When we
are discussing it in this form we will call it the compressed
matrix. When we need to look at each element of the s-tuple
individually, so that we are really looking at matrix of sjM j
columns, we will refer to it as the expanded matrix.
We denote an entry of the compressed M by M[uj ],
where 1  u  jU j and 1  j  jM j. We denote an entry of
the expanded M by M[uj ]x , where 1  u  jU j, 1  j 
jM j, and 1  x  s. Fix a value u. Let P (u) = u1 ; : : : ; us ,
where u1 < u2 < : : : < us . Then for j 2 P (u) let M[uj ] be
the s-tuple (u; u2 ; : : : ; us). All other entries in row u of the
compressed matrix are s-tuples of zeros.
Lemma 5.1 Let
G = GU;M;P = (U; M; f(u; j )ju 2 U ^ j 2 P (u)g)
Assume G has the property that, for a random set T  U
of cardinality at most t, with high probability the subgraph
induced by T is an expander, in the sense that for all R  T ,
j?(R)j  jRj. Then for every random subset T of up to t
rows of the expanded M, with high probability the rows in T
are linearly independent.

Proof: We show that if T , jT j  t, is a subset of U whose
induced subgraph is expanding, then the corresponding set
of rows in M is linearly independent. With a slight abuse
of notation we identify rows of (compressed or expanded)
M with vertices in vertex set U of G = GU;M;P ; similarly,
we identify columns of the compressed M with vertices in

vertex set M of G. Thus, we let T also denote the subset of
vertices in vertex set U of G corresponding to the rows in
T.
Suppose for the sake of contradiction that the lemma is
false, and let T be set of rows forming a0 minimal counterex-0
ample. Thus, jT j  t, for all subsets T  T , the rows of T
are linearly independent, and the subgraph of G induced by
be vertices corresponding to the rows of T is expanding (as
described in the statement of the lemma). Let MT be the
submatrix of M whose rows correspond to elements of T .
Then there exists a row vector ~x such that ~0 = ~xMT . The
following claim is immediate from the minimality of T .
Claim 5.2 No entry in ~x can be zero.
Let us take any s  1 submatrix of column of the compressed MT 0 and expand it. We obtain an s  s Vandermonde matrix.
Since the Vandermonde matrix is of rank s, no linear
combination of its rows yields ~0. This yields a contradiction
to the fact that, using the superscript \ " to denote the
expanded version, ~xMT = ~0.
It remains only to prove the the following claim.

Claim 5.3 Consider the expanded MT . If ~0 can be expressed as a linear combination of the rows in MT , then
some column of the compressed MT contains at least one

and at most s non-zero entries.

Proof: To prove the claim it is sucient to prove that,
under the stated assumption, some vertex in ?(T ) has at
most s neighbors in T . To do this we will use the expansion
property of the graph G.
For every u 2 U , j?(u)j = s (every element in the left
side of the bipartite graph has exactly s neighbors). Thus
j?(T )j  sjT j. But by the expansion property, j?(T )j  jT j.
Thus, some element v 2 ?(T ) has at most s neighbors in T .
This concludes the proof of Lemma 5.1.
5.5 Security Against a Total Break
We now show that no set of t (or fewer) users can totally
break the scheme, as long the matrix associated with their
sensitive information u1 ; u2 ; : : : ; ut is of rank t. For simplicity we state the theorem and the proof only for the case
where the group is a sub-group of size q of Zp where both
q and p are prime. However, it does generalize
to other
groups. The approach is to show that, given ga , the adversary's view can be perfectly simulated. This is done along
the lines of [14, 24].
Theorem 5.1 If an adversary A controlling a set of users
u1 ; u2 ; : : : ; ut can totally break the scheme with probability 
(given that the associated matrix is of rank t), then we can
nd discrete logarithms in the group G with probability  in
time similar to A's run-time.

Proof: Recall that the key is a sequence of blocks. We
assume that the scheme works as follows: for each uk there
are uk1 ; uk2 ; : : : ukm associated with uk . We assume that the
matrix
1
0
u11 u12 : : : u1m
u22 : : : u2m
21

Bu
M=B
@

..
.

C
C
A

ut1 ut2 : : : utm
has rank t. There is a generator g and the rst block of the
key is ga where a is secret and random. Random values
~b = b1 ; b2 ; : : : bmPare chosen in f0; : : : ; q ? 1g. The signet of
uk is k = a ? mj=1 bj  ukj mod q. Let ~ be the list of k 's

given to the set of users controlled by the adversary. For
1  i  `, choose random generator gi = gci . The ith block
bj
of the key is gia and let hij = gQ
above, for
i m. Asuindicated
a
k
each uk we have that gi = gi j=1 hijkj .
First note that a total breaking implies that the adversary knows a (in the sense that ita can be easily extracted).
Therefore, we show how given g the above view may be
simulated (perfectly), and hence the probability of success
of A is the probability that we compute a. We may assume
that t = m, since any matrix of rank t may be completed
for a matrix of full rank. Note that the relationship between
the k 's and the bk 's is M  ~b = a ? ~ which implies that
~b = M?1 (a ? ~ ). Thus, if Mkj denotes the k; j minor of U ,
then for 1  j  t

bj =

Xt
k=1

kj j
(?1)j+k jM
jMj  (a ? k ):

The simulation is therefore as follows
 Choose 1 ; 2 ; : : : t at random.
 Set
P
jMkj j
a ) tk=1 (?1)k+j jMj
(
g
b
j
h =g =
:
j

P

jMkj j

g k=1 (?1)k+j jMj k
The expression for hj implies ecient computation,
since we can extract jMjth roots eciently over G.
 Choose random c1 ; c2 ; : : : c` relatively prime to the ort

der of the group.
 Set gi = gci and hij = hcji .
It is not hard
to show that the distribution of the hij 's, gi 's,
k 's and ga is as in a real execution.
As mentioned, the proof can be extended to other groups:
the principal diculty is in taking jMjth roots. The idea is
simply to change the generator g into g0 = gjMj . With g0
we can e ectively take the jMjth root we need. This works
in cases like elliptic curves and RSA.
5.6 Complexity of the scheme
The complexity of the scheme is composed of three components:
1. the storage requirements, or, more precisely, the ratio
between the length of the key and the information used
to encode it;

2. the size of the signet; this should be very small so
as to allow transmission over the telephone through a
human;
3. the computation required to compute the key given
the signet and the stored information.
We require tjK j bits to encode a decryption key K are
jK j  t bits in a t-resilient fashion. The size of the signet is
simply the size of an element in the group. This can be as
small as 160 bits: we choose as our group the subgroup of
size q of Zp , where q and p are primes such that qj(p ? 1) and
q is less than 2160 (no good algorithms are know for discrete
log in this case). The computation costs are quite high:
the scheme requires `t exponentiations where ` is roughly
jK j=jGj in the basic scheme and O(`) exponentiations in
the improved one.
It is instructive to compare the signet scheme of this
paper to an adapted version
of the tracing traitors scheme
of Chor, Fiat, and Naor [8]1 . In the signet scheme, the user's
identifying number u is connected to the transaction; in the
traitor tracing scheme it is just some number assigned to
the user that is connected to the transaction. In terms of
storage requirements, an improved version (not described in
[8]) of the tracing traitors scheme requires (jK jt log jU j) bits
to encode a decryption key K . The length of the signet (i.e.
the number of bits2 communicated to the user) in this case
will be roughly log jU j times the size of a private key in the
underling encryption method. The computation costs will
be better than in the signet scheme, since2 they involve only
private key computation (roughly jK j log jU j encryptions).
To summarize, it seems that the main advantages of our
signet scheme are the short signets and the fact that the connection between the signet and the user's private information is so direct. The other advantage is the storage. However, in terms of computation the tracing traitors scheme
may be superior, since it requires only private key computation which, in general, is faster than exponentiation.
5.7 Comparison with Arcade
In this section we describe the Arcade system of RSA Data
Security Inc. [3]. The system assumes a distribution channel
for the commonly accessible material (e.g., laser discs, CDROM, diskettes, TV cables, radio broadcast) and a special
access number channel (the example given in the teaching of
the patent is \diskettes o ered in retail stores or by [conventional] mail"). This latter channel is used for the distribution of access numbers { long strings used in decrypting the
encrypted content. Each access number Ai must be as long
as the content itself. The set of access numbers plays a role
similar to the public key in an extrication function. However, in the preferred embodiment described in the patent,
each access number Ai can be used at most once (by at most
one user), so this set is enormous. In contrast, in our system
a unique public key z is used by all users { that is why we
say that z is part of the common public data.
In the Arcade system, when a user wishes to obtain access to content Cj , she obtains an access number Ai from the
access number channel, together with the index i, and she
transmits the pair i; j to the authorization center. If Ai has
not previously been used, the center responds with a short
message tij . The access software takes as input Ai , tij , and
1
Our terminology di ers from that in [8], and what is referred to
as storage there corresponds to signet size in our case.

the encryption of content Cj , and produces the cleartext of
Cj . The principle diculty is the distribution of the (long)
access numbers.
The preferred embodiment of the Arcade system resembles the special case t = 1 in our original construction. Tolerance against coalitions is obtained by using each Ai only
once. We brie y describe the details for a single piece C of
content. Let G = Zp where p is a large prime (as long as
the content) and let prime q divide p ? 1. Let g generate a
q-sized subgroup of G; q is short, say of length less than
200
ri mod p
bits. For random
0

r
;
s

q
?
1,
de
ne
A
=
g
i
i
and B = gs mod p. B is used as a one-time pad to encode
the content. Thus the ciphertext is C = B  M , where M
is the plaintext.
Assume a user u obtains the pair (i; Ai ) from the access number channel. Upon receipt of i from u, the authorization center checks that Ai has not previously been
used. Assuming Ai is unused, the authorization center sends
tit = s ? rsi?mod
q to u. The extricaton software computes
g i Ai = g ri gri = gs = B: >From the one-time pad B it is
then easy to retrieve M .
In terms of our scheme, the Ai provide a supply of coefcients which are never re-used. However, their distribution
is essentially point-to-point; for example, it cannot take advantage of the cost-e ectiveness of mass production.
6 Additional Security Considerations
In this section we discuss one potential compression attack,
how to thwart it, and a general technique for minimizing
damage in the case of a total break.
6.1 Compression Attack
The following attack against the full construction, described
in Section 5.3 was suggested by Cem Celebiler [7]. Suppose
that users u1 ; u2 ; : : : uk , 2  k  t, collaborate as follows.
They will create a \fake identity" whose description is k
group elements, together with a corresponding signet. (By
the security against a total break, the traitors cannot obtain a new valid signet pair, so the fake identity cannot
simply be an element of U ) The coalition chooses random
c1 ; c2 ; : : : ; ck summing to 1 mod jGj (note that the adversary
needs knowledge of jGj to do this). Clearly
(ga )c1  (ga )c2  : : : (ga )ck = ga :
Given k valid signet pairs (u1 ; 1P
); : : : ; (uk ; k ), the \fake
k c uj , and the correidentity" is v1 ; : : : ; vt, where
v
=
j
i=1 i i
P
k
sponding signet is = i=1 ci i . We have

gia = gi

Yt
j=1

hvijj :

This completes the description of the attack. Note that
(v1 ; : : : ; vk ; ) is longer than a valid signet pair but shorter
than the decryption key K .
There are several ways to thwart this attack. First, as
noted above, the attack requires the adversary to know jGj
and so it is not applicable in the case of RSA where obtaining
a non-trivial set c1; : : : ck summing to 1 mod jGj is equivalent
to factoring.

Consider next applying this attack to the computationally ecient scheme described in Section 5.4. Here the attack fails with high probability even when jGj is known: the
sensitive information of at least one of the traitors is apparent from the \fake identity." Speci cally, when we construct
the (compressed) matrix of sensitive information, with high
probability there will be a column with a unique non-zero
entry. This will yield a pair equations cu = v1 and cu2 = v2 .
Dividing the second by the rst modulo jGj yields u.
Finally, consider the following modi cation of the full
construction: use polynomials of degree 2t instead of polynomials of degree t. Now given v1; : : : ; v2t we obtain 2t equations in 2k unknowns (recall, k  t), where the unknowns are
c1 ; : : : ; ck and u1 ; : : : ; uk . This is not entirely satisfactory,
since the equations are not linear and may not be eciently
solvable (although they are of special form).
To summarize, this attack fails partially against the inecient scheme and completely against the ecient scheme.
This does not guarantee anything about security against
other potential compression breaks. Indeed, we raise the
possibility that there do not exist any incompressible schemes.
We connect this question to communication complexity in
Section 7.
Remark 6.1 The same attack applies to the preferred embodiment of the Arcade system, as nothing in the design of
that system precludes many users from obtaining the same
Ai 's. Ensuring that each Ai is used only once by the authorization center is not protection against the attack.
6.2 General Technique for Minimizing Damage
The following general technique can minimize the damage
caused by an adversary that succeeds in a total break.
Once the authorization center has calculated the signet
xu , it does not send it?1directly but instead sends what we call
a signet precursor  (xu ), where  is a trapdoor function
that is part of the usage software. The usage software applies
 to the signet precursor in order to obtain xu .
As a speci c example, the function  can be  (x) =
xr mod M , where M is the product of two large primes
and r is relatively prime to (M ). Choosing r to be small
(for example, 3) is useful since it reduces the amount of calculation performed by the usage software. The factorization
of M is a secret known only to the authorization center, so
the authorization center can compute  ?1(xu ) = x1u=r , while,
under the RSA assumption,
an adversary cannot. The signet
precursor is now  ?1(xu ).
Even if the adversary has observed enough legitimate authorizations to be able to calculate xu , she cannot become an
(undetectably pirate) authorizing center because she cannot
calculate the signet precursor needed by the user's program.
However, she can provide a patch that will allow a short key
to be used instead of the long key K . This is true since M is
small and the  calculation quick compared to storage and
calculation of the rest of the extrication function.
7 On the Existence of Incompressible Functions
The security of the scheme described here against partial
breaking relies on the the incompressibility of the function
f (x) = g1u  g2u  : : :  g`u , which we have not proved. Furthermore, we do not know whether incompressible functions
exist at all, even under standard cryptographic assumptions.

Indeed, we show that the existence of incompressible functions implies a certain lower bound on communication length
for secure function evaluation.
Suppose that Alice, having input x, and Bob, having
input y, wish to compute f (x;y) for some function f in a
secure way, i.e., so that each player does not learn more than
can be eciently deduced from its own argument and the
value f (x; y). Such protocols are known for any polynomialtime computable function [17, 21, 26]. However, the amount
of communication in these protocols is proportional to the
circuit size of f . We now argue that if there exist incompressible functions, then for certain functions f , secure function evaluation of f requires an amount of communication
that is (jf (x;y)j).
Let f (u) be a presumed incompressible function, and
consider a secure function evaluation protocol for the function f (u; ) = f (u). Using such a protocol the holder of u
should be able to give away f (u) without revealing too much
information about u (not more than is revealed by the value
of f (u)). If A (the holder of the u) and B engage in the
secure protocol for f , then at the end of the protocol B
knows f (u) and nothing more. Furthermore, we can make
the protocol run in a single round: since B has no input,
its actions are determined by the message it receives and its
internal coin ips. A can choose the random coin ips of B
and simulate the messages in the protocol without B 's help.
Therefore we can think of B 's coin ips as being xed and
A can send all the messages at once. If the secure function
evaluation allows for a small probability of error, than we
may not x B 's coin ips, but they can be chosen from a
very small subset. A therefore chooses B 's coins and adds
them to the message. The incompressibility of f implies
that any feasibly computable message that simultaneously
protects the privacy of x and allows B to compute f (x) is
of length (jf (x)j).
8 On Using Signets
We now discuss several issues related to the proper application of a signet scheme. The rst question is, when should
extrication be performed? One possibility is that it will be
done only once, when the software is installed (or in general
when the content is unlocked). This is indeed attractive,
since it has the advantage that the computation of f does
not interfere at all with the regular operation of the software, and we may anyway assume that the installation is
a lengthy operation. Thus, adding even several minutes of
CPU time to evaluate the extrication function f may be tolerable to the user. However, this assumes that all the parts
protected by the key K are copied into the user's disk, which
is not always the case.
Another possibility is to extricate the key when the software is being used. We observe that many classes of content
have the property that they are accessed sequentially, or
nearly so. This is certainly true of digital movies and music (at least within each music track). Even software will
occasionally exhibit this type of pattern. For example, in a
CD-ROM adventure game, the user moves from experience
to experience in a way that is largely predictable. We can
exploit these patterns in our scheme by segmenting the key
such that only a small part of the key is used for a particular segment of the content. Since our long key is merely
the concatenation of the results of logically separate calculations, this is a very natural step.

Two advantages accrue from this key segmentation. First,
the latency seen by the user is reduced, as only a small part
of the key need be calculated initially. The key(s) for the
next segment(s) can be calculated on the y as the user is
experiencing the current segment. Second, the extrication
program need not be designed with space for the entire key.
Here the important point is not the space saved (although
it can be signi cant), but rather the new hurdle this places
in the way of the adversary. Remember, if the extrication
function is incompressible, the adversary's only choice is to
actually perform the calculation (and reveal his identifying
information), or bypass the calculation by patching in the
entire key. In the latter case he may nd no convenient place
to put it in the program. For example, in a processor with
a segmented address space like a PC in 16-bit mode, it may
be a nontrivial task to replace 16-bit o sets with 32-bit full
addresses in every place needing the current key segment.
For concreteness we have been discussing CD-ROMs as
the content media. However, signets are equally applicable
to other media. In particular, a system whereby encrypted
digital content is continually and repeatedly broadcast by
satellite or cable, and customers purchase signets for the
content that interests them, is appealing (this is the main
scenario of broadcast encryption of [8, 15]). In fact, the
current system for distributing broadcast and cable TV networks to rural American satellite dishes is what we would
call a signet scheme in all respects except one. The authorization signal sent to legitimate decoders is the TV network's key K encrypted with the particular decoder's identi cation number, for each network to which the user has
subscribed. However, the extrication function that such a
scheme compressible, and in fact the attack used by the estimated 50% illegal decoders is to patch in the key K itself.
There is an elaborate underground network to distribute
these so-called \wizard keys" each month, when they are
changed. Since they are the same number of bits as the
legitimate authorization signals, the pirate distributors are
not signi cantly disadvantaged.
Note the signi cance of the storage requirements in this
scenario: the gi 's are not stored by the users' decrypting
boxes ahead of time, but every so often, say once a minute,
the center broadcasts the new gi 's and hij 's. Therefore,
the longer their length, the larger the percentage of bandwidth that is devoted to this. Moreover, there is good reason to transmit the gi 's even more often than when they are
changed: in general the users' boxes do not follow all the
channels to which they subscribe, and when the user tunes
in to a channel, the box needs to get the new key quickly.
Another applicable scenario, also mentioned in [8], is that
of on-line services and distributed databases. Here the pirate
cannot hope to redistribute all the decrypted content, since
some of it may not yet have been generated. An instructive
example is an on-line newspaper. A user receives a xed
signet upon subscription to the newspaper. New encryption
keys K and corresponding gi 's and hij 's are chosen for each
issue and distributed with the issue. Even if we set t =
1000 and choose a one thousand bit prime p, the amount of
additional storage we need to provide the legitimate users
in order to decrypt an issue is less than 200K bytes, on
the order of the size of a picture! Moreover, any pirate
trying to o er access to the system must guarantee that
each time a new decryption key K is issued (daily, in the
case of a newspaper), the pirate will distribute the new key.
This increases the vulnerability of the pirate and changes
the nature of the interaction with the pirate from one-time

to ongoing.
We feel that the attractiveness of a signet scheme, and
implicitly the value of incompressible functions, derives from
the economic leverage between inexpensive broadcast means
(and by that we include stamping out CD-ROMs) for distributing encrypted, not-yet-bought content, and more expensive point-to-point distribution of immediately usable
content. Currently, magnetic disks cost two orders of magnitude per megabyte more than CD-ROMS, and recordable
CDs (CD-R) are one order of magnitude more expensive
(even discounting the more expensive recorder/player). This
is signi cant leverage, but one might question whether it is
just due to an accident in time{whether in the progression
of technology this discrepancy will disappear. Indeed it may
for physical media, but it has always been true, and seems
inherent, that broadcast communication is less expensive
per communicating party than point-to-point communication. Thus incompressible functions seem to be generally
useful.
9 Directions for Future Research
As discussed, although we have proved security of our scheme
against a total break, we have not proved incompressibility.
The principal open problem suggested by this work is to
prove or disprove the existence of incompressible functions
based on standard cryptographic assumptions.
Our scheme relies on the incompressibility of the function
f (x) = g1x  g2x  : : :  g`x for g1 ; : : : ; g` known. Prove equivalence of this assumption to security of our scheme against a
compression break.
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