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Abstract
We investigate structural properties of statistical
zero knowledge (SZK) both in the interactive and
in the non-interactive model. Speci cally, we look
into the closure properties of SZK languages under
monotone logical formula composition. This gives
rise to new protocol techniques.
We show that interactive SZK for random self reducible languages (RSR) (and for co-RSR) is closed
under monotone boolean operations. Namely, we
give SZK proofs for monotone boolean formulae
whose atoms are statements about an SZK language which is RSR (or a complement of RSR).
All previously known languages in SZK are in these
classes.
We then show that if a language L has a noninteractive SZK proof system then honest-veri er
interactive SZK proof systems exist for all monotone boolean formulae whose atoms are statements
about the complement of L.
We also discuss extensions and generalizations.

1 Introduction
Goldwasser, Micali, and Racko [34] introduced the
notion of a zero-knowledge proof, a proof procedure
with the remarkable property of yielding nothing
but the validity of the assertion. Goldreich, Micali
and Wigderson [30] then showed that under the assumption of the existence of one-way functions all
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NP statements have zero-knowledge proofs (thus
introducing computational zero-knowledge).
Statistical zero-knowledge (SZK) proofs [34] are
those proofs that can be shown zero knowledge
without resorting to any unproven computational
assumption, and thus are as secure as the input
statement (language) itself. The notion is important, both from a practical prospective and a theoretical one.
From a practical point of view, note that typical
SZK proofs of number theoretic statements are the
most ecient zero-knowledge proofs. Thus, naturally they are the ones employed in practical and
working systems, e.g., they are employed in identication procedures, as was rst noted in [23] (and
was followed by many practical schemes). Identication schemes rely on the fact that certain SZK
proofs are also \proofs of possession of knowledge
of a witness" [23, 43, 4] (a notion alluded to in
[34, 25]). Number theoretic SZK proofs are also
the basic schemes used in initializing further zeroknowledge proof systems (as is done in the noninteractive scenario and its extensive applications,
e.g. [12, 13]). Thus, from the protocol design
prospective, a richer set of SZK protocol techniques
for more involved yet well-formed statements in
SZK may nd further applications.
The following \multi faceted identi cation
scheme" is an example of an application of an extended set of SZK languages. Consider a group
of provers each knowing a witness to a di erent
disjunct of a disjunctive boolean formula. The
provers share an identi cation scheme in the following sense. At certain times a prover can identify
itself as being a member of the group (by proving
validity of the entire formula, without disclosing its
identity which may relate to the speci c disjunct
she/he knows a witness of). On the other hand, at
other times the same prover can verify its individual
identity (by proving a possession of a witness to the
speci c disjunct associated with her/him). Note
that each disjunct can, in fact, be a very ecient
quadratic residue based statement. Other similar
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applications may employ a more complicated sharing of witnesses according to some given structure
(typically called an access structure [36]).
We remark that SZK proofs also motivated the
useful notion of computationally sound proofs (in
conjunction with the idea of zero-knowledge arguments) [17, 18, 38], and inspired the recent work on
program checking and testing [14, 11].
From theoretical prospective, SZK (and the related more stringent notion of perfect ZK (PZK))
have been the subject of a number of early investigations. Goldreich, Micali and Wigderson [30] gave
perfect zero-knowledge proofs for the language of
graph isomorphism as well as of graph nonisomorphism (which was the rst language with interactive proof not known to be in NP). It has been
proved that a complement of any SZK language
has a 2-round proof system [26, 2], and that any
language in SZK also has a 2-round proof system
[2]. The round complexity and prover-power for
SZK were studied in [5, 6]. As statistical zeroknowledge proofs do not depend on the properties
of assumed hard problems (like one-way functions)
but only on the input language, they constitute the
clean context for studying the intrinsic structural
properties of the notion of a zero-knowledge proof
and knowledge-complexity of languages [34, 33, 32];
this is also part of our motivation as we review below.
Given its extensive practical use, its in uence,
and the complexity theoretic investigations concerning SZK, we observed that relatively very few
languages are known to be in SZK. This, in turn,
implies that only very few general protocol techniques are available for designing and utilizing the
notion. Besides the proofs for quadratic residuosity
and quadratic non residuosity given in the original
paper [34], statistical zero-knowledge proofs were
given in [30, 27, 43, 29, 15], and in [12, 20] for the
non-interactive zero-knowledge case. We note that
all these languages have certain relations to random self-reducibility properties { either positively:
claiming that the input is randomly reducible (by
a group-action) to some structure (e.g., one graph
isomorphic to another), or negatively: claiming the
input not to be reducible (e.g., a graph is not isomorphic to another) which we call a complement of
RSR language; see e.g. [43]. All of their proof systems rely on certain algebraic properties associated
with the random self reducibility property.
Another motivation to our work has been the
work of Goldreich and Petrank [33]. They build
on the initial suggestion of knowledge-complexity

given in [34] and formally de ne the concept of a
proof that leaks k bits of knowledge (with zeroknowledge being the case k = 0). Note that for
computational zero-knowledge (assuming one-way
functions or secure envelopes), it is known that
everything that has an interactive proof (namely,
PSPACE [42, 37]), has a zero-knowledge proof
[35, 10]. The question is not as clear for statistical zero-knowledge. That is, are there languages
in Statistical-KC(1) (that is the class of languages
that can be proved releasing exactly 1 bit of knowledge) but not in Statistical-KC(0)? Or in general, in Statistical-KC(k) but not in StatisticalKC(k ? 1)? From [26, 2], combined with [16],
we know that, unless the polynomial hierarchy collapses, NP-complete languages are not likely to be
in Statistical-KC(0). Also, recent results of Goldreich, Ostrovsky and Petrank [32] (building on
[7]) seems to imply that, PSPACE is at least in
statistical-KC(logn) (as a smaller bit knowledge
complexity for PSPACE would imply that the polynomial hierarchy collapses).
From the point of view of understanding the
power and possibility of statistical-KC(0)=SZK
and designing protocol techniques, the most natural candidates for SZK are languages that can be
constructed from languages in SZK using general
combining mechanisms (i.e., it is known that sequential composition of languages maintains appropriately de ned zero-knowledge-ness (see [31, 28])).
The results of this paper suggest new protocol techniques and prove that a large class of logically constructible languages over atomic languages which
are in SZK are themselves in SZK.

Summary of results:
The interactive model. We prove that inter-

active perfect zero-knowledge for random self reducible languages (see [43]) is closed under monotone formulae. More precisely, we present perfect ZK proofs for all monotone boolean formulae whose atoms are statements about membership
in a random self reducible language. This is extended to atoms over a set of languages: either
statements over random self reducible languages
(like isomorphism, residuosity), or ones where the
complement language is random self reducible (like
non-isomorphism, non-residuosity). Moreover, we
prove that threshold formulae also have perfect
zero-knowledge proofs.
FOCS-94 2

The non-interactive model. We study the
properties of statistical zero knowledge in the noninteractive shared-string model (NISZK) of [13, 12].
We show that if a language L has a non-interactive
SZK proof system then honest-veri er interactive
SZK proof systems exist for all monotone boolean
formulae whose atoms are statements about the
complement of L. (Note that honest veri er SZK
proof can be turned into an SZK proof assuming
one-way permutations).
Other results. We also show monotone formulae
closure of proof systems for some speci c class of
non-monotone formulae. Finally, we pose new open
questions and directions regarding closure properties of SZK, and protocol techniques.
Due to page limitation, formal proofs of our results will appear in the nal version of the paper.

2 Notation and terminology

A monotone formula  over the variables v1 ;    ; vm
is a tree where each internal node is either an OR
gate or an AND gate with 2 input edges and one
output edge and each leaf is labeled with a variable.
Each truth assignment t : fv1 ;    ; vm g ! f0; 1g
de nes naturally the validity t() of the formula
under t.
Let L be a language and let  be a monotone formula over the literals v1; : : :; vm . Let
~x = (x1; : : :; xm ) be an m-tuple of binary strings
and let L denote the indicator function for
the language L (i.e., L (x) = 1 i x 2 L).
Then we say that (;~x) 2 (L) if and only if
(L (x1);    ; L(xm )) = 1. Let us give a concrete
example. Consider the language GI of pairs of isomorphic graphs, let  be the formula (v1 ^ v2 ) _
~ = (G10; G11; G20;    ; G41) be
(v3 ^ v4 ) and let G
~ ) belongs
an 8-tuple of graphs. Then, the pair (; G
to the language (GI) i the following statement is
true

each variable a di erent name eachPtime it appears,
we construct a formula 0 on m0 = mi=1 li variables
such that
(v1 ;    ; vm ) = 0 (v|1 ; {z  ; v1};    ; v|m ; {z  ; vm}):
l1

lm

From this it follows that
(; (x1; : : :; xm )) 2 (L) if and only if
(0; (x| 1; :{z: :; x1}; : : :; x| m ; :{z: :; xm})) 2 (L):
l1

lm

3 Closure results in the interactive model
We start by reviewing the de nition of perfect and
statistical zero-knowledge of [34].
Let P, the prover, be a probabilistic Turing machine and V, the veri er, a probabilistic
polynomial-time machine that share the same input
and can communicate with each other. By P$V(x)
we denote V's output after interacting with P on
input x.

De nition 1 A pair (P,V) constitutes an interactive proof system for the language L if
1. (Completeness) If x 2 L then
Pr(P $ V(x) = ACCEPT)  2=3:
2. (Soundness) If x 62 L then for all probabilistic

Turing machines P

Pr(P $ V(x) = ACCEPT)  1=2:
We de ne ViewV (x), V's view of the interaction
with P on input x, as the probability space that
assigns to pairs (R; log ) the probability that R is
the tape of V's random bits and that log is the
transcript of a conversation between P and V on
input x given that R is V's random tape.

((G10  G11)^(G20  G21))_((G30  G31)^(G40  G41)): De nition 2 An interactive proof system (P,V)
for L is a perfect zero-knowledge proof system for
Read-once monotone formulae. Throughout
L (in short, a PZK proof system) if for each V
this paper we will only consider read-once monothere exists a probabilistic machine MV (called
tone formulae. This is, however, without loss
the simulator) running in expected polynomial time
of generality, as we can always have a read-once
such that for all x 2 L the probability spaces
formula by a small change in the representation
ViewV (x) and MV (x) coincide.
(and length extension) which is still in the lanDe nition 3 An interactive proof system (P,V)
guage. Suppose that  is a formula on m variables
for L is a statistical zero-knowledge proof system
v1 ; : : :; vm and that vi appears li times. By giving
FOCS-94 3

for L (in short, a SZK proof system) if for each
V there exists a probabilistic machine MV (called
the simulator) running in expected polynomial time
such that for all constants c and all suciently long

x2L

X jPr(View

V

(x) = ) ? Pr(MV (x) = )j < jxjc:

We denote by PZK and SZK the classes of languages that have a PZK proof system and a SZK
proof system, respectively. An important superclass of SZK is the class of honest-veri er SZK obtained by demanding that the simulator exist only
for the designated veri er V.
To ease the exposition, we rst present our results for the languages GI of isomorphic pairs of
graphs and for GNI of non-isomorphic pairs of
graphs. However, all our results apply to any random self reducible language (e.g., quadratic residuosity or generator (sub)-group) and for their complement. Moreover, the languages (corresponding
to di erent literals of the formula) do not necessarily have to be related to the same random self
reducible problem. For example, it is possible to
modify our proof system to obtain perfect zeroknowledge proofs for propositions like \G is isomorphic to H OR y is a quadratic residue modulo
x", mixing various RSR languages (same hold for
co-RSR languages).
The rest of this section is divided into four parts.
In the rst part we give a perfect zero-knowledge
proof system for the language (GI). Then, we
present a perfect zero-knowledge proof system for
the language (GNI). In the third part we deal
with the case of a general random self reducible
language. Finally, we discuss some extensions of
our results.

3.1 A perfect zero-knowledge proof
system for (GI)
We now prove that the language (GI) has a perfect zero-knowledge proof system.

An informal discussion. Let , a monotone
~ = (G10; G11; G20;
formula on m literals, and G
   ; Gm1 ) be the input to the proof system for

(GI). Then the prover constructs and gives to the
veri er an m-tuple H~ of graphs with the following
~ ) 2 (GI), H~ can be \opened"
property. If (; G
both as a 0 and as 1. On the other hand, if
~ ) 62 (GI) then each m-tuple H~ can be opened
(; G

in at most one way. Then the veri er chooses a
bit b at random and asks the prover to open H~ as
b. If the prover succeeds then the veri er accepts
otherwise it rejects.
In order to be more precise, let us introduce a bit
of notation. The isomorphism value Ciso (t; ) of a
formula  under a truth assignment t is de ned as
follows. If the formula  consists of a single literal
v then Ciso (t; ) = t(v). Suppose that  = 1 ^ 2.
If the isomorphism values of 1 and 2 are equal,
then the isomorphism value of  is equal to this
value; otherwise we set Ciso (t; ) equal to unde ned
value ?. Finally, suppose that  = 1 _ 2. If the
isomorphism values of 1 and 2 are both di erent
from ? then Ciso (t; ) = Ciso (t; 1)  Ciso (t; 2);
otherwise we set Ciso (t; ) =?. In the sequel we
will denote by Ciso (c1;    ; cm ; ) the isomorphismvalue of  under the assignment that gives vi the
value ci .
De nition 4 Let  be a monotone formula, G~ =
(G01; G11;    ; G0m; G1m ) a 2m-tuple of graphs and
~ )-iH~ an m-tuple of graphs. We say that H~ is (; G
opened as b if for each i an isomorphism is shown
between Hi and Gcii and Ciso (c1;    ; cm ; ) = b.
The following procedure I-Label is used by the
prover of our proof system. I-Label, on input ,
~ and a bit a, computes a m-tuple H~ such that H~
G
~ )-i-opened as a.
can be (; G

Procedure I-Label(; G~ ; a).
1. If  consists of one literal vi then set Hi equal to a
randomly chosen graph isomorphic to Gai and return.
2. If  = 1 2 then randomly choose b 0; 1 and ex_

2 f

g

~ 1 ; b) and I-Label(2; G~ 2 ; a  b) (where
ecute I-Label(1; G
~ 1 and G~ 2 are the tuples of graphs in G~ corresponding
G
to the literals which occur in 1 and 2 , respectively).
Return.
3. If  = 1 ^ 2 then execute I-Label(1; G~ 1 ; a) and
~ 2 ; a) (G~ 1 and G~ 2 are as above).
I-Label(2; G
Return.

The following lemmas are used to prove the completeness and the soundness of (P,V).
Lemma 1 Let H~ be an m-tuple output by I-Label
~ and a. Then H~ can be (; G
~ )-i-opened
on input ; G
as a.
Lemma 2 Let I-Label-Out(; G~ ; a) be the probability space generated by the output of I-Label on in~ ; a). If (; G
~ ) 2 (GI) then the probability
put (; G
~ ; 0) and I-Label-Out(; G
~ ; 1)
spaces I-Label-Out(; G

are identical.
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Lemma 3 Let  be a monotone formula and G~ a
~ ) 62 (GI), then for
2m-tuple of graphs. If (; G

~ there exists at most one
each m-tuple of graphs H
~
~ ; )-i-opened as a
b 2 f0; 1g such that H can be (G
b.

We are now ready to present our proof system
for (GI).
The proof system (P,V) for (GI).
Input: (; G~ ).
P.1 Randomly choose a 0; 1 and run procedure I2 f

g

~ and a obtaining the m-tuple H~ =
Label on input , G
~ to V .
(H1 ;    ; Hm ). Send H
V.1 Randomly choose b 2 f0; 1g and send it to P .
P.2 (; G~ )-i-open H~ as b.
V.2 Verify that for each i there exists ci 2 f0; 1g such
that an isomorphism is given between Hi and Gci i and
that Ciso (c1 ;    ; cm ; ) = b.

Let us now prove that the above protocol is indeed a perfect zero-knowledge proof system.

Theorem 1 (P,V) is a perfect zero-knowledge
proof system for (GI).

Proof's sketch: The completeness and the

soundness properties are easily derived from Lemmas 1, 2, 3. The perfect zero-knowledge property is
proved by exhibiting a simulator whose output has
the same distribution of the view of the veri er.
The simulator strategy is very simple; it chooses a
bit b at random and constructs H~ using I-Label on
~ and b. If the veri er asks for b then the
input ; G
~ )-i-opens H~ ; otherwise it rewinds the
simulator (; G
veri er and starts again.
We note that Eyal Kushilevitz has independently
discovered a protocol for the OR of graph isomorphism.
Extensions. The proof system of this section is
also a proof system of knowledge. In fact, the extractor can play the role of the veri er in a rst
executions of the protocol (P,V) by sending a question b; then it can rewind the prover to the state
immediatelyafter step P.1, and change the question
to 1 ? b. From the two answers obtained by P at
step P.2 in the two di erent execution of the protocol, the extractor can compute some isomorphisms
between input graphs which represent exactly the
private input needed by P in order to run the protocol. Moreover, the proof system (P,V) can be modi ed to require only a constant number of rounds.
The procedure I-Label can be used by the veri er

to commit to its random bits (that is the value of
b for each round). The simulator runs the veri er
twice so to learn the bits b and then prepares the
H~ 's so to satisfy the veri er.

3.2 A perfect zero-knowledge proof
system for (GNI)
In this section we present a proof system for monotone formulae closure over graph nonisomorphism.
The proof system of the previous section can be
seen as a \meet-the-challenge" game (extending
and inspired by the original quadratic-residuosity
and graph-isomorphismproofs [34, 30]). The prover
constructs the m-tuple H~ and the veri er challenges
him/her to open H~ as b. If the prover meets the
challenge then the veri er accepts the input. Our
proof system for graph nonisomorphism languages,
instead, can be seen as a \guessing" game (as in the
original quadratic non-residuosity and graph nonisomorphism proofs [34, 30]). More precisely, the
veri er now constructs H~ such that if the formula
is true, then H~ can be opened in exactly one way;
on the other hand if the formula is false then each
m-tuple H~ can be opened both as 0 and as 1. The
veri er accepts the input if the prover guesses correctly which way it can be opened. For the zeroknowledge property we have to make sure that H~
has been constructed properly (that is H~ can be
opened as a bit).
Let us now proceed more formally and introduce the notions of non-isomorphism-value and of
n-opening of an m-tuple. Roughly speaking, we say
that if  = 1 ^ 2 then the non-isomorphism value
of  is the ex-or between those of 1 and 2, while if
 = 1 _ 2, and the non-isomorphism values of 1
and 2 are equal, then the non-isomorphism value
of  is equal to this value; otherwise it is set equal
~ )-nto the unde ned value ?. The notion of (; G
~
opening an m-tuple H as b is the same as i-opening
except that we require the non-isomorphism-value
(instead of isomorphism-value) to be b. In the description of our proof system we use the procedure N-Label. N-Label is similar to I-Label except
that the conditions checked at steps 2 and 3 are
FOCS-94 5

swapped.

Procedure N-Label(; G~ ; a).
1. If  consists of a single literal vi then set Hi equal to
a randomly chosen graph isomorphic to Gai and return.
2. If  = 1 2 then randomly choose b 0; 1 and
^

2 f

g

~ 1 ; b) and N-Label(2; G~ 2 ; a  b). Reexecute N-Label(1; G
turn.
3. If  = 1 _ 2 then execute N-Label(1; G~ 1 ; a) and
~ 2 ; a). Return.
N-Label(2; G

o

Procedure N-Label enjoys properties similar to ILabel that are summarized in the following lemmas.

Lemma 4 Let H~ be an output of N-Label on in~ and b. If (; G
~ ) 2 (GNI) then H~ can be
put ; G
~
(; G)-opened as b but not as 1 ? b.
Lemma 5 Let  be a monotone formula on m
~ a 2m-tuple of graphs and N-Labelvariables, G
~
Out(; G; a) the probability space generated by
~ ; a). If
the output of N-Label on input (; G
~ ) 62 (GNI) then the probability spaces
(; G
~ ; 0) and N-Label-Out(; G
~ ; 1) are
N-Label-Out(; G
identical.
In the description of our proof system, we use the
procedure Check that is described below. It takes
~ ; H~ ;  and a bit a and outputs ~L such
as inputs G
~
that H can be (; ~L)-n-opened as a and, for each j,
(L0j ; L1j )  (G0j ; G1j ); that is, either L0j  G0j and
L1j  G1j or L0j  G1j and L1j  G0j . These two
~ )-n-opened.
conditions imply that H~ can be (; G
The 2m-tuple ~L is used by the veri er to convince
the prover that H~ is well constructed in the following way. First, using Check, the veri er constructs
the 2m-tuples ~L1;    ; ~Lm . Then, for i = 1;    ; m,
the prover asks the veri er either to show that, for
each j, (Li0j ; Li1j )  (G0j ; G1j ), or to (; ~Li)-n-open
H~ . If all its requests are satis ed, the prover is con~ )-n-open
dent that the veri er knows how to (; G
H~ . Roughly speaking, if this were not the case,
then, for each i, the veri er could only answer at
most one of the two possible questions.
We are now ready to present our proof system.

The Proof System (A; B ) for (GNI)
Input: (; G~ ).
B.1 Randomly choose b 0; 1 .
2 f

g

~ ; b thus obtaining H~
Run procedure N-Label on input ; G
~ to A.
and send H
For i = 1;    ; mn2
Randomly choose ai 2 f0; 1g.
~ ; H~
Run procedure Check on input ; ai ; G
i
~
~
obtaining the 2m-tuple L and send Li to A.
A.1 For i = 1;    ; mn2 , randomly choose ci 2 f0; 1g and
send it to B.
B.2 For i = 1;    ; mn2
If ci = 0 then
for j = 1;    ; m
Let bij be such that G0i  Libij i and G1i  Li1?bij ;i .
Show isomorphisms from G0j to Libij i
and from G1j to Li1?bij ;i .
If ci = 1 then
~ as ai .
(; ~Li )-n-open H
A.2 Verify
that step B.2 has been correctly performed.
~ can be (; G~ )-n-opened.
Let a0 be such that H
Send a0 to B.
B.3 If a = a0 then ACCEPT. Else REJECT.

Procedure Check (; a; G~ ; H~ ):
1.If  = vi then

If Hi  G0i then
set Lai to a random isomorphic copy of G0i
set L1?a;i to a random isomorphic copy of G1i
else
set Lai to a random isomorphic copy of G1i
set L1?a;i to a random isomorphic copy of G0i
Return.
2. If  = 1 _ 2 then
~ 1 ; H~ 1 ) and Check(2; a; G~ 2 ; H~ 2 ).
execute Check(1; a; G
Return.
3. If  = 1 ^ 2 then
randomly choose b 2 f0; 1g and execute
~ 1 ; H~ 1 ) and Check(2; a  b; G~ 2 ; H~ 2 ).
Check(1; b; G
Return.

The proof of the following lemma is obvious.
Lemma 6 Let ~L be an output of the procedure
~ and H~ . Then H~ can be
Check on input ; a; G
~
(; L)-opened as a. Moreover, for each 1  i  m
(G0i; G1i)  (H0i; H1i).
We are now ready to present the main result of this
section.

Theorem 2 (A; B) is a perfect zero-knowledge
proof system for (GNI).
FOCS-94 6

~) 2
If (; G
(GNI) then the veri er can always satisfy the
prover's request at step A.2 (see Lemma 6). Moreover, as H~ has been computed using N-Label, it
can be opened in exactly one way (see Lemma 4).
Therefore the prover can always guess the bit b.
~
Soundness. Let  be a formula on m literals and G
~
be a 2m-tuple of graphs such that (; G) 62 (GNI).
The veri er accepts only if the prover guesses correctly the value of a, that is, the value with re~ )-n-open
spect to which the veri er is able to (; G
~H. However, if (; G
~ ) 62 (GNI) then H~ can be
opened both as a 0 and as a 1 (see Lemmas 4 and
5). Moreover, observe that ~Li and the bits bij are
computed on input values whose distribution is independent from the value of a (remember that H~
can be opened both as 0 and as 1). This means
that by seeing this the prover has no information
on a.
Therefore, as a is chosen at random by the verier, any prover has probability at most 1=2 of satisfying the veri er's request.
Perfect Zero Knowledge. For the zero-knowledge
part we have to exhibit a simulator whose output
has the same distribution as the view of the veri er.
The dicult thing here is that the simulator has
to guess the bit a. We do this employing the following strategy. The simulator executes step A.1 twice
with di erent values for the bits ci. This means
that for each ~L the simulator sees both the isomor~ and graphs in ~L
phism between the graphs in G
(for ci = 0) and between the graphs in ~L and the
graphs in H~ (remember that if ci = 1, H~ is (; ~L)n-opened). This, with very high probability, gives
~ and H~ and
the simulator isomorphisms between G
from this (more precisely, from knowing to which
of G0i and G1i H~ i is isomorphic) the value of a is
easily computed. In the event that the simulator is
not able to obtain a we resort to the technique of
[30] of running an exponential time algorithm for
computing a. As this event happens with negligible probability the simulator still runs in expected
polynomial time.

Proof's sketch: Completeness.

3.3 Proof systems for random self reducible languages

The class of random self reducible languages has
been introduced in [43, 1] and has been later referred to as RSR.

RSR languages. Let N be a countably in nite set
and, for each x 2 N , let Rx be a relation veri able

in polynomial-time. De ne the domain of Rx as the
set fz j9w such that (z; w) 2 Rxg. If (z; w) 2 Rx
then we say that w is an x-witness for z . The
language LR = f(x; z)j9w such that (z; w) 2 Rxg
is random self reducible (RSR) if there exists a
polynomial time algorithm SampleLR that, on input x; z; r outputs y such that (x; y) 2 LR and
1. If r's bits are random, uniform, and independent
then y is uniformly distributed over the domain of
Rx .
2. There exists a polynomial-time algorithm A1
(A2 ) that, on input x; y; r and an x-witness for y
(for z ) outputs an x-witness for z (for y).
3. There exists an algorithm GenerateLr that, on
input x, outputs in expected polynomial time a pair
(z; w) 2 Rx with z uniformly distributed over the
domain of Rx and w uniformly distributed over all
x-witnesses for z .

Known examples of random self reducible languages include the language of graph isomorphism,
the language of quadratic residues, and the language of multiplicative subgroup of Zp generated
by g (p a prime). In [43], it is proved that all language in RSR have PZK proof systems. In the full
version we show that the same holds for co-RSR.
The proof system for (GI) can be readily
adapted to obtain a proof system for (L), where
L is a general random self reducible language. The
prover on input a formula  on m literals and
~ = ((x1; z1 );    ; (xm; zm ))
a m-tuple of pairs XZ
constructs, using the procedure GEN-I-LabelL described below, an m-tuple C~ = (c1 ;    ; cm ). If
~ 2 (L), then the output of GEN-I-LabelL
(; XZ)
~ 0) and the output of GEN-I-LabelL
on input (; XZ;
~ 1) have the same distribution. On
on input (; XZ;
~ 62 (L) then all m-tuples
the other hand if (; XZ)
can be opened in at most one way. Then the veri er
chooses b at random and asks to open C~ as b. The
veri er accepts if the prover satis es its request.
~ ; a).
Procedure GEN-I-LabelL(; XZ
1. If  consists of literal vi then

randomly choose r; if a = 0 then run SampleLR (xi ; zi ; r)
obtaining yi and set ci = yi ; if a = 1 then run
GenerateLR (xi ) obtaining yi ; wi and set ci = yi ;
2. If  = 1 _ 2 then randomly choose b 2
~ ; b) and GEN-If0; 1g and execute GEN-I-LabelL(1 ; XZ
~ ; a  b). Return.
LabelL(2 ; XZ
~ ; a)
3. If  = 1 ^ 2 then execute GEN-I-LabelL(1 ; XZ
~
and I-Label(2; XZ; a). Return.

Thus we obtain the following:
FOCS-94 7

Theorem 3 Let L be a random self reducible language. Then (L) 2 PZK.
A similar extension of procedure N-Label and of the
proof system for (GNI) yields
Theorem 4 Let L be a co-RSR language. Then
(L) 2 PZK.

3.4 Extensions

Non-Monotone Formulae: mixing GI and
GNI We now describe proof systems for certain

non-monotone formulae, namely, where there are
statements both on isomorphism and nonisomorphism. We explain the protocol idea on a very simple example and then discuss the extension to a
more complex set of cases.
The basic proof system. Consider the language GI-OR-GNI of quadruples of graphs
(G0; G1; H0; H1) such that (G0 6 G1 ) _ (H0  H1 ).
The following is a perfect zero-knowledge proof system for GI-OR-GNI. The rst to become active is
the veri er that constructs a graph G isomorphic to
one of G0 and G1 (in this way it has \committed" to
a bit b). Then the prover presents the veri er with
another graph H (how the graph H is constructed
is explained in the discussion below). The veri er
now shows an isomorphism between G and Gb thus
asking the prover to show an isomorphism between
H and Hb. The veri er accepts if the prover satises its request.
An informal discussion. Let us convince ourselves
that the above is indeed a proof system. Suppose
that the quadruple does belong to GI-OR-GNI. If
the Gi 's are non isomorphic then the prover by seeing the graph G can read the bit b and thus prepare
H isomorphic to Hb so to satisfy the veri er's request. Suppose now that the Gi's are isomorphic
and thus the prover does not learn b in advance.
However, in this case the Hi's are isomorphic and
thus for the prover it is enough to construct H isomorphic to H1 and then, after b is revealed by the
veri er, to show an isomorphism between H and
Hb. The soundness property is argued in a similar
way. If the quadruple does not belong to GI-ORGNI then, after receiving G from the veri er, the
prover has no clue about the value of b. Moreover,
the graph H it constructs is isomorphic to at most
one of H0 and H1. Therefore, the veri er accepts
with probability at most 1=2. For the perfect zeroknowledge we need to add a step in which, similarly
to what done in Section 3.2, the veri er shows that

it has constructed the graph G correctly. This allows the simulator to learn the value of b and to
construct H appropriately.

Theorem 5 The language GI-OR-GNI has a perfect zero-knowledge proof system.

The generalized OR. The technique just presented
can be used to obtain proof systems for the
OR of two composite (monotone formula) statements: one about isomorphism and the other about
non isomorphism. Roughly speaking, the nonisomorphism part is used by the veri er to commit
to a bit b using the procedure N-Label. Then using
the procedure I-Label the prover constructs a vector H~ . Then the veri er shows the value b and the
prover has to open H~ as a b.

A proof system for threshold formulae. A
threshold formula is a formula built using threshold
gates. A (k; l)-gate is a k-input 1-output gate; its
output is 1 i at least l inputs are 1. AND and OR
gates are special cases of thresholds and thresholds
do have polysize monotone boolean formulae [44].
Thus, using the proof system for boolean monotone
formulae, we could obtain a proof system for the
monotone formula of size O(n5:3) for the threshold function given by Valiant in [44]. We show
however a much more ecient construction that is
constructive (Valiant's proof that thresholds have
monotone formulae does not provide an e ective
construction).
The proof system is also based on the concept
of \opening" but we use secret sharing. Let us explain the main idea for the case of a single (k; m)
~ and want to
threshold gate. We have in input G
prove that at least k out of the m pairs of graphs
consist of isomorphic graphs (again we are presenting the result in terms of graph isomorphism
but it can be easily extended to any RSR (or coRSR) language). Prover and veri er agree upon a
(m ? k+1; m) threshold secret sharing scheme (e.g.,
Shamir's scheme [41]) and, for each i, the prover
constructs l = blog mc +1 graphs H1i;    ; Hli. The
veri er replies by sending a bit b. Then, for each
Hij , the prover shows an isomorphism between Hij
and Gbij i in such a way that the following condition is met. For each i, let xi be the integer with
binary representation bi1    bil ; then x1;    ; xm are
a sharing of the bit b.
Now, why is this a proof system? The main observation here is that if Gi0  Gi1 then xi can be
chosen by the prover after it has seen b. On the
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other hand if Gi0 6 Gi1 then xi is xed and cannot
be changed by the prover after b has been given
to him. Suppose that the statement is true. This
means that no more than m ? k pairs are non isomorphic and thus no more than m ? k xi's are xed.
But in this case, the remaining xi 's (at least k of
them) can always be chosen so that the xi 's constitute a sharing of b. Suppose instead that the
non isomorphic pairs are m ? k + 1. Then, the
corresponding values by themselves determine the
value of the secret and this value will be equal
to b with probability  1=2. The perfect zeroknowledge property is easily proved by using the
trial-and-error strategy.
The technique used to give a proof system for one
gate can be iterated to obtain a proof system for
any threshold formula. Erez Petrank [40] has shown
how our technique can be used to obtain proof
systems for symmetric functions. In a preliminary work on the non-interactive model, the speci c
language of quadratic residuosity modulo special
(Blum) integers was discussed in [20] (inspired by
a preliminary version of the work on the RSR and
co-RSR interactive protocol results [22]). In particular, a statistical zero-knowledge proof system
for one single threshold gate was given; that result
does not generalize to formulae. Also, in [19], related ideas of using threshold schemes based proofs
for generating \witness hiding proofs of knowledge"
were presented.

4 Closure in the sharedstring model
In this section we consider the non-interactive
model of [12, 13] for SZK and derive results about
SZK in the interactive model. We prove that if a
language L has a non-interactive SZK proof system then honest-veri er interactive SZK proof systems exist for all monotone boolean formulae whose
atoms are statements about the complement of L.
Let us review the de nition of non-interactive statistical zero-knowledge proof system [12].
De nition 5 A pair (A; B), where A(; ) is a
probabilistic Turing machine and B(; ; ) is a de-

terministic Turing machine running in time polynomial in the length of its second input, is a noninteractive proof system for the language L if there
exists a constant c > 0 such that
1. (Completeness) For all suciently long x 2 L

Pr(B(; x; A(; x)) = ACCEPT) > 1 ? 2?jxj;

where the probability cis taken over the random
choices of  2 f0; 1gjxj and A's coin tosses.
2. (Soundness) For all algorithms A , and all sufciently long x 62 L

Pr(B(; x; A (; x)) = ACCEPT) < 2?jxj;
where the probability cis taken over the random
choices of  2 f0; 1gjxj and A's coin tosses.

We call  the reference string.
We de ne View(x), the veri er's view of A's proof
on input x, as the probability space that assigns to
pairs (; Proof ) the probability that  is the reference string and that Proof is the output of A on
input  and x.

De nition 6 A

non-interactive
proof
system (A,B) for L is a non-interactive statistical
zero-knowledge proof system for L if there exists a
probabilistic polynomial-time machine M such that
for all constants d and all suciently long x 2 L

X jPr(View (x) =

) ? Pr(M(x) = )j < jxjd :

For sake of a better understanding, we rst
present a simple result about the complement that
contains the basic ideas needed for the extension to
monotone formulae. Then we brie y discuss the extensions needed to obtain honest-veri er SZK proof
systems for all monotone formulae over L.

4.1 A special bit commitment
scheme

Our results are based on a special type of bit commitment for honest committer that is constructed
using non-interactive SZK proofs. A bit commitment scheme based on the language L, just as regular bit commitment schemes, is a game between
two players sender and receiver and consists of
two phases: a commitment phase and a recovering phase. In the commitment phase the sender,
on input a random bit b to be committed and an
auxiliary string x, computes in expected polynomial time a a commitment key com and sends the
pair (x; com ) to the receiver. The pair (x; com ) has
the following property: 1) if x 2 L, then no adversary can guess the committed bit b signi cantly
better than guessing at random; 2) if x 62 L, on
input x and com, then it is possible to guess b correctly with overwhelming probability, even though
this might require more than polynomial time.
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Let us show how to construct a bit commitment
scheme BCL based on a language L that has a noninteractive SZK proof system. We denote by (P,V)
the noninteractive SZK proof system for L and let
p(n) denote the length of the reference string required by (P,V) for inputs of length n. On input b, the bit to be committed to, and an auxiliary string x the sender performs the following
instructions. If b = 0 then the sender chooses
a random string  of length p(jxj) and sets com
equal to . On the other hand, if b = 1 then the
sender runs the simulator S for (P,V) on input x,
obtaining (; Proof ). If V (; x; Proof ) =ACCEPT
then the sender sets com = . On the other hand
if V (; x; Proof ) 6=ACCEPT then the sender sets
com = ;.
Now if x 2 L then, since S is a statistical zeroknowledge simulator for (P,V), the string  produced by S is statistically indistinguishable from
a truly random string of length p(jxj). Therefore,
property 1) above holds.
Suppose now that x 62 L. If b = 0, then  is
a random string of length p(jxj). Suppose b = 1
and distinguish two cases depending on whether the
veri er accepts or rejects the output of the simulator. If the simulator has output an accepting
pair (; Proof ), then, by the soundness of (P,V), the
string  belongs to the exponentially small set of
strings of length p(jxj) that allow a cheating prover
to fool V. Therefore, in this case, the receiver can
distinguish  from a truly random string and guess
b. If the simulator has output a rejecting pair then
trivially the receiver can distinguish the two cases.
Therefore we can conclude that also property 2)
holds.

4.2 Honest-veri er SZK proof systems

Let L be a language with a non-interactive SZK
proof system. We start by describing a honestveri er SZK proof system for L.
A honest-veri er zero-knowledge proof system
(C,D) for proving that a string x 2 L is immediately obtained from the bit commitment BCL in
the following way. D uniformly chooses a bit b and
runs the program of the sender on input x and b
thus obtaining a commitment key com. The prover
C now reads com and send its guess for the bit b.
If it succeeds then D accepts otherwise D rejects.
Completeness and soundness follow from properties 2 and 1, respectively, of the bit commitment
BCL (for the soundness we have to repeat the pro-

tocol). For the zero-knowledge property, the simulator strategy is very simple: it uniformly chooses
a bit b and constructs the commitment key com
by running the program of the sender of the bit
commitment BCL using the string R as source of
random bits. The output of the simulator is then
(b; R; com ; b) whose distribution is equal to the view
of the veri er up to a negligible factor. We can now
state the following theorem (given also in [8]):
Theorem 6 If L has a non-interactive SZK proof
system then L has a honest-veri er SZK proof sys-

tem.

In order to obtain honest-veri er SZK proof systems for all monotone formulae we need to generalize the commitment scheme BCL . In particular,
we want to construct a commitment scheme that
takes as input a monotone boolean formula  on
m literals, a random bit b to be committed, and
~ = (x1;    ; xm ) of strings and outan m-tuple XZ
puts an m-tuple of keys (com 1 ;    ; com m ) with the
following properties:
~ 2 (L) then it is possible to recover
1) if (; XZ)
~ and (com 1 ;    ; com m ) (even
the bit b from XZ
though this might require super-polynomial time).
~ 62 (L) then no adversary on input
2) if (; XZ)
~
XZ and (com 1;    ; com m ) can guess the bit b with
probability signi cantly better than 1=2.
We achieve this by using the following generalization of procedure N-Label of Section 3.2.
~ ; a).
Procedure GenBC L (; XZ
1. If  consists of a single literal vi then run BCL on
input xi and a obtaining com i . Return.
2. If  = 1 ^ 2 then randomly choose b 2 f0; 1g and
~ 1 ; b) and GenBCL (2 ; XZ
~ 2; a 
execute GenBCL (1 ; XZ
b). Return.
~ 1 ; a) and
3. If  = 1 _ 2 then execute GenBCL (1 ; XZ
~ 2 ; a). Return.
GenBCL (2 ; XZ

We can thus state the main result of this section:
Theorem 7 If the language L has a non-

interactive SZK proof system, then the language
(L) has a honest-veri er SZK proof system.

From the result of [39] (following the model of [6]),
it follows that:
Corollary 1 Let L be a language with a noninteractive SZK proof system. If one-way permutations exist, (L) has a SZK proof system.

Let L and L0 be two languages and de ne
OR(L; L0 ) as the language of pairs (x1; x2) such

FOCS-94 10

that either x1 2 L or x2 2 L0 . We next describe a
honest-veri er zero-knowledge proof system (P,V)
for OR(L1; L2 ) for the case in which both L1 and
L2 have non-interactive SZK proof systems that we
denote by (P1; V1 ) and (P2; V2 ), respectively. On
input (x1 ; x2), the rst to become active is V that
uniformly chooses a reference string V for (P1; V1 )
and commits to it using the bit commitment scheme
BCL2 . The prover after receiving the commitment
from V behaves di erently according to whether x2
belongs or not to L2 . If x2 62 L2 then P reads the
string V ; runs the simulator S1 for L1 on input
x1 obtaining (P ; Proof ) and sets  = P  V . If
x2 2 L2 then P uniformly chooses a reference string
. In both cases it sends  to V that answers by
sending V . Finally P sets  =   V and produces a non-interactive proof that x1 2 L1 relative
to the reference string .
Now we give a sketch of proof that (P,V) is
a honest-veri er zero-knowledge proof system for
OR(L1 ; L2). For the completeness property, observe that if x1 2 L1 then  is chosen at random,
and thus P can convince with high probability that
x1 2 L1 (this follows from the completeness of the
proof system for L1 ). If x2 2 L2 then P can compute the string V committed by V (thanks to the
properties of the bit commitment scheme used) and
thus sets  = P  V so that  turns out to be
equal to P and it can give the veri er Proof.
For the soundness property, observe that if x1 62
L1 and x2 2 L2 , then any prover guesses correctly the string V only with negligible probability. Then, however it chooses , the string  is
uniformly chosen and thus can compute a convincing Proof only with negligible probability (by the
soundness of the proof system for L1 ).
For the zero-knowledge property, the simulator
strategy is the following: it runs the simulator S1 on
input x1 and obtains (P ; Proof ) as output. Then
it randomly chooses a reference string V and computes  = P  V . Then it constructs the commitment key com for the string V by running the program of the sender of the bit commitment BCL2 using a randomly chosen string R as source of random
bits. Finally it outputs (V ; R; com ; ; V ; Proof ).
Finally we observe that we can use the same techniques of the proof system (A,B) for (GNI) to
obtain a proof system for OR(L1 ; (L2 )) for any
monotone formula .

5 Open problems
This work proposes several new open problems.
It would be interesting to obtain statistical zeroknowledge proof systems for general non-monotone
formulae or to prove related limitations; in 3.4, we
suggest speci c useful formula structure for which
closure applies, demonstrating a case where closure
is possible. Can this be extended? It would be also
interesting to generalize the results to other protocol techniques yielding closure of more general
classes of interactive SZK languages. Perhaps, one
can exploit randomness in protocols as we employed
the random string in the non-interactive SZK case.
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