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ABSTRACT
This paper considers the problem of certifying the reliability of a software system that can
be decomposed into a finite number of modules. It uses a Markovian model for the
transfer of control between modules in order to develop the system reliability expression in
terms of the module reliabilities. A test procedure is considered in which only the
individual modules are tested and the system is certified if, and only if, no failures are
observed. The minimum number of tests required of each module is determined such that
the probability of certifying a system whose reliability falls below a specified value R0 is
less than a specified small fraction β.

This sample size determination problem is

formulated as a two-stage mathematical program and an algorithm is developed for
solving this problem. Two examples from the literature are considered to demonstrate the
procedure.

Keywords: Software reliability; Modular Tests; Sample Size Determination; Mathematical
Programming
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1. Introduction
It is a well-known fact that the cost of software is far higher than the cost of hardware when considering the total cost of a computer-based system. With the rapid growth
in the use of such systems in almost every walk of life, it has become critical to explicitly
consider software reliability, especially because the penalty costs associated with software
failures can be very significant. Over the last decade or so, planning and evaluating software reliability have become crucial activities when developing large computerized
systems. This is especially true in light of the growing emphasis on software that is reusable (as opposed to software that is written for a terminal mission), where it is essential
to demonstrate that the system will perform reliably for a variety of end-user applications.
In this paper we address the problem of drawing cost-effective statistical inferences
about the reliability of a software system through a dedicated program of testing. Such
programs are commonly used during the design and development of a complex hardware
system, and this paper adapts the same ideas to the special case of software systems. As
proposed by Poore, Mills and Mutchler [1], a software system is defined here as a
"collection of programs and system files such that the system files are accessed and altered
only by the programs in the collection." Each element in this collection will be called a
module - for instance, a module might be a program, a subprogram, or a file. The performance (and hence the reliability) of the system clearly depends on that of each
individual module and the relationship between these modules and the system; in this
regard a software system is quite similar to any other system.

However, the actual

relationship between system and module reliabilities is quite unique and depends on the
specific definition of software reliability as well as on the structure of the overall system.
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In this paper we focus on software systems that can be decomposed into a finite number of
functionally independent modules.
In testing software, one could assemble the entire system and then test it.
However, it is often the case that different organizational entities are assigned
responsibility for different pieces of a software system, and it may be more beneficial from
the perspective of both cost and time to test these individual modules or components for
the purpose of drawing inferences about the overall system. In order to do this, there
must exist mathematical models that express software system reliability in terms of the
module reliabilities. Cheung [2], who has proposed a reliability model for a software
system that expresses the system reliability in terms of the component reliabilities,
advocates such testing by concentrating on the modules with the largest values of the
sensitivity coefficients. It is not clear here how much, or if at all, the less sensitive
components should be tested if this approach is used. Poore et al. [1] suggest allocating
the targeted system reliability goal among the components and then testing the individual
components to verify whether the component reliabilities meet the allocated goals at a
specified level of confidence. This procedure does not consider the system configuration
any longer once the reliability goal has been allocated. As discussed by Easterling,
Mazumdar, Spencer and Diegert [3], this method may lead to estimates of overly
conservative sample size requirements for component testing. In this paper we follow the
approach of system-based component testing that has been used here as well as in an
earlier paper by Gal [4]. For a full discussion of system-based component test plans, the
reader is referred to the article by Easterling et al. [3].
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We focus on system-based modular test plans that explicitly take into account the
system-level requirements when designing the modular test plans, while simultaneously
trying to do so with a minimum number of component tests. In essence, we attempt to
answer the following question: "What is the minimum amount of testing required for each
module of the system to ensure that there is a very low probability of accepting a system
that would be considered definitely unacceptable?" Similar situations have been addressed
in detail for various general systems by the authors (e.g., [5], [6]), but this approach has
never been applied in particular to software systems with their unique reliability
definitions; this paper represents a first effort in this direction. In the remainder of the
paper we first discuss and define what is meant by software reliability. This is followed by
the development of the actual test plans that result in a two-stage mathematical
programming formulation. An algorithm is developed for this formulation and the entire
procedure is then illustrated via numerical examples.

It is our belief that mathematical

programming formulations of the kind discussed here are apt to occur in the context of
determination of sample size requirements in many similar situations, and statisticians
should become familiar with these techniques.
2. Software Reliability
Reliability of a software system can be defined in a fashion similar to that of
hardware or any general system. It may be viewed as a function of time, in which case it is
the probability of failure-free operation for some specified mission time under specific
conditions. Alternatively, it may be viewed from the perspective of general use on a
variety of different applications, in which case it is the probability that it will correctly
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process a randomly chosen application. With the emphasis on reuse this latter viewpoint is
generally more useful, and is the one that we consider in this paper. The term failure in
the context of software reliability implies a result other than what was expected from the
software for a set of inputs. Unlike most general systems, software does not fail because
of wear and tear. Rather, failure is caused by such things as poor program design, logical
errors and incorrect / inadequate coding or instructions; these are referred to as faults [7].
In general, the failure probability does not increase with time other than in the sense that
the longer an application runs, the higher the probability that it will encounter a fault at
some point (if such faults do indeed exist).
There are several approaches for evaluating the reliability of software. In this
paper, we use a model originally proposed in [2] for the sort of system we consider.
Given that the precise nature of the application on which some general-purpose software
system will be used is not known in advance, one must quantify software use by defining a
suitable distribution.

Specifically, software use is typically modeled by some use

distribution that represents the relative frequency with which the software will be used on
a particular type of application.

The randomly chosen application referred to in the

previous paragraph may be assumed to come from this distribution. Associated with each
type of application there is a specific path, or sequence of modules over which control is
transferred by the system, and based on the use distribution one could then evaluate the
probability that control will transfer from one particular module to another.
The model proposed by Cheung is based on the assumption that transfer of control
between the individual modules of a software system takes place according to a Markov
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chain. In essence, the probability pij that control transfers from module i to another
module j is independent of how module i was entered. It is assumed that there are n such
modules within the system where module 1 represents the initial state (e.g., this could be
the main program called by the user). It is also assumed that when the program is
successfully completed, control is transferred to a terminal module S (e.g., this could be
the operating system) with probability piS of being entered from state i. Note that
piS + ∑ j =1 pij = 1.
n

The probabilities defined above represent values for a perfect system. Since we
consider a system that is imperfect, it is therefore assumed that each module in the system
has faults and that module i has reliability ri, i.e., P(system fails any time control enters
module i) = (1-ri). To model the system an additional state F is now defined. This state
represents program failure and since each module is assumed to be imperfect, it follows
that this state can be entered from any module. Also note that unlike the transient states
1,2,…,n, the states S and F are absorbing states and represent successful completion of
the program and failure respectively.

The Markov chain thus has n+2 states and a

transition matrix Q where qij = ripij for i=1,2,…,n and j=1,2,…,n,S; qiF = 1-ri for
i=1,2,…,n; and qFF=qSS=1, with all other qij=0. As an example consider the system given
in Figure 1; the transition matrix Q corresponding to this system is given by
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Assuming that state 1 represents the initial state (i.e., control is initiated by module 1), one
may use a standard method of computing absorption probabilities [8], to show that the
reliability RS of the system can be computed via
RS =

∑

n

−1

( I n − Qˆ )1i f i
i =1

(1)

where In is the identity matrix of order n, Q̂ is the (n×n) submatrix of Q obtained by
dropping its last two rows and columns and fi=ripiS is the probability of successful
completion in one step from module i. In other words, the reliability of the system is the
inner product of the first row of (In- Q̂ )-1 and the column of Q corresponding to state S.
For the system shown in Figure 1, (1) yields

RS =

0.1r1 − 0.01r1r4 − 0.02 r1r2 r4 − 0.04r1r3r4
.
1 − 0.1r4 − 0.2r2 r4 − 0.18r1r2 r4 − 0.4r3r4 − 0.09r1r3 r4

The important thing to note here is that in most applications, the pij values will be
accurately known but the same is not true about the ri’s.
It should be mentioned that this method of computing the reliability expression can
be quite inconvenient without the use of software that can perform the requisite symbolic
linear algebra, although packages such as Mathematica [9], which was used in this
instance, make this very easy to do.

An alternative approach to computing system
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reliability for the Markovian model was proposed by Siegrist [10]. This approach uses
conditional probability arguments and dispenses with the need to invert matrices, and
using this approach Siegrist also provided closed-form expressions for certain special
types of software systems.
3. A Modular Test Plan
Given that we can compute the reliability of a software system using the approach
described in the preceding section we now develop a procedure for drawing inferences on
system reliability by tests on its individual modules. The procedure followed is to test ki
instances of module i using input data drawn randomly from the use distribution, where
the values of ki, i=1,2,…,n are to be determined. Let Xi denote the number of failures
observed among the ki test instances of component i. It is assumed that X1 , X2 ,…, Xn are
mutually independent random variables. The following rule is then used to certify the
overall system: "Infer that the system is reliable as long as ΣiXi = 0." Gal [4] proposed this
rule for general systems. It is a reasonable rule for establishing software reliability, because
as soon as a failure occurs, presumably every effort will be made thereafter to remove the
fault that caused the failure. In designing the test plan the objective is to find the smallest
values for ki (i.e., to minimize test effort) which ensure that the plan will rarely certify as
reliable a system whose reliability is below some minimally acceptable value, say R0.
Specifically, we would like to ensure that the probability of the plan accepting a system
with reliability RS ≤ R0 to be below some specified small fraction β.

Suppose that the reliability of module i is ri as defined in the previous section; for
notational convenience we use the vector r∈Rn to denote the module reliabilities, i.e., r =
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[r1, r2, …, rn]. When the ith module is tested independently ki different times, the total
number of observed failures, Xi, will have a binomial distribution with parameters ki and 1ri, and mean = ki(1-ri). Since ki is likely to be large, and 1-ri likely to be small, we can
approximate the distribution of Xi by a Poisson distribution with parameter ki(1-ri). From
the assumed independence of the testing of the different modules, it follows that ∑iXi
follows an approximate Poisson distribution with parameter ∑iki(1-ri).
Thus the probability that the proposed test plan infers that the system is reliable is
given by P(∑iXi=0) = exp(-(∑iki(1-ri)). The problem of designing a test plan may now be
stated as follows:
Minimize k1+k2+…+kn
subject to

exp(-(∑iki(1-ri)) ≤ β for all {r∈Rn | 0≤ r ≤1, RS(r)≤R0}

(2)

ki≥0 and integer for i=1,2,…,n.
Note that we use RS(r) to denote the reliability of the system as a function of the module
reliabilities contained in the vector r and that RS(r) is computed via Equation (1) of the
previous section. Also note that there are infinitely many nonnegative vectors r for which
RS(r)≤R0 and the constraint specified in (2) must hold for each of these.

Thus the

optimization problem is an integer linear program with infinitely many constraints (also
referred to as a semi-infinite integer linear program). However, not all of these constraints
are going to be active at the optimum, so that our interest is in generating only those
vectors r that are likely to yield active constraints in the above program. In order to solve
the problem we make the observation that (2) is equivalent to solving the following subproblem:
8

Minimize Σi ki(1-ri),

st r∈Rn , 0≤ r ≤1, RS(r)≤R0

(3)

and requiring that its optimum value be ≥ -ln (β). Thus the overall optimization problem
may be rewritten as the following two-stage mathematical program:
Minimize k1+k2+…+kn
st

{Minimum Σi ki(1-ri), st r∈Rn , 0≤ r ≤1,

RS(r)≤R0} ≥ -ln (β)

(4)

ki≥0 and integer for i=1,2,…,n.
In the "inner" stage we fix the values of ki and solve a problem in ri, which has a linear
objective but a nonlinear constraint in addition to simple upper and lower bounds. In the
"outer" problem we solve a linear program in the nonnegative integers ki. The overall idea
is thus to find the values of ki for which Σiki is minimized and for which the inner problem
yields an optimum value that is ≥ -ln (β).

4. A Solution Strategy for the Optimization Problem
We now develop a cutting plane algorithm for solving this problem. In order to
simplify the procedure the integer restrictions on ki will be ignored and the optimum
continuous solution will be rounded up to obtain the final values for ki. Clearly, this
solution is guaranteed to be feasible, and if the optimal values are large any resulting
deviation from the optimum will be negligible.
STEP 0: Define an initial linear program (LP) with objective given by Minimize Σiki, st
ki≥0. Define an initial nonnegative starting solution k=[1,1,…,1].
STEP 1: Solve the (nonlinear) optimization problem given by (3) using the vector k to
define its objective (note that instead of the objective in (3), one may equivalently
9

maximize Σikiri). Suppose the optimum solution is given by r=[r1, r2, …, rn]. If Σi ki(1-ri)
≥ -ln (β) then stop; the current vector k is optimal. Otherwise proceed to Step 2.
STEP 2: Redefine the current linear program with the extra constraint Σi ki(1-ri) ≥ -ln (β).
Clearly, this cuts out the current solution vector k, which is now infeasible. Solve the
linear program and obtain a new solution vector and replace k with this vector. Then go
to Step 1.
The linear program in Step 2 is solved efficiently since one could start with the
optimum basis from the prior iteration and use the dual simplex method to restore
feasibility. The nonlinear program in Step 1 is in general not as easy to solve. However,
the reliability function RS(r) typically involves only polynomial terms and it may be
rearranged so that the subproblem is restated as a signomial geometric program [11], for
which efficient algorithms have been developed. We have used an efficient adaptation of
an algorithm originally developed by Avriel, Dembo and Passy [12], which solves such
problems by solving a sequence of posynomial geometric programs [13].
Also note that the choice of the vector k=[1,1,…,1] is arbitrary and was used only
because the solution to the LP defined in Step 0 is given by k=0 which is inadequate to
generate a vector r in Step 1. One could also start with several initial constraints added to
the LP defined in Step 0. For instance, one could calculate for each i=1,2,…,n a vector ri
by setting rji=1 for all j≠i and solving for the value of rii in the equation RS(ri)=R0. Clearly,
each of these vectors satisfies the constraints of the subproblem specified by the LHS of
(4) and thus generates a valid constraint for the main problem. One could thus start with n
initial constraints in the LP and obtain the starting vector k in Step 0 by solving this LP.
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For the problems we tested the optimal values of k tended to be very close to this initial
vector, and one heuristic alternative might be to dispense with the (hard-to-solve)
subproblem altogether and adopt this vector k. However, more testing with various
values of R0 and β are required to draw any definitive conclusions about the quality of this
solution.

5. Numerical Illustrations
Example 1: Consider the sequential system pictured in Figure 2 which was motivated by a
radar software system discussed by Soistman and Ragsdale [14], and presented in [10].
We consider values of 0.95 for R0 and 0.05 for β. The reliability RS for this system
derived using the procedure in Section 2 yields

RS ( r1 , r2 , r3 ) =

0.008r1r2 r3
(1 − 0.8r1 )(1 − 0.4r2 )(1 − 0.4r3 ) − 0.08r1r2 (1 − 0.4 r3 ) − 0.016r1r2 r3

The nonlinear constraint for the subproblem requires that RS(r)≤R0. Rearranging terms,
this reduces to the constraint
0.8r1+ 0.4r2 + 0.4r3 - 0.24r1r2 - 0.32r1r3 - 0.16r2r3 + [0.112+(0.008/R0)]r1r2r3 ≤ 1
and in the subproblem we maximize k1r1+ k2r2+ k3r3 subject to the above constraint and
the restriction that 0≤ r1, r2, r3 ≤1. The initial vector k=[2564.35, 856.78, 287.59] at Step
0, was obtained using the procedure described in the last paragraph of Section 4 (the
initial LP thus has 3 constraints generated by r1, r2 and r3). The algorithm converged to
the optimum solution k = [2564.6, 857.2, 288.8], which is very close to the starting
solution. Rounding up, we would thus test 2,565 instances of the first module, 858
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instances of the second, and 289 instances of the third, and the system would be accepted
or certified as reliable as long as we observe no failures from these tests.
Example 2: For a larger example, consider the system represented in Figure 3, which is
based on an example presented in [1]. This software system has a total of 12 modules
with the transition probabilities as given by the numbers alongside the respective arcs.
When the procedure of Section 2 was used to compute the reliability of this system and
the constraint Rs(r)≤R0 rearranged, the resulting expression yielded a polynomial of order
10 with a total of 170 terms; the exact expression for system reliability is not reported on
account of its size, but is available on request from the authors. The expression for
reliability was computed using Mathematica. Once again, the procedure discussed earlier
was used to generate 12 constraints for the initial LP and a starting solution k obtained by
solving this LP. Upon applying the proposed algorithm it was found that this starting
solution was optimal. It yielded (after rounding up) the following vector of required test
sizes: k = { 288, 543, 111, 543, 543, 486, 100, 111, 270, 216, 270, 216}.
One interesting aspect of the numbers obtained is their relationship to the
sensitivity of the various modules. Poore et al. [1], compute values for these sensitivities
from the transition matrix in order to assess the relative importance of each module to
system reliability. These values that they obtain, when normalized to a scale from 0 to 1
yield the vector [0.075, 0.147, 0.030, 0.147, 0.147, 0.132, 0.027, 0.030, 0.073, 0.059,
0.073, 0.059]; thus for example, modules 2, 4 and 5 have the greatest impact on system
reliability and the system reliability is roughly twice as sensitive to these modules as it is to
modules 9 and 11. The vector k shows that modules 2, 4 and 5 need to be tested the
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most (543 cases) and roughly twice as much as modules 9 and 11.

In fact, when the

vector k is normalized on a 0 to 1 scale we obtain the vector [0.078, 0.147, 0.030, 0.147,
0.147, 0.131, 0.027, 0.030, 0.073, 0.058, 0.073, 0.058], which is almost identical to the
sensitivity vector provided by Poore et al.

In other words, the relative testing effort is

directly proportional to the degree of sensitivity exhibited by the system reliability towards
each module, which is an intuitively appealing result. The actual number of test cases
must of course, be determined by the solving the problem formulated herein.
6.

Guaranteeing Probability of Type I error
In this paper we have provided a procedure for finding the minimum number of

tests required for the different modules such that the probability of certifying a software
system whose reliability is less than a specified value is guaranteed to be less than a
preassigned amount. The required number of tests is based on the assumption that the
software will not be certified if a single failure occurs in the component tests. This
requirement may in some situations be considered to be too stringent, for it runs the risk
that a highly reliable system may occasionally be denied certification. This risk is the
probability of Type I error. It will not be possible in general, to guarantee small values of
both probabilities of Type I and Type II errors by requiring that certification can occur
only if no failures are observed. In order to guarantee probabilities of both kinds of errors,
the certification rule needs to be suitably modified. One possibility is the sum rule [5]
which states that the system will be certified if, and only if, ∑iXi ≤ m, where both m and
the ki’s will need to be determined.

As Poore et al. have observed in [1], now the
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required number of test for each module will be larger than in the situation where only the
Type I error probability is considered.
Finally, it is also worth mentioning that if the cost of testing were different from
one module to the other, this would be easy to incorporate into our solution procedure.
The only change would be in the objective function of the linear program, which would
now be Σiciki instead of Σiki where ci is the test cost for module i.
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