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ABSTRACT
This thesis project tests the hypothesis that U.S. Navy active midgitesds’ utility against
China’s Anti-Ship Ballistic Missile (ASBM) reconnaissance-stisgtem can be significantly
increased when paired with emerging Electronic Warfare (EW) tedfiesland novel tactical
deception concepts. Qualitative open source-based technical, tactical, ainmhdacalyses of
China’s ocean surveillance, reconnaissance, and ASBM strike systecomdueted to outline
their likely capabilities and limitations. Qualitative process-trg@smnext used within a
historical case study of how the U.S. Navy employed EW and tactical decepiiog tther Cold
War to defend aircraft carrier battle groups against Soviet ocean sureejlf@connaissance,
and strike systems. The case study’s data and conclusions are then usethtvelyahfer the
ASBM concept’s inherent technical, tactical, and doctrinal vulnerabilk@sowing this,
emerging EW technologies are identified that have the theoretical pbtergixploit Chinese
radars, electro-optical and infrared sensors, radiofrequency directaingflElectronic
Intelligence (ELINT) systems, satellite communication networks, andidaemnaking systems.
EW'’s theoretical influence on a naval surface force’s active misdemskes’ effectiveness
against ASBMs is also qualitatively assessed. The case study’s conslasd the analysis of
emerging EW technologies are additionally used to derive potential U.S. &iicat deception
concepts as well as recognize the prerequisites for their effectiveassly, EW and tactical
deception’s implications for U.S. maritime strategy and conventional deteregjainst Chinese

aggression in East Asia are assessed.
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Introduction

On 28 December 2010, Admiral Robert Willard, commander of U.S. Pacific Command,
startled the international defense analysis community with his public judghar@hina had
fielded a ballistic missile capable of striking a moving ship over a thousdesl ooit to seallp
until his announcement, China’s Anti-Ship Ballistic Missile (ASBM) developrpsrgram was
widely considered a hypothetical effort of uncertain technological nyaturhe earliest open
source reports in the West regarding China’s ASBM development efforts, in factiatalback
to 2005. Admiral Willard’'s announcement represented formal U.S. recognition that China
possessed the world’s first operationally-deployed ASBM.

Countering the ASBM is of the greatest importance to U.S. grand strategy fodidgfe
American interests in East Asia. Although many in the security studies woityrpoint to the
Taiwanese sovereignty question as the primary Sino-American falinliEast Asia, it is hardly
the only one applicable within the ASBM'’s context. China’s recent diplomatic ditadryn
provocations aimed at supporting its sovereignty claims over various manigaseia the East
and South China Seas, not to mention Beijing’s continued backing of the North Korean regime
also serve as major sources of East Asian strategic instability. €pwldical and military
leaders openly profess that conventionally-armed ballistic misgsilgsneral and ASBMs in

particular can play decisive roles in blunting America’s military gbditd political willingness

! Kato, “U.S. Commander Says China Aims to be ab@lilitary' Power.” Distance measurements in fiaper
will primarily be in miles in order to aid with wislization. Most military technical analyses ofllssic missile
capabilities tend to be in kilometers, however.

2 In this paper, the term ASBM generally refers athtthe currenDF-21D anti-ship ballistic missile and any
notional follow-on Chinese medium or intermediaiage anti-ship ballistic missile. A note is madé¢hia text any
time that the term is applied solely in the conteixthe DF-21D.

3 As will be discussed in Section IV, the Soviet tmideveloped the world’s first ASBM during the g&atB70s but
never operationally deployed it. See Polmar, “ArifisBallistic Missiles... Again,” 86-87. Polmar'stigle also
appears to be the first to mention China’s ASBMalepgment efforts in the English language naval ysisl
literature.



to intervene in East Asian crises. Indeed, America’s ability to prevent @t€hinese military
faits accompliand reinforce allies and partners in the region relies heavily upon use of the
Western Pacific. Persuading East Asian allies and partners thabBM A not a ‘showstopper’
therefore emerges as an important U.S. prerequisite for sustainingistiafieence within the
region. Furthermore, future U.S. conventional deterrence credibility in Emstvilsrely in part
on convincing Chinese leaders that their faith in the ASBM'’s operationagtratecisiveness,
never mind tactical utility, may be seriously misguided.

The majority of scholarly articles and monographs addressing this topic f@tus t
analysis on U.S. Navy active missile defenses’ probable effectiversastaye ASBM and/or
the ASBM'’s overall operational-strategic implications in East Agidew other researchers
have investigated whether development of longer-ranged strike systerftsaltow the U.S.

Navy to conduct effective land-attack operations from outside ASBM fangeontrast, ‘non-

* The definitive works include: 1. Erickson and Yatidsing the Land to Control the Sea: Chinese Astsly
Consider the Antiship Ballistic Missile;” 2. Stoké€hina’s Evolving Conventional Strategic Strikegability;” 3.
Hagt and Durnin, “China’s Antiship Ballistic Miseil Developments and Missing Links.”

® See 1. Ehrhard and Work, “Range, PersistenceltiStaad Networking: The Case for a Carrier-Baseandnned
Combat Air System;” 2. Hooper and Albon, “Get OfétFainting Couch.” These other researchers recommime
development of offensive systems such as subm&imeshed conventionally-armed intermediate randiésbe
missiles or carrier-based armed unmanned aeridtlesi(UAV). Both of these concepts have merit aodld
provide needed operational capabilities as wethéisary-strategic utility. However, neither condegrknowledges
the fact that at least some U.S. Navy surface fowi# likely need to operate within ASBM range dhy notional
crises and/or a notional war’s early phases. Fample, at least a few U.S. Navy large surface coanbs will
likely be operating in Ballistic Missile DefenseNI®) patrol stations within the Sea of Japan and tiea Ryukyu
Islands at the time of any Chinese surprise filSBM salvo. Similarly, it is highly likely that U.Jast Asian
conventional deterrence strategy will require thatNavy's permanently Japan-homeported aircraftezaand
escorts operate within the ASBM coverage zonerasdas peak, perhaps as a deliberate ‘trip wineeioU.S. East
Asian contingency plans for the first few weeks/andnonths of a notional war will also likely regaithat surface
forces be used to restore U.S. control over salaetgional sea lines of communication, resupply r@maforce U.S.
and allied theater forces via trans-oceanic convayd possibly even conduct amphibious operatioriswithin
Western Pacific areas likely to still be somewrifgatively covered by ASBMs. While U.S. long-raniged and
sea-based counterstrikes will play a major rolghigsically neutralizing the PLA’'s ASBM targetingpailities,
U.S. campaign requirements and the overall stratggiation probably will not grant Navy surfacedes the
luxury of waiting for anti-ASBM operations to beropleted before they must venture into conteste@nsatt is
important to note that although long-range striley critical roles in denying an enemy’s accesa fven area as
well as in helping other friendly forces obtain trohof an area, they cannot assert control ovearaa on their
own. Control of physical space at a given momeninie requires a physical presence. This is whivachissile
defenses and non-kinetic countermeasures suckesoglic warfare and tactical deception are necesseen if
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kinetic’ countermeasures are barely examined in the ASBM literafitris. paper strives to fill
the research gap by investigating how Electronic Warfare (EW) ancbfat#ception can be
employed alongside U.S. Navy battleforces’ active missile defénsesigate the emerging
Chinese ASBM thredt.

In order to establish our strategic framework, Section | provides a briefiewenf
Chinese political objectives and military doctrine for notional operations inASeés Sections Il
and Il follow by technically and tactically analyzing China’s nasceetan surveillance and
ASBM reconnaissance-strike systems in order to gauge the threats theg p@sleas identify

their potential inherent vulnerabilities to EW and tactical deception.

long-range conventional strike plays a more promimele in a notional future U.S. East Asian cargpahan
would be the case today.

® The only major works to touch on non-kinetics ity aneaningful way are: 1. Culora, “The Strategiplications
of Obscurants: History and the Future;” 2. Hoyt@hina’s Anti-Access Ballistic Missiles and U.S. tih@
Defense;” 3. Tangredi, “No Game-Changer for Chimél’three articles focus their attention on stgateand
operational-level issues; none systematically erarttie ASBM concept’s theoretical vulnerabilitiessestigate
EW technologies, or propose deceptive tactical eptcas this paper aims to do.

" Some definitions for terminology used within thigper: 1. An active missile defense is one thas 84D
interceptor missiles to engage threat ballisticsités and/or their separating warheads. The U.8yNactive
missile defenses are provided by the Aegis BMDesyistind its Standard Missile (SM)-3 BMD intercept@s
Passive missile defenses include warship armoo#ret damage mitigation measures, dispersed foongtuse of
EW, and use of deception. 3. A naval battleforce gsoup of warships, ship and shore-based marginceaft,
submarines, unmanned vehicles, and/or logistiggbeu ships under the tactical control of a siragfenmander.
Common examples include aircraft carrier strikeugps) amphibious ready groups, surface combataiohagtoups,
maritime BMD groups, or various other types of tgsups. Surface forces serve as the inherentafaey major
battleforce. The term ‘battleforce-level’ descriltles tactics, capabilities, operating concepts,a@hdr
considerations applicable to operating a naval gemian integrated whole.

8 Some definitions: 1. Surveillance is the act aft@iously monitoring the activities within a givarea. A ‘ocean
surveillance system’ is a networked ‘system ofeyst that fuses data from dispersed surveillannsa®s, then
uses this data to cue reconnaissance-strike sysfefRgeconnaissance represents the use of scqutsdisely
locate and identify an adversary force, then rétig/targeting data to friendly strike units. Theelbetween
surveillance and reconnaissance can be blurryaatige, particularly given the advanced capabdité
contemporary sensors and data networks. 3. A ‘reiseance-strike complex’ is a Soviet term foruwdlyf
integrated and highly automated system capablelofeding powerful strikes simultaneously agairesteral
targets.” In this system of systems, dispersedmegissance sensors provide cueing and/or targedtzgto
dispersed weapons-firing units via a central cormdreamd control network. The term was uncriticallppigd by the
U.S. defense analysis community after the Cold ¥gam practical example of ‘revolution in militarfjaars’ theory
and the ‘network-centric warfare’ concept. It ismmaccurate to refer to it as a reconnaissandestyistem. For
more information on how maritime reconnaissanciestystems fit into Soviet naval theory, see Vetuyiet
Naval Tactics257-258.
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Section IV builds on this analysis by examining the Cold War’s iterativeniesd and
tactical competition between the Soviet Union’s ocean surveillance and ressamta-strike
systems on one side and the U.S. Navy'’s battleforce defenses on the other. ThisiCcddaN
marks the only modern historical example of a long-range, predominantly laed;laad
theater-wide maritime strike capability being challenged by naval BE\ectical deception. As
this competition consisted of multiple moves and countermoves over the course of threg, decade
it offers numerous insights regarding how a similar competition mightdibftiveen China’s
ASBM concept and U.S. Navy battleforce defenses. Section V validatebseivation by
using comparative analysis to demonstrate that China’s ASBM capabilgigalaerable to the
same EW and tactical deception principles that governed the Cold War case cugyetition.

Section VI identifies emerging EW technologies that appear applicabfestGaina’s
maritime surveillance, reconnaissance, and ASBM strike systems. Thictamalysis is
complicated by the fact that Chinese sensors’ actual designs and tigadodi obviously not
available in the open literature. Nevertheless, since the basic physicgbles by which these
sensors work are widely understood, it is possible to point out general vulnerambtigs&W
technologies that can exploit them while deferring analysis of speoifentially-applicable EW
techniques to the classified realm.

Section VIl uses this technical analysis to help interpret existing utfiddsaformation
about U.S. Navy EW capability development efforts as well as to propose additianahde
intermediate-term countermeasures that could be used for ASBM defenset@atidaception.
The Cold War case study’s principles are then applied to suggest how these EWieald tac
deception capabilities could support U.S. Navy operations in a notional East Asi&owmar

important caveats are also examined in order to highlight the operational andopetexyuisites



for effective use of EW and tactical deception. A concluding section examingsSBi EW
and tactical deception’s implications for the maritime component of U.S. conventional
deterrence in East Asia.

This paper’s analysis qualitatively tests the hypothesis that U.S. ldavg missile
defenses’ utility against China’s ASBM reconnaissance-strike systarbe significantly
increased when paired with emerging EW technologies and novel tacticaliclecepicepts. It
is important to note the impossibility of proving this hypothesis’s definitiva waing the data
presently available in the public domain. Lack of access to classified isnmakyarding Chinese
maritime surveillance, reconnaissance, and ASBM strike capabilitieslbasi).S. sea-based
missile defense capabilities precludes absolute certainty in this papaclusions. Also, as
much historical data related to the Cold War case remains classifednpgossible to
definitively prove the U.S. Navy achieved sustained successes using EW gpitbdesgainst
Soviet maritime reconnaissance-strike capabilities. Neverthslgésjent unclassified data and
circumstantial evidence is available to support rigorous, analytically-lbferpartial
verification of this paper’s hypothesis. As such, this paper fills a major ghp existing

scholarly literature regarding means for countering future ASBM threats



The Operational-Strategic Environment in East Asia

Recent Trends in China’'s Relations with its East Asian Neighbors

China’s reemergence as a great power is defined by a central paradox. On orteehand, t
Chinese Communist Party’s (CCP) ideologically ironic embracement déet@apitalism not
only helped elevate millions of Chinese citizens out of abject poverty over theestiecades
but also established the ‘Middle Kingdom’ as an integral global supplier of smunees and
commercial goods. On the other, the Chinese people’s newfound economic strengih ha
translated into widespread popular demands for political liberalization, and #ie [e&ders
have at best seemed ambivalent about their willingness to cooperate with other géakehol
countries on resolving regional questions and global challenges.

Nowhere is China’s ambivalence more apparent than in East Asia. As Chgiarsate
clout rapidly expanded over the past ten years, CCP leaders’ ambitions app&argminan
beyond their multi-decade focus on coercing Taiwan'’s political reundicatith the mainland.
A particularly glaring recent example of this trend is China’s retisgdong-dormant
sovereignty claims to other islands and waters outside of its internatioe@dignized territorial
seas. Whereas most such disputes only a few years ago were limited tachaeges of
diplomatic notes, they are now punctuated by Chinese policy elites’ vociferous nsttional
rhetoric, Beijing’s impositions of unilateral trade embargoes, and vigoraasragrations of
Chinese military power projection capabilities. At the same time, C&fets have signaled
reluctance to negotiate bilaterally and have expressed adamant oppositionl&tarallti
discussions or third-party mediation. These issues, not to mention China’s solidiriNorth

Korea despite the latter’'s continuous nuclear proliferation brinksmanship and unprovoked 2010



military aggression against South Korea, are driving East Asian couaitescacy for the U.S.
to maintain its strategic balancer role in the redidhe region’s future stability hinges on
whether an increasingly self-confident China will be willing to restsaime of its elites’
revisionist urges and instead cooperate with its East Asian neighborsreratdin addressing
major regional issues, or whether CCP leaders actively covet evesgimial hegemony and a

corresponding displacement of America’s strategic influence in the \Wdeific.

China’s Military Strategy, Operational Concepts, and Doctrine for East Asian Contingencies

Trends in the Chinese People’s Liberation Army’s (PLA) conventional fongetste
and doctrine over the past 20 years offer little reassurance on this front. Re&ent P
modernization efforts are dominated by extensive procurement of advanceal totraft,
‘blue water’ naval forces, and traditional guided munitions such as anti-ship orissiles. The
PLA, however, is also striving to develop disruptive ‘leap ahead’ armamehi®tegies that
can compensate for the PLA’s qualitative inferiority relative to U.Se®and systems. The
PLA'’s already-massive and still rapidly growing arsenal of preciginded, conventionally-
armed Medium Range Ballistic Missiles (MRBM) represents pexiiae most prominent
example of this drive for ‘leap ahead’ weapons. The ASBM represents threatrooh to an

extremet®

° For a sample of recent reporting on this topie; 4 Emmerson, “China's 'Frown Diplomacy' in Seast Asia;”
2. Hodge and Areddy, “China Hold On Metals Wori#ashington;” 3. Pomfret, “China Renews Claim To tBou
China Sea, Vows Freedom Of Passage;” 4. Wong, ‘&3eirCivilian Boats Roil Disputed Waters;” 5. Worighina
Hedges Over Whether South China Sea Is A ‘CoredateWorth War.”

1 MRBMs are generally defined as ballistic missilé# maximum ranges of no greater than about 300QI860
miles). This range-based definition is rather aabjt and differs from source to source over tinvenebetween U.S.
Government documents. Section Il contains detailealysis on the likely size and composition of Bie\’s
MRBM arsenal. This arsenal is maintained and opdrby the PLA’s Second Artillery Corps, which iseparate
PLA service branch that is nominally co-equal with PLA’s Ground Force, Navy, and Air Force. Fonglicity’s
sake, though, our analysis will refer to the PLAt@ad of the Second Artillery Corps when discustiiegChinese
ballistic missile arsenal.



Figure 1: Approximate Ranges of PLA Conventional Tleater Anti-Access Systent$

As illustrated by Figure 1's yellow-shaded zone, the PLA ASBM alsgmamary
purpose is to deter U.S. Navy battleforces from operating within approxini240ymiles of the

Chinese coast during a notional East Asian ctidibis ability to swiftly and massively strike far

1 See “Annual Report to Congress: Military and Siggievelopments Involving the People’s Republidifina
2010,” 32.

2The ASBM'’s minimum and maximum effective ranges@reently unknown in the open literature. Like any
other ballistic missile, the ASBM will have inheteatesign limitations that prevent it from strikingarget inside
some minimum range. As the PLA's first ASBM appdarbe a variant of thelDF-21 MRBM, this minimum
range is probably no less than a few hundred rdidseenrange of the launch site. In contrast, themoissiderable
credible speculation in the open literature regaydhisDF-21 ASBM’s maximum effective range. Most Western
sources’ maximum range estimates fall between 23 iles. At least one recent PLA source clainssmiissile
can strike as far as 1740 miles. See Erickson,@l@imes Claims Chinese Conventional Ballistic 8iles with
4,000 km Range (Sufficient to Strike Guam) “ReaatyService” by 2015 &F-21D is “Already Deployed in the

Army”.



out into the Western Pacific signifies the ASBM’s relevance to potdfdisti Asian conflicts that
do not necessarily involve TaiwahiNothing prevents China from threatening to use or actually
using ASBMs against U.S. Navy battleforces intervening in notional crisewlere along the
First Island Chairi? PLA leaders are well aware that America’s conventional mjlitasponses

to past international crises have depended upon threatening or executing strikaslelsloc
amphibious assaults, and/or information operations from the sea to prevent an adversary
conventional militaryfait accompliwhile simultaneously commencing massive reinforcement of
allies’ defenses via strategic sealifChe PLA ASBM concept is therefore designed to enable
rapid neutralization of forward deployed U.S. naval forces in the region aaswalhritime

logistical isolation of America’s regional allies and/or partner aies It follows that if these

3t is conceivable that the PLA may eventually alswelop a smaller ASBM warhead that can be useshoyt
Range Ballistic Missiles (SRBM). This possibilitymot widely discussed in the open literature andld/further
complicate U.S. and allied tactical planning fosEAsian contingencies. An ASBM of this type wohlave a
maximum range of approximately 1000km (621 mile=)the arbitrary general definition of a SRBM. Thasge
would be sufficient to strike battleforces opergtin the East and South China Seas, the Sea afi Jape the
Taiwan Straits. Hypothetical SRBM ASBMs would tHere pose a threat in crises involving the KoreaniRsula,
Taiwan, the Ryukyus and Senkakus, or the internalip-contested Spratly Islands. This coveragedoul
theoretically free the MRBM ASBM arsenal to be fsed on interdicting battleforces and convoys apgriog the
main Japanese islands or Southeast Asia. Chinstarizial willingness to export its advanced SRBbI$ran,
Pakistan, and others suggest a particularly-megamialiferation risk as well. SRBM ASBMs are notsfically
examined in this paper due to the absence of aménces evidence that they are actually being deeslophe
maritime surveillance and targeting consideratitias govern MRBM ASBM use, however, would also gove
SRBM ASBM use. Likewise, the EW and tactical demaptechnologies, techniques, and concepts explored
Sections VI and VII would probably be extensibl@aiagt SRBM ASBMSs.

% The ‘First Island Chain’ is a Chinese geostrategiecept that describes an arbitrary maritime simetching from
the Kurile Islands through the Japanese archipaagahe Ryukyus and Senkakus, through Taiwanugirohe
Philippines, to Borneo. While U.S. and allied fbte entry operations such as amphibious assandtseay
unlikely to occur in a notional war with China (pemlarly in a Taiwan scenario) until significarttragion of PLA
maritime strike-capable forces have occurred, tasible need to eventually conduct such operatiotie First
Island Chain cannot be discounted. For instanc#aiight open a notional war by seizing Japangsads in the
Ryukyu and/or Senkaku chains for use as forwardsasto deny U.S. and Japanese maritime accéiss East
China Sea. Should this happen, U.S. and Japaness fimight find it necessary to not only neutratlzese Chinese
bases but also recapture at least some of theselssin order to deny Chinese maritime accesstd\bstern
Pacific. See Holmes and Yoshihara, “Ryukyu Chai€lina’s Island Strategy.”

15 A strike is an attack to neutralize or physicalgstroy a target. Strikes are generally kinetiachs, such as a
missile raid or a bombing sortie. Strikes can abfjualso use non-kinetic means such as a cybarkattbowever,
non-kinetic attacks are generally folded into theegory of ‘information operations.” EW, deceptiand
psychological operations are also included underination operations.

181t is important to note that the ASBM is but orferany Chinese weapons intended to challenge UaBitime
access to East Asia. The PLA can also use submsatarge surface combatants, and land-based aitorakecute
sea denial missions within the ocean areas coumrélde ASBM. What sets the ASBM apart is that teexd allows

9



East Asian countries come to believe that the U.S. cannot or will not make good oantedxt
defense commitments, let alone serve in its declared role as the regish@®tbalancer, China
will be able to add the ASBM to the growing PLA arsenal of tools for regional pbtibescion.
The PLA’s ASBM concept is best understood within the context of Chinese views
regarding the use of conventionally-armed MRBMs in general. Numerous saviathen
publicly available PLA professional journals as well as the contents of lyuldieased PLA
doctrinal documents suggest that Chinese leaders believe precision-guidddsNiiB the
core of their conventional deterrent against U.S. intervention in East Asas.crhese writings
assert that should Chinese deterrence fail, massed surprise conventionayMiRBM strikes
against U.S. force concentrations and logistical infrastructure in Japan as aegéinst U.S.
naval forces at sea would contribute to a quick, low-cost decapitation of Amenititesy
ability and political willingness to stand in the way of Chinese objectives. Shohactrine
further implies extreme PLA confidence that an MRBM first strike’sZworial and vertical
escalation effects could be effectively manafjé&thinese MRBM advocates clearly believe
early use of these weapons in a deteriorating situation could hand Beijiniy, alsgisive

victory in a limited campaign against the U.S. and/or its allies individoallggether?

it to react far faster from much further away torgef detection of a U.S. Navy battleforce than tanother naval
weapons platforms. It also likely carries a far exdethal’ conventional payload than a conventicanati-ship cruise
missile can, though not necessarily as ‘lethab agavyweight torpedo.

7 A first strike represents the initial use of offare weapons against a victim state, thereby ogemiwar. First
strikes are generally aimed at decapitating thémis ability to retaliate and/or resist furtherezoion. First strikes
can be against targets on land, at sea, in spaed,tbree of those domains near-simultaneoudhg Victim's
national computer network infrastructure may repnésin additional domain for first strikes. Howeuee
challenges related to attributing cyber attacks $pecific actor makes it harder to say that arwistate would
response to a first strike limited to the cyber damin the same ways that it would to first stsikeithin real-world
domains. This paper will specify whenever it disassa first strike limited to only a single domdfra domain is
not specified, it should be assumed that a firdtesbeing discussed in the text is being conduotssat-
simultaneously against targets in all three realldvdomains and perhaps also the cyber domain.

18 See: 1. Cliff Entering the Dragon’s Lair31-37; 2. Erickson and Yang, 53-86; 3. Wortzel, if@s Nuclear
Forces,” 10, 36; 4. Yoshihara, “Chinese Missileattgy and the U.S. Naval Presence in Japan.”
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Il. The Chinese Ocean Surveillance System

Extensive maritime surveillance and reconnaissance capabilitieseaiedt® provide
ASBM launcher crews with long-range targeting cues. It is believed thss tagabilities will
eventually include ocean surveillance satellites, land-based Over trm@&ackscatter (OTH-
B) radar, long-range manned and unmanned reconnaissance aircraft, surfzatuctsn
submarines, and possibly even Chinese nationals serving as satellite phone-equippersobser
aboard commercial vessels and boats. All of the above sensor platforms would ldsethee
data to a fusion and analysis centdrhese sensors, the data fusion center, and the
communications pathways connecting them constitute the Chinese Ocean &ww&lstem
(COSS)?* Since effective EW depends upon understanding the nature of the adversary’s sensing

and decision-making system, a brief summary of each major COSS elenmms foll

Space-Based Sensors

COSS'’s maritime surveillance satellites are divided into two categoaiged on their
search methods. Actively-searching COSS satellites will empioth8tic Aperture Radar

(SAR)?! Passively-searching COSS satellites will carry electrczaptinfrared, and

19 This center might be located within or directlystdinated to the PLA Joint Theater Command in ghaf the
offensive campaign against U.S. airbases and &icagiers in the Western Pacific. The physicakiion of this
center or its alternates is unclear from the ofierature. See Stokes, “Conventional Strategik&{til4, 30.

2 COSS is a term invented for this paper. As wildizeussed in Section IV, Cold War-era Western ke
analysts referred to the Soviets’ maritime suraeitie and reconnaissance network as the Soviet Geewaillance
System (SOSS). The new term COSS, therefore, boridbe Cold War-era terminology precedent. Mokent
analysts today refer to China’s ocean surveillaystem as being a generic Naval Ocean Surveill8gstem
(NOSS). Needless to say, several countries haveS$@$varying scale and complexity. It is thereforere
precise to call China’s system COSS.

“L A SAR uses the velocity of the platform carryingpi achieve far higher cross-range resolution tharlaws of
physics would otherwise allow. Since radar pulsagd at the speed of light, a traditional shortrelangth radar
can generally resolve a contact’s range to withiemahundred feet by measuring the time betweematiar’s
transmission and its reception of the contact'aradflection. The radar’s cross-range resolutibough, is limited
by the radar beam’s width at the range of the @infaradar beam spreads as it propagates in diregbortion to
its transmit beamwidth. For example, a radar withdegree beamwidth would have an approximatelsnilg-wide
beam at 400 miles from the radar. This means aacbd00 miles away could be located up to 7 méé&sor right
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radiofrequency (RF) direction-finding/Electronic Intelligence (KL) sensors? Although the
planned scope of COSS'’s space-based sensor architecture is uncleargiesl ltleat the orbital
constellation will be completed during the 2015-2020 timefr&me.

China’s satellite naming nomenclature is highly confusing, perhaps deliyesatéVhile
at least two separate maritime surveillance satellite programsrapgeaunderway, the fact that
both share a few common contractors makes it impossible to tell whether thernzragea
competing, complimentary, or one and the same. The first progtdh,appears to take direct
advantage of military satellite technology transferred by Russia dilnénigte 1990%.TheHJ-1
series consists of China’s 2008-launchkld1A andHJ-1B electro-optical satellites as well as
the never-launchedJ-1C SAR satellite. Considerable evidence suggddtd C’'sdebut in orbit

has been postponed repeatedly since 2006. Technology cooperation proposals Hiatl€ by

of the beam’s centerline. Wide beamwidth also mélaisthe radar cannot easily distinguish betweatijphe
contact reflections in the beam at that rangeaigingle ship as opposed to large swells on thargs surface. The
only way for a traditional radar to decrease beadtinéind increase cross-range resolution is to &iseréhe size of
the radar’s antenna(s). For high cross-range résolat distant ranges, the necessary antenndbscmmes
impractical. A SAR, in contrast, uses a mathemhtstertcut’ to attain high cross-range resolutidnSAR knows
how far the platform it is mounted on (for instanaesatellite) has travelled laterally in a givencaint of time. By
taking this lateral motion into account, it careigttate the pulse-to-pulse measurements of theatmtange along
with the relative motion-induced Doppler shiftstie reflected radar pulse’s frequency. This alltivesSAR to
increase its cross-range resolution as if had ehrtarger antenna (hence, a ‘synthetic aperturad)an
correspondingly narrowed beamwidth. With this ire®d cross-range resolution, a SAR conducting aida-
search can resolve smaller contacts from backgraluitder’ and/or can discriminate smaller featuogsa single
contact. Furthermore, a highly-sensitive SAR traittamy at a sufficiently short wavelength can bediso ‘image’
a newly-detected contact’s real-world shape. Tiniage, if refined enough, can be used by the SA&ral
processor or a human operator to determine whétkeeazontact is a warship, a merchant ship, a landfa decoy,
etc. A very capable SAR can even distinguish betveierent warship classes. These discriminatiapabilities
would obviously make deception much harder fordetender. See Payrrinciples of Naval Weapon Systerb2a.
2 RF direction-finding/ELINT systems are also knoeuphemistically as ‘Electronic Support MeasureSNE or
just plain ‘Electronic Support’ (ES). These systatatect RF transmissions from radars and/or comeations
radios, then analyze the received signals to ifletite emitter and calculate its approximate lamatiTwo or more
RF direction-finding/ELINT satellites that detebetsame RF transmission can crossfix the emitiecation.
2342009 Report to Congress of the U.S.-China Ecorand Security Review Commission,” 142.

%4 The Russian Kondor-E military SAR satellite teclogy that was reportedly transferred to China jsaduct of
the same Russian design bureau that developedthet-®ra Radar Ocean Reconnaissance Satellite FROR
RORSAT is thoroughly discussed in Section IV. Raiss{ondor-E military-grade electro-optical satellit
technology may also have been provided. Kondoraxiggnally developed as the ocean surveillancetargkting
satellite system for another of the design bureproslucts, the Yakhont anti-ship cruise missilee $eFisher,
“New Developments in Russia-China Military Relaso Report on the August 19-23 2003 Moscow Aerospa
Salon (MAKS);” 2. FriedmanThe Naval Institute Guide to World Naval Weaportesys 541.

12



program engineers to European Union researchers in January 2010 imply the's&aR
might not yet be capable of reliably discriminating ship wakes from othen ccetace
phenomenadJ-1Cand its-1D partner are presently scheduled for 2011 launches.Hrbar
electro-optical and foudJ-1 SAR satellites are planned for orbit by 20615.

The second satellite development program’s products are designated witHi¥he pre
Yaogan This series has already launched six SAR, four electro-optical, andRiRréieection-
finding/ELINT satellites since 2006. The three RF direction-finding/ELIB{Elstes, in fact,
were launched on the same day in March 2010 and are organized into a co-orbital ¢constellat
that appears optimized for crossfixing RF-emitting warships’ positions. Sgpogs suggest the
largest of these three RF direction-finding satellites also camiekeatro-optical or infrared
sensor for quickly investigating and identifying RF-emitting contactstefest. Two non-co-
orbital Yaogandaunched within days of each other in December 2009 also appear to allow for
coordinated use of their respective SAR and electro-optical sensors. The 2000220260
launch rate implies the program enjoys high national-level prioritizatiéolldivs that the
Yaogandikely serve as COSS’s initial dedicated space-based sensor suppasEM

targeting®® It is unclear how—or whether—th¢J-1sandYaogangelate to each othét.

% Data for this portion of the paragraph comes frainfisher, “Report on the 5th Airshow China: ZhuR&RC,
November 1-7, 2004;” 2. Erickson, “Satellites Supfisrowing PLA Maritime Monitoring and Targeting
Capabilities;” 3. Huang, “Chinese HJ-1C SAR and/Wmd Mapping Capability,” Slides 3, 4, 6, 7, 18.idte, the
Huang presentation suggests Chinese interest jmecating with EU researchers on developing algovithhat can
use SAR data to ‘map’ wind direction on the oceanidace. If the SAR control processor can caleufa¢ wind’s
speed and direction in a given area, it can exath@&SAR’s imagery to discriminate ocean surfacenpimena—
such as a ship’s wake (or perhaps the ship, its¢tfat do not correlate with the local wind.

% There is also Chinese-source discussion of yehanseparate’ maritime electro-optical and SARvsillance
satellite program dubbed the HY series. Agairs itat clear whether or how this series is sepédrate the HJ-1s
and Yaogans. See 1. Erickson, “PLA Maritime Monitgrand Targeting Capabilities;” 2. Stokes, “Corntiemal
Strategic Strike,” 16-17. Of note, the chief desigaf the three RF direction-finding Yaogans wagaapntly
heavily involved in development of the two non-Yaod=LINT satellites. See Easton, “China’s SecrefCbital
Satellites: The Quiet Surge in Space.”

2" Many hypotheses are possible. HJ-1C could represtameign technology-capturing front for the YaogSAR
satellites, a second-generation design meant tbeb¥aogan SAR satellite design’s successor, adaiflaogan

13



Chinese writers do not believe that COSS’s maritime surveillance testalill be able
to relay real-time data to the COSS data fusion cefteninimum, this delay will drive ASBM
warhead sensors’ required field of view. If the delay is extensive, teal€3®SS scouts would
need to be dispatched to redetect a battleforce and provide more timely AgRNhtadata® It
is also important to note that infrared and electro-optical satellgasoareffective maritime
search sensors due to their search swath limitations, inability to peer throuds ahd
precipitation, and decreased utility when an area is not illuminated by subligieefore, the
electro-opticalYaogansare best understood as contact validation and identification sensors cued
by SAR satellites or other COSS assets.

Chinese writers suggest that if a war appeared imminent, the PLA could fotmoakne
of up to six electro-optical, ten SAR, and six RF direction-finding/ELIN€ls&s by surging
backup assets into orbit. This would theoretically enable COSS to sweep amjogatton in
East Asian waters at least once every 40 minutes. Some Chinese sourcgtsssogigjenaritime
surveillance satellites with short operational lifetimes are beindajee for launch on 12 hours

notice in response to rapidly-changing operational-tactical circumstameecrisis or wat

predecessor, a less-successful competitor, or alonentary capability. Of note, artistic renderirgfghe Yaogan
SAR satellites look nothing like the Russian KonrB0BAR satellites that supposedly are the basisifet C.

% gee discussion of data relay satellites latehim$ection and discussion of ASBM warhead sensieldls of
view in Section lll. Also see Stokes, “ConventioSalategic Strike,” 14.

29 A Royal Navy analysis from 1963 highlights thershaswath coverage issue. The Royal Navy foundahat
satellite with a 25yd-resolution camera orbiting&50 nautical mile altitude yielded a search bwi& miles in
width. At that resolution, ships were barely disedile in the image. A 5yd-resolution camera wdidde a 7 mile-
width swath, which was too narrow to support effecsearch during the limited time the satelliti@stprint
carried over a given area. For global 5yd-resotutioverage within an actionable timeframe, a cdliasien of 30
satellites would be necessary. Then as now, thiddioe prohibitively expensive. It therefore makesre sense to
cue optical (and infrared) satellite sensors onre/he look. See FriedmaBgapower and Space: From the Dawn of
the Missile Age to Net-Centric Warfai@65-366.

30 Our analysis assumes that Chinese SAR satellittawtomatically image all contacts they detectidg routine
wide-area search (or at least all contacts whadar n@flections meet certain criteria). If thisys the case and
COSS operators must manually order a SAR satédlilmage a designated contact, the system becomexlibly
inefficient. This would also present an architeatwulnerability ripe for exploitation.

31 Small satellites would likely be limited to camgj electro-optical, infrared, or RF direction-findgiELINT
sensors. High resolution maritime surveillance SARstoo big and require too much power for a seattllite.
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Other Chinese sources suggest that RF direction-finding/ELINT sensor paakstgded on

Chinese commercial sector satellites will augment COSS'’s cajmiilit

OTH-B

OTH-B radars operate in the High Frequency (HF) portion of the RF spectrene¥é
most radars operate in decimeter or centimeter-wavelength RF bands ¢elpieciate and
track contacts, HF waves are measured in tens of meters. This allows theraftedbed off of
the Earth’s ionosphere, and thereby achieve far greater terrestrial gropagages than is
possible with shorter wavelength RF systems. The tradeoff is that OfEidass’ long
wavelengths require use of transmit and receive antenna arrays teatla@ten a mile or more
long in order for the OTH-B’s beamwidth to be narrow enough to be tacticsdiyl. Needless
to say, this precludes OTH-B radars from being readily mobile and leavewtieerable to
direct physical attack.

The PLA OTH-B can reportedly cover a 60° swath of the East China Sea aretiWest
Pacific out to approximately 1860 miles from China’s shores. As the ionospledlettive
effect blinds OTH-B to contacts inside a minimum range of about 500 miles, the GTH-B’

separate transmit and receive antennas are located roughly 500 mile$ twesthinese coast.

See Mark Stokes and lan Easton, “Evolving Aerosfaeeds in the Asia-Pacific Region: Implications &iability
in the Taiwan Strait and Beyond,” 47.

32 Easton and Stokes, “China’s Electronic IntelligeELINT) Satellite Developments: Implications f9rS. Air
and Naval Operations,” 11-12.

% Cruise missile-delivered cluster munitions migatdarticularly useful in wiping out OTH-B antenrlaraents
along a transmit or receive array’s length. Losswen a small number of an array’s individual eletaevould
negatively affect the OTH-B’s beamforming capalgiitand overall sensitivity even if the majoritytbé array
remained intact.
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The PLA OTH-B’s coverage area appears to exclude the Sea of Japan, timeenagoproaches

to the main Japanese islands, and much of the South Chiffa Sea.

Figure 2: Estimated PLA OTH-B Coverage Are&®

Despite OTH-B’s ability to detect ships thousands of miles away, theéaesraelatively-
wide beamwidths make them very poor at resolving a contact’s actual positionséhiiters
believe the PLA OTH-B will only be able to localize a contact to a positioral erargin of 12-
25 miles. Nor can OTH-B identify a contact let alone accurately estiilsatourse and speed.
The task of confirming a specific contact is an adversary’s warship andheatral vessel or a
decoy will probably fall to space-based sensors, reconnaissance aincadifter COSS scouts.
Furthermore, OTH-B’s receiver must cope with significant HF backgroune froi: the

ambient environment as well as radar reflections from the sea’s sunfhothar ‘clutter’

3 See 1. Andrew, “A Strategic Assessment of PLA Tieellissile and ASAT Capabilities;” 2. Stokes,
“Conventional Strategic Strike,” 49.
% Stokes, “Conventional Strategic Strike,” 19.
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sources in order to detect valid contacts’ faint reflections. This is furtheereded by wide
daily variations in ionospheric conditioffs.

OTH-B is therefore best understood as a theater-level warning sensarabdtirther
investigation of a contact or contact grouping by other COSS sensorsitisl looverage area
means COSS must rely on other wide-area sensors for maritime surveslaheesouth China
Sea and the waters around Japan. Its relative inaccuracy makes it sufficiuse as an
ASBM raid targeting sensor. Lastly, its dependence on the ionosphere couldsmaietid-day

and even hour-to-hour performance capabilities vary considerably.

Maritime Reconnaissance Aircraft and Unmanned Aerial Vehicles

The PLA fields several ELINT and maritime scouting variants of i&transport
aircraft. Effective range appears to be up to 3480 miles, though this may vadecablsi
betweenY-8variants depending upon their differing electronic equipmétvariants’ sensors’
effective ranges are also unclear, and available imagery does not suggasy theriants have
long-range search radars. Likewise, it is unclear whatkgvariants with maritime
reconnaissance capabilities have satellite communications sy$tdewvertheless, it is highly
probable that future Chinese maritime reconnaissance aircraft will havevedpsensor and
communications capabilities.

The PLA is also developing a 4350-mile range High Altitude Long EnduranceEHAL

UAV called Xianglong Rumored sensor options may include electro-optics, RF direction-

% See 1. Hagt and Durnin, 93-94; 2. Cadirci, “RFaite(or Low Observable) and Counter-RF Stealth
Technologies: Implications of Counter-RF StealtfuSons for the Turkish Air Force,” 103-104. Cadinotes that
Digital signal processing techniques have incre&€EH-B technology’s contact localization precisimonsiderably
over the past two decades. Nevertheless, HF swanglength makes further decreases in OTH-B contact
localization error margins extremely difficult ibhimpossible.

37«yun-8 Turboprop Transport Aircraft3inodefence
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finding/ELINT, and/or search rad&rEven ifXianglongor its successors have autonomous
flight capabilities, they will almost certainly also need satetldemunications capabilities in
order to relay data to COSS operators. UAVs and maritime reconnaissanag tgether will
likely constitute COSS’s main assets for ‘timely’ verification and idieation of ship contacts,
particularly when local meteorological conditions or other phenomena maklgoissible for

satellite sensors to fill this role.

Surface Combatants, Submarines, and Commercial Vessel-Based ‘Observers’

Any surface combatant, submarine, or observer aboard a commercial vessivesas
a COSS scout. PLA Navy (PLAN) warships and intelligence-gatheripg shn use HF or
military satellite communications to relay radar, sonar, RF direfitiing, and/or visual
contact reports to COSS. Commercial satellite communication systemasidheld satellite
phones serve the same purpose for relaying visual reports from commesskils. Since neither
China nor the U.S. will be able to secure uncontestable control of Western Ratgfis at the
start of a notional war, PLAN submarines may be used as scouts in the maritioechppito
Japan and the rest of the First Island Chain. PLAN intelligence-gatlstiipgymight also be
deployed in these areas prior to a PLA first strike, but their extreme \Vuilitgnaneans they
would likely not remain forward deployed afterwards. PLAN destroyeddragates will likely
be held back within the East and South China Seas where they can be more lgfeeqiparted
by land-based tactical air cover. Commercial vessels would remain viabks sieroughout the
Western Pacific unless the U.S. and its allies declared and enforceimen@xclusion area

within the combat zone.

¥ See 1. “Xianglong Unmanned Reconnaissance Aeghidle,” Sinodefence?. Stokes, “Conventional Strategic
Strike,” 19.
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COSS Data Relay, Positional Correlation, Fusion, and Decision Systems

The PLA has at least one data relay sateflit@nlian-1, in geosynchronous orbit to serve
as a link between space-based sensors and ground control statohan-1reportedly offers
non-real-time relay services, meaning that some additional latemapased upon maritime
surveillance satellites’ data downlinks. A secdmahlian data relay satellite is scheduled for
launch during 201%.1t is also possible that China might use commercial data relay sattlite
augment the COSS data relay network as well as to prevent any wartioks ath th&@ ianlians
from compromising connectivity with COSS’s space-based sensor comstsitat

Given that COSS sensors will be distributed under, on, and above the Western Pacific, a
common navigational system is necessary to provide a geodetic referencempoonteiating
reports from multiple sensors. Chin&8sidousatellite navigational system currently provides
this service across much but not all of the Western PacificB&ltoucoverage area will
quickly increase in the coming years, however, as additional satelbtésuached to achieve
the system’s planned 2020 global coverage capability. It stands to reason Heaisthre
correlation challenge means that ASBMs cannot be effectively usedtagagets located by
sensors that are insufficiently supportecBaydou*

COSS'’s data fusion and decision systems appear designed to plug into a developmenta

PLA-wide command and control network that will provide decision-makers withisiiaa

39 See 1. Erickson, “PLA Maritime Monitoring and Tatipg Capabilities;” 2. “CTDRS.Real Time Satellite
Tracking

“0 Friedman Seapower and Spac®12.

*1 See 1. Erickson, “PLA Maritime Monitoring and Tatipg Capabilities;” 2. “Beidou Navigation System.”
Wikipedia If the locations of each of the sensors suppgriS8BM targeting are not known across COSS to @ ver
high degree of precision, then their respectivaadrdata cannot be correlated with high precisikirminimum,

this increases the amount of uncertainty regarditayget’s real-world position. At maximum, it makeontact data
correlation from multiple sensors impossible. Nibi& this has nothing to do with whether or notASBM

warhead useBeidoufor navigational support during its flyout to agat.
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awareness and decision-making capabilities at the tactical, theatestyategic levels of war.
The degree of integration between COSS and this network is unclear, but PLA tepdetexlly
aim for the network to provide them with a much greater degree of centralizeal toan is the
case within the U.S. military. PLA leaders at the operational andgitréeels of war, in fact,
seek to increase the PLA’s combat agility by bypassing subordinate comamehdslivering
orders directly to tactical-level units and weapon systé@enior PLA leaders appear to believe
that network-centric systems like COSS will provide them with impecaabbble and accurate
operational-tactical situational pictures. This centralized command andlcapyproach is
historically consistent with autocratic regimes as well as mdgahat favor synchronicity over
battlefield initiative. It also presents a severe vulnerability:duesary in theory only needs to
blind or deceive a small group of decision-makers at a high command echelon i @exdapit

or collapse a highly centralized fighting system at a critical time.

2 Cooper, “Joint Anti-Access Operations: China’st8ysof Systems Approach,” 6-7.
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[I. The ASBM Strike System

Developmental History

In the 1995-1996 Taiwan Strait crisis’s aftermath, CCP and PLA leadeckided that
Chinese deterrence against U.S. intervention failed because the PLA couldbbyt detect
and rapidly strike U.S. Navy battleforces at standoff ranges from the Cloimast It appears
that basic research regarding potential solution technologies was conductezhiibevate
1990s and the early 2000s. Although it is unclear whether any weapon systemiatetadhe
ASBM concept were actively considered, a decision to initiate ASBM apegsérch and
development appears to have been made around 2003. Countless Chinese journal aréltles as w
as U.S. Office of Naval Intelligence statements suggest that the ASBMew variant of the
PLA'’s existingDF-21 MRBM series. One Chinese source in particular claims the ASBM
development program has at least two initial phases. The first phase all@igesiiyto develop
and field a 1060 to 1240-mile ASBM designai2é-21D by the end of 2010. The second phase
is supposedly geared towards improvingf#e21D’s Maneuvering Reentry vehicle (MaRV)
warhead’s design so that it can attain an 1860-mile maximum range as wéleas\mle

Ballistic Missile Defense (BMD) interceptots.

“3The PLA conducted a series of major multi-serégercises in the Taiwan Strait between July 19%5March
1996 aimed at influencing Taiwan’'s December 199%Gaaentary election and March 1996 presidentiatibn.
As the PLA continued massing combat forces oppdsteran well into December 1995, the U.S. dispadde
Nimitzcarrier battle group on a brief transit through ¢hait as a demonstration of American interests,Th
however, failed to deter China from conducting Bisiec missile exercise in the Strait three monigter in which
several missiles impacted approximately 20 miléshef coast from major Taiwanese ports. As a rethdtU.S.
deployed théndependencandNimitz carrier battle groups near Taiwan as a detergainat further Chinese
escalation. It is unclear whether these deploynientstalled additional Chinese provocations in@, 98t CCP
and PLA decision-makers reportedly concluded tleat RLA capabilities were required to hold any fetu.S.
Navy interventions at risk. See Porch, “The Tai8arait Crisis of 1996: Strategic Implications foetUnited States
Navy.”

“ Stokes, “Conventional Strategic Strike,” 10-12;24) 35-36, 106-107.
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The first phase apparently delivered on tith&s noted previously, in late December
2010 the U.S. Navy publicly announced its judgment@#&R1D had attained an initial
operational capabilit§f. SinceDF-21D has not yet been tested against a target at sea, the
implication of the initial operational capability judgment is that the U.SyNalieves that at
least a small number @fF-21Dsare now deployed in PLA road-mobile launcher units and that
COSS can provide these units with at least rudimentary targeting suppbtidut\éh at-sea test,
though, it remains unclear whether E-21D MaRV warhead’s sensors and COSS’s sensor,
data fusion, and decision support capabilities are effective in an operational emvit@yainst
a moving shig! Further overt and realistic testing would be necessary to demonstrateetieat

capabilities can perform under operational conditions.

Technical Characteristics

DF-21D incorporates several new technologies that theoretically give ibtlty &
strike ships far out at sea. It will likely use a new solid rocket motor dasigrdicated by
Chinese media reports and construction of new production facilities Ft24 series’ primary

manufacturing sité It may also mount a hybrid solid/liquid-fueled post-boost vehicle to enable

> For open-source indications from summer 2010A8M initial operational capability was imminenees
Stokes and Ma, “Second Atrtillery Anti-Ship Ballistlissile Brigade Facilities Under Construction in
Guangdong?” At least origF-21D overland test would likely have been necessaryhiferU.S. Navy to form its
judgment. It appears the PLA conducted an overiRe21 test in July 2010. See Forden, “Hangzhou Lightv&ho
The PLA reportedly conducted another MRBM testépt@mber 2010, but the test missile’s launch towarthrget
allegedly 1860 miles away exceeds the rangeldf-21C carrying a full warhead load as well as Bie-21D’s
commonly reported maximum reach. One possibilitg teat the test was of a BMD interceptor derivedrfthe
basicDF-21 design. See Gertz, “Chinese Missile Test.” This teay alternatively have been ob&-21Cor D
carrying a light payload. If the test was dDB-21D, it is also possible that the missile’s new sotidket motor
design provides it with greater reach than assumegen-source estimates.

“6 Kato, “U.S. Commander Says China Aims to be ab@llilitary' Power.”

“" Jannotta, “Chinese Missile Could Threaten U.S. N&hips.”

“8 Stokes, “Conventional Strategic Strike,” 27.
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MaRV evasive maneuvers against U.S. BMD interceptor missiles alongayébtbry aimpoint
adjustments during the exoatmospheric midcourse ghase.

Relatively little is publicly known about the MaRV warhead’s targetimgdj lmoming
sensors. Some Chinese open sources suggest that the MaRV will conduct an getiaktanch
using a SAR during the midcourse phase. This search would be necessary toao@®83's
Area of Uncertainty (AOU) regarding the target’s location at the @friee ASBM'’s launch.
The MaRV would likely conduct an exoatmospheric maneuver to adjust its aimpoint based on
this updated target locatiéh.

The MaRV warhead would have a separate sensor suite for terminal homingnalerm
sensors could include a millimeter-wave radar, an RF direction-findimgpsean imaging laser,
an infrared sensor, and/or an electro-optical seh$ois reasonable to believe that any
millimeter-wave radar contained within the terminal suite would haverahsg@de sensitive
enough to detect aircraft carriers, amphibious warships, supply ships, cruidedlsestroyers

against an ocean background. With sufficiently high resolution, the terminalnnggiaralso be

9 A post-boost vehicle, also known as a ‘bus,’ imasembly that can be mounted as a ‘final stage’ atallistic
missile. The missile’s warhead(s) are mounted Hieppost-boost vehicle. The post-boost vehicle omtain a
small rocket motor and/or thrusters that allovoitbnduct preprogrammed exoatmospheric maneuvieeseT
maneuvers might be used as an evasive measureiighiound BMD interceptor missiles. They mighoate used
to provide aimpoint adjustment for the warhead[($ post-boost vehicle may additionally be usedeploy
countermeasures against missile defense sensersi&g and Durnin, 89-90.

*0 Stokes, “Conventional Strategic Strike,” 21, 23-84 AOU reflects the combination of sensors’ irérer
imprecision, any geodetic ambiguity regarding ase€s own position, and the time elapsed sincdabiereceived
sensor report. A satellite’s SAR can theoretich#yprecise to within a few yards. A crossfix betwego RF
direction-finding sensors would be less precise OAtH-B contact’s AOU radius could be several tehmites.
Use ofBeidouwill render geodetic ambiguity negligible in petws®, but any loss dBeidousystem fidelity under
combat conditions would increase an AOU’s size @O&S sensor’s position at a given moment woulk: b
certain. Since COSS'’s data relay system imposieseadelay of perhaps up to several minutes, a tedgship will
have moved in the interim. It will also take sevenéinutes for COSS operators to interpret the sedata,
decision-makers to issue an attack order, lowestlewmmands to relay the order to subordinate ASBIiNs, and
ASBM units to accordingly prepare a missile fordel. The longer all this takes , the larger the A@illgrow.
Following ASBM launch, several more minutes witlkiby as the missile boosts itself outside the aphere. All
this is why the ASBM warhead will need to condustdwn search for the target, not to mention wieyAlSBM's
sensors’ sensitivity and field of view sizes wiltthte how many missiles need to be fired agaitatget based
upon the size of the AOU at the time of launch. ore on AOU considerations, see Hoyler, 86, 93-94.

* Stokes, “Conventional Strategic Strike,” 23-25.
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capable of Inverse Synthetic Aperture Radar (ISAR) imaging to suppdraimpoint
adjustments as well as discriminate the targeted ship from unsophisticaigd’d&be other
sensors in the suite would likely help with target discrimination as well aglpravneasure of
redundancy in the event one or more sensors failed to operate or were effeamtivedd;. It is
important to note that if a RF direction-finding sensor is included in the sutteght also be
able to help support the MaRV warhead’s midcourse phase aimpoint adjustment msaneuve

based on the targeted battleforce’s shipboard radar emissions.

Figure 3: Notional MaRV Guidance Approach

2 |SAR uses the same relative motion principle aR $#\achieve higher cross-range resolution thamatar
antenna’s physical size would otherwise permit. [/BIAR uses the radar platform’s velocity relative contact’s
to artificially increase cross-range resolutionARSuses the contact’s angular motion relative tortddar for the
same purpose. An ISAR-equipped reconnaissanceaémr missile flying towards a contact will ongesthe
contact’s radar reflection grow in intensity aapproaches; this closure will not induce much netangular
motion. Ocean swells, however, will induce a wavdbiroll slightly from side to side. Since the IBAknows its
transmit wavelength, it can integrate the slighdtree angular motion-induced Doppler shifts inptdses’
reflections off the contact to calculate the cotisacross-range position with greater precisiorthéf ISAR uses a
suitably short wavelength and has sufficient saiisitand discrimination capabilities, it can imatle contact by
integrating the positions of the individual shaties constitute the contact. See Payne, 53.

%3 This illustration is from a 2004 U.S. Office of &4 Intelligence assessment of a notional ASBM MaBininal
guidance sequence based on then-available infamadtitherefore should not be considered a défait
illustration. See Stokes, “Conventional Strategitks,” 21.

24



Considering the MaRV warhead’s hypersonic speed upon atmospheric reentty, it wil
need to slow its descent considerably to provide the terminal sensors the teosddé seey
need to search for, identify, and track the targeted ship. Chinese writeibelasure-
programmed speed control maneuver by the MaRV at a 16-31 mile altitude to support termina
sensors’ search as well as interceptor missile evésinaddition to the MaRV’s evasive
maneuversDF-21D might employ penetration aids such as faster-burning rocket motors, chaff
clouds, active EW systems, decoy objects, and measures aimed at reducin¢ae’'sa
observable signaturésThe MaRV'’s payload could be a deck-penetrating unitary high
explosive, submunitions for destroying carrier aircraft parked on declwarship’s topside
sensors and communications antennas, or High Power Microwave (HPM) devices for
neutralizing unshielded sensors and communications systems.

DF-21Dsare carried by Transportable Erectable Launchers (TEL) in order to enhanc
their prelaunch survivability. THBF-21D’s TEL may in fact have off-road driving capabiliti@s.
As the U.S. and its allies learned during the 1991 Gulf War when trying to lochtkestroy
Iragi Scudunits, this tactical mobility makes TELs very difficult to target. TEL uc#s also
take advantage of terrain for cover as well as employ camouflage andla@cclyers to prevent
from being targeted. This historical experience suggests that the noositareTEL campaign
can hope for is suppressing the missile launch’tdtkso, unlike Irag during the 1991 counter-
ScudTEL campaign, China’s robust territorial air defenses probEe1D TELs with

extensiveoperational sanctuary. A sustained, comprehensive suppression or destruction

¥ Hagt and Durnin, 91.

%5 Stokes, “Conventional Strategic Strike,” 26.

* HPM devices induce massive component-level volsagges in unshielded voltage-sensitive electreyitems.
By ‘burning up’ these systems’ microelectronics,NHPan leave a warship unable to sense, contrdetsnsive
weapons, or communicate.

>"“DongFeng 21 (CSS-5) Medium-Range Ballistic MissilSinodefence.

8 Rosenau, “Special Operations Forces and ElusieengrGround Targets: Lessons from Vietnam and thsidre
Gulf War,” 29-44.
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campaign againgdF-21D TELs likely would not be possible until these air defenses were

reduced?®

Notional 2020-Timeframe DF-21D Inventory

In order to further understand the ASBM threat’s scope, it is useful to derivuglaD6-
21D arsenal size in 2020. As will be discussed in Section VII, 2020 marks the approximate
timeframe that U.S. Navy anti-ASBM systems whose formal requireraemdefined as late as
Fiscal Year 2012 and/or that will rely on technologies currently in the appsedrah stage
would probably begin entering service based upon historical systems develtipmeénées. The
U.S. Department of Defense’s (DOD) annual estimates of the HDA'21 series arsenal’s
overall size from 2005 through 2010 can help with development of the arsenal size and

production rate estimates.

Table 1: DF-21 Series Arsenal Growth 2005-2018

Year Estimated Number of DF-21
Series Missiles
2005 19-23
2006 19-50
2007 40-50
2008 60-80
2009 60-80
2010 85-95

%9 A sustained counter-TEL campaign requires eith@eraistent strike-capable aircraft presence rreaatea in
which TELs are believed to be operating or venhhsgeed long-range strike weapons. This proximity/@r speed
of attack is necessary because TEL crews can rdéipair missile for launch, execute the launch, thieth relocate
within a very short amount of time. No amount @fadth can prevent a scout or strike aircraft frammrgually being
discovered the longer it loiters in a given arethaiit EW and/or kinetic air defense suppressiompsttp Special
forces could be used to monitor an area for TELlvidgt but the area that they could effectively ntonwould be
far smaller than the area that could be monitorechtthe air. Even iDF-21D TEL launch rate suppression was all
that could be achieved, it could still contributealy to battleforce missile defense operatioreyal. It clearly
would not be enough to obviate robust sea-baseshde$, though. Nor would counter-TEL operationslyilbe
possible prior to China initiating open hostilities

% This data compiled from the 2005, 2006, 2007, 22089, and 2010 Office of the Secretary of DeféReports
to Congress on the Military Power of the Peopleépiblic of China. 2005 was the first year this répoovided
estimates regarding the PLA ballistic missile aaedsrsize and composition. These reports do natriesthe
DOD’s methodology for making these estimates, harev
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Table 1's data cannot distinguish between the three land-&t&a&d variants that were
in active service during the 2005-2010 period as the DOD estimates do not provideotlmis am
of specificity. The originaDF-21 served as China’s first operationally-deployed solid-fueled
MRBM. Developed from the mid 1970s through the mid 1980s, its relatively low accurdgy like
limits it to a theater nuclear deterrence réliéss immediate success@F-21A was developed
during the early-to-mid 1990s and produced from the late 1990s into the early 2000s. Although
DF-21Aimproves upon the origin@lF-21's maximum range, it shares its predecessor’s
relatively low accuracy and probable nuclear-only folEhe third variantpF-21C, improves
significantly uporDF-21A’saccuracy and payload capabiliti®d=-21C, in fact, appears to have
been designed to be capable of both nuclear and conventional land-attack nidsi2h€.
reportedly began production in 2004 or 2005 but may not have been operationally deployed until
2007 or early 2008.Based on these data points, we can assume the vast majority if not all of the
missiles in the 2005-2007 inventory estimates were existing first gemebdi-21sand newly-
produced second generatibi-21As We can also assume the major increase in depifed
21sduring 2008-2010 predominately refleEt6-21C deployments. These facts provide a

baseline for estimating a normalizB&-21 generic-variant production rate in Table 2 below:

®1 Stokes and Easton, “Evolving Aerospace Trends,” 12

%21. “Dong Feng 21 (CSS-5) Medium-Range Ballisticsslie,” Sinodefence2. Stokes and Easton, “Evolving
Aerospace Trends,” 12.

% The 2004-2005 production start is claimed in “Déteng 21C (CSS-5 Mod-3) Medium-Range Balllistic kss
SinodefenceHowever, the 2005-2007 DOD Reports to Congrek& Ballistic missile inventory tables
specifically describe the first generatiDf-21 and second generati@¥-21Aas the variants counted as in service
during those years. This distinction is droppeths2008-2010 DOD Reports to Congress. See 1. “AlnRaport

to Congress: Military Power of the People’s Repubfi China 2008,” 42; 2. “Annual Report to Congradditary
Power of the People’s Republic of China 2008," Bifis suggests that increases in the DODFs21 inventory
estimates during 2005-2007 reflect production afigahal DF-21As
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Table 2: DerivedDF-21 Inventory Data

Year Mean Number | Mean Year| Year over Year over Range of
of Estimated | over Year Year Year Growth: Year over
DF-21sin Growth in | Growth: | Low-Range of Year
Inventory DF- High- DOD Inventory
21Generic-| Range of Estimated Growth
Variant DOD Inventory Uncertainty
Inventory | Estimated
Inventory
2005 21
2006 34.5 +13.5 +27 0 +0 to +31
2007 45 +10.5 0 +21 +0 to +31
2008 70 +25 +30 +20 +10 to +40
2009 70 0 0 0 0
2010 90 +20 +15 +25 +5 to +35
Average +13.8

While the DOD annual high and low-end production estimates vary ZIF301s from
one year to the next, average growth is roughly 14 missiles pet ygarceDF-21D’s late 2010
initial operational capability suggests that its initial field deplegits began during the second
half of 2010, and since the DOD inventory estimates only count operationally deplby&ts
it is reasonable to assume tBd-21Dsare not yet included in the DOD estimates. Also, as
noted earlierDF-21D has separate production facilities from eaiflé&+21 variants. This

suggestHF-21D production will not compete witBF-21C production for factory space.

8 Actual production rates may have varied from ytearear due to PLA resource allocation decisiorsaesult,
peak production during any one year of the 20053288riod may have been higher than 14 new misdtlédlows
that even the actual peak production rate mightaste made use &fF-21 production lines’ maximum
capabilities. These surge production capabilitiegghtrbe tapped if regional tensions increased Sim®rican
hostility to the point that the political possibjliof a direct conflict notably increased. Intenegly, the difference
between the DOD’s highest estimate for Bie21 inventory’s size in a given year tends to be s han 30
missiles more than the DOD'’s lowest estimate feritiventory’s size in the immediately precedingry&is
might suggest the DOD’s estimate for the maxinidim21 production rate. The 2010 DOD report to Congress o
PLA developments suggests that Bfe-21 production lines’ output could double under surgaditions; a surge
rate of 30 new missiles per year is just over dedkble 2’s calculated mean of 14. See “Militarg &ecurity
Developments Involving the People’s Republic of@2h2010,” 44. The production rate estimate aldesen the
assumption that the PLA did not replace some oflitdear-only oldeDF-21 variants with dual-capabl@F-21Cs
If this occurred, it would make over&lF-21 production rates appear lower than they actuatlyewThere is some
evidence that this may be happening. See Stokegastdn, “Evolving Aerospace Trends,” 12.
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Assuming thaDF-21D enters full-rate production during 2011 at Table2s21 generic-

variant production rate, the PLA could have roughly D#F321Dsby 2020°%°

ASBM Tarqget Prioritization and Possible Employment Approaches

PLA doctrine suggests that U.S. Navy aircraft carriers’ landiatapabilities make
them the ASBM'’s highest-priority targets. They might not be the only U.S. nagatda
however. Chinese writings note that carriers’ dependence on at-sea&bgegtlenishment
make supply ships desirable targets, and that strikes conducted during undpteraghmment
operations offers the chance of neutralizing carriers and supply ships simultaiEBus
doctrine also highlights the importance of preventing adversaries from deplwiv forces into
the East Asian theater or resupplying forces already in the th€higicould imply potential
ASBM use against the U.S. armed services’ Western Pacific-basednalfitepositioning
Ships?” This could also imply potential ASBM use against notional trans-Pacific convoys
carrying reinforcements and materiel to Japan, or notional intra-thegistical convoys from
the main Japanese islands down the First Island Chain or to South*kKohésese strategists
additionally observe that the U.S. Navy’'s Aegis BMD-capable crussisiestroyers could

potentially reduce the effectiveness of PLA land-attack MRBM strik&ast Asia? It follows

8 A 2020-timeframéDF-21D inventory of approximately 140 missiles appearssisient with unverified Chinese
open source reporting that the PLA anticipatesaigpy) sixDF-21D TEL battalions with 17 TELs in each
battalion. See Stokes, “Conventional Strategik8&{ti29. This TEL inventory would result in the Htyito
simultaneously field up to 102F-21Dsand have up to approximately 38 missiles in stoesérve, less any used
for tests or demonstrations.

% Supply ships are used to refuel, rearm, and peofadd and other stores to naval battleforcesat se

®” Forward-stationed Maritime Prepositioning Shipeofhe operational-strategic capability of quickiglivering a
month’s worth of combat materiel to help reinfot¢&. and allied defenses and/or support countersiffes. The
Western Pacific Maritime Prepositioning Ships aasddl in Guam and Saipan in the Marianas. They wuaid to
cross the ASBM coverage zone in order to delivetenial to Japan, South Korea, or elsewhere in Bsist. See
“Maritime Prepositioning Ship,Wikipedia

88 Cliff, “Anti-Access Measures in Chinese Defensmfgy,” 5-6. Note that thBF-21D’s estimated range covers
the oceanic approaches to the main Japanese istaadarst Island Chain, and most of Southeash Asi

% Yoshihara, 45.

29



that sea-based missile defense patrol stations might be ASBM targets eawwr, if only to
force these U.S. Navy combatants to expend their BMD interceptor ninssaletories.

A PLA doctrinal textbook implies some potential ASBM raid tactics. bhtawmh to high
explosive, submunition, and/or HPM strikes on carriers’ and other warships, andatton’
strike is described in which ASBMs are fired near but not directly at a batibeds a means of
coercing its withdrawal from Chinese “territorial waters.” This imignply the PLA expects to
have an abundance of ASBMs to support their use in such a manner. It is more likely, however
that this means the PLA would launch unardéd21Asor perhaps land-attadk=-21Csinto
the waters near a battleforce prior to the outbreak of open hostilities tesramtedemonstration.
It follows that the PLA might use this ‘intimidation’ tactic immedigtptior to an actual ASBM
strike in order to compel a battleforce to activate its missile defepsdlearadars and thereby
provide additional cues for ASBM targeting. If the ‘intimidation’ strike looked ehdikg an
actual ASBM strike, the battleforce might launch BMD interceptor tessigainst it. This
would reduce the number of interceptors available for use against a subsequéASEMlia
raid.””

Should an ‘intimidation’ strike or actual ASBM raid be coordinated with nearby PLAN
units at the start of a war, it could potentially focus a battleforcestiateon the ballistic
missile threat and/or stress the battleforce’s air and missile dafesurces in such a way that
it takes longer to detect and react to an inbound PLAN anti-ship cruise missilehiai#ind of

multi-service, multi-unit, multi-axis, multi-weapon type raid would be incredilifficult for

0 Erickson and Yang, 61-62, 75.
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theater-level commanders to coordinate and COSS to support, but it likely reptiesdita’s
ideal for use of ASBMs in a war-opening first salvo.

The number oDF-21D ASBMs that the PLA would fire in a raid will depend upon a
number of factors. The target's AOU size at the desired time of launch and tbédiaRV
warhead sensors’ effective fields of view will dictate how many messnust be launched just
to cover the AOU? Other variables include the number of ASBM warheads needed to
effectively damage the target, the anticipated total system raiadfia launchedF-21D, the
probability that a single ASBM warhead’s sensors will successfulgctland identify the
correct target as well as guide the warhead to endgame, the anticipatdullppydhat a single
ASBM will be able to evade all BMD interceptors fired against it through udeays and/or
MaRV maneuvers, and the targeted battleforce’s anticipated number ofild&tBeptors. These
calculations are incredibly complicated and will not be attempted here.

A thought experiment might nonetheless be useful for illustrating the ramndysizi
implications of these variables. If we arbitrarily assume thaDt1D system’s reliability and
a U.S. Navy battleforce’s multi-layered active defense’s effautis® combine to give a single
ASBM a 50% chance of its warhead making it to endgame at all times in tinealé&W, that
the warhead'’s sensors can effectively cover an AOU whose size is equal tdatheedss

battleforce can travel at maximum speed in a half hour, and that it takes 8B& warheads

L A first salvo as defined in this paper represémesfirst maritime strike in a war. An especialffeetive first salvo
could cripple the victim’'s war effort from inceptidgf the victim’s military strategy relies upon repower. A first
salvo also has operational and tactical implicaionthat a massive first salvo could devastatevitian fleet’s
ability to execute its planned initial campaign @maiefend itself against follow-on attacks. A fisslvo could be
conducted at the theater level against all of ih#émr’'s naval forces in a given region, or at thebgl level against
all of the victim’s naval forces operating in regsoof interest to the attacker.

2 Hoyler, 93-94.
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to render an aircraft carrier incapable of flight operations for a&digtimeaningful amount of
time, then a minimum of six ASBMs would need to be fired against the carrier’alone.

It is unlikely that the PLA would not also strive to strike the large surface ¢antba
escorting the carrier, as these warships serve as the battleforoegsypaictive missile defense
protection and can also provide robust area air defense during a period in whichi¢he carr
cannot launch defensive aircréfurthermore, U.S. Navy large surface combatants often carry
long-range land-attack cruise missiles. If we assume it takenalASBM warhead to knock a
large surface combatant out of action and we also assume there are sig ofatstsps in the
battleforce, then twelve additional ASBMs would be needed in the raid. Recalllibereaigh
estimate that the PLA could field 180~-21Dsby 2020. If we assume that U.S. Navy
battleforces always carried the necessary number of BMD intercep&ustain our arbitrary
effectiveness assumption, we see that the PLA could conduct up to sevenéeflilirgids of
eighteen ASBMs and one additional raid of fourteen ASBMs before expendingatgory.

These raid counts, of course, are unrealistic as a battleforce that fulyckszled off one raid

3 Several U.S. analysts believe that it would likiglige a minimum of 32-35 minutes for space-basadmse’
contact data to be received and analyzed by COfisy@order to be received by an ASBM launchesverand the
ASBM to fly out to the point of its trajectory inhich it begins its terminal phase. The AOU in theswe example is
sized accordingly. See Ibid, 93-94. U.S. Navy aiftccarriers are designed with extraordinary inhedamage
control capabilities, so it might not be possilded conventional ASBM raid sized like the onefia above thought
experiment to sink a carrier. A carrier could bmperarily incapacitated, however, by widespread atgeto its
flight deck and topside sensor and communicatigagems along with destruction of aircraft parkedtos flight
deck. The carrier crew's damage control effortshhlge able to restore flight operations capabftitysurviving
aircraft within a few hours if damage to the arnabfleght deck is mostly superficial, which is whate might
expect from submunitions-releasing warheads. Mevere damage, such as what might be expected fecks d
penetrating unitary high explosive warheads, mightire that the carrier leave the combat zonedpairs in a rear
area. Either of these two situations would leaeeddrrier’s air wing unable to support battlefodedense for some
length of time. Other PLA forces might use thisipéito conduct follow-on attacks using anti-shipise missiles.
" Contemporary U.S. Navy cruisers and destroyersamsidered ‘large surface combatants’ as they tegve
displacements above approximately 8000 tons.vibigh noting that from the 1930s up until the ed®70s, U.S.
Navy destroyer classes were generally designed2@i@®-4000 ton displacements and accordingly wensidered
small surface combatants. The need for more radfiigboard area air defenses drove the post-197@tiyia U.S.
Navy destroyer classes’ displacements. The U.SyNampensated for destroyer size growth by consirgic
several classes of single or dual-mission frigati#is displacements of 2000-4000 tons from the ed8§0s through
the late 1980s. Since then, frigates as well ag miuntermeasures ships have served as the U.gsNavall
surface combatants.
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by expending most of its BMD interceptors would have few left to counteloavtolp raid
launched a short time afterward. A follow-up ASBM raid against a recentigksbattleforce
would, however, reduce the number of ASBMs available for later use against otledoiicats.

All of the above assumptions are highly generous, and real-world factors as aclias
system capabilities would likely increase the numbers of ASBMs requiredigédeyond the
arbitrary numbers used here. All the same, this thought experiment has two mporta
implications. First, a naval battleforce cannot physically destroy inboundla®Bce its BMD
interceptor inventory is expended. While a battleforce can opt to leave the cumbabd
replenish its interceptor missiles, this may come at the cost of theataotd perhaps even
operational initiative. A depleted defensive inventory also risks leavinglafbate unable to
withstand an especially large ASBM salvo or a quick succession of salvos. Aobedtle
therefore needs defensive capabilities that are depleted at a much slewleamanterceptor
missiles. Ideally, these additional capabilities should complement iptercuissiles so that
they combine to increase the battleforce’s defensive depth and effectivEhessis where EW
can play a role.

Second, the ASBM'’s complete dependence on effective long-range smceiiad
targeting appears to risk it becoming a ‘wasting asset’ in combat. Tées thie possibility that
U.S. Navy EW and deception could render the first ASBM salvo only partially sficcasd
then render any immediate follow-on raids unsuccessful. If this were to occrestit@ant
depletion of the PLA ASBM inventory might induce hesitation to expend further ASBMs
without greater confidence in COSS'’s operational-tactical picturac#larly effective U.S.
tactical deception following the first salvo might even induce PLA decision-s&kéesitate to

conduct any follow-on raids. The longer the hesitation persisted, the more time teS. for
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would gain to erode COSS to the point that it could no longer effectively support ASBM
targeting. As the next Section will show, this approach is very similar to whigt $1dNavy

ultimately developed during the Cold War for potential use against Soviet neasitirmeillance,

targeting, and strike capabilities.
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V. Case Study: U.S. Navy EW and Deception Against the Soviet Ocean Surveillance

and Reconnaissance-Strike Systems, 1958-1991

Setting the Stage: Naval Targeting and Countertargeting Before 1958

In order to properly appreciate the nature and scope of Soviet maritimdlanocegi
reconnaissance, and strike capabilities, it is first useful to understanddrships and coastal
defenders dealt with the challenges of these tasks prior to the elecgenidpauntil the late
1930s, the human eye served as the primary naval sensor. Successful maritirteservei
depended upon stationing scout ships in waters that adversaries were expectedsta tra
Maritime reconnaissance was similarly executed by scouts patrollergthe horizon as ‘early
warning’ pickets for the main battleforce or coastal defenses they segpSdouts could either
physically convey their detection reports by making best speed back tliyfriierces, or they
could pass them to the force commander via signals relayed by intermsdpyOtherwise,
warships could not be maneuvered into battle or coastal fortifications readietidarumtil the
enemy’s ships either poked above the horizon or became visible through darknesser. weat

This sensory limitation was a steady naval principle for millennia, and bs&sc
independent of whether warships were propelled by oar, sail, or steam. Thel@tikewise
impacted warships’ and shore fortifications’ abilities to engage advessatrthe maximum
weapons ranges available in a given era, as the only sensors accurate enainghd these
weapons were the weapons crews’ own eyes. Neither the radio nor airplane upsnded t
principle during the late #9and first decades of the 2Centuries. These technologies only
affected the distance that scouts could be positioned ahead of friendly forces spekthby

which they could relay their reports back to commanders. Radio-equipped scouts on, above, and
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eventually under the ocean could not report on or direct fire at what they could not see
themselves. From classical antiquity through the First World War, therefaval
countersurveillance and countertargeting centered on avoiding enemy scausoss$ible,
visually deceiving scouts with respect to one’s force composition and scheme of mavieeive
evasion was impossible, and using night and weather as well as man-made visuahtbaodr
decoys to handicap the accuracy of enemy weapon? fire.

The technologies that finally toppled the sensory limitation principle veela and RF
direction-finding. With radar, naval battleforces as well as shoreitatidns could now
precisely locate enemy ships, aircraft, and surfaced submarines well thefpme within
visual range. RF direction-finding, while unable to locate enemy forcagadar’s precision,
nevertheless provided actionable cues of an adversary’s presence nearbgclBuilogies
could be used to reposition scouts, launch long-range air strikes against an opponent’s
battleforce, or reorient one’s own defenses in preparation for an opponent’s inbound strike.

The story of how radar and RF direction-finding led to the rapid evolution of navastact
during the Second World War is fairly well known and will not be recounted"hiereontrast,
much less has been written about the development of initial naval EW countartangeasures

against those first radars and RF direction-finders. For instance, tlysidaene developed

" These countertargeting practices remained valithguhe Second World War. Obscurant smokelaying tha
most common countertargeting tactic when in contaitt the enemy, but even more elaborate tactias abso
used. On one occasion, Allied navies disguised Wadhe tankers being convoyed to Murmansk to lakd tegular
surface combatants, thereby preventing the Lufevi&im singling them out for attack. On anotherasion, an
obsolescent Royal Navy battleship escorting a cptedalta was disguised to look like a newer lesttip in
order to attract Luftwaffe attention away from therchant ships. The Allies also employed a devadied Water
Snowflake that, at a preset time up to six houter dfeing tossed in the ocean, would launch amithation flare
skyward. The flare was similar to those used attriiy convoys to support visual detection of U-Bogpproaching
on the surface. Water Snowflake was intended teinoa U-Boat commanders who saw the flare fromstadice
that a convoy’s main body lay just over the horiZbmvas hoped that this would lead them to contheir slow U-
Boats in a direction away from the main body’s attacation. For additional examples see Hbltie Deceivers:
Allied Military Deception in the Second World W8B-84.

® For the definitive analytical summary of this taat evolution, see HugheBleet Tactics and Coastal Combat
120-140.
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tinfoil streamer decoys that could be towed behind U-Boats while at perideptie As the
streamers’ radar cross sections were larger than that of the per@ooiiher sea-protruding
portions of the U-Boat’s sail, an Allied radar operator’s mistaking the decagar reflection
for the U-Boat’s might offset the manual-aiming of Allied anti-submariaapens. The
Kriegsmarine also developed rudimentary radar detectors that could warrt Or8ea when an
Allied radar-equipped anti-submarine warship or aircraft was nearbgdAnti-Submarine
warfare (ASW) forces overcame these German RF countermeasurasingtradar operators
in decoy discrimination and developing ASW radars that transmitted at a wliffened of the
RF spectruni’ Later in the war, the U.S. Navy rapidly developed and fielded a series of RF
noise jammers that could sever the radio-control link between Luftwaffe beaube the
Germans’ revolutionary Fritz-X guided anti-ship bofh/hat is perhaps most remarkable about
these example countermeasures is the speed at which they were developed dnd fielde
response to an adversary’s emerging RF technologies.

Despite these revolutionary sensor and countermeasure advances, threekey fact
involving the nature of maritime surveillance, reconnaissance, and strike didamgfe. First,
during the Second World War and well into the 1950s, the dominant terminal homing sensor for
naval weapon systems remained the human eye. Naval radar’s elecivealrpquirements,

relative bulk, and inability to automatically discriminate valid contacts foackground clutter

" Roscoelnited States Submarine Operations in World Wa24i7.

8 “How Radio-Controlled Bombs Were Jammetdhe Sentrgblog). RF noise jamming is the oldest and most
straightforward EW technique against an adversandstr. It involves broadcasting intense randoniri®ise’ to
saturate the adversary radar’s receiver, theredyepting the adversary radar from detecting itsqmilreflections
off of a defended warship. An unsophisticated radenot overcome this unless it travels close emooighe
defended warship such that the strength of theepelffections off the warship begin to exceed #rerjing noise.
A sophisticated radar can overcome this by transrgibn or receiving multiple frequencies near-diameously,
thereby making it harder for the defender to efiety jam all of them at once. A sophisticated rackan also
increase its transmission power such that receiwielctions exceed the defender’'s jamming noisetlizaa
sophisticated radar can use receiver ‘filters’ aadous signal processing techniques to suppresararel out
jamming noise. For more on RF noise jamming 1. AgldiBW Against Modern Radars-Part 2: Radar Jamming
Techniques,” 44-45; 2. Payne, 87-90.
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at the time meant that self-guided bombs and missiles remained a futamstpt Considering
that a human observer was still necessary to remotely control Fritz-Xlardsonilarly
advanced guided munitions of this period, visual countersurveillance and counteigargetin
techniques remained just as important as EW techniques.

This led to the second factor: in order to employ its weapons, an attack had to steam or
fly within visual range of its targets. This meant that an attacker couldtaot‘sff’ and fire his
weapons from outside a battleforce’s inner defensive screen. The defendefgtuatitould
therefore mass its screening warships and aircraft in a relativelyameml This, too, lasted well
into the 1950s.

The third and most important factor involved the speed at which a long-range attack
could be delivered. With fully-laden speeds below 400 miles an hour, it took preciousrtime f
propeller-driven maritime bombers to arrive at a distant enemy navaftate. In theory, the
attacker’s scouts could maintain steady contact with the enemy battlefategeriodically
relaying positional updates to guide the inbound raid’s approach. This was virtyatigsite
in practice, however, as scouts either lacked the speed or fuel needed to maméainfer such
a long duration, or had to flee when threatened by the enemy’s defensive anrcawdace
escorts. As a result, raids often had to redetect an enemy battleforce owtheihis involved
searching an ever-expanding AOU centered on the battleforce’s lageteposition. All this,
combined with the attackers’ own speed and fuel limitations, meant that\effaststrikes
could only be conducted within a few hundred miles of bombers’ home airfields orscarrie
unless the enemy battleforce either gave away its position via periodadidRnransmissions or
otherwise took station in a known and relatively fixed location. As we will see, tagget

increased the distance at which an effective strike could be deliveredanwhl@U’s size was
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still manageable for the attacker. It did not, however, render the relapdretiween distance,
time, and an AOU obsolete. This relationship became the new key to naval countéaaaeei

and countertargeting.

The First Move: Rise of Soviet Maritime Reconnaissance-Strike Capaliil®s8-1968)

During the Cold War’s first decade, the naval competition between the U.S. ant Sovie
Union was overwhelmingly biased in favor of the former. The 1950s-era Soviet Navgtuest
a coastal defense force with extremely limited over-the-horizon seaigéting, and strike
capabilities. The Second World War’s devastation, still fresh in Sovietriadmds, played an
important role in driving their efforts to counter the U.S. Navy’'s then-neweadi carrier-based
nuclear strike capabilities as well as war-demonstrated conventiophllaaus assault
capabilities. Having captured German guided anti-ship weapons such as théedftéarzthe
war, the Soviets moved to develop new munitions that could be fired from outside a defending
battleforce’s inner screen so that attackers would not need to approach withimangabf a
targeted warship. This not only required that radar technology be furtherurigedtfor
installation within a missile, but also called for a greater reliancadsr mnd RF direction-
finding for wide-area ocean surveillance and reconnaissance.

The Soviets tackled the miniaturization hurdle by successfully fieldingdhniel’s first
operational air-launched, radar-homing anti-ship missi8(NATO designationAS-1 Kenng)|
in 1958 aboard thelfu-16KS(NATO designationBadger-B medium jet bombéef.The

Badger-B/Kennetombination was a far from optimal solution, though. AlthoBgldger-B

" Friedman Seapower and Spacg32-133.

8 NATO designations were the unclassified codenayeshich Soviet warships, aircraft, submarines, and
weapons were known in the West. This was primaoilgnake it easier for NATO militaries to recognasd
communicate amongst themselves about these sydteoases where the actual Soviet names for cesyatems
were not known in the West, the NATO designatiofterobecame those systems’ ‘publicly-popularizeatnes.
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could strike naval battleforces up to 2000 miles from the Soviet coast and co#ldrfirelfrom
35-45 nautical miles away from a targeted warship, the bomber had to continue cldsitigewit
target for several critical minutes in order to steadily ‘illuminatepitey with a radar beam. The
Kennelrode this beam until it was close enough for its onboard radar receiver tothletect
beam'’s reflection off the target, at which point it could terminally home untilémpeeedless to
say, U.S. Navy Combat Air Patrols (CAP) over carrier battle groups pawince on the
inboundBadger-Bsand either shoot them down or force them to cut off their radar illumination
support to th&Kennels Either would effectively defeat an inboukdnnel Furthermore, the
Kennel'sweight reduced thBadger-B’smaximum cruising speed from approximately 650 miles
per hour to approximately 520 miles per hour. This meant it could take nearly four haars fo
raid to fly out and strike a battleforce operating at the edge &atiger-Bs'’combat radius. The
targeting AOU would be enormous after this length of time if the battlefoasenat being
continuously tracked by Soviet surveillance capabilities or reconnaissands.3Nithout this
targeting support, thBadger-Bswvould have to burn even more of their precious fuel attempting
to redetect the battleforce. This would have cut their effective combat radiusuether®

The Soviets quickly addressed their anti-ship missile range and homitegitms as
well as the raid scouting problem. ThEHl0S(NATO designationAS-2 Kippey andKSR-2
(NATO designationAS-5 Kel} anti-ship missile systems of the early 1960s allowed alnew
16 variant dubbe®adger-Cto fire from a stand-off distance of approximately 145 miles. While
the Badger-Cstill had to provide a midcourse guidance reference radar beam &ippersand
Kelts these missiles now carried onboard active terminal homing radars thatdaileBadger-
C to break off once the missiles closed to within approximately 25 miles of tfg@tdaThese

Badger-Cswere also supported by specially-outfitted, unarmed reconnaisdBadgerswhose

81 \bid, 134, 136-137, 143.
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mission was to cue their missile-armed brethren. The ‘pathfildelyersused RF direction-
finding to silently localize an enemy battleforce, then lit off their onbcadtdrs to provide the
missile-armed bombers some distance behind them with precise targetindhdav@ay,Kipper
andKelt-armedBadger-C<could fire from far beyond the U.S. Navy's then-current CAP
coverage. The trade-off was that these larger and heavier missiBasdggr-C’'scombat radius
to approximately 1200 milés.

The ocean wide-area surveillance problem presented the Soviets with eomgiex
challenge. In order to take full advantage ofBlaglger'scombat radius, the Soviets developed a
shored-based radio direction-finding network that exploited a naval batdsf¢tE radio
transmission& Known to the Soviets d¢rug, this national-asset system networked multiple HF
radio direction-finding stations to crossfix the battleforce’s approximatigiqguo up to 8000
nautical miles away. Multiple HF transmission intercepts over tindegethe battleforce’s
approximate course and speed. Crossfix precision decreased the furtherstingtirey contact
was from theKrug receivers, but was nevertheless more than adequate to cue bomber raids
against U.S. battleforces if they steamed within pathfiBaelgerrange®

The U.S. Navy did not become awarekofig until 1964. That year, Soviet maritime
reconnaissance aircraft began flying long distance direct intergeptS. naval battleforces
without conducting large-AOU redetection searches as they entered thietzadeoperating

areas. These aircraft and other similar ‘second layer’ surveillamteeconnaissance assets such

%2 pid, 143-147.

8 In the pre-satellite era, naval beyond line-ohsigommunications could only be accomplished usifgadio.
Since an HF radio’s range was often a functionofransmit power, communications with shore-based
commanders or other distant battleforces requiszg kigh power transmissions. This allowed HF wawes
successfully bounce off the Earth’s ionosphereraadh receivers hundreds or even thousands of awagy.
Unfortunately, the omnidirectional nature of th&éssmsmissions meant that enemy direction-findeng\jest as
capable of detecting them.

8 FriedmanNetwork-Centric Warfare: How Navies Learned to Ei§marter Through Three World Wagl7,
335.
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as Soviet picket-station surface combatants, submarines, and ELINT-gatheiiiagyasixips

(also known as AGI) could also cue or be cuedhyg. Detection reports frorKrug, picket

ships, and scout aircraft were fused into actionable targeting data bira eatity that Western
military analysts dubbed the Soviet Ocean Surveillance System (SOSS).fG@er
demonstrated its effective peacetime reach in 1968 when its operators gBolddta
Novemberclass nuclear-powered submarine on a high speed, long distance intercept of U.S.
Navy aircraft carrier crossing the Western Paéifidhe implication was that Western
battleforces could no longer afford lax HF communications discipline if theyedidotsustain

their open ocean sanctuary.

The First Countermove: Rebirth of U.S. EW and Deception (1958-1968)

The two most obvious defensive measures against these Soviet capabilities were
reduce reliance on HF communications and to push CAP stations further out from ¢éhetent
the battleforce. Radar-equipped Airborne Early Warning (AEW) atraraf longer-ranged jet
fighters implemented the latter of these two measures by providing U.8r tattie groups
with greater defense-in-depthU.S. Navy use of restrictive RF Emissions Control (EMCON)
measures delivered the other half of the solutidim.1963, a U.S. Navy carrier battle group

steaming east of Japan avoided discovery by second-layer SOSS aseatoim@letely

®Ibid, 217-219, 335.

8 The U.S. Navy initially did this using its thenw&-1 Tracer AEW aircraft and th&-4 Phantonmissile-armed
fighter. To defend again8adger-Csarmed with the longer rangé&®-2andAS-5anti-ship missiles, the Navy
established requirements for a more capable fEW and fighter pair. These requirements also predifor a
new large air-to-air missile the fighter could tseshoot down a bomber from a hundred miles awhis T
development effort produced the famd@2 Hawkeye, F-14 TomcaindAIM-54 Phoenixmissile CAP system of
the 1970s and 1980s.

8 The U.S. Navy had conducted extensive RF EMCONeenpents during the Haystack exercise series oftiee
1950s. The Haystack series also trialed variousptae battleforce formations as well as decoy groencepts.
See Angevine, “Hiding in Plain Sight: The U.S. Nand Dispersed Operations Under EMCON, 1956-199@;”
84.
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refrained from making HF radio transmissions. The next year, a carrier dratip crossing the
North Atlantic split itself into a large decoy group that transmitted E&yrand a small HF
EMCON group centered on the carrier. Only the decoy group was interceptediéty S
maritime reconnaissance aircraft. Most impressively, in 1968 a carrlez Mediterranean
avoided SOSS detection for five weeks by maintaining near-constant HF EMGGQNoit HF
transmission periods were primarily conducted at night so that it could use dedigbting
schemes and high speed sprints once it restored EMCON to prevent redetectmnbylager
SOSS assets. Throughout the 1960s, the U.S. Navy found that battleforces using EGUEION c
only be detected if they encountered a second-layer asset by &hbinaechance could be
readily reduced by intercepting these SOSS scouts far from thedyattlsfinner screen in the
event of a shooting war.

U.S. Navy planners nevertheless understood that although nedteumpngrade efficient
surveillance and reconnaissance by second-layer SOSS assets hardeatihdidralize those
assets’ abilities to methodically search for and target U.S. battsforctheir own. This was
especially true whenever U.S. battleforces’ steamed in confined séaassiiie Mediterranean
or maintained relatively-fixed operating stations off the Vietnamese. &asand the deception
tactics it enabled emerged as a significant part of the American solution.

U.S. Navy tactical deception philosophy from the Second World War onward was
predicated on the principle that any warship could mimic at least a fevert® of a higher-
value warship’s electronic, acoustic, and visual signatures. Since High Valsg i) such
as aircraft carriers and amphibious warships never emitted all of thiileté&dng-range-
detectable signatures simultaneously, selective simulation of a few élNdlets by a non-HVU

could greatly confuse an attacker’s targeting picture. To this end, the Usd&laloped the

8 FriedmanNetwork-Centric Warfare233-234.
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AN/ULQ-5andAN/ULQ-6blip-enhancers and installed them on minesweepers and destfoyers.
These small surface combatants also broadcasted bogus air traffic comimolicications and
radio-navigation beacon signals to make them look even more like aircradtsarhese decoy
ships allowed actual carriers to evade Soviet scouts so long as the cartalsdcuse of their
telltale emitters. When used during U.S. Navy nuclear warfare exercidgs efa, the above
deception approach demonstrated the theoretical possibility of conceadimiealong enough
for it to get close enough to the Soviet coast so that its air wing could exdantkaitack
nuclear striké® Even when the actual carrier battle group was located by the Soviets, the U.S.
Navy found that pathfinddsadgersand other Soviet reconnaissance and targeting platforms
could not distinguish between the carrier and the decoys from beyond visual Nfiidut
accurate targeting cues from pathfind&aggerscould neither launch their missiles from
outside the reach of battleforce CAP nor even be sure of what they had launchedstiles at.

If EMCON or deception had failed to prevent the Soviets from locating and teygeti
U.S. Navy battleforce, EW ‘softkill’ systems backed up the battleforéeteense interceptor
missiles. Just as small surface combatants’ RF noise jammers had lkbenaeser the Fritz-
X’s radio-control link during the Second World War, similar techniques were dedelopase
againstBadgerradars’ missile guidance beams. If neutralizing the guidance beams proved
ineffective, the jammers could be reset to seduce the missiles’ terminalgh@dars away from
HVUs. Unfortunately, this meant the missiles would instead lock onto the escshipgar

employing the jammers. Losing a few escorts, though, was deemedpleferiosing a

8 Blip enhancers amplify enemy radar pulses. A sstip equipped with a blip enhancer can make idara
reflection indistinguishable in size from a lardpépss radar reflection. Blip enhancers can be maudi#d; i.e.
objects with shapes and edges designed to reflech more of a radar pulse’s energy than the shiyyiog the
objects would do naturally. They can also be etenity, i.e. amplify and rebroadcast a pulse asAtRAILQ-5and6
did. An enemy can defeat a blip enhancer, thouglusing more complicated waveform designs and signa
processing techniques. The Soviets were eventablly/to do so against teN/ULQ-5and6.

* Dwyer, Seaborne Deception: The History of U.S. Navy Bdachpers 102, 127-128.

1 FriedmanSeapower and Spack48.
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carrier?? Chaff decoys that released large clouds of radar-reflecting roetaips in the air near

a targeted warship provided a less-sacrificial alternative for seginbound missile¥.

The Second Move: Soviet ‘Tattletales’ and Space-Based Sensing (1969-1978)

In the late 1960s, the Soviets introduced a second generation maritime recomweaiss
strike system intended to offer greater tactical responsiveness abdifiethan theBadger-
Kipper/Keltsystem. The new system consisted of the super$orR2K(NATO Designation:
Blinder-B) bomber and th&h-22 (NATO DesignationAS-4 Kitchehanti-ship missileKitchen
appeared far more menacing than its predecessors as it offered a matandroff range of
about 250 miles, was capable of top speeds of at least Mach 2.5, and carried a panwentail t
radar seeker that allowed it to autonomously home on its target from the moménglof a
altitude launch. The Soviets believBtinder-B could sprint to th&itcheris maximum range,
fire its singleKitchenoff of the tactical picture relayed by pathfinders, and then retire from the
scene before being intercepted by U.S. Navy (Blidder-B, however, had not been designed
from inception to carrKitchenand could only fly approximately 600 miles at supersonic speed
when armed with the missile. Also, the U.S. Navy’s newly-debuted CAP teBr2 blawkeye
AEW radar aircraft and long-rangel14 Tomcatfighters made it theoretically possible to break

up bomberaids by shooting down pathfinder aircraft long before the pathfinders’ realalic

%2 Dwyer, 102.

9 If an RF-reflective metal is cut into a thin sttfe length of half of the threat radar’s wavelénitwill resonate
when exposed to the threat radar’s pulse. A ‘clmfdhese chaff filaments will therefore have a s radar
reflection. The cloud can be used to deceive advgraidars as long as prevailing air currents kepact and in
place relative to the defended warship. Even ifdtieersary’s radar can discriminate chaff cloudsfwvalid targets
as most modern radars can, a chaff cloud placttkeinadar’s line-of-sight to the defended warslip delay or
prevent the radar’s direct detection of the wars@pcourse, the adversary will conclude that theiomething
behind the chaff cloud that needs to be investiyateher. See Payne, 93.
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detect U.S. battleforces. Any missile-armed bombers that wanderedisotwarCAP’s ambush
stations would likely fare no bett¥r.

The Soviets’ initial solution to the CAP problem was employing destropers a
pathfinder bombers as sacrificial peacetime ‘tattletale’ scoutdefBdes’ sole mission was to
visually identify which warships in a battleforce were HVUSs, then provide thgdtiag data to
SOSS. In the event of a war, SOSS could use this information to cue a massmessitstsalvo
against the battleforces being tracked. U.S. peacetime rules of engaghovesd the tattletales
to routinely steam or fly to the centers of battleforces, then loiter thet¢haytieither left of
their own accord or could be evaded. In doing so, tattletales negated the U.'S.d¢awy ship
concept. The Soviets accepted that tattletales would likely not survive thaifitdes of a war,
but considered their loss a small price to pay for the crippling first salyacthtd theoretically
enable”

The Soviets no doubt understood, though, that their tattletale concept would not work
following the first salvo. U.S. Navy warships that survived the first salvo atidfbates that
had successfully evaded detection prior to it would thereafter destroyoaigy Scout well
before the scout could visually identify new prey. Without tattletales, the S@aeld not

counter U.S. Navy decoy ships and deception groups for the duration of a war. As NATO’s

% Soviet submarines and surface combatants armécdeaity-generation long-range anti-ship missiles al
depended on the tactical picture relayed by spgaiabdified pathfinder bombers. Killing the pathdfiers meant
that the submarines and surface combatants couleffeatively target and fire missiles at a navattleforce from
over the horizon. FriedmaBgeapower and Space42, 149-152, 154-157, 343.

% FriedmanNetwork-Centric Warfare222-223. Soviet tattletale destroyers were géiyeaemed with short range
anti-ship missiles. Soviet first salvo tactics likealled for the armed tattletales to launch thesssiles against any
aircraft carriers they held in visual track as dpening move of a notional war. See Polridre Naval Institute
Guide to the Soviet Nav®9. If the tattletales could inflict sufficient dagre on the carriers, the carriers might be
unable to launch their full fighter complementatgment their CAP stations’ defenses against inthooaritime
bomber raids. The more Soviet bombers that suniivedinaugmented CAP, the more anti-ship missdefde
launched against the battleforces. The more aigi+sissiles launched, the more likely that the na@lld succeed
in crippling or sinking the carriers and any othfUs present. The short-range anti-ship missileahposed by
armed tattletale destroyers helped prompt U.S. Niawgstment in point defenses such as the [&sicSparrow
missile system and its NATOea Sparrovsuccessor. For an overview of U.S. Navy point degemissile system
development, see Friedmanh,S. Destroyers: An lllustrated Histor§25-226, 361.
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remaining fleets would also cease use of HF communications after hashitiiee outKrug
would become useless. This drove the second element of SOSS improvements for the 1970s:
space-based maritime surveillance and targeting.

The Soviets developed two types of satellites for this mission. The first, krsdySrA
by the Soviets and the Radar Ocean Reconnaissance Satellite (RORMA)Oyused a SAR
to scan the ocean’s surface for large sHifallowing eight and a half tumultuous years of
development and testing, the Soviets launched their first operational RORSAT in1R3ARO
was designed to download its contacts’ coordinates only on command from the SOSS ground
control station in Moscow, and it could execute the download only for the few minutes per orbit
it flew within the station’s line of sight. In theory, SOSS operators could usettheedaived
from RORSAT pairs whose orbits allowed them to scan the same watersgz@en?utes
apart to calculate detected ships’ approximate courses and speeds. After t@R®ATR
revisited the same area 90 minutes after their respective initiabp&€38S operators could
confirm their tactical picture’s accuracy. Specially-equipped surfaceatamts, submarines,
and bombers could also receive direct downlinks from RORSATS, but to do so the Moscow
ground station had to instruct the RORSATS to transmit a ‘download in the blind’ when they
passed over a designated ocean area at a designated time. This meaippad &hooter’ had
to be guided by SOSS controllers into the designated area on time—hardly acsiargdleation
task amidst the friction of war. While two-hour time-latency RORSAT cortzardinates were
considered acceptable by SOSS controllers, it is important to understand tinstip gt@aming

at 30 knots could mathematically be anywhere within a 11300 square nauticAQhilafter

% As will be discussed later in this section, evitkefrom the 1980s strongly suggests that RORSARR Bicked
the sensitivity and discrimination capabilities deé to image its contacts.
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that length of timé&’ RORSAT, therefore, could provide cueing to help second-layer SOSS assets
redetect a battleforce but could not provide targeting-quality data for ‘skoexeept under

ideal circumstance¥The Soviets did not maintain constant RORSAT presence in orbit, but
rather launched one or two at a time in response to Western naval dttivity.

The second satellite type, known@S-Pby the Soviets and the ELINT Ocean
Reconnaissance Satellite (EORSAT) by NATO, employed RF direchdm@/ELINT sensors.
Although the Soviets launched several general-purpose ELINT satelliteg the 1960s, most
were incapable of detecting U.S. Navy radars’ emissions. EORSAT wgaeatito fill this
specific Soviet capability gaff First launched in 1975, EORSAT could localize a radar-
transmitting U.S. warship within a 1.3 nautical mile AOU. If this or another EOR&er
redetected the same warship, SOSS operators could use the fix histomp&beste warship’s
approximate course and speed. More importantly, SOSS operators could corr&@&@TEAdata
with RORSAT contacts. This in turn informed their decisions on where to dispatch sagend-
SOSS assets. Like RORSAT, EORSAT stored its data until the Moscow grotiowl dtigected
a download to either the SOSS fusion center or a waiting missile-shooterafbeadelayed
reporting problem was amplified by the hours-long gaps between EORSAITsreVia given
area. Revisit gaps of 6-14 hours were common for waters bordering the ‘Soorigitsrn

periphery, and gaps of over a day were not uncommon closer to the efjitladboigh the

7 A warship will advance 60 nautical miles in twoun® when steaming at 30 knots. Since the 60 ndumitas
represent the circular AOU'’s radius, we can usddhmula for calculating a circle’s area to fincktAOU’s area.
% See 1. Friedmar§eapower and Spack57-160; 2. FriedmaiNetwork-Centric Warfarg220-221.

9% RORSAT orbits tended to have very low orbitaltaties (about 160 miles) compared to other recosaate
satellites. The low orbit probably was a compenyateeasure for the RORSAT SAR’s poor sensitivityics its
orbital altitude was within the upper atmosphet®snds, drag-induced orbital decay resulted intSRRSAT
operational lifetimes. These satellites’ expens#bably made the Soviets hesitate to launch therhaiki¥estern
naval battleforce either approached the Soviettmaiperiphery or Western naval activity in genénateased
above a particular threshold. See Grahn, “The USefram (Radar Ocean Reconnaissance Satellite iRSRD)
and radio observations thereof.”

19 EriedmanNetwork-Centric Warfare221, 339.

191 FriedmanWorld Naval Weapon Systenis.
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Soviets were expected to surge additional RORSATs and EORSATS into orbit iT@-NA
Warsaw Pact war seemed imminent, the Soviets’ lack of a global datsagtilite constellation
nevertheless meant even an expanded space-based maritime surveillandecaild not have
provided SOSS with consistently timely contact d&ta.

One additional 1970s-era Soviet maritime strike system bears mentioning as it
foreshadows much of the emerging Chinese ASBM threat. Unsatisfied bydgitie ¢ time it
took a bomber raid to reach a targeted battleforce, the Soviets strove throughout the 1960s to
develop an anti-ship variant of their then-nev27 (NATO designationSS-N-6 Senb
submarine-launched ballistic missile. This first ASBM, designated byaiemtelligence as
SS-NX-13homed on targets using a radar direction-finding sensor tuned to detect only specific
U.S. Navy radars. Since this approach could not offer the homing precision ofraateadar
seekerSS-NX-1Zarried a megaton-class nuclear warhead. This way, the warhead could miss
the targeted warships by few tenths of a mile and still annihilate it aldhgny nearby escorts.
SS-NX-13vas to be carried aboard Sovrrbject 667ANATO designationYankeg nuclear-
powered ballistic missile submarines, and a fire control system watoged that would have
allowed aYankee'screw to target the missile against warships up to 600 nautical miles away
using downloaded RORSAT/EORSAT contact data. The Soviets never operationallyedepl
SS-NX-13however, as the first Strategic Arms Limitation Talks (SALT) treatynted
submarines’ ballistic missile tubes against the treaty’s strataggileninventory limits. The
Soviets were apparently unwilling to trade away any part of their Stateglear arsenal for a

tactical ASBM capability?®

192g5ee 1. Friedmargeapower and Spack61, 196; 2. Friedmaietwork-Centric Warfarg220.
193 gee 1. Polmar and No&ubmarines of the Russian and Soviet Navies, 1998-192, 338; 2. Polmar,
“Antiship Ballistic Missiles... Again,” 86-87; 3.SS-NX-13 [KY-9] SLBM.” Federation of American Scientists
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The contemporary Chinese ASBM threat is foreshadowed in another interesting way
Several early-1970s statements by the Soviets’ then-Minister of Defesei &rechko and
Admiral of the Fleet Sergei Gorshkov implied possible use of land-based nucleat{IRBMs
against U.S. carrier battle groups steaming near the Soviet periphergtrtité a nuclear
war!* No other open source evidence appears to exist supporting their claims. It @réheref
impossible to tell whether their statements were misinterpreted, amountedrterttgposturing,
or reflected war plans that were rendered obsolescent by later Sovietna#&atmber and

conventional anti-ship missile capabilities.

The Second Countermove: U.S. Naval Deception Becomes Formalized (1969-1978)

The 1970s marked tactical deception’s formal integration within U.S. Navy cerafept
operations. Innocuous-sounding Fleet Composite Operational Readiness Groups (BRQOR
were established in the Atlantic and Pacific Fleets with the missioaioing U.S. Navy crews
and commanders in cover and deception. FLTCORGRUSs also provided forward deployed
battleforces with special systems and personnel to augment warshipshintieception
capabilities'®™ The most important of these FLTCORGRU systemsAtS SQ-74ntegrated
Cover and Deception System (ICADS), allowed a ship to simulate other warsiipse
signatures. ICADS consisted of a ‘trailer’ that could be temporarilyliedtan a ship’s flight
deck or even on an amphibious landing cFafearly ICADS variants could simulate an aircraft
carrier’'s unique radars and radio communications. Later ICADS variashsl @dRF false target
generator designed to specifically spoof pathfinder bombers’ radars anddRO&Swell as a

towed element designed to spoof submarines’ sonars by transmitting a<acarstic

194 MccGwire, Military Objectives in Soviet Foreign Polic§07-508.
195 Dwyer, 127.
198 «NWP 3-02.12: Employment of Landing Craft Air Cish (LCAC),” 7-13 - 7-14.
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signature into the waté¥. The U.S. Navy viewed ICADS as a critical countermeasure against
SS-NX-13%

Other EW measures proved equally useful. First-generation Ultra-Higadey (UHF)
communications satellites and highly-directional shipboard satellite ragiorea® granted the
U.S. Navy an alternative to HF radio, thereby denyingg the signals it needed to wotk.
Building upon existing HF EMCON procedures, the U.S. Navy also developed tactics for
employing ‘middleman’ aircraft as long-range line of sight radiaysbetween warships. These
radios used the Very-High Frequency (VHF) and UHF bands, neither of which coultebtedef
by the ionosphere. A radio direction-finding sensor therefore had to be withat lte of sight
of a transmitting warship or aircraft to intercept these signals. Takingntage of this fadg-2
Hawkey AEW aircraft were used to handle carriers’ air traffic control dsoethat the carriers

could remain at EMCON

107 A false target generator is the next deceptiventarmeasure technology beyond a blip enhancerlsa farget
generator records and analyzes the enemy’s cortgddicadar pulses. It inserts slight frequency staftamplitude
variations into the recorded enemy pulse, and tfarsmits it towards the enemy sensor. Dependinth®enemy
sensor’s vulnerabilities and the false target gatiog’s selected EW techniques, it can either fulfig¢ blip enhancer
role of making a ship or decoy ‘look’ like a diféert type of object or it can project ‘phantom’ atargets at
various distances around itself. This is obviousdgful both for countertargeting as well as foredéihg an inbound
missile’s homing radar.

U.S. Navy acoustic deception tactics were devel@metitested during the Uptide exercise serieseofdte 1960s
and early 1970s. Pre-ICADS acoustic deception @ésvitemonstrated during Uptide were able to repbdiae the
exercises’ Opposition Force submarines away frofardked aircraft carriers. See Angevine, 84-88.

198 FriedmanNetwork-Centric Warfare237, 343.

199 Directional antenna technology enables extremalyaw radio beams for line of sight communicatiegstems.
This means an ELINT sensor can only intercept ljdirectional radio transmission if it is luckypeugh to fly
through the beam.

10 FriedmanNetwork-Centric Warfare237-238 A major side effect of these EMCON tactics was thwtleforce
commanders found it more difficult to quickly comnicate with their subordinate units and vice veldas placed
a high premium on the battleforce commander devedpand disseminating his tactical intentions, uidiihg
explicit delegation of local decision-making autihyto unit-level commanders as well as preplanmeit-level and
battleforce-level responses to changes in thecaaituation, well in advance of a given operatibnis also drove
development of simple ‘brevity’ code systems thimveed units to efficiently coordinate their ta@l@ctions as
well as relay the battleforce commander’s ordeasviHF and UHF line of sight radio. While these meas
allowed battleforces to conduct decentralized, elisgd, high tempo operations, it came at the jpfitiee entire
battleforce sharing a verbally-disseminated, comraod timely tactical picture. See Angevine, 89-Blie
common tactical picture problem was partially addesl beginning in the 1960s by fielding automattidforce-
level tactical datalinks. These datalinks alloweg participating U.S. Navy or allied navy unit teesthe positions,
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Warship crews also learned to periodically reconfigure their radios and esla means
of complicating any Soviet attempts to correlate specific RF tramsmystems with specific
warshipsi* As an additional countermeasure, U.S. NB¥¢6BProwler electronic attack
aircraft gained the ability to jam pathfinders’ radat®rowlersand shipboard EW systems
could also presumably use their existing communications jamming capabggdiesta
pathfinders’ and tattletales’ radios. This could prevent or disrupt the scoutselepnmg their
targeting reports to bomber raids or other ‘shootéts.’

Some U.S. Navy EW and deception efforts specifically targeted EORSAT uCime s
countermeasure was to install the then-#\WSPS-4%ong-range air search radar on HVUs as
well as on surface combatants. Prior to this, the U.S. had installed differsedih radars on
different warship types to make it harder for the Soviets to simultaneous|y jahtheem during
bomber raids. By standardizing on a single air search radar model, the U.St mmpdssible

for SOSS operators to tell whether an EORSAT-detesM&PS-4%ignified the presence of a

kinematics, and identities of all the other datalrarticipants’ local air, surface, and submariasetacts. Even with
automated datalinks, successful decentralizedethattle operations in EMCON environments hinged xiaresive
preparatory training. As with any kind of team,tleibrce commanders and their subordinate unittleve
commanders needed time and experience to beconil@afaoperating with each other. This familiaritgve
individual units the tactical competencies theydeztto seamlessly execute their battleforce comerénohtent
when communications were slow, unreliable, abbtedigand/or EMCON-restricted.

M1 All RF-emitting systems impose unique ‘fingerpsinbn the waveforms they transmit. These fingetprare
caused by the unique electrical properties of iiddial components within the RF-emitting systemwali as by the
electrical characteristics of the external systhat powers the RF-emitting system. Even if two Rétems and
their components share identical designs and ratgetheir waveform fingerprints will be differefthis is due to
extremely subtle and unavoidable phenomena (gézean component in one system may have minutellidrigr
lower relative electrical conductivity than an athisse identical component in an otherwise identgyatem). Over
time, an ELINT collector can create a databasedbatlates the fingerprinted emissions of a sipgteluction-line
RF system to its being located on a specific ship#t/submarine. This fingerprinting techniquéscaknown as
Hull to Emitter Correlation (HULTEC), can defeatodtion unless the defender takes steps to ‘mdtstie
fingerprint. As it turned out, the Soviets appaleticked the ability to fingerprint U.S. RF systeauring the
1970s. See lbid, 237-238, 343-344.

12 FriedmanWorld Naval Weapon Systerd®8.

13vego,Soviet Naval Tactic19.
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carrier or a frigate. Since the U.S. tracked Soviet satellites in orbitNa\§ battleforces could
also schedule EMCON periods timed to coincide with EORSAT passes ovérhead.

These EW technologies and tactics could not be easily countered. One U.Sircarrier
1969 operated at EMCON during three days of simulated air strikes in the Yelfoan8 Sea of
Japan before being detected by Soviet pathfinders’ radars. Two yeararatéer carrier
operating in the Norwegian Sea avoided detection for almost two days by magmtalF
EMCON while a deception group consisting of several surface combatants andagesepa
battleforce-simulating inport deception unit distracted Soviet attentionréd\darrier remained
undetected for over half a month during a 1972 transit from Florida to the Indian Ocean by
employing radar EMCON when Soviet ELINT satellites were within lingigtit. In the
Mediterranean, battleforces that employed EMCON after shaking tieatiass following them
often avoided redetection by new tattletales or other s¢duts.

Terminal EW defenses against Soviet anti-ship missiles were also provembat
during this period, albeit not by the U.S. Despite its otherwise overwhelming victthry 1967
Six-Day War, a month after the ceasefire Israel lost one of its Second Warlvintage
destroyers to several Egyptian Soviet-mBeE5 (NATO designationSS-N-2 Styxanti-ship
missiles. In the aftermath, Israel rushed to develop EW tactics and tegiesdor defending
againsiStyx Six years later during the Yom Kippur War, the Israeli Navy used these
countermeasures to defeat up to 54 Syrian and Egyptyxover the course of several night

battles. By using low-flying helicopters and warship-launched chaff claudisdoy theStyxs’

114 EriedmanNetwork-Centric Warfare237-238.
15 |pid, 234-235.
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radars, the Israelis were able to decisively employ their shoniged&abriel anti-ship missiles

against the Syrian and Egyptian flotillas.

The Final Move: Soviet Maritime Reconnaissance-Strike Capabilities at Theif P¥&k1991)

1981 witnessed Soviet introduction of their final and most capable maritime bomber, the
Tu-22M3(NATO designationBackfire-Q. Backfire-G unlike Blinder-B, was designed from
inception to employ an improved variant of ikchenmissile Estimates still vary foBackfire-
C’sunrefueled attack radius. Credible sources suggest the combat-Realditle-Ccould reach
anywhere between 2300 and 2900 miles when flying at high altitudes and subsonic speeds.
Backfire-C’'sendurance declined, however, when it flew at supersonic speeds and/or low
altitudes. All the samd3ackfire-C’simpressive reachade it the first Soviet maritime bomber
capable of indirectly approaching a targeted battleforce. WhBiigaer-B’'srelatively short
range meant it could only attack a battleforce from its initial axis of apprBackfire-Craids
could encircle a battleforce and then attack it simultaneously or sequeindailynultiple axes.
As an added survivability measuBackfire-Cscould approach from beneath a battleforce’s
radar horizon, quickly climb to high altitude to launch its missiles, and then resmpetsonic
speed?

The Soviets’ initiaBackfire-Cconcept of operations may not have included a need for
pathfinder support. At least one credible source cl@awkfire-Ccarried a RORSAT downlink

receiver to support over-the-horizon targeting of a battleforce’s majshyarwithout the need

16 «Russian-Source Naval Anti-Ship Missiles in Actibdournal of Electronic Defens&7.
17 See 1. Friedmargeapower and Spack67, 169-170, 345; 2. Kopp, “Tupolev Tu-22M3 BfiekC Bomber -
Missile Carrier.”
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to sacrifice manned scout8 A second source claims SOSS controllers could radio any Soviet
maritime bomber that was already in the air with RORSAT/EORSAMel@targeting data?
Nevertheless, significant circumstantial evidence suggests thanhgatisfultimately
remained necessary due to RORSAT’s and EORSAT's aforementioned cgpiahi#tions.
For one thing, the Soviets introduced specially-modified pathfiBdekfiresin 1984'%° In fact,
Soviet doctrinal sources published as late as 1990 implied routine pathfinder use in sugdport of
Soviet maritime bombers even in situations where space-based targedimgadatvailabl&’ It
is unlikely the Soviets would have taken these steps if RORSAT and EORSAT haddendere
pathfinders totally obsolete.
Another piece of evidence regarding the Soviets’ continued need for pathftodezs
from declassified early 1980s-vintage U.S. intelligence analyses. .-Bhén&d concluded by this
time that while RORSAT could detect large ships such as aircraft sarrigood weather and
small ships such as destroyers in perfect weather, heavy seas affidcaéivey blinded the
satellite’s SAR'? Considering the North Atlantic’s typical weather conditions for much of any
given year, this did not bode well for complete Soviet reliance on space-based &smsor
maritime targeting® Although the U.S/ intelligence community respected RORSAT's weather-
permitting ability to detect carriers operating near the Soviet Union’eerartnaritime

periphery, they judged RORSAT incapable of positively identifying contacts owitsThey

118 bid

19 FriedmanSeapower and Spack71.

% 1bid, 171.

12Ly/ego,Soviet Naval Tactic12-214, 217.

122 RORSAT's radar operated using the X-band of thespéetrum. While X-band’s short wavelength givegity
high range resolution, it has difficulty dealingtiwthe radar reflections from RF-scatterers suchater droplets in
the air or heavy swells on the ocean’s surface. ingern radar needs to use sophisticated signe¢gsng
techniques to discriminate valid contacts fromtigd sources such as these, and the shorter dae’savavelength
the more this becomes necessary. RORSAT's clulfgeression capabilities were evidently inadequettét$ use
of the X-band.

123 Grahn. “The US-A program.”
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also judged that the low number of RORSATS in orbit during peacetime made thenblaeadpa
routinely tracking or targeting U.S. battleforces elsewhere in the worlde\tfieise analyses
incorrectly describe RORSAT and EORSAT as capable of directly providiogters’ with
real-time tactical pictures, they do interestingly note that both satisfies were susceptible to
countermeasures and that EMCON was very effective against EORSAT.

A third form of evidence comes from a ‘sea story’ published online in 2006 byedreti
U.S. NavyE-2 Hawkeyeofficer. In his 1981 anecdote, the officer recounts Soviet use of
pathfinders to support a simulatBeddgerraid against his carrier battle group when it steamed
significantly closer to the Kola Peninsula than any other U.S. Navy surfageHad in many
years'?®> One of the pathfinders, in fact, performed the ‘tattletale’ visual tagedie by
overflying the officer’s aircraft carrier prior to tlBadgers’arrival at missile-firing range. While
no Backfire-Csapparently participated in this simulated raid, SOSS controllers in thebry sti
could have radioed tHgadgerswith Moscow-downloaded RORSAT/EORSAT d&aGiven
that the warships in the officer’s battle group were operating at EMC@Ntprencountering
the pathfinders, EORSAT could not have been used to guidatigers’approach let alone
provide them with targeting-quality datdThe lack of EORSAT data also means that SOSS
operators could not have remotely distinguished the carrier from thedratil@s other ships

since there were no shipboard radar emissions to correlate with individR8AROcontacts.

124 5ee 1. “National Intelligence Estimate 11-15-84#Dviet Naval Strategy and Programs,” 42; 2. “Naio
Intelligence Estimate 11-1-80: Soviet Military Chpdies and Intentions in Space,” 46.

125 The sea story appears to take place during thed@&afari/Magic Sword North” exercises of Septemiog1.
Though the blogger does not give a specific datéifostory, the name of his carrier and the schefmeaneuver in
an operations chart he posted on his blog to itiisthis story correlate to that exercise. This key detail, as at
least one RORSAT was in orbit during that exerdidagic Sword North’s importance will be discussedhis
paper’'s next subsection. See 1. Steeljaw ScribadgBrs and Buccaneers and Bears...(Pt 1);” 2. Gratme, US-A
program.”

126 Recall that Backfire-Cs were supposedly the oyetof Soviet maritime bomber equipped with
RORSAT/EORSAT direct downlink receivers.

127 steeljaw Scribe, “Badgers and Buccaneers and Be@is3).”
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The only other way SOSS could have directly providedtudgerswith space-based targeting-
quality data as opposed to general location-cueing data was if SOSS opgadtmseived a
RORSAT download, derived a tactical picture from it, and radioed this picture Batiyers
before the data became too old and the battle group’s AOU grew too largs. (&evof
tattletale pathfinders in the above vignette strongly suggests thatthisotvwhat happenéd.

It is reasonable to conclude that RORSAT/EORSAT data could not substitutenfiomgets and
tattletales during the early 1980s at minimum, even when a U.S. battlef@acedtenly a few
hundred miles off the Soviet coast.

AlthoughBackfire-Ccertainly posed a far more stressing threat to U.S. Navy
battleforces’ active defense schemes and resources than did earlien&uitiste bombers, the
Backfire-C’sapparent continued reliance on pathfinders meant that U.S. Navy CAP could
continue to break up raids if the pathfinders were neutralized before theirdatioted the
battleforce’s ships. While the U.S. Navy developed and demonstrated newaadtimsncepts
of operations to do just this, some of these measures risked pressuring cdleigrdngs’ air
defense resources to their limitsThis served to further increase EW'’s and tactical deception’s

importance.

128 Even if the Soviets had extremely low time-lateREYRSAT contact data, the lack of EORSAT data
handicapped their ability to aim anti-ship missising space-based sensors alone. The only weaviets could
know with some measure of confidence which RORS#éitacts represented valid high-priority targets ifias
tattletale pathfinders were dispatched to penethatearrier battle group, visually identify corta@nd report this
targeting-quality information to the inbound raitdéor SOSS controllers. Otherwise, maritime bondrews would
have to fire their missiles somewhat blindly at.& lbattle group without knowing whether the tasgbey had
selected were HVUs or false targets. While this ibatill pose a severe threat to the battle grolgp raid would
face a lower probability of incapacitating or simiU.S. HVUs at a high cost in expended missilas ihthose
missiles had been concentrated against contadtstiely known to be HVUs. In any event, a raictkgut
pathfinder support would need to follow a verycitfiight timeline in order to be close enoughhe battleforce for
any RORSAT data radioed by SOSS to be timely endaigtargeting purposes. Any bomber delays takifig o
forming up, and flying out towards the battle graupuld result in increased RORSAT contact AOU siddwese
contact identification and flight timeline challegjoffer a compelling explanation of why tBadgersin the
anecdote were supported by pathfinders despitpdksible availability of RORSAT data.

129 For a discussion of the U.S. Navy's Outer Air Batactics of the 1980s, see Friedm8aapower and Space
234-2309.
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One additional Soviet maritime surveillance capability of this era beamion. At some
point during the 1980s, the Soviets allegedly discovered that the non-directional downlink from
the U.S. Navy's UHF communications satellites could be exploited to locaézaearships
transmitting via those satellites. This provided SOSS with a ikavg;like radio direction-
finding capability that could be used to cue searches by second-layer 8&SAs the U.S.

Navy apparently did not recognize and correct for this vulnerability until ket 991 Gulf
War, any warship using UHF satellite communications potentiallyatiedlits approximate
location to SOSS even if the warship was otherwise practicing EMCON. Tdteloestimate
was insufficiently precise for targeting purposes, though, so second-layered86&8Swere

needed as before to redetect and target the wafship.

The Final Countermove: Systematic U.S. Deception Against SOSS (1979-1991)

Other than renaming the two FLTCORGRUS’ as Fleet Deception Groups
(FLTDECGRU) in 1986, U.S. Navy EW and tactical deception against SOSS during the 1980s
largely built upon the systems and techniques developed over the course of the previous
decadé€? One of these systems, the then-#eWSLQ-32eries EW suite, provided U.S. Navy
warships with automated threat radar detection and identification capaliiit the first timé*

The AN/SLQ-32suite variant installed in HVUs and cruisers included active EW capadbilitat

reacted automatically to the threat radar deteéted.

130 Even though these communications satellites wegeostationary orbit, their orbits were not trigiationary.’
Since the satellites functioned as communicatiefesys, their slight motion relative to the Earttoweinduced
small Doppler shifts into the uplinked signals tmeproadcast. Soviet ELINT stations located withia satellite’s
downlink footprint could analyze the signal’s Dogipshift. The shift’'s size corresponded to the fiasiof the
transmitting warship relative to the satellite. the Soviets could track the satellite’s positidrgyt could use
measurements of the shifts to estimate the tratinmivarship’s location. See Friedmawetwork-Centric Warfare
238-2309.

131 Dwyer, 127-130.

132 FriedmanWorld Naval Weapon Systerd®0-423.

133 ewis, “AN/SLQ-32(V) Operator’s Handbook: Volumé' .
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Anti-RORSAT EW and deception also hit its stride during the 1980s. Destroyer-mounted
ICADS units as well as naval aircraft-laid chaff clouds made it extyedif@cult for RORSAT
to distinguish large warships from false targets. The thenTineanderogaclass guided missile
cruiser's Aegis area air defense system granted U.S. Navgswdanbatants the ability to
reliably defend themselves and HVUs against mass raidgabfensand other Soviet long-range
anti-ship missiles for the first time. This gave Hewvkeye/TomcaELAP combination greater
flexibility to focus on distant engagement of inbound pathfinders and bombers. In turn, the
increased defense-in-depth enabled use of dispersed warship formatiorentlsdce looked
nothing like the traditional ‘bullseye’ formations centered on a carrier or bi¥ig.*** With
knowledge of RORSATS’ orbital parameters, large warships such as capu&tsaneuver to
present their lowest radar cross section profiles to the satellitesygsadesed overhead. By
doing so, they made it much harder for RORSAT’s sensitivity-limited SAR tarmisate the
warship from background clutt€f.Weather and sea state, too, provided the U.S. Navy with
opportunities for cover from RORSAT.

The U.S. Navy also selectively publicized some of its anti-SOSS deceptionliti@seads
a form of deliberate psychological warfare. This campaign sought to ceevest military
decision-makers and SOSS operators into routinely second-guessing radetisctht. radar
emissions detections, and radio direction-finding reports sent by remote sertkerSOSS
fusion center. Over time, the U.S. Navy hoped that Soviet military decisikarsnand/or SOSS
operators could be conditioned into hesitating to commit scouts or combatants aticnesial

unless a higher ‘burden of evidence’ was first ffet.

134 EriedmanNetwork-Centric Warfare238.
135 FriedmanSeapower and Spack95.
136 EriedmanNetwork-Centric Warfare238.
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Selective U.S. Navy use of EW and deception against SOSS during exercises and
deployments no doubt reinforced this psychological campaign. Unlike operationabdathd
1960s and early-to-mid 1970s, much of the relevant material from the 1980s remaifisatlas
or otherwise undiscovered in the U.S. Navy’s various archives. Some anecdotahgepasis,
though, that suggests extensive U.S. Navy use of EW and tactical deception®Q&8sh at
least one major exercise during the early 1980s. A 1997 monograph published by a historian a
the U.S. Central Intelligence Agency’s (CIA) Center for the Study efligénce cites an
investigative journalist’s account of the August-September 1981 Oceani8atac Sword
North exercises as the basis for describing the nature of early 1980s U.Sdd¢aatjons along
the Soviets’ maritime periphery. While noting several reporting mistak@€ A historian
otherwise observed that the journalist’s account of the exercises “appeaectutade.”
Although it is understood that the monograph represents the historian’s personaindalogs
not constitute CIA or U.S. Government endorsement of the data he presents, his @éng the
pieces of evidence lends circumstantial weight to their general crgdiyilimplicit virtue of his
position*¥

According to the journalist’'s account, U.S. Navy leaders decided immedatethto
Ocean Safari/Magic Sword North that the exercise plans would not be dissshiizatadio
teletype to the participating U.S. and NATO units. Instead, as a hedgstabairisk that the
U.S. Navy's encryption protocols had been compromised by Soviet intelligence, the ptans w
hand-delivered to each participating unit. Since the Soviets in fact had obtaine® tiNaldy’s

encryption codes via the Walker spy ring, the U.S. Navy’s stringent opetatemaity

137 see footnotes 27-30 in Fischer, “A Cold War Conund The 1983 Soviet War Scare.”
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measures prior to these exercises serve as a counterintellige¢rafemesther Soviet reactions
to the exercises were genuife.

Once underway, the battleforce set EMCON and transited northward usingrey passi
North Atlantic hurricane for cover. An ICADS-equipped destroyer was task&édm away
from the actual battleforce while simulating a ‘phantom’ carrier bgttep*** Upon entering
the Norwegian Sea, the battleforce dispersed into formations designed to p@8&berators
from using RORSAT data to recognize contact location patterns consistemtaditional
carrier battle group formations. An unidentified EW system aboard one ofrtieesavas also
used to jam the one RORSAT in orbit at that tifidlo pathfinders or other Soviet maritime
reconnaissance aircraft intercepted the battleforce until it bégatating offensive operations
against Soviet military targets from the northern reaches of the Norwezpafl S

According to the U.S. Navy Second Fleet's declassified 1981 command history report,
the events during and immediately after Magic Sword North “elicited probablsnost
extensive reaction from Soviet naval forces in almost a decade” and provided fan idea
opportunity to...assess the Soviet capability to conduct surveillance and thegemaritime
forces.” The command history also notes second-layer SOSS assetsvexatiesnpts to search

for the combined U.S. and NATO battleforce as it steamed northward beforethises

138 vistica, Fall From Glory: The Men Who Sank the U.S. Na§6-109. The ideological bent of Vistica’s bosk i
quite apparent from its inflammatory title. Vistisavork suffers from glaring misinterpretationstbé U.S. Navy’s
1980s Maritime Strategy and Soviet naval capabditis well as more subtle misinterpretations réggittie nature
of Soviet naval strategy. His accounts of Oceamat8dfagic Sword North ‘81, however, are based angarsonal
interviews with the Admirals who led U.S. Navy fegcin those exercises. The evidence specificallycsal from
these interviews are what makes Vistica’'s accotittieexercises credible. The interview-sourcedence is the
only material from Vistica presented in this paper.

139 vistica’s account does not mention whether any S@Ssets were dispatched to investigate this déciay.
therefore unclear whether the ICADS destroyer dsewiet scouting resources away from the actualdiatte.
Since relevant Soviet archival material is unavddait is also impossible to tell what if any effehe ICADS
destroyer had on SOSS operators’ North Atlanticitinge situational picture.

10v/istica describes this jamming as bombarding tBRBAT with “dumb data.” It is therefore unclear vither the
carrier’s electronic attack was noise jamming, gége jamming, or some form of exploitation of tRORSAT’s
uplink/downlink communications system.

“!lpid, 117, 129-134.
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followed by “scores” of Soviet pathfinder flights and simulated bomber rgaisst the
battleforce sometime after it entered the Norwegian“3éa.the U.S. Navy conducted a
similarly audacious exercise within the Soviets’ Pacific peripheryyears later, it is
reasonable to conclude that the U.S. Navy’s leadership possessed ample faitHleetiselE W
and deception capabilitié$.

Indeed, major fleet exercises of the 1980s were routinely used as proving grounds for
new countertargeting tactics and concéfjt8.veteran analyst from the U.S. Navy’s dedicated
Federally-Funded Research and Development Center, the Center for NalyaeAnaent so far
to declare in 1981 that EW and deception capabilities could arguably be “the mostmingorta

most effective of all our defensive systentS.”

Case Study Conclusions

As noted earlier, a Western navy's EW defenses defeated Soviet anti-s$ilpsithe
only time both types of systems faced off during the Cold War. This is, of couragstcstly
useless sample set that solely reflects the offense-defense ladahegisted between the
Israeli, Syrian, and Egyptian Navies at the time of the Yom Kippur War. The Steaehed
from these engagements and improved its subsequent anti-ship missiles’ cd\nter-E
capabilities'* In turn, the U.S. Navy and its allies did their best to collect information on these
counter-EW techniques and develop new countermeasures to exploit or otherwiseowadk ar

them®¥

12«commander Second Fleet Calendar Year 1981 Comiisidry.”

1“3 vistica, 216-218.

144 Bell, “The Center for Naval Analyses: Past, Presand Future,” 12.

145 Smith, “Antiair Warfare Defense of Ships at Sef,7.

146 “Russian-Source Naval Anti-Ship Missiles in ActjoB7.

147 The only other widely-known use of Soviet antigshiissiles in naval combat during the Cold War asndia
against the then-Western equipped but hardly moBakmstani Navy in 1971. All other Cold War-eraiattip
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It remains difficult to definitively judge the U.S. Navy’s effectivenesdeceiving and
blinding SOSS using only open sources. The doctrinal and technical information regai$lin
and Soviet capabilities largely comes from the work of a single analyshadd-riedman.
Friedman is perhaps the only researcher to publish comprehensive English ¢ateghadcal
studies of the Soviet-American naval competition using archival materaale available by
both sides after the end of the Cold War. While Friedman is widely regarded irStheaval
analytical community as highly knowledgeable and credible, the possilaitityot be discounted
that some of the archival materials he used in his research excluded key piefm@saition
that might have otherwise led him to different conclusions. It is extremmékely that the
official sources he used were written to be deliberately misleadingaarahers, but the
sensitivity of any past deception effort against technologies and operaimeaipts still used
by the involved parties makes it a remote possibility.

The case study’s operational evidence taps multiple anecdotal sources and makes
credible circumstantial case that U.S. Navy efforts successfully cedrfs®SS’s primary
remote sensing assets, nameiyg, RORSAT, and EORSAT, on at least several distinct
occasions. Furthermore, the anecdotal evidence suggests other U.S. Navy Seveeksg
detection by second-layer SOSS assets such as pathfinders and taffletaisdence is
insufficient to determine the U.S. Navy’'s apparent success rate, hoaswata indicating the
number of times EW and tactical deception were employed against SOSS asthvell a

outcomes of each usage over the course of the three decade competition is not pabéblg a

missile engagements against Western navies usetbMvesti-ship missiles: French Exocets by Argentigainst
the Royal Navy during the 1982 Falklands War, Exobg Iraq against the frigate USS Stark in 198id, @an
American Harpoon by the Iranians against a U.S.yNmattleforce during Operation Praying Mantis ir889See
Hughes, 151.
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Deeper analysis will become possible once data from the mid 1970s onward is filt lagst
the next decade or so, and researchers can comb through U.S. Navy archid@sghg.cor
Soviet archival information attesting to the effectiveness of U.S. Navy EW aagtaec
similarly remains classified or otherwise unlocated. The Soviets welégent adversaries and
most likely learned from each U.S. Navy use of EW and deception against SO3f&stateal
record is unclear as to whether they were able to develop tactics, techniguieshamologies of
their own to defeat U.S. Navy anti-SOSS countermeasures. Therefore, thdipodsbihe
Soviets possessed ‘war reserve’ anti-deception capabilities or wereipgaatgrand counter-
deception campaign of their own cannot be completely discounted. During the span séthe ca
study, the Soviets regularly dispatched second-layer SOSS assets againNaWwy battleforces
that did not practice EMCON or that otherwise stumbled across other Soviet scedis.afr
alludes to possible situational Soviet restraint in dispatching these assess ddga. battleforces
during the 1980s as a means of limiting U.S. Navy insight into SOSS capabiléidseld not,
however, cite his basis for this opinion. He observes that the former chief of Smwadt
intelligence once remarked that the Soviet Navy had at least one submailimg ¢ach
deployed U.S. Navy carrier as a tattletdl&Vithout access to the Soviet archives, this claim is
impossible to prove. While Soviet submarines no doubt trailed U.S. battleforces whenever
possible, once they revealed their presence by transmitting a contacbregeré otherwise
detected they could be shaken off like any other tattletale. Soviet submagheeslso subject to
deception by systems such as the ICADS acoustic decoy. The Soviets’ mogeendth ocean
surveillance and targeting represent an important area for future Colda¥x&research.
Ultimately, the chief metric for judging a military force’s probatdenbat efficacy is by

observing its peacetime operations. It is axiomatic that a militace fvain only effectively

148 EriedmanNetwork-Centric Warfare238-239.
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execute in war what it routinely practiced during the peace. Existingrsystear reserve’
modes are one thing, as these modes’ capabilities are generallyreahgpshe operator and do
not necessarily require modifications of existing doctrine and tactics.r&garve’ doctrine and
tactics are harder to employ, as an operator cannot easily and confidentiyeewhat he or she
has never routinely practiced. This means the doctrine, tactics, and oapéadlilities displayed
by the Soviets when searching for and reacting to U.S. battleforces at&®egrindicative of
how they would have operated as well as the constraints they would have féeestaittof a
general war. It is highly unlikely the Soviets would have operated during peadetways that
jeopardized their readiness for achieving a decisive first salvo at thefsaavar—their primary
doctrinal objective. It is especially improbable that they would have done so wheRdyys
battleforces were operating only a few hundred miles off the Soviet coast dpeniga of
increased political tensions, such as was the case during Ocean SafarMagi North ‘81.
From this dataset, we can derive several principles that can guide alr feear
potentially-exploitable vulnerabilities in the Chinese ocean surveillarc&38M
reconnaissance-strike systems.
First, wide-area remote sensing is not a maritime surveillance pdmaeesg means. Long-
range RF direction-finding/ELINT systems only work if a target coopeazigtoperates its
radios or radars. EMCON denies passive sensors this information, and decepdions sgs
make decoy units indistinguishable from real battleforces. The defendexisodye able to
use natural phenomena for cover depending on the nature of the attacker’'s sensors’
vulnerabilities.
Second, if long-range active sensors such as radar lack sufficient sereito/ibr

discrimination, they can be deceived using actively-emitting and passeftdgting false
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targets. These false targets often must be specially configured to sfededic sensors’
unique exploitable vulnerabilities.

Third, both sides are in a perpetual, iterative race to develop countermeasursisaaghi
counter-countermeasures for these sensors. The defender can thereforecihelgff
employ false targets and naturally-occurring cover phenomena against hsaaglseactive
sensors if he has adequate intelligence regarding those sensors’ currerahilities. This
intelligence is either gained through repeated operational exposure tosbessar
clandestine technical collection against them. Without this intelligence, finedée cannot
have high confidence in his cover and deception tactics and techniques.

Fourth, contact identification can be more important than contact detection. High teghnolog
weapons are expensive and can take a long time to manufacture. Their numbergfane th
often limited, and successful campaigns can hinge on whether enough of these weapons
remain in a force’s inventory following sustained combat action. Force eoaers must
often decide whether targeting information is sufficient to launch a high techno&agpow
given the risk of wasting it against an invalid target. If defenders eveiprr attackers from
confidently determining the identity of a given contact from a distancetlleesitacker may
not be willing to waste long-range weapons without first sending scoutsrftotivard to
identify valid targets. This can simplify the defender’s screening progteatly as well as
impose increased risks on the attacker.

Fifth, tactical deception’s effectiveness declines rapidly once an decttikdforce reveals
itself upon passing through confined waters or commencing strike operattiorg. fake
some time for the adversary to reevaluate his operational and tacticgbittuets to

determine the approximate location of the actual battleforce, and the beélefay be able
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to travel far enough in that time to avoid redetection. However, in ‘announcing’ s&snoes
the actual battleforce will draw the adversary’s attention and as awdsuakeed to prepare
for the adversary’s counterstrike attempts.

Sixth, a tactical deception capability can only be judged effective whepaetriodically
tested in peacetime against an adversary’s real-world sensors andrde@giers. This not
only requires the defender to disclose some of his deception capabilities to hiaryg\eers
also requires the defender’s use of counterintelligence methods to determineritne
adversary’s reaction to the deception is in fact genuine. Real-worldjtesdim perpetuates
the iterative countermeasure/counter-countermeasure competition betwegeo siaes.
Seventh and most significantly, the defender’s periodic peacetime disclosast and/or
fabricated tactical deception capabilities to an adversary can be usegsygctmlogical
operations against the adversary’s commanders. By routinely denying atifamrto,
deceiving, or plausibly threatening to deceive the adversary’s surveiladce
reconnaissance sensors, EW and tactical deception can cause the adwgrsaaiianal and
tactical-level commanders to lose faith in their ability to obtain relisiblational pictures.
Periodically saturating the adversary commanders’ pictures withdaigacts during
peacetime may force them to sortie scarce scouts and weapons-cassgitsgagainst decoy
groups, thereby diluting the resources available for use against actual fidiemay
condition adversary commanders to be more hesitant to commit reconnaisséacessats
into the field, which in wartime can translate into increased maneuvering codhef
defender to seize and/or retain the operational and/or tactical-leveligiti@bnversely,
when conducted periodically during peacetime, these kinds of psychological operations ¢

condition the adversary’s commanders into expecting to see the defender condurct cert

67



types of operations or use certain tactics in the event of actual combabyfgteups
simulate these same operations and tactics to the adversary in war, tharg@dvattention

and/or long-range fire might be drawn away from actual forces.

There are two important corollaries to these principles. The first iIS(&S was a
highly centralized system that denied tactical initiative to field comnrand@bese types of
operational-tactical command and control systems may be the most polidiale, but they
generally are also the most exploitable by the other side.

Second, the SOSS case study suggests that centralized surveillance, regocsaénd
strike systems are not very survivable once a general war breaks outrbpéeeer near-peer
states. Once the Soviets took their first and only ‘semi-free’ shot, surviving Bvg. N
battleforces would have been authorized to seek out and destroy any secon@&yesSets
they came across. These U.S. Navy forces could have done so far from grdiedte In
addition to employing ‘war reserve’ EW techniques and deception tacticsfoct&s could also
physically destroy SOSS’s land-based sensors and data fusion center withiooalemapons.
Furthermore, the U.S. developed aircraft-launched anti-satellite midsifang the 1980s with
RORSAT and EORSAT in mind as targets. Systems like SOSS are therefouadberstood as
optimized for coordinating the delivery of a single massive salvo againstbeitiaforces
within their reach at the start of a war. Robust EW and tactical deception czasmtine
attacker’s uncertainty by increasing the number of variables he mustmesfor his first salvo
to succeed. The attacker’s centralized surveillance, reconnaissanceikanglystems’ combat

viability wastes away rapidly and not necessarily gracefully fiwah point forward?

149 5ee 1. VegoSoviet Naval Tactic18-219, 358-361, 363; 2. Friedmatetwork-Centric Warfare224, 340.
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V. Assessing the Chinese Ocean Surveillance and ASBM Reconnaissanties

Systems

Comparisons with SOSS and the Soviet Maritime Reconnaissance-Strike System

There are a number of important similarities and differences bet@@®&S and SOSS,
just as there are a number of important similarities and differences betwe€hihese ASBM
reconnaissance-strike system and the Soviet maritime bomber reconreasircsystem. On
the similarity side, it appears that COSS will use many of the samedfgensors as SOSS
once did. COSS’s SAR and RF direction-finding/ELINT satellites par@l@RSAT and
EORSAT. COSS’s current maritime reconnaissance aircraft and fteddd8LE UAVS
parallel SOSS’s pathfinders. Eventual Chinese autonomous unmanned systems nadaysom
be used as sacrificial tattletales. The OTH-B radar in some waghepsfrug as a shore-based
theater-wide surveillance and cueing sensor.O0R&1D ASBM parallels théBackfire-
C/Kitchentandem in tactical reach, lethality, and speed relative to its t&ge21D also
achieves the degree of tactical responsiveness and accuracy the Soldetetceith theirSS-
NX-13 Most significantly, COSS’s architecture and doctrine appears just aslizenk—and by
extension just as theoretically vulnerable to electronic neutralizainysjcal destruction, and
tactical deception—as SOSS%.

The most obvious difference is that the flight time 8ff&21D fired at maximum range
will be about fifteen minutes, whereas the flight time f@&agkfire-Craid at maximum
unrefueled range was measured in hours. Chinese SAR satellites also wifferdrem the

sensitivity and operational lifetime shortcomings that plagued Soviet ROR®nlike

1%0 Redundant systems and communications pathwaysmmanve a centralized command and control architecs
resiliency during intense and/or prolonged combatvever, these technical measures cannot deflfsadtsfe
tactical deception.
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RORSAT, Chinese SAR satellites may even possess a target-incagiugjlity that can be used
as a countermeasure against unsophisticated RF decoys.

COSS will have other capabilities that the Soviets never enjoyed. For one thing, COS
may be able to cue electro-optical satellites for remote visual eadion of contacts originally
detected by other sensors. Thanks toltilalian data relay satellite constellation, COSS’s data
fusion center will also be able to receive space-based sensor reports athieréhan when a
given surveillance satellite passes within a ground control station’sflgight. Lastly, COSS
will be able to augment its passive RF direction-finding/ELINT sensolbsthét actively-
transmitting OTH-B. This will give COSS a peacetime wide-area dlanee capability that can
provide actionable cues to higher-resolution active sensors carried byesateitl second-layer

scouts.

Combat Survivability of COSS and the ASBM Reconnaissance-Strike System

The greatest question regarding COSS and its associated ASBM reconeastskac
system is how long they can retain their combat utility beyond China’sdixsi at the start of a
war. The Chinese ASBM concept, after all, cannot be properly analyzed ik#nsreed outside
of the overall operational, strategic, and political factors that would almdaintgishape any
notional Sino-American crisis or conventional war in East Asia. Recalifthat/arsaw Pact-
NATO or Soviet-American war had erupted, the Soviets would have received ondresemi-
shot’ at crippling the U.S. Navy battleforces SOSS held in track at the outbreakildfdss
Following this first salvo, U.S. wartime rules of engagement and deceptive mneageires
would have vastly complicated SOSS’s surveillance and scouting operatioherfarte, a

Warsaw Pact-initiated general conventional war in Central Europe taterainly would have
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allowed the U.S. to invoke the North Atlantic Treaty’'s Article Five as jastifon for direct

physical attacks against SOSS infrastructure located on Soviét Eb$. and NATO restraint in
conducting an anti-SOSS campaign therefore depended on how limited a notional Watsaw Pa
war was in scope.

This highlights the Chinese ASBM concept’s core strategic-legakness. While no
regional collective security alliance similar to NATO exists in Basé, the U.S does have
bilateral defense treaties with Japan and South Korea. If CCP leadersapobijectives ever
drive them to unleash a ‘limited’ PLA campaign against either of those tworigs e U.S.
would be treaty-bound to intervene. Similarly and as noted earlier, key elevh&it& doctrine
are predicated on the fanciful belief that precision land-attack mis#iessagainst U.S.
military forces stationed on China’s East Asian neighbors’ territoreegdamnot be regarded by
those host countries as intolerable acts of war. It is by no means clear that S@atin &t
Japanese citizens and political decision-makers would be willing to embmdistinction, let
alone refrain from invoking the bilateral defense treaties. It also gtlesuvisaying that PLA
strikes against Guam or Hawaii at the opening of what CCP leaders intenaldarated’ East
Asian campaign would constitute direct attacks on U.S™8@hinese cyber attacks and/or
active EW against U.S. military networks and sensor systems as hadbitlee out would

additionally contribute to setting the initial ‘escalatory precedent.’

511 fact, the North Atlantic Treaty’s Article 6 $¢s that an armed attack conducted in the Atlaitiatitudes
north of the Tropic of Cancer or in the Mediterrané&ea against the forces, vessels, or aircraftm@faty party can
be used to invoke Article 5. See North Atlantic dtse

152 Erom CCP leaders’ perspectives, notional PLA affem operations in East Asia for limited politicddjectives
might include rapid forcible seizure of the SenkakBpratlys, or other potentially contested lesdands along the
First Island Chain. Notional PLA seizure of Taiwalesser islands such as the Pescadores, Quenidatsu
archipelagoes might also constitute offensive dpera for limited Chinese political objectives. Ational PLA
invasion of Taiwan proper would hardly represefitténese limited political objective. CCP leadergintj
however, consider an air and maritime blockadeavan or a coercive SRBM bombardment campaign atain
Taiwan as operations for limited political objeetsveven if the Taiwanese people (and probably l[ga8ers)
disagreed with that characterization.
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Any one of the above land-attack scenarios, and more likely a combinatlemaf t
would provide the U.S. with sufficient political justification to begin a comprebersd
physically destructive campaign against COSS, the ASBM reconnaisstaikeesystem, and
other PLA theater access-denial forces located on Chinese territeeg, an the air, and in
space?® This campaign’s nature, scope, and escalatory tolerance would be restrairagd only
U.S. and allied political objectives for and passions in this now far-lesgdimotional war.

It is possible but unlikely that the Chinese might opt to open a limited regionaligampa
by only striking U.S. Navy battleforces at sea. CCP leaders might cottsslapproach if they
believed that they could successfully manage escalation by not conducting denkdfest
strikes against U.S. and/or U.S. allies’ sovereign territories. CCP $eaigint conclude that
limiting their first strikes to the maritime domain would make their U.S. @patts fear setting
the war’s escalatory precedent in the form of authorizing counterstrikestG®SS sites and
other PLA targets on Chinese sovereign territory. Chinese restraint algedities, however,
would prevent them from accomplishing their articulated primary militagategjic objective:
summarily blocking the U.S. from using forces already in theater topdier defeat PLA
offensives. Once the Chinese launched their first ASBM at a single U.$hipjdd.S. and allied
air and ground forces could take combat readiness-enhancing steps such siagliapefor

sheltering vulnerable land-based aircraft and mat€&ti€his would dramatically erode the

153 Since the data fusion center could be located dedprground or in politically-sensitive areas, aimte
command, control, and communications systems dogilgtrouted to any number of alternate locationdeusome
circumstances it might make more strategic as agethctical sense to attack the data fusion captentually’
through EW, tactical deception, and possibly cybeans as opposed to physical strikes.

154 Both sheltering and dispersion would require digant peacetime investment. Many more shelteghesithan
currently exist would need to be built at regioaiabases to protect U.S. and allied tactical aftcEsispersed
operations would require more maintenance manptveer likely exists in current forward deployed ®rc
structures, fielding of a distributed air operai@ommand and control/mission planning system, and
construction/reconfiguration of outlying secondaitpases and/or highway stretches long enoughsias military
runways. Dispersed operations would also requiterskve use of cover and deception in order toydalgrevent
Chinese discovery of the secondary/ad hoc airtiasese during a conflict. Lastly, dispersed operagiwould
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effectiveness of any PLA land-attack missile strikes deemed negagsanst those units and
resources later in the campaign. Nor would there be any guarantee that itIcal fgaders
would refrain from vertically escalatory counterstrikes against PlsAta®n land and/or in
space? The key to a first strike is to neutralize or destroy as much of the defecdertmt
potential as possible before he can effectively react, thereby forertbsinlefender’s self-
defense and retaliatory options in ways that decisively grant the stratefjoperational
initiative to the attacker. Chinese leaders’ initial political objestiweuld have to be very

limited and their restraint very disciplined, indeed, for them to foregaehavide first strikes

require extensive training during peacetime in otddest tactics and doctrine as well as to camulipersonnel. See
Stillion and Orletsky, “Airbase Vulnerability to @@entional Cruise-Missile and Ballistic-Missile Atks:
Technology, Scenarios, and U.S. Air Force Respgh88s90.

135 There is no precedent in modern U.S. history fiesponse to a near-peer state’s peacetime atte@hJoS.
HVU at sea. In terms of war-opening attacks onombj.S. Navy combatants, the closest historicalagi@s would
be the 1898 sinking of the battleship UB8&inein Havana harbor (widely believed then as nowddHe result of
mining) and the 1941 Pearl Harbor raid. While el incident directly and the former incidentinedtly led to
U.S. declarations of war against Japan and Spapeotively, neither occurred when the involved Wvarships
were at sea. The trendline is even less clear wkamining attacks by near-peer and non-peer statemaller
U.S. Navy combatants. German submarine attacks.8nNhvy destroyers in the North Atlantic duringnsner and
fall 1941 did not result in a U.S. declaration arver U.S. military retaliation. Nor did the 198@adji anti-ship
missile attack against the frigate USrkin the Persian Gulf. Conversely, the 1964 Nortbtiamese torpedo
boat attacks on the destroyer Ud&ddox in the Tonkin Gulf served as the trigger for dirgcS. intervention in
Vietnam, and the U.S. broadly retaliated agairestian maritime forces in 1988’s Operation Prayingnhis
following the frigate USSamuel B. Robeftsstriking an Iranian-laid mine in the Persian Gul

These data points suggest that U.S. retaliatioatfeccks on its warships by another state depers#eeral factors.
Since both historical attacks on U.S. Navy HVUstleavar whereas only a few of the attacks on smalle
combatants did, the attacked warship’s size, Ftdet and corresponding national symbolism maydterdnining
factors. In this light, it is worth noting that g surface combatants such as Aegis destroyetsdag considered
major Fleet assets whose roles and correspondmbalism are more similar to pre-1940s battleships cruisers
than they are to pre-1970s destroyers. The morertaumt variables, though, appear to be U.S. ralatigith and
political interests relative to the aggressor atttine of an attack. U.S. interests in Cuba, Ea&,ASouth Vietnam,
and the Persian Gulf region were deep and puldidlgulated at the times of each of the attacksléthato wars or
otherwise U.S. military retaliation. Tensions wafso already high with Spain, Japan, North Vietnand Iran
when those incidents occurred. It is highly likeherefore, that any Chinese East Asian campaigmiag attack(s)
conducted at a time of high Sino-American tensgoisly against U.S. Navy aircraft carriers, amptuisi warships,
and/or large surface combatants would not detettBe from retaliating via vertical escalation. $aepolitical-
strategic factors, combined with images of a damayenbol of American power and American servicemersib
casualties, would likely trigger the very respoi$ena sought to deter. Regardless, in the unlikgbnt that a
Chinese maritime first salvo did deter Americanticaf escalation, it would not be vertically esc¢atg for U.S.
Joint forces to initiate a comprehensive campaggirest PLA maritime forces, seaborne logistics, @S
maritime airborne and sea-based scouts.
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against American and allied forces on land and at sea at the beginning of ani&ast As
campaign.

Based upon all these considerations, COSS'’s vulnerability to kinetic ardnetic
attacks in a notional Sino-American war appears to represent the operavehéky to
unraveling the PLA’s overall ASBM capabilityf. This might be expected to presélitinese
leaders with a use-or-lose proposition. Even if the highly-m&@##e&1D TELs cannot be
routinely located and destroyed by long-range U.S. aerospace forces, ©@0I83ikely be fair
game for physical attacks and almost certainly fair game for EW and oth&mmbic attacks.
The more centralized that COSS and the ASBM reconnaissance-strikeatehits, the more
likely that systematic deception against and/or neutralization and destratCOSS will make
it extraordinarily difficult if not impossible to effectively target U.Sawy battleforces with
ASBMs the longer a notional war lasts.

If CCP and PLA leaders come to believe that COSS is a wasting asset thayanight
find themselves under immense pressure to conduct ASBM strikes against asajary. 8.
warships and battleforces as possible as quickly as possible at the beginningaria noti
conflict. Notwithstanding the ASBM arsenal’s role in PLA strategy and Phddes’ apparent
confidence in the COSS maritime picture’s accuracy, the fear of rapidiyg libee ability to
effectively employ ASBMs will theoretically further heighten theA™. incentives for using
them early and often. It seems likely that the PLA would size each of thgsavoes to give
them the highest reasonable probability of penetrating targeted U.S. NHefobzes’ defenses.

It follows that a few poorly-aimed or decoyed salvos during a notional Vet slays or weeks

%8 ronically, many Chinese defense analysts agréte this logic as applied to the U.S. military’ségtated
surveillance, reconnaissance, and strike systeriti€at roles in supporting sustained U.S. comhagrations in the
Western Pacific. See 1. Ross, “Navigating the Tai®aait: Deterrence, Escalation Dominance, and-Offna
Relations,” 72; 2. Cliff, “Entering the Dragon’sitd 37-38, 51-60. It is not clear whether any Gise defense
analysts have acknowledged this in their writingsut the ASBM concept.
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would impose a meaningful dent in the ASBM inventory at a precarious point in the PLA’s
offensive campaign.

Conversely, if CCP and PLA leaders come to distrust the COSS maritimesfsct
accuracy in peacetime, then they might hesitate to expend ASBMs in wartimé&ardly
means there would be no ASBM first salvo or follow-on salvoes of opportunity. It do@s mea
that a higher threshold of picture confidence might be required before a raid would be
authorized, and that this could buy U.S. Navy battleforces time and space for condhitging i
theater operations.

As will be discussed in Section VI and VI, these two PLA decision-makiegasios
offer numerous opportunities for exploitation via tactical deception. Even though the two
scenarios’ decision-making rationales contradict each other on the sthi&aeds no reason
why the associated impulses cannot simultaneously arise in the minds of kegeCleiaders.
Should this occur and some measure of Chinese decision-making paedy#istactical
deception could provide U.S. forces with significant assistance in capturiragtivaltand

operational initiative.

Conceptual Alignment of EW and Deception with Anti-ASBM Active Defenses

The above factors suggest that the primary ASBM scenario the U.S. Navy epatepr
for is defense against the first few salvos during the opening days ansl e¥eekotional East
Asian war. The more U.S. Navy warships that survive these first few salvesptbeeombat
power the U.S. will retain in theater to blunt PLA offensives, protect flows mioreements and

materiel to U.S. allies, and prevent China from achieving its war objectives.
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Since the first ASBM salvo would likely mark the transition from peace to war,
peacetime rules of engagement would likely constrain U.S. military foopéisns for actively
degrading COSS's ability to provide targeting support for that first sah@tdctical focus
during the peace-to-war transition would be on cover from and deception agair$st &0&ell
as defensive EW against the first salvo ASBM warheads’ homing sétigesiowing rules of
engagement relaxation, the subsequent phase would add offensive anti-COSS EWxé°the m
Both phases’ EW and deception capabilities would be in addition to and complemerttary wit
U.S. Navy active defenses against ASBMs and COSS assets, such as antindéS8eptor
missiles and area air defenses against reconnaissance aircratft.

U.S. Navy EW and tactical deception systems would also dovetail with U.S.cloies’f
kinetic strikes against shore-based COSS sensors, satellite ground saatibdata fusion
facilities. It follows that the more that EW and deception tools can contributsaiolidg COSS
and neutering the ASBM non-kinetically, the more options that U.S. militaryrieadé have
should initial U.S. political objectives make escalation management ayridig ASBM threat
will not evaporate entirely once COSS is fundamentally disabled or compro@mnsked.S.

Navy battleforces will require ASBM defenses throughout a notional war. Meless, without
effective COSS targeting support the remaining ASBM inventory would be far lass of

hindrance to the conduct of U.S. Navy combat operations along the First Island Chain.

157 Defensive EW constitutes countermeasures emplogdupon detecting enemy use of an active targetin
sensor (as opposed to a surveillance sensor), eweagyons launch, and/or the attacking weapons’ hgisensors.
The purpose of defensive EW is exclusively to detleainbound threat. In practice, defensive EV\fnidtional
lines can be blurry as many modern surveillance@sndouble as targeting sensors and a defendenohdng sure
whether an active sensor is being used for suava# or for targeting. A commander’s decision reggr when to
employ defensive EW is based on his or her readlithe tactical situation, intelligence in-handledmted
authority, and legal right of inherent self defense

138 Offensive EW constitutes countermeasures emplagtdthe intention of actively blinding, disablingt even
destroying enemy surveillance sensors and commiiomsapathways. The purpose of offensive EW isdotralize
and/or roll up the enemy’s surveillance networkm&dorms of tactical deception can also fall unofégnsive EW
(i.e. deceptive jamming of a surveillance radamy an adversary may not even realize his sensoes subjected to
a deceptive offensive EW attack until much latese ldf offensive EW does not necessarily requirate f war to
be in effect, but its peacetime use is typicallgjeat to higher-level approval as it can be intetgd as a hostile act.
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EW and Deception Capabilities Needed

The Cold War case’s principles allow us to derive several key technicaiogseshich
need to be answered before an appropriate mix of EW and tactical deception czpabiiibe
tailored for use against COSS and the ASBM warhead. For instance, counteentea®lopers
need to understand Chinese sensors’ sensitivity and discrimination capabitiggsalso need
to understand a variety of other technical details about these sensors such a$esoan pa
transmit and/or receive beam patterns and frequency spectrums, traagaidnw designs,
signal processing methods, and counter-EW techniques.

Countermeasure developers also need to understand COSS’s communications and data
fusion architecture. They need to understand how long it takes the data fusion cateve r
downloads from remote sensors. They also need to understand whether any techstiGahts
or organizational barriers exist that can be exploited to further delay thisTatamay even
need to understand the basic processing methodology that COSS track managseraatvaill
use to fuse sensor data into an integrated situational picture.

Lastly, countermeasure developers need to understand COSS operators’ gsita anal
skills and routines as well as decision-making preferences and tendemzesn8dern
computer systems can manage an incredibly high number of contacts, saturatiegran o
surveillance system depends upon psychologically stressing the systerais dpenators
beyond their mental limits. These psychological attacks can take advaftagparent gaps in
the operators’ training. Apparent operating procedures can also be exploitededs not
previously, a long term deceptive-conditioning campaign can incrementaltk agperators’ and
decision-makers’ confidence in their operational or tactical picturesdasmmally inducing

them to waste surveillance and reconnaissance resources againstlgsieciag decoys,
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presenting them with too many ‘valid-looking’ contacts that require dimgestigation by
scouts, or using easily-discriminated EW techniques and deception tactidsetthera
incorrectly tag actual battleforces and warships as decoys. It falt@wsountermeasure
developers must understand what COSS operators and decision-makers expatgbesrand
data fusion processors will show them, how they expect these systems will pemfiem
combat conditions, and most importantly what they think U.S. Navy battlefordegowil
tactically and operationally in a war.

With these intelligence collection requirements in mind, we can next exasgeeal
EW technologies with potential applications against critical COSS nodes démel/ASBM’s
own homing sensors. While the limited unclassified information about COSS and tiv ASB
makes it impossible to detail specific technical solutions against thoststhweacan
nevertheless use the physical principles behind modern EW as well as the Cols&&r ¢

principles to identify promising technical and tactical concepts for fuldt®. Navy research.
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VI. Promising EW Technologies and Techniques for ASBM defense

EW Systems’ Basic Roles in Naval Battleforce Defense

In order to apply the Cold War case’s principles against COSS and the ASBM
reconnaissance-strike system, it is important to visualize how differernteEiWiologies and
techniques fit into overall defense-in-depth of a naval battleforce. Figulew itlestrates the

EW countermeasures used at various points in an attacker’s generic ‘detegayie’ sequence.

Figure 4: EW-Based Layered Defengg’

First, cover and deception (C&D devices in the diagram) countermeasures blindive diee
attacker’s surveillance and reconnaissance sensors on, under, and above the sea@wseth
of several hours, days, and perhaps even weeks. Assuming the attacker is abled¢dhecal
battleforce, active EW (AECM in the diagram) transmissions from shipboardyElhss, active

offboard decoys, and passive ‘reflecting’ offooard decoys are used to blindeoredte

159 Kimbrell, “Electronic Warfare in Ship Defense,” 84
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attacker so that he cannot easily detect and identify the battlefovaeships®® These same
systems can also be used to degrade the attacker’s tactical picun&cg and coherency such
that it complicates his decisions regarding whether or not to launch midileshooses to
launch missiles, then the same systems can be used to influence his deciaminsgyaden,
where, and how many missiles should be fired.

Once missiles have been launched, shipboard EW systems and offboard decoys are use
to blind and/or deceive the missiles’ midcourse guidance sensors with thievelpéc
‘distracting’ them away from the defended battleforce. Should this fail, oth&aclien’
countermeasure techniques are used to present multiple valid-looking targreisttowand
missile’s terminal homing sensors. If these homing sensors can be ifioléocking onto one
of the distraction targets, the raid’s strength will be decreased and mensidefinterceptor
missile and EW resources can be allocated against the surviving threats. Biotmgues
may also continue to be used at this stage. In the event that a missilaig lsemsors lock onto
one of the defended warships, ‘seduction’ countermeasure techniques are employddthe brea
lock and cause the missile to mi&sThe EW defense sequence against a launched missile
transpires in anywhere between 15 minutes for an ASBM fired from itsnaaxrange to under
a minute for a sea-skimming supersonic anti-ship cruise missile fiesitedtas it crosses the
defender’s radar horizon.

Most EW systems serve multiple roles in a layered defense. The numbkssahat a

given EW system can fill depends upon how many adversary sensor types it can inflndnce

180gJinding’ by an active EW system involves broasiiag electromagnetic ‘noise’ in the direction afattacker’s
sensor. RF noise jamming is a form of blindingetr#e infrared or visible-band light can also beduseblind an
adversary’s infrared and electro-optical sensopphticated infrared and electro-optics can oveeobhis to some
extent by receiving multiple frequencies near-stamgously and/or using receiver filters’ and vadgsignal
processing techniques to suppress or cancel olitiding effect.

%1 The Israeli Navy’s use of helicopters and chafuds as false targets against Styx missiles dtniegyom
Kippur War represent examples of distraction anthags also seduction countermeasures.
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the means by which it can influence those sensors. For instance, ICADS performed
countersurveillance and countertargeting missions by generatsegR&l and acoustic targets.
ICADS’s ability to simulate other warships’ telltale RF emissioy @so have been capable of
fooling certain types of missiles’ midcourse guidance systems, and feddeRarget generator
may have provided terminal phase distraction capabilities. Shipboard EW systeimas the
1960s-eraAN/ULQ-5sand6s and the post-19808N/SLQ-32wvere designed to perform
countertargeting, counter-midcourse guidance, distraction, and seduction functions.

COSS and ASBM warhead sensors are far more complex and almost certaimbyea
capable than their Soviet ancestors. As a result, a wide variety ofetsteel countermeasures

must be combined with several key emerging EW technologies.

Passive Offboard Countermeasures against COSS and ASBM Warhead Radars

Shipboard EW systems are necessarily augmented by offboard EW counteesidasur
the absence of offboard countermeasures, an adversary can adapt his weaporsgbsensor
recognize and home on actively-transmitting shipboard EW systems’ ensis€iffooard
countermeasures are divided into two categories: passive and active. Asrtieeimpdies,
passive offboard countermeasures reflect, absorb, or obscure the electrommadratiton that
adversary sensors use to detect defended warships. Balloons and chaff/RF-obscosiolg are
the two main types of anti-radar passive offboard countermeasures.

Rapidly-inflated balloons that float on the ocean’s surface have supportéd nava
countersurveillance and countertargeting efforts for decades. Thesmbalre shaped to have

disproportionately-large radar cross sections as compared to theirgblsyses. They are often
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used as distraction and seduction false targets when their use is coordinatedeniE\\bt
systems and techniques under appropriate circumstahces.

Chaff decoys are perhaps the most common passive offboard countermeasigsteaagai
adversary’s centimeter-wavelength search and targeting radarskastatb8uring aerosols
perform the same role against millimeter-wavelength raéfafgarships create chaff clouds by
using mortar-like launcher tubes to propel chaff-dispersing canisterhie&ort The chaff
system, as controlled by the warship’s EW control system, is designed ta#a&bi;nlaunch
canisters in preset patterns around the warship depending on the type of inbouedanmiisie
local meteorological conditions. Older distraction chaff techniques involeatieg clouds
whose large radar cross sections were more attractive to unsophisticsggelshfioming radars
than the actual warships. Similarly, older seduction chaff techniques involveidmpagitclouds
close enough to a defended warship so that their individual radar reflections néogelat
would seem to be a single contact to an unsophisticated missile’s homing racath8i
apparent center of this single large radar reflection would by the cloiedpsdesign not be
located on the defended warship, the missile’s ‘locked-on’ aimpoint would be sedweedsto
one of the clouds. Modern anti-ship missiles’ homing radars are far less susdeyititelse
particular technique$?! However, a properly-placed and periodically-reseeded chaff or RF-
obscuring aerosol cloud can still generally conceal a defended warshipveshead radars.
The problem is that if the only chaff or obscurant clouds in a given area are thossingnce

warships, missiles can be programmed to aim for the clouds. If unitary high eg@obursts, a

162«AN/SLQ-49 Chaff Buoy Decoy Systemederation of American Scientists

183 Chaff's reflective effects against centimeter amdn meter-wavelength radars are made possibleebfact that
metallic strips can be readily cut to lengths tivat half these radars’ wavelengths. It follows #ebsolized sub-
millimeter length reflective fibers or particlesarecessary to achieve the same effect againgnetidr-
wavelength radars. See Culora, 73-84.

184 EriedmanWorld Naval Weapon Systemsii, 357, 422.
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release of submunitions, or HPM detonations allow the missiles’ warheads tcad#ege
enough area, they could still knock a chaff or obscurant-concealed warship out git!lae fi
least temporarily.
The key, therefore, is to create multiple chaff or obscurant clouds in relatiosty
proximity to the one cloaking a defended warship. If cloud patterns are laid appypthe
various radars used by SAR satellites, maritime reconnaissancét ainctdJAVs, or ASBM
warheads in theory might not be able to tell based on the targeted warship’s pneviious
which cloud conceals that warship. Warships can lay these clouds today, and unmanfesi vehic

might be able to assist them with increasing the complexity of thid txomle’ in the future.

Active Offboard Decoys against COSS and ASBM Warhead Radars

Since the late 1990s, active offboard decoys such as the hovering, warship-launched
Nulkasystem have emerged as the preferred tools for distraction and seduction rof ambe
ship missiles’ homing radats.While older radars could not automatically discriminate chaff
from valid contacts and had difficulty overcoming active EW, post-1970s radars ide a w
variety of counter-EW measures to recognize and filter out unsophisticateelcBMgues and
decoys. For instance, shipboard active EW systems’ use of noise jammingtaimddszreption
jamming techniques increase the RF emissions from the defended warship.dAsanlée, this
can draw the attention of search and targeting sensors as well as providaaldaiming
options for missiles’ guidance senséfdctive offboard decoys are therefore necessary to

provide tactical separation between a defended warship and systems emptyeang\&/:*’

1854MK-53 Nulka Decoy System.Federation of American Scientists

186 Adamy, “EW Against Modern Radars-Part 4: JammingnbtPulse Radars,” 49-50.

157 Kimbrell, 85. This problem was recognized as eadyl971. A Center for Naval Analyses study puklisthat
year for the U.S. Navy predicted that offboardwactEW would be necessary to counter the then-fetedanext
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Figure 5: Artist's Rendering of a Nulka Decoy Launched by a U.S. Cruiséf®
Another important contribution from active offboard decoys is their ability to @nipiVv
techniques that shipboard active EW systems cannot routinely perform on their cwof the
most basic active EW techniques against radars are range deception anodacgyiaon.
While older, unsophisticated radars were very susceptible to these jateghngues, post-
1970s radars employ randomized pulse-to-pulse characteristics and sears [@&ttwvell as other

deception suppression techniqtfé3.hese counter-EW measures make it virtually impossible

generation of Soviet anti-ship missiles. Falsedabaggnerators and offboard decoys were among toenmended
solutions. See “Countering the Anti-Ship Missilé&aBe 1 Summary,” 24, 35. It is possible that thidymay have
provided some of the impetus for ICADS developm@&itcourse, since an ICADS-equipped small surface
combatant attempting terminal distraction or seidnodf inbound missiles would probably be sacnfitself to
protect an HVU, expendable active offboard decoyetijpment emerged as the preferable long-termisalut

188 «Offboard Countermeasuredy\faval Research Laboratory.

189 A few definitions might be useful before explaigipulse-to-pulse characteristics. A pulse’s cafrieguency is
the main frequency that an RF system uses to tidasgiven pulse into free space. The RF systenmuadulate
(modify) this carrier frequency during the pulsgngmission period in two ways. One is Amplitude Miation
(AM), which imposes a slight relative transmiss@rergy increase or decrease within a specific compioof the
pulse. AM results in one or more of the pulse’s @aemponents having taller/deeper or shorter/sialipeaks
and troughs. The other is Frequency Modulation (BMiich is a series of brief linear shifts to tnanitsfrequencies
slightly above or below the carrier frequency dgrihe course of a pulse’s transmission.

Pulse to pulse characteristics include each puisgtgue width (how long the pulse lasts), carrieqtiency,
modulation bandwidth (spectrum of frequencies atamebelow the carrier frequency that the pulseusanfor
FM), modulation scheme (pattern used to ‘encodewhveform using AM and FM, and portion of the putisat
contains this pattern), synchronization (when tleglafation pattern starts during a pulse), and repetfrequency
(how much time elapses between the end of one paldehe beginning of the next pulse; i.e. how ltdrgradar’'s
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for a shipboard active EW system to project false targets between the adseesiar and the
defended ship, as this form of range deception depends on precise predictions ofrdagyadve
radar’s pulse characteristics. They also make angular deception as wetjection of false
targets further away from the adversary’s radar than the defended warship oradtifficult to
accomplish without more sophisticated means for quickly analyzing and modifgreglversary

radar’s pulsé’ Throughout the Cold War, computing technologies with the required processing

receiver is ‘watching’ for reflections). AM and Fate used for a number of technical and tacticaaes such as
improving the radar’s range resolution, makingrédar's waveforms appear ‘random’ so that theyhlman
camouflaged within the ambient RF noise in the mmrment, using Doppler shift measurements in aaxdistradar
reflection to discriminate valid contacts from falsontacts, and making it harder for an active B¥fesn to
precisely copy and rebroadcast the waveform foepligon purposes. Without understanding how a gimedern
radar employs these techniques, deceptively jamihimgcomes extremely difficult if not impossibieee Denk,
“Detection and Jamming Low Probability of IntercéplPl) Radars,” 87. Also see Payne, 95-97.

170 Range deception works by copying an adversary'sagalse and retransmitting it either slightlyeafor slightly
before the pulse reflects naturally off of an aetbffboard decoy or a warship using an active E¥{esy. This
retransmission results in the projection of a fass#ar contact either behind or in front of thexectlecoy or the
active EW-equipped warship. Common forms of rangeegtion work against the ‘range gates’ that arfada
control processor uses to track contacts. The abptocessor places a range gate over a newly{geteontact as a
means of isolating the contact’s radar reflectimmf other apparent radar reflections detecteddrctntact’s
immediate vicinity. An active EW system can att#iuk range gate logic by recording and retransngjté copy of
the adversary radar’s pulse with a slight time yelad slightly more energy than the valid contaattual radar
reflection. With each enemy radar pulse transmidtieithe valid contact, the deception transmissioetsoadcast
delay is gradually increased until the enemy radatrol processor concludes the false ‘reflectisrdctually the
valid contact’s reflection and accordingly ‘lockbe range gate onto the false reflection. Thislked ‘Range Gate
Pull Off' (RGPO) since it draws the range gate tmigaa false contact that is further away from twtar than the
valid contact. RGPO was often used to fool an imgomissile’s unsophisticated homing radar into kirgg‘lock’
on the defended warship. The technique then eifearented the radar from locking back onto the roiddéel
warship, or drew the radar’s range gate towardsaalyy chaff cloud or other passive off board ded@dwe radar’s
range gate would then lock onto the chaff or deang, the missile would miss the defended warship.

A similar range deception technique called ‘RangéeGull In’ (RGPI) can be used if the active EVBtsyn can
predict precisely when the adversary radar wilh$rait a pulse at the valid contact as well as thiegxs specific
characteristics. If successful, RGPI draws the eagaje towards a false contact that is closergagdtiar than the
valid contact. Modern radars can easily defeatttbhnique, though, by making their pulse-to-pulsaracteristics
very hard if not impossible to predict.

In contrast, angular deception involves recordind @etransmitting a copy of the adversary’s raddsg@when the
active EW system judges the adversary radar todierig slightly away from the valid contact. Itdas
misconception that a radar transmits only a sibgiem towards a contact. While most of a radarisstratted
energy is contained within a primary beam called‘thain lobe,’ all radars also form undesirable éownergy
beams to the sides of the main lobe. These ‘siésladre unavoidable consequences of the radarnisrtidantenna
design. If an active EW system simulates a faleaion when it believes one of these sidelobewisted in its
direction, an adversary’s unsophisticated raddrimgbrrectly interpret the false reflection’s ateyuposition as
being within the main lobe. This will generate Béacontact that is located down the centerlingibgaf the main
lobe, not the sidelobe. When combined with rangeegton, this can be used to surround a defendeshipeor a
decoy with many false contacts. However, moderanadesign their radar antennas to have the srnafids
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speed were too bulky for use in lightweight, expendable active offboard decoysaNdlkéher
similar systems became possible after early 1990s advances in comipigérripation supplied
the digital memory capabilities and high processing speeds needed faouksgaanalysis and
modification within a small expendable decoy.

Active offboard decoys provided naval battleforces with new tactical optanne
thing, they gave battleforce warships greater flexibility in seleatingn to operate shipboard
active EW systems. By delaying or refraining from use of these shipbgstems, defenders
could limit the types and amounts of shipboard RF emissions available for agversar
exploitation. Active offboard decoys placed between the adversary’s radar atedaghded
warship also restored the defense’s ability to generate falséstargbis zone. Placement of
active offboard decoys at various azimuths from the defended warship siméhréd
compensate for modern radars’ counter-angular deception techfifques.

The coming generation of maritime search, targeting, and terminal homing faakare
significantly improved counter-EW capabilities, though. Space-basedfgiammd missile
warheads’ advanced radars will use incredibly complicated pulse desigmarasrdission
patterns as a means of complicating an active EW system’s ability tatgegdilone rapidly and
precisely duplicate received pulses. Advanced radars’ signal processailsa@ategrate the
data received during multiple successive pulses to help with discriminatingrecedliog out
unsophisticated false conta¢tsSAR imaging technology is better able now to discriminate

unsophisticated passive and active decoys from valid contacts than it was duoddthar.

weakest possible sidelobes, and use various recaiesignal processing techniques to suppresanmet out RF
signals detected within those sidelobes. Otherstgfi@ngular deception such as the ‘crosseye’ igabrdo not
rely on sidelobe exploitation and are specificalbplicable against modern radars. These advangpdaan
deception techniques are relatively complex to &xphnd will not be covered here. See 1. AdamyddRa
Jamming Techniques,” 45-46; 2. Friedmdfgrld Naval Weapon Systemii; Kimbrell, 85-86; Payne, 91-92.
171 i

Kimbrell, 85.
172 cadirci, “Counter RF Stealth Technologies,” 94.
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ISAR has likewise become sufficiently mature for use in missilesimgpnadars for the same
purpose.” It follows that future active offboard decoys, not to mention shipboard active EW
systems, will need to make the false targets they project seemowityand ‘move’ like the

real objects they simulate.

Advanced Active EW Countermeasures against COSS and ASBM Warhead Radars

As a result, perhaps the most important emerging technology for future BuY
systems is Digital Radiofrequency Memory (DRFM). Older active EWeBystecorded and
stored adversary radars’ pulses using analog devices. The longer ad@cdsee'circulated’ in
one of these storage devices before being modified and rebroadcast, the mo@elemse it
picked up from that storage device. Over time, specific details in the pukseosm were lost
to this accumulating noise. These missing details combined with the added noisemmaute
easier for the adversary radar’s signal processor to recognizditteeEA system’s deceptive
pulse rebroadcasts as being ph&hi2RFM overcomes this problem by converting received
radar pulses into digital recordings. This vastly reduces the undesirable doeserato a
recorded pulse. DRFM’s ability to make high fidelity copies of received pdiggsnds on the
bit sampling rate and accuracy of the DRFM device’s analog-to-dogitaderter. The higher the
sampling rate and accuracy, the better the copy. High instantaneous bandwigtrsere also
necessary so that the DRFM device can keep pace with an advanced radar'shapdiyg

pulse-to-pulse frequency shiffs.

13 pace, “Digital Image Synthesizers: Are Enemy SenBeally Seeing What's There?,” 3-4.

174 EriedmanWorld Naval Weapon Systemsii.

5 Helberg, “Electronic Warfare Technology Trends &fisions,” 5-6. Instantaneous bandwidth is the spee of
frequencies a receiver can scan at a given momeimeé. The wider the instantaneous bandwidthntbee
sensitive the receiver is to a greater range gfuieacies. This is especially important when dealith modern
interpulse frequency-hopping, intrapulse frequenmdulating radars. For more on instantaneous batidynsee
Denk, 90.
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Keeping an active EW system’s reaction time delay as short as passespecially
important. The active EW system needs to be fast enough to analyze, modulateysanid tina
deceptive pulse during the fraction of a second that the radar’s receiverhggydtc
reflections from the immediate area in which the false target is to befgajd he system needs
to be fast enough to remain effective when the adversary radar’s closaipraaithe defended
warship further decreases the time available for processing—paryountaeh that adversary
radar is mounted on an incoming missile’'s warh&ddRFM technology provides active EW
systems the required degree of computing agility.

Another key DRFM advantage resides in its signal processing and anapztiditias.
Until the 1970s, the primary factor constraining radar direction-finding/Eld&isors’
capabilities were their receivers’ limited instantaneous bandwidths. @teeet, Cold War-era
radars’ relatively simple pulse characteristics could be readilyzsdi{” Modern ‘Low
Probability of Intercept’ radars, however, strive to camouflage th@sstons within the
operating area’s ambient RF environment in order to avoid identification byyEMhss. These
radars use far more complicated waveform designs in an attempt to make gst&wWsspulse
analysis effort more difficult. In order to overcome these factors dsawéle radar’s other
pulse-to-pulse characteristic changes, DRFM-based signal procesearsmplex mathematics
to first recognize an RF emission as being from an adversary radar, ngdreahe received
waveform to a database of previously-detected and analyzed waveforrdsrimooidentify the

radar’s type and model, and then use the database as possible to analyzevédtewageform’s

178 «Communications EW-Part 27: Jamming Frequency Hupgignals,” 51-53.

1t a radar pulse’s design is relatively unsophistid, it may not be terribly difficult to infer hawdividual
components of the pulse’s waveform are used bypdversary radar’s signal processor. For exampdeyigcular
pulse modulation scheme might be used to improseluéon of a contact’s range or discriminate cotgavhose
motion meets certain criteria. This kind of infotioa about the adversary’s radar is very usefanactive EW
technique developer. For an illustration of Coldrivdea EW system design, see Payne, 84-85.
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components. When a high confidence match between the received waveform and the database i
not possible, the DRFM-based signal processor will make ‘best guess’emndlijie DRFM
device will use these analytical conclusions to decide which deception jarteaimgques
should be used against the adversary’s radar at what'tfimes.

DRFM, therefore, is critical to deceiving advanced radars whose complex psitgesde
enable SAR or ISAR imagery capabilities. China’s SAR satellitesnpaltéuture ISAR-
equipped HALE UAVs, and potentially SAR and/or ISAR-equipped ASBM warheatisseil
imaging to discriminate between valid contacts and unsophisticated dedoilewis that future
DRFM-based deceptive image generators mounted on unmanned vehicles and actiwe offboar
decoys will likely form a major part of the U.S. Navy’s active EW solutiorextvanced
countersurveillance, countertargeting, distraction, and seduction challehges.deceptive
image generators will analyze a received SAR or ISAR pulse, thesriparitricate calculations
to determine the subtle phenomena that would result from the pulse’s wavefortimggfhéoof
a particularly-shaped real-world cont&étThe calculations required are so intensive that arrays
of specialized high-performance microchips would be needed to provide the DR ML s
processor with the timely, detailed data needed to correctly alter thdedaadar pulses. As of

2004, U.S. Navy researchers had developed prototypes of these specializelipsidrochad

® Denk, 58, 64-65, 69.

179 To understand what this entails, imagine looking high-resolution photograph of a ship. The imgeeerator
would need to break that photo’s equivalent RF ienay into individual finely-detailed shapes andesgjgalculate
the waveform-doctoring measures appropriate foukiting each shape and edge, calculate the wavedontoring
measures needed to simulate reflections off this seisface near the simulated contact (especialportant for
simulating the fake ship’s wake), calculate theviRive phase shifts and timing delays needed to ctyre
reassemble the different shapes and edges intwritfieal picture, and then accordingly modify aedhnoadcast one
or more pulses at the adversary’s SAR or ISAR systaveform-doctoring measures could include vary f
amplitude variations, Doppler shifts, wave phaséisstand timing delays. All of this would needdocur fast
enough so that the deceptive pulses will arrivih@iSAR or ISAR with the proper timing to projelsétsimulated
ship’s RF image in the desired real-world location.
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not yet integrated them with DRFKf.Given the apparent absence of subsequent progress
disclosures within the open source literature, it is impossible to determine thddyvyss
progress in maturing the above laboratory concept design or something similaviaiitea
system. All the same, the 2004 progress disclosure signifies that U.S. Navy apgdiarch into
DRFM-based SAR and ISAR countermeasures was well underway six years ag

Of course, even after a U.S. Navy DRFM-based image generator is devatmpe
fielded, it will be difficult for it to succeed operationally without continuouséal
intelligence regarding Chinese SAR and ISAR systems. As noted previausiyeameasure
designers need to understand many technical details about a targeted sensotarcostiem-
tailor active EW techniques for use against it. This will require regéat®. Navy operational
exposure to Chinese SAR satellites and ISAR-carrying aircraft. Gianeléechnical
intelligence collection will likely be necessary for information aboDSS radars’ signal
processing approaches, counter-EW measures, and other characterisgéaslihotiscernable
from laboratory analysis of recorded waveforms. Clandestine technieligenmce collection
will almost certainly be necessary for information about any SAR andAdr t&dars carried by
the ASBM warhead.

Should the U.S. be able to consistently collect this information, it may potenaaily g
the ability to make DRFM image generator-equipped unmanned vehicles and offboard decoy
look like warships to COSS’s and ASBM warheads’ radars. U.S. Navy assetslsould a
conceivably use this technology to disguise warships’ RF appearances oetb falsg images
of warships or other objects into empty waterspace. The Chinese would no doubt adapt their
radars once initial U.S. anti-SAR/ISAR capabilities were operatiodaltyonstrated or

otherwise became evident. Nevertheless, U.S. Navy countermeasumpdev@iould be better

180 pace, 5-8.
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placed to iteratively keep pace with Chinese radars’ counter-EW measwgeesiable DRFM

image generator technology was in hand.

EW Against COSS and ASBM Warhead Electro-Optical/Infrared Sensors

Radar’s ability to rapidly search a wide area from a considerablackssavay, precisely
measure a contact’s range and kinematic behavior, and—assuming that thedraciamsnation
capabilities are effective—see through weather phenomena makes italharilb@ry sensor for
surveillance and targeting, not to mention a very good sensor for weapons homing. Radar
without imaging or other object discrimination capabilities, though, cansdy eé&termine the
nature or identity of a contact. Radars’ susceptibility to active EW addsaicatimg factor as
well. Wide-area surveillance, targeting, and strike systems like Cobtha ASBM therefore
often use electro-optics or infrared sensors back up radars.

Electro-optical and infrared sensors passively sense a contact’s wigiadeand infrared
emissions and reflections. While basic electro-optical and infrared sensaapable of
detecting only a single wavelength within their respective electromadpands, multispectral
sensors can detect several different infrared and/or visible-band wawsleitger individually
or within non-contiguous blocks. Hyperspectral sensors break up the infrared and/or visible
bands into contiguous blocks, then sample those blocks to form a complete spectral image of a
scene™

Multispectral and hyperspectral electro-optical and infrared sensoesatteeprovide
secondary detection and tracking as well as contact identity-confirmapabhilites to a
surveillance, targeting, and strike network. Visible-band and infrared radiatioayénwuffer

significant attenuation when traveling through the atmosphere. The atmosgheraical

181 «Hyperspectral Imaging,Wikipedia
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composition both absorbs and scatters this radiation, and different visible-band and infrare
wavelengths experience different amounts of attenuation. Some blocks of éinedraind visible
spectra are completely unusable by sensors because of this attenuatie spsetral blocks
are still attenuated so heavily that electro-optical and/or infrared serfsarsnust close to
within a few tens of miles of an object in order to detect and/or identify it. Hazels¢ and
precipitation reduce this range even further, sometimes to the point thase¢heses become
temporarily useles$? Space-based infrared sensors must additionally cope with the Earth’s
natural reflectivity saturating several large blocks of the infrared rspect

Defenders have two options for neutralizing electro-optical and infransdise One is
the millennia-old approach of using obscurant aerosols such as smoke to concealeldefend
warship or to ‘legitimize’ a decoy® The other, more advanced technique is to use a laser to
damage or temporarily blind an electro-optical or infrared sensor. Thigisegl
straightforward against a sensor that can only operate at a single-besider infrared
wavelength. A laser designed to transmit at the sensor’s detectablengiheatither saturates or
permanently damages the sensor’s receptor elements. The laser beam dces todbane
extremely powerful or particularly focused to have this effect, even frdistance®* The lasing
platform only needs to be stable enough so that the laser can maintain its airargeinggt data
provided by a telescopic sight.

Multispectral and hyperspectral sensors are more difficult to efédgtliase.
Contemporary lasers can only transmit within a relatively narrow blockesEpwavelengths.
These wavelengths are determined by the nature of the specificatsatsgd within the laser to

excite and amplify visible-band or infrared radiation. The defender must theeteferan array of

182 payne, 117-123.
183 Culora, 73-74.
184 atchford, “Strategies for Defeating Commerciabigery Systems,” 24.
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multiple lasers to neutralize a multispectral or hyperspectral serfrsomare visible and
infrared wavelengths that the adversary’s sensor can use, the morehlaskfender must
employ against the sensor. This obviously presents the defender’s laserggalatform with
power, space, and weight challenges. The defender must also know preciselawdiahgths
are used by the adversary’s sensor in order to make sure lasers capablamj toeeorrect
spectral blocks are included on the laser-carrying platférm.

Shipboard lasers are best reserved for terminal phase blinding of ang-efgatal or
infrared homing sensors carried by an ASBM warhead. In contrast, a lghgaltitude manned
aircraft or HALE UAV equipped with a modular array of solid state lasers coutliebeetically
used against COSS high altitude reconnaissance aircraft, UAV, apde-based electro-
optical and infrared surveillance sensBt®y using airborne instead of shipboard lasers, the
U.S. can avoid giving away the specific locations of ships in a battlefarg@okting the lasers
from high altitude platforms also increases their utility due to decreésedheric attenuation
of the laser beams. One of the specific benefits to using lasers as a bliedimgmm against
an imagery satellite is that it forces the satellite to close the shpttgecting its sensors,
change its orbit, or otherwise tolerate the blinding effect until it passes autg#.rClosing the
sensor’s shutters yields the same tactical effect as the direchgli@hanging orbits burns
some of the satellite’s precious maneuvering fuel, thereby eroding thesaitgperational

lifetime on the margins.

1% |hid, 24.

18 A solid state laser uses a solid crystalline niaites its excitation and amplification medium clontrast, the
U.S. Missile Defense Agency’s existing Airborne eaeses chemical reactions for the same purpodid. Sate
laser technology, while still developmental, reqsifar less space and weight than contemporaryichklasers.
Also, while chemical lasers only have a set nunabéshots’ until the often-hazardous chemical raats powering
them are depleted, solid state lasers can ‘shotit'the generator providing the laser with elesztipower runs out
of fuel. For more information on U.S. Navy reseairtlh potential solid state laser usage againstreeptical
sensors, see Kiel, “A Vision for Directed Energyldtlectric Weapons In the Current and Future Nadyg.
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At least for the near future, though, the laser-based approach seems lesblaffand
flexible than the obscurant-based approach. Peacetime use of lasers agaifisihsargensors
is also provocative and potentially escalatory. Use of inexpensive advanced olsscutatiat
mention night and weather as cover, gives a naval battleforce tools for cogiotezrhead
electro-optical and infrared surveillance and targeting sensors. By nengy#fiese sensors,
COSS would not be able to remotely confirm the validity of radar contactideteot images.
This would severely limit the PLA’s ability to effectively target aimd & weapon such as an
ASBM using data obtained solely via remote sensors. COSS would therefore degzhtch
scouts such as maritime reconnaissance aircraft or UAVs for chrsge-mvestigations of
contacts. Should hostilities break out, a naval battleforce’s defensive scagemsutralize or
destroy these scouts long before the scouts’ sensors can detect and e bgfyi¢force’s
warships. This would not be fundamentally different than the U.S. Navy’s antirhfi

measures during the Cold War.

EW Against COSS RF Direction-Finding/ELINT Sensors

There are three main tactics that are applicable against RF dirBotdong/ELINT
sensors: counter-Specific Emitter Identification (SEI), RF EMCQOM, lzattleforce-level
maneuver. Each of them are meant to deny critical information to a maritiwresllsnce and
targeting network like COSS by modifying and restricting RF emissiohg evading the
network’s locatable sensors.

As noted in the Cold War case, RF emission ‘fingerprinting’ complicates deception. A
adversary ELINT sensor with these SEI capabilities, particularlywthiean ELINT database

that identifies the one-of-a-kind emissions characteristics of each indiviéiuaidRem on a
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given warship, can theoretically tell the difference between a real wargmpssions and a
decoy’s deceptive emissions. The keys to neutralizing SEI are to delipattge and/or
suppress RF systems’ fingerprints. Since this fingerprint is largelgdduysthe electronic
‘noise’ resulting from RF systems’ individual components’ unique inherentradal properties,
periodically replacing certain components within an RF system or exchasagimgpnents
between two RF systems of the same model can result in slight but potentialipghda
fingerprint changes. The fingerprint is also sometimes affected by sjanphg some of an RF
system’s components during routine maintenafgghermore, naval battleforces’ future
advanced radars will be able to support counter-SEI efforts by gengralssgwaveforms with
less inherent nois&’ This will not only decrease the amount of undesired system-inserted noise
in a pulse’s waveform, but also offer the option of inserting false noise sourcdseinto t
waveform in order to spoof an SEI syst&mnlt follows that installing the same low-fingerprint
RF systems on multiple warships types and classes, much as the U.S. Navy dithéuti®i70s
and 1980s with thAN/SPS-4%ir search radar, increases an adversary’s difficulties in
maintaining a high-confidence SEI database. This can result in the defeyaieimg flexibility
for using deceptive radar and radio emissions for countersurveillance, cogetartgrand
perhaps even distraction purposes.

EMCON will also continue to be highly relevant against maritime suaneié and
targeting systems like COSS. In order to avoid passive detection in peacetimar aodSwy

Navy battleforces will need to limit their use of RF systems that cardeited by Chinese

187 Future advanced radars will use digital synthesiirestead of analog oscillators as their wavefgemerators.
Radar and radio systems convert the waves theseedeyenerate into RF, amplify them by several roé
magnitude, and then transmit them into free spa@eulse. Analog oscillators rely on complex discto tune and
modulate a wave. These circuits’ components’ infieegectrical properties impose undesired electronise on
the waves they generate. Conversely, digital sitkes use computer processors to tune and moculatee.
This can significantly reduce the sources of undéselectronic noise imposed on the wave.

188 |_uker, “Specific Emitter Identification from an BT Perspective,” Slides 14-15, 18.
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direction-finding/ELINT satellites, maritime reconnaissariceraft and UAVs, warships, AGIs,
and submarines. This means battleforces seeking to avoid detection will neeor&thest
ability to use Cold War-era tactics such as minimizing the use of non-diractadios and
having AEW aircraft serve as aircraft carriers’ air traffic cointenters. U.S. Navy warship
crews might find it necessary to restore their proficiency in using visdnd-and infrared
flashing signal lamps for short-range communications in restrictivENREON environments.
Intermediate-term advances in laser technology may provide additior@®far short-range
high data rate communications during EMCON.and and/or carrier-based UAVs could take
on the Cold War-era airborne ‘middleman’ mission by carrying directiaad relay systems
capable of supporting long-range line of sight voice and data communicationgietwe
battleforce units. Unmanned vehicles’ active and passive sensors will etsadacreasingly
important tools for extending the battleforce’s ‘eyes’ and ‘ears,’ eslheduring periods when
the tactical situation calls for warships to employ the most restrictM@@N conditions.
Installation of the same radar models on multiple warship types, use of cokhtecisiques,
and selective EMCON of shipboard RF systems will prevent COSS RF diréiotamy/ELINT
sensors from easily distinguishing between warships within the battlefdoraiation'®* The
bottom line is that safe and effective EMCON operations will require a &8, dlltural shift
away from relatively unrestricted use of RF systems and towards sigtlificecreased
communications and sensor discipline, not to mention a greater reliance on tizedntra

command and control.

189« aser Communications,” Office of Naval Research.

199 This would also hold true if ASBM warheads areipgad with RF direction-finding/ELINT sensors. Ifet
warhead cannot distinguish between different wasshy virtue of their respective radar emissiohs,warhead'’s
ability to correctly lock onto an intended targecbmes more complicated.
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Battleforce-level maneuver presents additional countersurveillance@antédargeting
options. The atmosphere refracts RF waves in varying amounts depending uponaielative
density at a given altitude above sea level and the RF system’s traqgiezncy. These effects
are particularly significant the longer an RF wave has to travel or the dbas®r layer it must
penetrate. By routinely monitoring atmospheric conditions, battleforce commsaradepredict
the ever-shifting ranges at which their warships will be detectabl€d88RF direction-
finding/ELINT sensors as well as radatsSince many COSS sensors either have fixed
locations, predictable orbits, or can be detected before they themselvés detitieforce, U.S.
Navy commanders can use atmospheric condition monitoring to retain someifieselgirding
battleforce maneuvering plans and EMCON usage. It follows that batdefaitt use
reconnaissance aircraft and unmanned vehicles to locate commerciad ves3einese warships
and AGlIs within a given area. Battleforce commanders will use this raissance data as a

basis for adjusting their schemes of maneuver in order to evade detection anddsggiion.

Active EW against COSS Satellite Communications

Perhaps the greatest difficulty in wide-area surveillance anditaggeiquickly
communicating sensor data to a fusion center. Communications satellitessséreedtical

links that make COSS and the ASBM reconnaissance-strike system work.

¥ This includes ionospheric conditions as well. ARHBB’s effective range and sensitivity varies icaance
with ionospheric conditions. Increased solar atstior other phenomena that alter ionospheric camditwill affect
OTH-B performance, much as air density in the loatenosphere will affect an aircraft or shipboardreb radar’s
performance. Naval battleforces can use speed anéuwer to take advantage of periods when ionogpher
behavior decreases OTH-B performance.

In theory, artificial stimuli could also be usedaiber ambient ionospheric conditions in a way thegrades OTH-B
performance. No military system capable of doirig tim a sufficiently large scale is known to existd the
technology necessary for such a system is almesticly immature. It is not clear that any suchtegscould even
be placed in a location from where it could affebinese OTH-B performance. For a technical explanaif the
principles behind this concept, see “HAARP ResearuhApplications,” 13.
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Assuming physical destruction of adversary satellites is undesirable liopdldtcal and
practical reasons, it is useful to consider EW-based altern&tivié®e Cold War-era
development of highly directional communications antennas made it incredibtyldité
intercept let alone jam a transmitting unit’'s uplink beam. Satellites, thoaglneceasily tracked.
A defender can theoretically launch small, short-lifetime satetiées/ing low power
communications jammers into orbits near an adversary’s surveillanoenanunications
satellites. By placing these jammer-satellites relativadgecko the boresights of the targeted
satellites’ downlink antennae, the defender can use RF noise or deception jaeummagues
similar to some of those used against radars to degrade or neutralizelthessabilities to
pass sensor data to ground stations. The jammer-satellites can sinalapgr uplinked
communications from ground stations as W&ll.

Much like the case with lasers, this approach can force targeted satelbiern some of
their limited maneuvering fuel as they move into new orbits away fronathegr-satellites. A
sufficient stockpile of inexpensive, operationally-responsive jammeritegealbuld therefore be
tapped situationally in support of naval battleforce operations. Reducing a samste’s
window of opportunity to downlink contact data and/or increasing the amount of time ithakes t
remote sensor to finish a data download buys time for a naval battleforce’s emtvenesult in

a non-actionable AOU. Co-orbital jammer-satellites also offer a pait@eticle for cyber

192 Notwithstanding numerous domestic and internatipoitical considerations, kinetic impact-basedtdaction
of satellites is undesirable as the resultant debould pose a severe and long-lasting hazardets awn safety of
spaceflight. Emerging technologies such as spaseebi@botics suggest that ‘robotic saboteur’ systeould be
used to neutralize a satellite without significgrghdangering safety of spaceflight. The same niightue with
small ‘assassin’ satellites equipped with HPM desidHowever, use of such systems would be extreeseiglatory
outside of a general war. For a comprehensive aisady the tradeoffs between different alternatifeesanti-
satellite warfare, see Latchford, 32-42.

% Ibid, 23.
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attacks against either targeted satellites or ground statidre downside is that use of jammer-
satellites would be incredibly provocative and escalatory outside of war. Jezatelites
therefore would likely only become politically viable for use against COSS irftérenath of a

Chinese first strike.

EW against COSS’s Maritime Situational Picture Database

Another emerging countersurveillance and countertargeting technique, whileynot ver
technical, requires significant operational discipline to be effective. Gegyast decade, many
countries began requiring that vessels use computerized Automatic Idgiotfigystems (AIS)
to broadcast their names, cargoes, itineraries, and other voyage detadsttguards and port
authorities. This was viewed as a maritime security measure assveethaans for countries to
keep track of the vessels approaching or traversing their territoriatsveateé offshore exclusive
economic zone¥? In theory, a maritime surveillance system can fuse AIS data with the
situational picture derived from radar and RF direction-finding/ELINT data toichsate
commercial vessels from warships. It follows that a ship detected byeaanad sensor that is
not broadcasting AIS will generally attract a maritime surveillaystem’s attention, much as
an aircraft that is not operating its transponder triggers the attentiondeffamnse authorities.
Defeating AlS-based data fusion therefore requires that warships brioladEma#\IS identities.
This may be insufficient on its own, though. The warships in a battleforce musiaaisioon
headings, at speeds, and near shipping lanes or deep sea fishing areantosisigheir false
AIS identities. Much as was the case against RORSAT, battleforceselyl heed to use

defensive formations that do not ruin their warships’ AIS covers by looking liégidraal naval

19 An example of a similar tactical cyber attack daifity is the rumored U.S. Air Force “Senior Suteystem. See
Gasparre, “The Israeli 'E-tack' on Syria' Part I1.”
195 «Automatic Identification System YWikipedia
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formations. Warships may also need to operate commercial navigation rafegsred using
counter-SEI techniques to attain additional credibility.

Table 3: Summary of EW Technologies and Tactics

Technology/Tactic Name Applicability against COSBBASBM Reconnaissance-
Strike System Elements

Anti-radar Passive Offboard Decoys (Balloons,| SAR satellites, reconnaissance aircraft/UAV rada&BM

chaff, RF obscurant aerosols) warhead radars

Active Offboard Decoys ASBM warhead radars

DRFM-Based Advanced Active Techniques SAR satslliteconnaissance aircraft/UAV radars, ASBM
warhead radars

Solid State Lasers Electro-optical/Infrared sensorsatellites, reconnaissance
aircraft/UAVs, ASBM warheads (if applicable)

Infrared and visible-band obscurant aerosols Edeaptical/Infrared sensors on satellites, recorzzaise
aircrafttUAVs, ASBM warheads (if applicable)

Counter-SEl RF direction-finding/ELINT sensors atedlites,
reconnaissance aircrafttUAVs, warships, AGls, ststagons

Selective RF EMCON RF direction-finding/ELINT senson satellites,

reconnaissance aircraft/UAVs, warships, submariA€ds,
shore stations, ASBM warheads (if applicable)

Battleforce-level maneuver Space-based sensors;BTiéconnaissance aircraft/UAVS,
warships, submarines, AGIs, shore stations

Co-orbital satellite jamming Space-based sensais, i@lay satellites

AIS spoofing COSS operators’ data fusion systenastactical decision-
making aids

EW Integration with U.S. Navy Active Anti-ASBM Defenses

As should be clear from the preceding discussion of EW technologies and tactics, no
single approach offers a guaranteed ‘silver bullet’ against COSS dviA&Bhead sensors. EW
therefore cannot serve as a stand-alone surrogate for active deféhaetl.S. Navy EW can
do is combine with active defenses to increase the number of variables that Clangseem
surveillance, targeting, and strike systems must overcome in ordensfgetnploy ASBMs.

ICADS-like deception systems, selective RF EMCON, counter-SEI, andpdsfing
could be used to cause COSS operator confusion regarding their maritime sityétiomnals
validity.**® This might induce them to hesitate in committing scout resources or weaparst agai

particular contacts or contact groupings. Conversely, these systems and teammhtée used

19 Credit for the idea of developing new ICADS-likestems belongs to CAPT Sam Tangredi, USN (Ret). TAP
Tangredi appears to have been the first to pubsiotygest this concept. See Tangredi, 27.
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to coax PLA decision-makers into wasting ASBMs against decoy groups. daatelites and
high altitude solid state laser-carrying aircraft could also dmust&ito these ends following the
outbreak of hostilities, though infrared and visible-band obscurants might end up being more
cost-effective than the laser aircraft concept.

Once it becomes clear that an ASBM raid has been launched against an acti@ideattle
it stands to reason that the battleforce gains little by maintaining theestsctive EMCON
measures. Future advanced shipboard radars will improve U.S. Navy battleftnittss to
track ASBMs as well as support BMD interceptor engagements against theummiAg that
ASBM warheads conduct quick SAR scans of the target area during their rselpbases in
order to guide trajectory adjustments for atmospheric reentry, ICA@Systems and/or active
offboard decoys could use DRFM-based image generators to distractrtfeadsinto
committing themselves against false targets. Battleforce misédasdecapable radars will be
critical in evaluating the effectiveness of this active EW by tracki8BM warheads’
maneuvers. In turn, battleforce RF direction-finding/ELINT systems altovekation of
warheads’ radar emissions to specific exoatmospheric objects beingdtitackattleforce
radars?’ This would contribute greatly to battleforce radars’ efforts to discrimihatevarheads
from any decoys or debris released by the ASBMs.

If the battleforce’s radars determine that specific ASBM warhbauds irrevocably
aimed themselves at false targets prior to reentry, the battlefoctie’'s missile defense systems

can spare use of terminal phase BMD interceptors against¥h&ne radars will also be critical

71n order to do this, battleforce RF direction-fimg/ELINT systems would need to be capable of ently
precise measurement of a warhead’s radar's emissaogle of arrival at the direction-finder’'s anten This could
be accomplished by correlating and crossfixing Reation-finding/ELINT data from multiple dispersed
battleforce sensors.

198 This could be done if the ASBM MaRV warheads’ kirsic limitations are well understood by the U.8e3e
kinematic limitations will be dictated by how muftkel the MaRV or its post-boost vehicle can caowy f
exoatmospheric maneuvers, how much kinetic endrgyvtaRV has by virtue of its velocity, and how abneamic
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for sequencing terminal phase EW countermeasures prior to and during the warbeads
homing sensors. Effective decoy, chaff, and/or obscurant placement patternsadohggsot
to mention EW technique selection and timing, depends largely on knowing the reentering
warheads’ velocities, altitudes, azimuths relative to defended warshipgnasdémaining to
impact as only a radar can provide.

The split-second timing needed for many of these actions requires integrataivef a
missile defense control systems and EW control systems. This enables decomiétveen
BMD interceptor engagement scheduling and EW countermeasure scheduling écatlesasur
neither unacceptably reduces the other’s effectiveffeBBis coordination could also help
prevent an active missile defense system from becoming saturatedtiabhbticne while an EW
system has resources available for tasking or vice-versa. It followhithattegration helps the
active missile defense control system decide whether terminal phaseptdes no longer need
to be launched against a specific inbound warhead thanks to successful EW.

While EW will not necessarily increase BMD interceptors’ inherent ligghand BMD
interceptors will definitely not increase EW effectiveness, their coateld use can increase the
battleforce’s ASBM defense’s overall effectiveness. Past analyai€ofd War-scale anti-ship
missile raid suggests that defensive EW might have been able to defeatrappelyxhalf of the
inbound missiles not destroyed by BMD intercept®rket us assume that this theoretical
success rate holds true for ASBM defense once the relevant defensivesteWiissgnd tactics

are developed. Returning to the ASBM salvo-sizing thought experiment frororSiictif we

the MaRYV is for endoatmospheric maneuvers. If E¥édithe MaRV towards decoys and away from defended
warships, at some point the MaRV will not have egioteserve fuel, kinetic energy, or aerodynamieptal to
divert back towards the defended warship if itstodrprocessors conclude it fell for deception.

99 Kimbrell, 85

20 For instance, chaff and some kinds of active EaMigmissions might degrade the battleforce’s misifense
radars’ performance. Some degradation is probatdyaidable, but it might nevertheless be held keréble
amounts if active defenses and EW countermeasteesffactively coordinated in time and space.

1 Harney, “Broadening the Trade-Space in DesignamgN¥arship Survivability,” 56.
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arbitrarily assume that 10% of the ASBMs fired in a raid suffer systiéumefa and 40% are
destroyed by BMD interceptors, then the above defensive EW successuédeclaim another
20% of the original raid’s siZ& Since a ‘fractional’ ASBM is impossible, the PLA would
therefore theoretically need to launch nine ASBMs in order to score the needed thtee hit
incapacitate an aircraft carrier. The PLA would also need to launch threlg\®Bsecure a
reasonable chance of scoring the one hit needed to incapacitate a syegteitéace combatant.
An ASBM raid against a battleforce consisting of one carrier and gi& farrface combatants
would consequently require 27 missit&Given all these arbitrary assumptions, defensive EW'’s
probabilistic effects would increase the PLA’s required number of ASBMsagbeo by 50%
over the example in Section lll. This would also theoretically limit the RL#ve “full-sized’
ASBM salvos with one additional raid of five ASBMs before its inventory is spefactsfsuch
as these strongly suggest that EW and active defenses should not be congpest@ach other
when deciding upon defensive capability investment priorities.

If marginal tradeoffs must be made, though, the investment prioritizatmsion would
appear to hinge upon the quality and quantity of U.S. intelligence on COSS and the ASBM
reconnaissance-strike system, U.S. leaders’ confidence in that imedjgend whether or not

this intelligence exposes EW and deception-exploitable Chinese vulneab#i$ stated in

22 This does not attempt to judge the effects ofily tayered defense against an ASBM raid. EverMiiB
interceptors and individual EW techniques each haweprobabilities of effectiveness against ASBMriagads if
used once on their own, the laws of probabilityesthat the number of warheads that survive to am#gdecreases
as the number of defensive layers increases. Ampbeaof this is a layered defense in which a sidgdM must
survive two separate BMD interceptor engagemenbdppities and one deceptive EW opportunity dutimg
midcourse phase followed by at least one BMD irgptar engagement opportunity and multiple distoactind
seduction technique opportunities during the teainiihase. The thought experiments in this paperad@ssume
how many engagement opportunities exist againsitzound ASBM. Therefore, with appropriate layeriag,
notional defense’s probability of success coul@ében higher than what is assumed here for illusgaturposes.
23 gince the arbitrarily-selected probabilities afilagle ASBM not suffering a system failure duriagihch or flight
(90%), not being destroyed by defensive intercep6®%), and not succumbing to defensive EW (804%) a
independent of each other, this thought experirsgaint probability of an ASBM successfully hittiragtarget is 0.9
x 0.6 x 0.8 = 0.432. The rough number of ASBMs ¢lf@re needed for a single hit is 1/0.432 = 2.31ictv must
be rounded up to 3 since there cannot be a ‘fraatidASBM.
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Section V, this intelligence must cover the systems’ technical detaijgogment tactics, and
doctrine as well as PLA leaders’ and COSS operators’ decision-making presaddr
tendencies. If U.S. leaders collect comprehensive intelligence on thesesubjbey are
highly confident that this intelligence is accurate, and if the intelligeaveals exploitable
Chinese vulnerabilities, then it might be possible to improve battleforce defemses by
prioritizing marginal investment in EW and tactical deception capabiliiesever, if
intelligence on Chinese vulnerabilities is limited, if U.S. leadezsat highly confident in its
accuracy, and/or if successful exploitation appears relatively ungehtamprioritizing marginal
investment in active defenses would seem advisable.

In practice, U.S. leaders weighing anti-ASBM capability investrdentsions would
almost certainly want to take advantage of whatever intelligencgtssgssed and had
reasonable confidence in while simultaneously hedging against the risgpdced faith in that
intelligence. Arming a battleforce primarily with non-kinetic coumteasures and only
piecemeal active defenses exacerbates the consequences of gemeliailure. Arming a
battleforce primarily with active defenses and only piecemeal EW andatiad¢iception
capabilities cedes the operational and tactical opportunities asswi# aattleforce
survivability enhancements that accurate intelligence would enable. #sdal tactical, and
operational uncertainty can never be fully eliminated, investing in both kinetic andnmedit-ki
ASBM defenses would likely yield the best overall capability.

New-construction warships’ requirements for low observable ‘stealth’ desigrds,
namely drastically reduced hull and superstructure radar cross sectionst an@sge promising
area for potential investment prioritization tradeoffs. As noted in this Sexgiorell as the

Section IV Cold War case study, EW has continuously evolved in response to the past half
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century’s rapid evolution in maritime sensor capabilities. A warship’s inhsteaith design
features, on the other hand, cannot keep pace with sensor evolution. Each sendmrgenera
increased sensitivity correspondingly devalues the warship design’s fixadtof signature
suppressiof* Extreme low observability also drives a warship’s design such that disglatem
and internal volume must be increased significatiti@iven that U.S. Navy large surface
combatants’ and aircraft carriers’ budgeted lifetimes are 35 and/€aykears respectively,
incremental EW system improvements appear to provide more defensive potemtinbdoag
haul than inherent stealthy design features. This is not to say that some dégree of
observability is not desirable in warship desiyjiit does mean that disciplined engineering
tradeoff analysis is necessary to determine whether a future warbleipeisserved over its
lifetime by prioritizing up-front investment in an inherently stealdlesign or by prioritizing
continuous investment in battleforce EW systems’ iterative evolution.

Lastly, it is important to note that the thought experiment’s theoretical defebd/
success rate does not account for offensive EW'’s and tactical deception’s aggablea
potential roles in battleforce defense. Although the thought experiment’ss3de ASBM salvo
would heavily stress a U.S. Navy battleforce’s overall defenses déré aimed correctly, it also
would impose a severe cost on the PLA’s ASBM inventory in the event it wad pooey or

decoyed entirely. As Section VIl will show, the challenge will be in impleting emerging EW

24 Harney, 53-55.

25 FriedmanU.S. Destroyers434. For more information on how displacement @esign complexity relate to
warship procurement costs, see Mark V. Arena et\Why Has the Cost of Navy Ships Risen? A Macrgsco
Examination of the Trends in U.S. Naval Ship C&¥sr the Past Several Decades,” xv.

2% 50me EW techniques require the defended warsélp&romagnetic signatures to be beneath certegshiblds
in order for offboard decoys to distract or sedimt®und missiles. Engineering analysis is necessaoygh, to
determine if these EW techniques are the bestfongsotecting that particular warship class. sk techniques
are in fact the best, then the next stage of eeging analysis must examine how much additionagtwent in
signatures reduction below the minimum thresholdeisirable compared to investment in other defensiv
capabilities.
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technologies within real-world systems and tactical concepts so that theyyehbahce

battleforce ASBM defense but also make deception against COSS viable.

106



VIl.  Anti-ASBM EW Implementation Concepts for the U.S. Navy

Current U.S. Navy EW Development Programs of Record

In discussing its measures to “deter and defeat aggression in anti-ancesmeents,”
the U.S. DOD’s 2010 Quadrennial Defense Review (QDR) notes a decision toencreas
investment in selected EW capabilities that can help counter potential athge@dvanced
surveillance and strike systeisThis language, combined with the QDR'’s discussions of other
capabilities necessary for U.S. military operations against a neampgary’s anti-access/area-
denial capabilities, is unmistakably directed against the PLA threat. TheNdvy’'s Chief of
Naval Operations, Admiral Gray Roughead, elaborated on this direction by notin@01his
guidance message that the Navy would “direct resources to game-chaogingldgies and
concepts, especially those at the left end of the effects chain and in informatninance 28
The 2010 Naval Operations Concept, an explanatory document supporting the U.S. Navy,
Marine Corps, and Coast Guard’s 2007 strategic vision document, further notes kifairtatt
information operations are one of the enabling components of U.S. Navy sea contrditiespabi
within an anti-access environméfit.

The U.S. Navy’s two main developmental EW systems at present are the Surface

Electronic Warfare Improvement Program (SEWIP) for warships and tkieGémeration

27«Quadrennial Defense Review Report,” 34.

208«CNO Guidance for 2011,” 5. For clarification, tharase “left end of the effects chain” represamisther way
of describing surveillance and targeting capabditii.e. the prerequisite steps to executing kestni similar action
that generates ‘effects’ upon the adversary.

29 «Naval Operations Concept 2010: Implementing tharilime Strategy,” 56. Of note, sea control isasslcal
maritime strategic term that defines a navy’s gbilb use a specific ocean area at a specific tomene or more
specific purposes. If one has attained local asaacsntrol relative to an adversary, one can wsectintrol to attrite
the adversary’s naval forces, protect one’s owrlisea of communication, or provide a maritime saacy for
one’s projection of national power ashore agaimstatdversary. Conversely, sea denial is the ckssiaritime
strategic term that defines use of naval and/at-lassed maritime forces to prevent an adversagyy from
securing sea control of a specific ocean areaspeaific time.
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Jammer (NGJ) for tactical aircraft. SEWIP represents a seriasrefmental improvements to
the legacyAN/SLQ-32hipboard EW system. The first two SEWIP ‘block’ increments
programmed within the Navy’s budget focus on improving upon or otherwise rephedisd. Q-
32radar detection and signal processing components. They do not add active EW ieag4bilit
NGJ on the other hand will provide robust active EW capabilities against advanced radars
Media articles imply NGJ will be agile enough to react to pulse-to-pukseges in an
adversary’s radar transmissions, use “tailored waveforms to unlock enartngrets,” and
transmit “in-band in a more deceptive construct than just simply putting outijgnmoise.®**

All three of these capabilities strongly suggest use of DRFM. NGJ, thougingsdasigned for
tactical aircraft self-protection and standoff active EW against arrsatyés air defenses. While
its technologies are likely extensible for use in other future activesy&féms, is not clear that

anti-COSS or anti-ASBM warhead capabilities are included in its cuegquoirements.

Current U.S. Navy EW Applied Research Efforts

Active EW capability development against COSS and ASBM warhead sensors, howeve
is evident in the unclassified portion of the U.S. Navy’s budget. In its fiscaP@d4 budgetary
request, the Navy described an ongoing project that is developing next generation
countermeasures against ASBM warheads and other anti-ship missilesryy actoie EW

capabilities to SEWIP as well as improving talka active offboard decoys: Another project

204ys Navy: From “Slick 32s” to SEWIP Defense Industry Daily.

#1gee 1. Fulghum, “Next-Gen Jammer Key To F-35 Hffeaess;” 2. Fulghum, “U.S. Navy Wants To Field
Cyber-Attack System.”

#21n the U.S. Navy’s fiscal year 2012 budget reqsesimission, SEWIP active EW capability developniafso
known as SEWIP Block 3) reportedly transitions frtira applied research stage into a formal acqoisjirogram
of record. The Navy has supposedly requested &t million through fiscal year 2016 for SEWIP Bita3.
Media reports indicate that the SEWIP Prime Comtrat ockheed-Martin, has already built a SEWIF&cEW
technology demonstrator. Developmental testingev@duation using this demonstrator is to be coratliduring
fiscal year 2012, and operational testing and eatedn of SEWIP Block 3is scheduled for fiscal y2ad5s. A
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aimed to develop a network that would allow an entire battleforce to coordinate use of EW
against advanced missile threats. These projects are reportedly strtctoeeome acquisition
programs of record upon reaching a certain degree of technical m&t8iyeral component-
level applied research efforts supporting these projects were initiatedahyear 2010, and at
least one effort was planned for expansion during fiscal year?201goes without saying that
additional ongoing research and development efforts mirroring these might bd tita the
classified portion of the Navy's budget.

Some of the U.S. Navy’s requirements for next generation EW systems danvael
from statements by the Office of Naval Research (ONR). In their JaB0Q&6€y“industry day”
presentation to potential contract bidders, ONR’s EW Program Managessxgtbe Navy’'s
desire for small, lightweight, low-power EW payloads for use in manned and unmanned
vehicles. He noted the Navy's interest in coordinating active EW techniquekyarithens
between multiple EW-capable platforms as well as conducting research initatégfation with
active missile defenses. He also highlighted the Navy’'s need foroetgatical, infrared, and RF
EW systems capable of receiving and transmitting across much wideasptmtks such that
fewer frequencies are left open for an adversary’s unfettered use. fi®tssived the Navy's
desire for EW systems with faster signal processing and active techganeration

capabilities™®

proposed follow-on SEWIP Block 4 is to deliver ceenimeasure capabilities against electro-opticaliafidred
sensors. See Munoz, “New Ship-Based Electronic &vaidystem Clears Key Navy Review.” SEWIP Block 3
operational testing and evaluation in fiscal yeat® suggests the system may be introduced in nestewtion
U.S. Navy surface combatants and backfit to oldelase combatants that already have the earlier BEMéck
upgrades beginning as early as fiscal year 2016.

B3 «Exhibit R-2, RDT&E Budget Item Justification: REB03271N: Electromagnetic Systems Advanced
Technology,” 7, 9.

24 «Exhibit R-2: RDTE Budget Item Justification: PB@R271N: Electromagnetic Systems Applied Researth,”
Z5«“ONR Electronic Warfare S&T Industry Day,” Slide 9
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These technologies’ current maturities are indicated by the fachéhptdsentation was
geared towards soliciting contractor bids for ONR “Discovery and Inventiondgmoj
According to the presentation, Discovery and Invention projects transition biasisfsc
research into a concept technology. Successful projects increase a meMogpch maturity to
the point that prototype components can be tested individually within a laboratory envitonme
Most of these projects are intended to last one to three years, at which point anentvestm
decision regarding whether to continue into several more years of formépleeat of a
system based upon the concept technology would need to be made. Projects funded a@iring fisc
year 2009 included multi-wavelength laser technology for use against infraredssefscurant
technology capable of rendering an area opaque to multiple bands of the elecétitnag
spectrum, and a directed energy technology capable of neutralizingmlagtretic sensor¥.
ONR'’s areas of interest for fiscal year 2010-initiated EW Discoveryrarehtion
projects include techniques for realistic false target generation andlastrell as remotely
detecting, identifying, and preventing battleforce detection by an adyerpassive sensors.
These techniques are to be designed for use in offboard systems that are not sappbsed t
communications or sensor emissions from defended warships in order to function.SONR al
appears involved in the ongoing technology development projects mentioned in thefida&y’s

year 2011 budget requést.

Near-Term Tactical and Operational Concepts for Defeating the ASBM

U.S. Navy development of advanced EW capabilities applicable against COSS and

ASBM warhead sensors is clearly underway. However, it appears that muoss@téchnologies

218 bid, Slides 14, 17, 25.
27 bid, Slides 20-24.
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may take the better part of a decade to

mature to the point that they can bdidlyccess

implemented within battleforce systems. For the next few yearsfaheréhe minimum set of

U.S. Navy EW countersurveillance and

ASBM first salvo will consist of the follo

countertargeting tactics aeaitallise prior to a PLA

wing:

Table 4: Potential Pre-First ASBM Salvo U.S. Navy
Countersurveillance/Countertargeting Tactics

Tactic Name

Probable Effectiveness Against COSS

RF EMCON

High against RF direction-finding/ELINT sensors dae
denial of telltale RF emissions; denies informatioat is
highly useful for cueing other COSS sensors. Allsaly
effective if ASBM warhead is equipped with an RFedtion-
finding sensor and selective RF EMCON is employgd b
HVUs to prevent themselves from being identified.

Battleforce evasion of locatable Chinese senso
or sensor-carrying platforms

rdHigh against space-based sensors with known orbital
characteristics, OTH-B, and scouts that are deldugond
the range that they themselves can detect thefmatté’s
ships; low against scouts practicing evasion o HRFCON of
their own.

Weather masking

High against airborne/space-badeatéd and electro-optica
surveillance sensors; medium against OTH-B; lowrega
airborne/space-based/ship-based surveillance radars

Infrared/Visible-Band Obscurants

High against aineéspace-based infrared and electro-opti
surveillance sensors.

cal

Dispersed battleforce formations

High against OTH-B and airborne/space-based wida-ar
search radars if properly coordinated with other
countersurveillance and countertargeting tactms;if not
coordinated.

SEI spoofing High against ELINT sensors due to denial of fingering
phenomena; best used in concert with other deaeptiv
measures.

AIS Spoofing High if properly coordinated within amerall tactical

Deceptive communications

deception plan (includes counterintelligence meagutow if

Deceptive use of actively-transmitting sensors

not incorporated within plan or plan is otherwiseffective.

Deceptive battleforce-level maneuver

Decoy Groups

Large surface combatants conducting BMD patrols near Okinawa or in the Sgamof J

prior to a notional Chinese first strike would likely be unable to take advantage aftibe ita

Table 4. These BMD patrol stations would be completely dependent on theiebenaissiles

as well as any fielded anti-ASBM EW capabilities. Other U.S. Natjeliarces whose missions
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grant them more flexibility to use Table 4’s concealment and deception taotitd

nonetheless also need to augment their interceptor missile inventories wASBiMi EW.

Interim EW self-defense capabilities against ASBM warheads maydmenodifiedNulka

rounds or other existing offboard decoys. Expanded EW self-defense will likegdynleepossible

later in the decade once SEWIP gains active EW capabilities and etitapadilityNulka

rounds or other future active offboard decoys enter service. Advanced miltivsate RF,

infrared, and visible-band obscurants already used by the other U.S. armed seigitedso

be adaptable in the near-term for self-concealment of warships from ASBMadasensors?

Table 5: Potential Near-Term U.S. Navy
ASBM Self-Defense EW Systems

System Name/Type

Probable Effectiveness Against MSBarhead Sensors

Modified existingNulkarounds

Unknown due to classified nature of currbhitika capabilities
as well as potential for notional interim modificets to
existing rounds. If modified rounds cannot transmit
millimeter-wave RF, then low. If ASBM warhead’s t@inal
radar has ISAR capability and modified rounds canno
perform false ISAR image generation, then low. 8BM
warhead’s terminal radar does not have ISAR caipahihd
modified rounds can transmit millimeter-wave RFerttvaries
depending on quality of intelligence regarding ASBaviminal
radar characteristics and counter-EW measures.

New enhanced-capabilityulkarounds or other
future active offboard decoy with false ISAR
image generation capabilities

Varies depending on quality of intelligence regagdASBM
terminal radar characteristics and counter-EW measu

SEWIP Block 3 (Active EW capability)

Will likely vg depending on coordinated use withlkaor
other active offboard decoys as well as qualitintdlligence
regarding ASBM terminal radar characteristics andnter-
EW measures. May be particularly useful if ASBM head
uses exoatmospheric SAR for target search depending
quality of intelligence regarding the SAR’s chagaidtics and
counter-EW measures.

Passive offboard balloon decoys

Will likely varypgading on coordinated use with active E
systems as well as quality of intelligence regagdh$BM
terminal radar characteristics and counter-EW nmeasu

W

Millimeter-wave RF/Infrared/Visible-band
obscurants

Medium to high if deployed over defended warshipsvall as
nearby empty waterspace to create a shell-gamet efffew to
medium if this is not done.

Existing chaff rounds

May be useful as an obsduifakSBM warhead uses
exoatmospheric centimeter-wave SAR for target $earc
Unlikely to be effective against ASBM warhead’s limileter-
wave terminal radar.

218 Culora, 73-74.
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It is important to remember that COSS appears to have only very recéatig@ian
initial operational capability and that deployment and integration of its ftdt fieneration’
architecture likely will not be complete until the mid to late 2010s. Depending on’€ O&S-
term capabilities, the above countersurveillance and countertargetingreseasght be enough
to delay, passively disrupt, or prevent ASBM targeting during the coming ltalflder longer.
The above EW self-defenses might also be able to distract or seduce some @NMwefid&d
against a battleforce. Ultimately, though, the absence of robust and divereeEaiti
countermeasures against the ASBM warhead means that battleforce defegasesmm
probability of success against an effectively-targeted war-opening ASBM will largely
hinge upon U.S. Navy BMD interceptor capabilities and inventory numbers.

Following the first ASBM salvo, however, the U.S. will be able to initiate segent
Joint operations that aggressively neutralize COSS'’s land and spacedras®d,sscout assets,
and data fusion capabilities. As previously noted, COSS’s many vulnerabilities ¢pen i
systematic, incremental neutralization and/or destruction in the afteaha Chinese first
strike. Depending on the scope of that first strike and/or the PLA’s follow-onsofgeactions,
the U.S. might be handed ready-made justifications for retaliatory phgs$iacks against COSS
assets. The OTH-B radar arrays’ huge sizes and fixed locations make thiealgby attractive
targets early in the anti-COSS campaign. Without OTH-B, COSS must rely et lsapsed
sensors as its primary ocean surveillance assets. U.S. Navy submatate® mvulnerability
to COSS sensors makes them likely candidates for executing land-attaekmissile strikes
against the OTH-B arrays as well as other high priority land-ba®©&BGssets during the first

hours and days of a notional w&rU.S. Navy battleforces would also be free to seek out and

29|t is possible that the PLA might develop anddigtlocatable OTH-B systems that could monitor tiraé areas
the fixed-location OTH-B cannot. Relocatable OTHd8sIld also serve as backups if the fixed-loca@arH-B
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destroy COSS'’s secondary scout assets such as maritime reconeasssaatt, UAVS, surface
combatants, submarines, and AGIs. All of these measures would be additive torbattlef
continued use of the technologies and tactics described in Tables 4 and 5. Much as how Cold
War analysts believed the Soviet maritime surveillance and reconn@sstake system’s

combat endurance was overrated, an anti-COSS campaign lasting see&salweald at

minimum heavily limit the circumstances under which the PLA could effdgteraploy

ASBMs and at maximum might render the ASBM arsenal nearly impotent regmafl how

many missiles remained available for use.

Another critical consideration involves the Cold War case’s principle thateptien
effort loses effectiveness once a battleforce reveals itself by ciomgla strike or other major
unconcealed tactical action. Combined with inherent logistical constraints,gigissts
battleforce and/or decoy operations within ocean areas still effecthatjtored by COSS
would likely be limited to missions of no more than a few days’ duration during thé phtaes
of a notional war. The actual battleforces would execute brief, tailorexiemigperations, after
which they and any supporting decoy groups would temporarily withdraw. Thesiemsisight
include aircraft carrier-led sea control operations geared toward®atai PLA maritime
strike-capable aircraft, surface combatants, and submarines. They egimchlide carrier-
based strikes against any land-based PLA targets along the inst Gthain.

The above tactical concept would be repeated multiple times by multiple differe

battleforces over the course of the first days and weeks of a conflict. Eaebssue®peration

was disabled or destroyed. On one hand, the U.8ldweeed to conduct extensive ELINT and overheaabeny
analysis to locate and target potentially-camowdthgelocatable OTH-B arrays. On the other, relddat®@TH-Bs
might not be as sensitive as the fixed-locatioriesysf the need for mobility limited them to shargeray lengths
and less available transmit power. Relocatable ®@EHye also only mobile in the sense that theybean
disassembled, transported to a new location, aa&segnbled over the course of several days or w&aksmeans
that once found they can be struck just as easily fixed-location OTH-B. U.S. intelligence will e to watch for
indications that the PLA is developing a relocata®ITH-B capability. For an example of a U.S. retabe OTH-B
system, see “AN/TPS-71 ROTHR (Relocatable OverHbezon Radar),’Federation of American Scientists
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would contribute to the overall maritime access-restoration campaign. As' €€fs8rage was
accordingly eroded, the duration of individual operations would likely lengthen. Sigmjfica
sustained attrition of COSS'’s infrastructure and PLA maritime stakedgle platforms would
also likely be a prerequisite for carrier operations within a few hundred ofithe Chinese
coast or major amphibious operations south of the main Japanese islands. All thissdovetai
cleanly with unclassified campaign-level concepts describing the condactational Sino-
American war in East Asi&’

Any hypothetical U.S. Navy combat operations in the Western Pacific agimst C
during the 2010s would without doubt be incredibly challenging and risky. The Cold War case
study’s principles and the preceding analysis of COSS strongly suggest, thaadhS. Navy
operational success would hardly be impossible even in the face of the PLA’s grdsing A
arsenal. It certainly seems that the faster that COSS can be blinded &icydrgpart, the faster

that the U.S. Navy will gain tactical flexibility for Western Pacdombat operations.

Intermediate-Term Tactical and Operational Concepts for Defeating the ASBM

Assuming the EW technologies currently in the U.S. Navy’s applied resepedmpi
enter service between the late 2010s and the mid 2020s, new tactical concepts betainle avai
to U.S. Navy operations planners. Despite its troubled developmental historyStheavy’s
Littoral Combat Ship’s (LCS) exceptional payload capabilities make it ah pdetform for
hosting a notional new ICADS-like modular deception system and/or notional ‘mid8CA

systems installed on existing unmanned vehiéld€ADS-like systems’ initial capabilities

220y/an Tol, “AirSea Battle: A Point of Departure Opgional Concept,” 56-74.

221 Murphy, “Littoral Combat Ship: An Examination d$iPossible Concepts of Operation,” 43, 47. LCBésU.S.
Navy’s new small surface combatant. LCS’s primaigsions will be ASW, anti-surface warfare, and mine
countermeasures.
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might include communications deception and simulation of battleforce RF syktaers.
capabilities might include DRFM-based image generators for deceiimg$e SAR and ISAR.
LCSs equipped with ICADS-like systems could notionally be used within a battefiot only
for countersurveillance and countertargeting but also to distract ASBMs laurgdiedtdhat
battleforce.

Furthermore, LCS’s 45+ knot sprint speed allows it to rapidly reposition itslf a
distance from a battleforé& With ICADS-like capabilities, several dispersed LCS groups could
each notionally simulate a battleforce’s emissions. As noted previouslyptidshe used to
confuse COSS operators as to which contact grouping is real, or alternatigledyvt scouts
and/or ASBMs away from the actual battleforce. A LCS decoy group could spzintsspeed
to reposition itself several times over the course of a few days and simgiatge false
battleforce in different locations or several different false battlesarcdifferent locations. This
could be done to distract Chinese attention from actual U.S. Navy battleforceamsera
elsewhere in the combat zone, or to erode the Chinese ASBM inventory at a timectuaén a
battleforces are temporarily positioned outside ASBM range. It goes wihyping that if the
U.S. was able to induce PLA decision-makers to waste one or more ASBM raiioist algcoy
groups early in a notional war, the corresponding attrition of the ASBM invemdrgassible
erosion of PLA confidence in COSS could prove invaluable to subsequent U.S. Navy operation

LCS decoy groups could also be used in support of trans-Pacific supply convoys or
transiting battleforces approaching the main Japanese islands. In addgewihg as EW-
specialized escorts within these types of formations, distant LCS demays could be used to
simulate convoys or battleforces. As before, this could be used to confuse the CO&S pict

and/or attract ASBM raids away from defended formations. These missiors nadukquire

221bid, 47.
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sustained operations at high speed, and few COSS assets other than space-basethdens
submarines would be able to sustain wartime surveillance or reconnaissaoe theyFirst
Island Chain. U.S. Navy oceanic ASW operations would reinforce the LCS dexgsy
potential utility in simulating transiting convoys and battleforces.

Obscurants, weather, and night could be used to prevent overhead COSS electro-optical
and infrared sensors from identifying the LCS groups as decoys. Land aedzased aircraft
could also be used against COSS scouts for the same purpose. This could be done either through
use of deception equipment simulating U.S. NBv¥Hawkeyesand CAP fighters’ RF
emissions and communications, or through use of force following the outbreak of bes#iti
small number of large surface combatants such as Aegis destroyerbenggsigned to the
decoy groups to aid in the deception and/or provide the groups with expanded self-defense
capabilities depending on the tactical circumstances. Assuming the n&@&Hilde system
could effectively simulate modern battleforces and that other EW countsrmasauch as
selective EMCON and SEIl-spoofing were effective, COSS operators would éxtlatmely
difficult to tell whether their tactical picture indicated the presence diptaibattieforces, one
battleforce and several decoy groups, no battleforces and many decpy, gnosomething else
entirely.

A notional first ASBM salvo’s effectiveness could be further eroded through other
potential uses of emerging EW technologies. Battleforces could make usenéhtnmanned
Surface Vehicles (USV) and low altitude UAVs equipped with DRFM-basegdarganerators
and obscurant-sprayers. Self-deploying USVs such as a derivative of #res®@&fdvanced
Research Projects Agency’s (DARPA) Anti-Submarine Warfare Contsiticall Unmanned

Vessel (ACTUV) might also be able to serve as DRFM-based image tien@@coys within a
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battleforce or otherwise be used to augment LCS decoy gf8imstional Nulka variants or
follow-on active offboard decoys could also employ DRFM-based image generatitilitapa
against incoming ASBM warheads. Shipboard solid state lasers could disablectros@ptical
or infrared homing sensors carried by an ASBM warhead. Battleforce EW datakseand
distributed EW control systems could enable real-time coordination of EW techarpliésctics
between dispersed warships, aircraft, unmanned vehicles, and decoys. mtexjrBiV control
systems with battleforce missile defense control systems could allempgooved coordination
of kinetic and non-kinetic engagements against inbound ASBM warheads.

Additional emerging EW technologies could be employed following the first ASBM
salvo. Small jammer-satellites could be situationally-launched to disrupS&@nsor and data
relay satellites’ communications, thereby blinding COSS at tdgticpportune times and/or
forcing COSS operators to burn precious maneuvering fuel to move these satgdite
potentially less-optimal orbits. Land and and/or sea-based manned awatdfbe designed to
carry notional customizable solid state laser arrays for blinding elegtical and infrared
sensors employed by Chinese satellites, long-range maritime recamcaissrcraft, and/or
UAVs. Future U.S. HALE UAVs could also conceivably fill this role. These méeliate-term
EW and tactical deception capabilities, which are additive to many of theéemsaones

described in Table 5 as well as all of the ones in Table 4, are summarized in Table.6 bel

223 sweetman, “DARPA Pushes Out the Robo-Boat.”
118



Table 6: Potential Intermediate-Term U.S. Navy
Countersurveillance/Countertargeting Tactics and ABM Self-Defense EW Systems

System Name/Type Probable Effectiveness

New ICADS ‘Increment 1’ with communications High if properly coordinated within an overall taet
deception and simulation of battleforce RF deception plan (includes counterintelligence mezsutow if
systems not incorporated within plan or plan is otherwiseffective.
New ICADS ‘Increment 2’ that adds DRFM- Varies depending on quality of intelligence regagdsAR
based image generator satellite, airborne reconnaissance aircraft/UAW A$BM
ACTUV variant with DRFM-based image SAR/ISAR radars’ characteristics and counter-EW sness.
generator

New USVs and low-altitude UAVs with DRFM- | Radar deception effectiveness varies dependingiality of
based image generators and obscurant-sprayefsntelligence regarding SAR satellite, reconnaissanc
aircraft/UAV, and ASBM SAR/ISAR radars’ characteids
and counter-EW measures. Obscurant spraying eféeess
would be medium to high if deployed over defendedlships
as well as nearby empty waterspace to create hgamak
effect. Low to medium if this is not done.

New enhanced-capabilityulka rounds/follow-on | Varies depending on quality of intelligence regagdASBM
advanced offboard decoys terminal radar characteristics and counter-EW nteasu

Shipboard solid state lasers Medium to high if ASBirhead uses infrared/electro-
optical terminal homing sensors depending on quafit
intelligence regarding which infrared/visible-banelquencies
these sensors are designed to detect.

Airborne solid state lasers Medium to high agaaidiorne/space-based infrared and
electro-optical sensors depending on laser projmyat
conditions in atmosphere and quality of intelligemegarding
which infrared/visible-band frequencies these senate
designed to detect. Highly provocative if used ptioChinese
initiation of hostile actions.

Jammer-satellites Varies depending on quality tHligence regarding COSS
satellites communication systems’ characteristics@unter-
EW measures. Any cyber attack-insertion capalsiiweuld
be dependent on quality of intelligence regardi@SS
network architecture and security measures. Woeddlrio be
inexpensive and capable of being launched on stodide in
order to provide responsiveness to COSS satelliti o
changes. Highly provocative if used prior to Chaastiation
of hostile actions.

Battleforce distributed EW coordination networks aBles use of more complex EW techniques, makes

Integration of battleforce EW control systems | battleforce EW systems and active missile defengee
with active missile defense control systems efficient, and boosts combined defensive effectssn Utility
hinges on effectiveness of battleforce’s individB&V and
active missile defense systems as well as resistanc
jamming or cyber intrusion.

It is important to note that Table 6’s capabilities would enable signtfiC®SS
degradation without the need to strike targets on land. In the improbable event that China
restrained itself from striking targets on allied or U.S. sovereign shieatart of a notional war

and U.S. political leaders chose not to vertically escalate by authoraimgecstrikes against
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PLA targets on Chinese soil, COSS’s OTH-B arrays, satellite groumohstaand data fusion
center(s) would be physically spared. Recall, though, that OTH-B is ineafficaccurate for
directly cueing ASBM strikes. Terrestrial scouts and/or space-basedrs are necessary to
narrow a contact’'s AOU to the point that it can be targeted by an ASBM raid. Gable
intermediate-term EW capabilities would therefore be of great help undeciscemstances.
These capabilities would become even more critical should a hypotheticaltZgfiame
second generation ASBM allow the PLA to strike battleforces steamithpeyend theDF-
21D’sassumed range.

If the U.S. Navy gains these advanced EW countermeasures and selectivatgtaias
their capabilities during peacetime as per the Cold War case studplasncCP and PLA
leaders weighing ASBM use in a future war would be confronted by scores obaaldit
operational and tactical variables. Whereas the variables related to UySBM8&vinterceptors’
capabilities and inventory sizes are quantifiable, EW and deceptiondretaiables cannot be
easily quantified. The greater the uncertainties generated by thesmamaiwes, the greater the
strategic uncertainties posed to CCP leaders regarding whether or Ratloeuld swiftly

cripple U.S. Navy forward deployed forces in East Asia at the start of a riatiana

Operational and Policy Prerequisites for Effective EW and Deception

As promising as these technologies and tactical concepts appear, it istoracad
overconfidence in them. Per the principles derived from the Cold War case study and the
discussion in Section VI, even if the underlying hardware and software techs@ogiproven
to work, proper tailoring of EW techniques and deception tactics depends upon collection of

accurate intelligence about the adversary’s sensors, counter-EW meadargandaission and

120



fusion systems, and decision-making processes and tendencies. Blindhynasthat this
intelligence is correct is a recipe for disaster in combat. Not havieljgence resources
allocated towards monitoring and assessing the adversary’s reactionsaiodEiception as an
operation unfolds would be equally disastrous. Operations must be designed to take full
advantage of successful EW and deception while simultaneously hedging dgannsk that
EW capabilities and deception tactics will not be as combat-effectiveieiparad?* The
apparent U.S. success in collecting technical and operational intelliggainsteSoviet maritime
surveillance, reconnaissance, and strike capabilities during the Cold Wassuidgt this
challenge can be met with a reasonable degree of confidence over tamepper resources
and prioritization. All the same, the risk of intelligence failure can never lyeefuhinated. It
consequently bears repeating that EW and tactical deception cannot secosngdete
substitute for active defenses.

Beyond clandestine intelligence collection and counterintelligencetagivihe U.S.
Navy will need to periodically demonstrate carefully-selected decepapabilities as part of
real-world peacetime operations within COSS’s coverage zone. In keepmtp&iCold War
case study’s principles, just as the U.S. Navy once regularly conductedyihreseof
demonstrations as part of exercises and operations within view of SOSS, U.S. Naegavio
do the same within view of COSS. Demonstrations allow the U.S. Navy to gauge COSS
capabilities, learn indirectly about PLA leaders’ COSS-based decisa@mgitendencies, and
condition PLA leaders and COSS operations with respect to what U.S. Navyamystactics,

deception would ‘look like’ in actual combt.

224\/ego, “Operational Deception in the Informationedg62, 64.
% bid, 62.
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This effort to condition Chinese perceptions of ‘likely’ U.S. Navy behavior in amalti
war might very well be more vital to the ultimate success of U.S. Nawmeadeception than
the actual deception tactics employed in combat. It is often easier to@macersary into
interpreting a situation and making decisions in accordance with his long-heiis biedin it is to
get him to change those beliefs. The most effective deception efforts oftertrguag to alter
the adversary’s preconceptions. Instead, it strives to show him somethingwéay t&i what he
expects to see. This is intended to entice him to take actions in accordance datttime and
training that can be exploited. It follows that there might be practroéklio the ways in which
decoy groups or similar measures can be employed without tipping the aglodrsaat an
attempt is underway to mislead him. Peacetime demonstrations can help didoeterand in
what ways such limits exist

Moderation in using tactical deception during peacetime as well as wapenations is
particularly important. A given EW technique customized for use againstiicspensor or a
given tactical deception ‘trick’ against adversary decision-makgrarences diminishing
returns over time. Once a technique or tactic is revealed during redl-opatations, an
adversary will use data collected about it to inform modifications of thegragsttactics,
procedures, and decision-making tendencies. It can take the adversaryrabitesitiae to
develop appropriate counter-EW measures once he understands the techniques being used
against him, and it may take still longer for those counter-EW measures tddbg wtroduced
within his forces. It is safe to assume, though, that the urgency of wartimeaperaeans that
once a particular technique or tactic is used for the first time in comiskstbecoming a ‘spent

round’ more rapidly. As a result, continuous EW technical and tactical innovatpmacetime is

226 gee 1. Ibid, 65; 2. Blanks, “An Effectiveness Assig of the Tactical Employment of Decoys,” 18-69, 67.
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necessary to sustain defenses in warti&.constantly-improved peacetime arsenal of EW-
based countermeasures is therefore vital if techniques and tactics deeolesicebs or
ineffective are to be seamlessly replaced during war. This suggestg Iitenvise to primarily
test techniques and tactics deemed close to their forecasted naturaliexglates’ during
peacetime demonstrations.

A major component of continuous peacetime technical and tactical innovation is
battleforce training at sea. While occasional demonstrations in therwPsigfic will provide
training opportunities, they will not occur frequently enough for developing andrsngta
necessary operational proficiency with EW and tactical deception. As nolied, garsonnel
can only reliably execute in combat what they've routinely and thoroughly qgedat
peacetime under stress. This sounds straightforward but it is not. Operatingreaigsuse of
EW is far more complex than operating in relatively permissive environmentSCEM
somewhat reduces a battleforce’s sensing capabilities as weltas plaincreased premium on
individual units understanding and autonomously executing their battleforce commtmande
tactical plans and intentions. Battleforce sensors and communication sysgithaahperform
as they normally do when used in combination with some forms of own-force EW. Warship and
aircrew safety might be endangered if crews are unfamiliar with opesaduring heavily
restrictive EMCON or intense active EW. Lastly, as tactical demepteasures may require
expending more fuel and stores than traditional operations, peacetime trainaugssary for
commanders and crews to become familiar with the additional logisticahdsrtteese measures
will impose on battleforce planning. The only way to mitigate these fog amibfrinducing
risks is to aggressively train against them. Shore-based training viasonwan provide basic-

level exposure to some of the necessary skills, but real proficiency can only abmepeated

%27 payne, 98.
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practice using real systems, warships, and aircraft within the naturalsangrézlictable ocean

environment. This will demand a cultural willingness to tolerate additional pmaceperational
expenses and safety riskSWithout this willingness to train realistically and routinely, all the
advanced EW technologies and clever deceptive tactics in the world may be rendiexeslins
battle.

The need for comprehensive training at sea leads to one final consideration.iEven if
turns out the PLA has no answer for specific U.S. Navy EW techniques and tects)@ogie
deception effort can fail if it is not properly organized and executed. Consequenitgl tact
deception must be planned and coordinated by the battleforce commander. Deceptiongtlans m
be integrated within the battleforce commander’s overall plans for an operatiat 2l units
or groups under his tactical control understand their respective roles in sustainingefhteodis
effectiveness. If this does not happen, individual units’ uncoordinated actions may ceshulati
undermine the deceptidfi.Strict operational security and appropriate EMCON measures must
be enforced to prevent inadvertent disclosures. Any such disclosures must be ‘tyast’ass
possible to make them appear consistent with the deceptive ‘story’ of U.S. Naayi@pein a
given area at a given moment that the commander wants implanted withind&lesleminds.
Battleforce actions that cannot be concealed from COSS should also be exesutdda way
that they reinforce the ‘story.” The ‘story,’ itself, must be plausibiesas consistent with the
previous peacetime conditioning efforts. The battleforce commander’s ovaralnpist allow
sufficient time for COSS to receive and analyze the cumulative decejtingi sand for PLA

leaders to make decisions based on the resultant operational-tactical Mcistrenportantly,

228 Hoyler, 99-100.
229Janks, 35.
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deception must always be planned and executed as a supporting activity tontlo@enation. It

is never an end in its own rigfit.

#0yvego, “Operational Deception,” 64-66.
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Conclusion: Implications for U.S. Conventional Deterrence in East Asia

China’s maritime surveillance, reconnaissance, and ASBM stritersgsertainly
appear far more capable than their Soviet Cold War-era equivalents. Chimesenstworks’
sensitivity, discrimination, accuracy, and low-latency reporting capabiho doubt benefit
from the past quarter century’s global advances in technology. The ASBl¥atfers far
greater tactical speed, reach, accuracy, and responsiveness than tlsec8oldetver have
dreamed possible. Nevertheless, the Chinese ASBM concept seems vulnerablg @b thne
same strategic, operational, tactical, and technical shortcominggabaed the Soviets’ land-
based maritime bomber concept. The U.S. Navy achieved three decades of apgassses
exploiting the Soviet maritime bomber concept’s shortcomings by combining avaniegy of
EW technologies and deceptive tactics. EW'’s post-Cold War evolutionary pgemggests that
the technical, tactical, and doctrinal tools needed for similar blinding aegtilat capabilities
against China’s Ocean Surveillance System and ASBM strike systenitlarereach. Just as
was the case during the Cold War, the difficulty of conducting an effectivelaptmissile
strike increases as the number of defensive variables the strike mushoe@nceeases. In this
light, the anti-ASBM capabilities of individual active defense and EWesysimatter less than
how they are holistically used within a battleforce’s defense. It fellihat U.S. Navy active
missile defenses’ utility against China’'s ASBM reconnaissance-slydtem can be significantly
increased when paired with emerging EW technologies and novel tacticaliciecepicepts.

Several prerequisites must be met, however, for our central hypothesisue.be tr
Effective intelligence and counterintelligence operations arealrito supporting EW and

tactical deception development, not to mention operational employment. Pegigeliorid

126



demonstrations of selected EW and tactical deception capabilities areargéerder to test
them against an adversary’s sensors as well as mentally condition theaaglsetecision-
makers. Continuous EW and tactical deception innovation is essential duringrpeanedrder
to maintain a deep and ready wartime stockpile of highly-perishable eXploitechniques. The
inherent complexities and risks associated with EW and tactical deception nmatkes,

realistic, and comprehensive battleforce-level training at sea inuseiobligatory. Lastly,
tactical deception success hinges upon disciplined planning, organization, and exsgcation b
battleforce commander and his or her subordinate units. None of these prereqeisiteplarto
achieve, but neither are they impossible, impractical, or historically wegeated.

Our attention finally turns to how improved anti-ASBM capabilities camamte U.S.
conventional deterrence against Chinese aggression in East Asia. Conventioraickete
quite different from its more thoroughly studied nuclear sibling. Leadeascotintry or alliance
considering conventional aggression against a nuclear-armed country or allianeesighshe
risk that an initially successful conventional campaign will ultimatebyempyrrhic regardless of
whether or not the aggressor also possesses nuclear weapons. A defenderesnreleit
deterrence by punishment policy against conventional and nuclear aggression héightens
danger that even if only a small portion of the defender’s nuclear arsenal suneiaggtessor’'s
first strike or offensive campaign, the defender will still be able tccinfitolerable retaliatory
damage on the aggressor. The nuclear-armed defender can also creatmnsandlitiprocesses
that all but force his retaliation if the aggressor violates the deterreat,thirereby presenting
the aggressor with the overt last clear chance to prevent mutual immétation

In contrast, the threat of punishment alone is less effective within a ¢camadn

deterrence context. Aggressors have historically been willing to teleaash conventional

#lgchelling,Arms and Influencet2-48.
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‘punishment’ over a short period if they are convinced little can be done to preventdhem f
rapidly and irreversibly achieving their offensives’ political objedivEhe defender’s ability to
rapidly block the aggressor’s attainment of his war aims therefore présemisy to
conventional deterrence credibility. If an adversary tends to be opportustia defender’s
theater-deployed conventional deterrent must be sized and postured such thatraeyadve
concludes conditions offer little hope for a quick, low-cost conventiaitadccompli®?
Conversely, an adversary may conclude that he has little to lose by ignptgrdially
prolonged general conventional war. This might be caused by domestic econonugrajzhic,
ideological, and/or power bloc pressures acting upon the adversary country’sipektiters®

It might also be caused by these leaders fearing the domestic and iotainatplications of
their country’s perceived relative decline within the international ordedetUthese
‘desperation’ circumstances, a defender’s theater-deployed conventbermedt must be sized
and postured such that the adversary concludes he faces a high probability offeing ra

defeated in total and/or overthrowfhRegardless of which conventional deterrence approach is

%2 Denial does not necessarily mean that the attazebe prevented from penetrating defenses, tinljdheavy
damage on the defender, and/or perhaps even owéngusizable portions of defended territory. It soeean that
the defender has sufficient surviving combat paétd prevent the attacker from consolidatingdans. The more
it appears that the defender’s theater-deployezbfoand materiel will allow him to indefinitely dvaut a
conventional campaign, the less confidence andéatgr uncertainty a would-be aggressor might hiaathis
opportunistically-desired war could be short ang-twst. It is also important to point out that tkading,
bombarding, or seizing a piece of territory by ®omly represents an aggressor’s achievement dftarsn
objective. In contrast, this aggressor’s politichjective can only be achieved if the combatantsthair allies
reach formabr otherwisele factoagreement that the aggressor’s military gaingateeversible in the foreseeable
future, or at least not without the defeated paegling away something of value to the aggressoese political
and military factors are what can make conventidled¢rrence by denial so potent against an oppetitin
opponent.

%3|n China’s case, a perception that a Taiwanesergovent was about to declare formal political irefefence
from the mainland might fall under this scenaribeTCCP has spent so much overt political and idgcdd capital
on the Taiwan issue over the last half century tthigtpossibility cannot be discounted.

234 Conventional deterrence against a desperate ayassmuch harder to effectively communicate al as
make credible than a deterrence by denial straagginst an opportunist. If the defender choosesass
overwhelming forces against a seemingly desperthteraary, the adversary may interpret the defesdgmtions as
a signal of imminent hostile offensive intent andyntake preemptive offensive action accordinglye Bdversary
might also take preemptive offensive action if based that his window of opportunity was closirgs fiue to the
defender’s force-massing. If an adversary fearsitigertainties of national decline more than theeutainties of
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chosen, the defender’s peacetime ‘signaling’ by moving forces to or withueia tieater as a
crisis escalates is largely irrelevant and may even be counterpv@dddie primary factors that
matter in the adversary’s calculations are the defender’'s combataeadsntional units and
logistics already in the theater that can deny or defeat any offensivecomd&teration, the
defender’s apparent political will to resist and/or escalate, and the agteosan tolerance for
political and material costs and risks.

U.S. conventional deterrence against Chinese aggression appears geared towards a
strategy of denial. As observed throughout this paper, the U.S. relies heavily uplomseasia
the Western Pacific to blunt notional PLA offensives in East Asia. Straetiftcan move U.S.
forces and supplies into the region swiftly, but not necessarily in the amounteddaquarrest a
notional fast-moving PLA campaign for a limited political objecti¢.ong-range conventional
strikes as well as submarine warfare can severely damage PLA &oes China’s military-
economic potential, but they may not be able to compel the PLA’s retreat froRirsinksland

Chain territories captured in a Chinese offensive on their own. Nor would theyehi®e abhssert

losing a conventional war, no amount of conventigmaver may deter him from attacking. Massing exeglming
forces as a deterrent might work when the advelisssgveral orders of magnitude weaker than therdksr or the
defending alliance. It is unlikely to be stabledé&ine effective against a near-peer or peer-lgdeérsary. This is
why nuclear deterrence played such a critical irobeterring Soviet conventional aggression in Bere-no matter
how much NATO's qualitative conventional capalgigiimproved over time, they were never considenffitient
on their own for deterring a potential Soviet CahEuropean war of ‘desperation.’ Only the thrdahiiating an
escalation process that could ultimately lead téuadunuclear immolation was considered credibléhé‘Soviet
desperation’ scenario. See Betts, “ConventionatDence: Predictive Uncertainty and Policy Confieh

23 Eor all in this paragraph, see 1. Gerson, “Coriveat Deterrence in the Second Nuclear Age,” 3748842; 2.
Rhodes, “Conventional Deterrence,” 222-223, 243-247

2%t is unlikely that U.S. strategic airlift wouldetmble to deliver sufficient forces and materietimough time to
prevent surprise PLA invasions of lesser islandtiénTaiwan Strait or along the First Island Ch&wen then, PLA
Air Force CAP and surface to air missile batteviesild likely block U.S. airlift of reinforcement$his would be
particularly true for any PLA operation conductegiast Taiwan’s lesser islands. Since it wouldllikeke some
time for the U.S. and its victimized ally/alliesreduce PLA air defenses over any captured teiegas well as
theater strike capabilities, allied forcible enbpyerations against the captured territories wolrttbat certainly
become necessary if restoration of sketus quo antis desired. This suggests one way in which Chiagggession
for limited political objectives could easily casesinto a far larger-scale conflict.

It goes without saying that strategic airlift wouldt be able to decisively aid in the Taiwanesennsand’s
territorial defense for these same reasons.
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control over regional sea lanes on their GiWiNaval surface forces play a major role in the U.S.
East Asian conventional deterrent by virtue of their unique and historicatigitsrated

abilities to assert a visible peacetime presence, exercise sed,@mdrinsert and sustain large-
scale ground force It follows that COSS and the ASBM are intended to upend the combat
effectiveness of these maritime components of America’s East Asian comatilieterrent, and
in turn weaken the political credibility of America’s overall East Asiaemence by denial
strategy.

U.S. leaders might respond to China’s theater military strateggdsgigning some share
of aircraft carriers’ East Asian contingency sea denial and long-rangi@teack missions to
submarines and long-range aerospace forces. They might opt to go furghenriging
procurement of new submarines and long-range manned and/or unmanned strilt@agicra
procurement of new carriers and shorter-ranged manned aircraft such @sttistrike Fighter.
Although these measures might make U.S. Navy forward deployed firepaweisarvivable
during the first days or weeks of a notional East Asian war, they would not be ablapletely
cover all of the war’s probable maritime combat tasks. Just about any cinediast Asian
contingency might require carrier strike group, amphibious ready group¢csuwdmbatant

action group, maritime BMD group, and/or convoy escort group operations withiMA&iye

%7 This should not be interpreted to mean that lamskd airpower, whether based in-theater or in thieet) States,
would not be able to challenge and/or deny PLA mdmtver various waters or territories. The samgliap for
submarines and sea-based airpower. These aread eff@iés would be major U.S. campaign if not &gt
objectives. However, since area control can onladserted by physically occupying a specific pigfcerritory or
the ocean’s surface at a specific time, groundrevél surface forces would respectively be needdbeita
supported heavily by air and submarine forces tp figstain and exploit that control.

238 n an East Asian conventional deterrence contbeetl).S. large-scale ground force insertion cajiglzpplies
primarily to reinforcing the Japanese islands antBdKorea in a notional crisis or conflict. U.Sognd forces
would serve three purposes: demonstrating commitanah resolve to these treaty allies, supportirigrdence by
inserting forces in theater that can be redepldyater forward to enhance allied territorial defenand massing
forces for potential rollback operations against BhA or North Korean-occupied allied territori@gis ‘theater
entry’ force insertion should be distinguished fréorcible entry amphibious operations against ogediperritories.
However, U.S. forcible entry capabilities do fatider the broader category of large-scale grounckforsertion
capabilities.
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as a notional crisis peaked. Each of these surface group types would alsbinéave to
operate within ASBM range as a notional war unfoltigd.

Some but not all U.S. Navy Western Pacific surface operations could thaibydtec
delayed until the U.S. theater-level commander judged that COSS camabditideen
adequately eroded. The amount of time that any particular surface opecatidthe delayed
would be affected by highly dynamic, interlinked, and unpredictable operationedgstrand
political pressures. Chief among these pressures is the likelihood thatdetiston to
temporarily hold back or withdraw major surface forces from the ASBM cosa@ae as
regional tensions rose without prior political and military coordination witbdaleaders would
be interpreted as a signal of weakened U.S. commitment to defensive tregayiaisi This
perception would stick no matter how much U.S. diplomats and political leaderd $trive
reassure otherwise. It might also misinform Chinese leaders’ politidahditary-operational
estimates regarding a desired PLA offensive’s probability of suéfess

The bottom line is that neither submarines nor long-range land and sea-based stri

capabilities would allow the U.S. to indefinitely delay let alone cotaplevoid surface forces’

239 The earliest surface force missions in a notieval might include offshore BMD support of U.S. ailied
airbases, maintaining sea control of ‘rear-area’lgees of communications, trans-oceanic reinforeenand
resupply convoy escort, and carrier-based airpraftecting U.S. Air Force long-range strike, refug) and/or
reconnaissance and surveillance aircraft. Whiledaissions would likely be conducted along oridetthe First
Island Chain, many would be within ASBM range. Jestause U.S. Navy surface forces might not fretiyien
operate within the East or South China Seas ugtiificant COSS and ASBM capability attrition haeemn
achieved does not mean that they would be ablertpletely defer doing so during that phase. Thesipdiy of
U.S. amphibious operations in the Ryukyus or olbsser islands along the First Island Chain duttiegfirst
months of a notional war similarly cannot be exelddSee Van Tol, 56, 60, 74, 76, 117.

249 This would be especially true as a notional cesisalated. If U.S. leaders want to retain theliéity to
withdraw major surface forces from the ASBM coveragne during a period of heightened regional terssor a
full-blown crisis, they absolutely must work withetir allied counterparts while tensions are retdyivow to
integrate this option within their combined starmgdaontingency plans. Even so, operational, strategid/or
political demands during a notional war might coirps. leaders to conduct major naval operatiosglathe
ASBM coverage zone earlier than they might prethewise. Examples might include the need to utgeastore
sea lines of communication to South Korea or ttatedl Japanese islands in the Ryukyus or Senkakperhaps
introduce ground forces in those areas to forestalrest PLA offensives (or in the South Korease; notional
Beijing-sponsored/shielded North Korean aggression)
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exposure to the ASBM threat during notional Western Pacific combat operatioratérhative
to risking surface forces would be to scale back what the U.S. aimed to ach#enetional
conflict, which in turn would risk eroding American grand strategic credibilaggawith allies’
and partners’ resolve. Needless to say, this would also increase the risk tatftict’s
political settlement might end up being unfavorable as well as embarrasgingetican
interests and prestige.

The necessity of investing in anti-ASBM active defense, EW, and tad&caption
capabilities is therefore derived more from strategic choices tbanthe Fleet's actual force
structure. ASBM defense systems’ procurement quantities would likelfydmteal on the
margins if Fleet force structure varied, but the need to procure thesesyst@rable quantities
would not. If anything, a force of fewer carriers would make those remanigg more valuable
and would increase—not decrease—the need to robustly defend them. The number of large
surface combatants assigned to protect carriers during major combatonzenaght actually be
increased under these circumstances. The need to protect surface fdraesBMD-capable
combatants, amphibious warships, and supply/maritime prepositioning ships would @&so rem
unchanged, as these ships’ roles cannot be duplicated by submarines, longrikenggssems,
or strategic airlift.

While there is no such thing as an impenetrable, ‘perfect’ defense, thes®luattlef
defensive measures do have two simultaneous and complementary effectheyiiacrease
the amount of military power—and by extension diplomatic and economic power—paezar-
aggressor must expend to achieve his political objectives. Second and perhaps maaetiyport
they can increase the aggressor’s uncertainty regarding whether g desined adventure can

be accomplished at an acceptable political and material cost.
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The longer it takes to reduce the defender’s offensive and defensive combat potential, the
more time the defender has to use all forms of strategic national or alhewee to keep the
aggressor from attaining his political objectives and perhaps even radyeit ¢him outright. As
shown throughout this paper, EW systems and deceptive tactics complicatelar’atta
maritime strike planning by increasing the number of non-readily quab&fvariables that his
strikes must overcome in order to succeed. EW combines with active defemsxsdse the
overall effectiveness of battleforce defense, thereby forcingarkat to increase his salvos’
sizes in order to increase his probability of neutralizing targeted warslsed.dffectively,
tactical deception can also delay the attacker’s strikes long enoughvadraattleforces to
achieve their missions or otherwise disorient the attacker to the point that hetedyripsitates
to strike. Particularly skillful tactical deception might even be able tathaattacker into
wasting some of his missile inventory against ‘phantom’ warships or batésfo

Furthermore, it seems highly likely that the attacker’'s ocean sunasliand
reconnaissance-strike systems’ combat potential will degrade réplidhying an outbreak of
hostilities. This means that if the defender’s forward deployed warships olbtgihes chance
of surviving the first few salvoes, the defender will be better able to restogh degree of
naval combat potential in theater when the survivors merge with reinforceatdatorces and
the time comes to reclaim the operational-strategic initiative. It felliwat large inventories of
shipboard BMD interceptors are necessary to hedge against the risk thdetitiede kinetic
and non-kinetic erosion of the attacker’'s ocean surveillance and reconnaisséecsystems
proves ineffective or insufficient.

All of these defensive elements and considerations provide for a far moredebizdt

capability. If this is effectively communicated to a would-be aggregsoight affect his
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confidence in his ability to win quickly, cheaply, and decisively. Deterrencttasadl, mostly a
political question: military considerations and perceptions serve as bopiis political

calculus. As a former Chinese missile designer recently put it, ASBMs as “political chips”
regardless of how they might perform in combat because of the sense of thréapibee’** A
near-term overDF-21D demonstration against a moving target at sea would likely increase the
political-level sense of threat and intimidation regardless of whether suabta ‘test’ appeared
rigged to expert§? While Chinese sources might claim that the ASBM serves as the PLA’s own
tool for conventional deterrence by denial, it can just as easily be usedesiaectool similar

to the role played by the PLA'’s land-attack Short Range Ballisticilgli€SRBM) forces

deployed opposite Taiwan.

PLA peacetime coercion using its ballistic missile arsenal iscinctansistent with
Chinese deterrence theory. Whereas deterrence theory in the West@ewnlissiading an
adversary from taking a proscribed action, Chinese deterrence theory blendsidisss well
as compellence of an adversary. This theory, also knowiabe zhanlyeembraces Sun Tsu’s
classical maxim on the benefits of ‘winning without fighting’ by means difary posturing and
provocative capability demonstrations. Modern Chinese strategy has oftescethbr
maintenance of crisis conditions, manipulation of tensions, and general brinksmarsship as
means of achieving political objectives short of war. It is thus intriguingdhemese leaders’
declaratory deterrence statements and policies during several maoategises over the past
half century have not explicitly identified the actions or behaviors that théytavideter their
adversaries from taking. Chinese deterrence statements prior to thed¥efisives against

U.N. Forces on the Korean Peninsula in fall 1950, India in fall 1962, and Vietnam in winter 1979

241 pomfret, “Military Strength is Eluding China.”
%42 5ee 1. Kato, “China’s Anti-Ship Missile is NeaBlperational;” 2. Erickson and Yang, 76-77.
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seemed geared more towards preserving options for offensive stratetgicyrsilirprise rather
than articulating proscribed actions. There is some evidence in each of theseishsethat
CCP leaders were leaning towards or had already decided on takingwaffemsipellent action
as their adversaries’ conventional forces were either inadequatelygmbst numerically
insufficient for credibly deterring Chinese offensive action. Outside oésperation’ scenario,
there does not appear to be any historical evidence that CCP leaders wouldPlller a
offensive if they did not believe they had a high probability of achieving theticpbl
objectives®

The best way to counteract ASBM-related political effects and reinfareerica’s East
Asian extended conventional deterrence credibility is therefore to induces€leaglership
perceptions that U.S. surface forces have low susceptibility to COSS an8Bi, ghat an
operationally-relevant portion of forward deployed U.S. surface forces in éséeWid Pacific
would likely survive any surprise first ASBM salvo, that this means U.S.caufteices cannot
be quickly or cheaply prevented at standoff distances from fulfilling theis inlblocking and
then reversing Chinese aggression in East Asia, and that U.S. political i@a&dersolved not to
settle for any outcome of a Chinese-initiated conflict other than rastoadtthestatus quo ante
This would need to be done while simultaneously instilling a sense of confidence and
reassurance in allied and partner countries’ leaders’ minds.

Periodic U.S. Navy demonstrations of selective tactical deception capalibtn help
with communicating these deterrence and commitment messages. Some cepiidule
capabilities could be demonstrated during routine Western Pacific presenaioogeand

others during routine exercises with regional allies’ and partners’sid@8yeperiodically

#33ee 1. See Dean Cheng, “Chinese Views on Deterfe®, 94; 2. Abram N. Shulsky, “Deterrence Theanyl
Chinese Behavior,” 38-40, 55-79.
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revealing selected COSS weaknesses in peacetime to Chinese and &aktalgrs, these
demonstrations can communicate the difficulties the PLA would face in targefhdNavy
battleforces under combat conditions. This American-induced deterrent pargeptot
fundamentally different than China’s desire to induce the deterrent perceptitmetA8BM

would be effective against U.S. Navy battlefor¢éés naval analyst Norman Friedman notes, it
is “easier to assert a...capability than to make the limits of that capathliious.”*

There is ample precedent for this approach. Ocean Venture/Magic Sword NogHbi81 i
one example of the numerous U.S. military exercises conducted during the eadyl@B80s
along the Soviet periphery as part of a larger U.S. political-militargtpggical campaign
aimed at deterring Soviet aggressitinVhile a 1980s-scaled and scoped psychological
campaign is neither necessary nor desirable against China today, it does adhoe@ual
method for communicating U.S. political resolve and naval credibility in support of rciova!
deterrence by denial. A private diplomatic outreach campaign paired with gelom@).S. Navy
psychological campaign could plant the perception amongst Chinese as wedrdsast Asian
leaders that COSS cannot provide the ASBM reconnaissance-strike systanialible
targeting support let alone maritime omniscience, and that the U.S. would notaaltbldsed
COSS assets to enjoy sanctuary on Chinese soil in the event of a war. I§&lctesU.S.

could take a large step towards devaluing the ASBM as a coercive potiataltis would

244 CCP leaders would likely view these demonstratibnsugh their melded deterrence-compellence [€his.
presents another reason why the demonstration®tharconducted infrequently: debuting these tattieception
capabilities during a period of high tensions cdugdcounterproductive to deterrence messagingoBgucting
them periodically during normal peacetime condii@md coordinating them with a private diplomatgcrative, the
U.S. can mitigate the risk that the deterrence agessthey are meant to communicate are drowneakrout
misperceived in a crisis.

245 Friedman, “Blocking the Path.”

246 gchweizerVictory: The Reagan Administration’s Secret Stratégat Hastened the Collapse of the Soviet
Union, 6-8.
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contribute in no small way to reinforcing the U.S. East Asian conventionafteleterstrategy’s

credibility.
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