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Abstract

The notion of a negligible function is used in theoretical cryptography to formalize the notion
of a function asymptotically \too small to matter." We claim the issue that really arises is what
it might mean for a sequence of functions to be \negligible." We consider (and de ne) two such
notions, and prove them equivalent.
Roughly, this enables us to say that any cryptographic primitive has a speci c associated
\security level." In particular we can say this for any one-way function. We can also reconcile
di erent de nitions of negligible error arguments and computational proofs of knowledge that
have appeared in the literature.
Although there are some cryptographic consequences, the main result is something purely
about negligible functions.
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1 Introduction

Recall that a function g: Z+ ! R is negligible if it vanishes faster than the reciprocal of any
polynomial. (That is, for every c 2 Z+ there is an integer nc such that g(n)  n?c for all n  nc.)
The notion of a negligible function is used in theoretical cryptography to formalize the notion of
something that (asymptotically) doesn't matter. The \something" is usually the success probability
of an adversary, measured as a function of a security parameter n.
In this note we will be looking not at a single function g, but at a collection F of functions,
and asking what is an appropriate notion of \negligibility" of this collection. We claim this issue of
\negligibility of a collection of functions," as opposed to negligibility of a single function, is what
actually arises in de nitions in theoretical cryptography (although it is not looked at like this), and
there are a couple of ways it could be formalized. One corresponds to our standard de nitions of
security of cryptographic primitives. But the other also seems natural and meaningful, and in some
contexts (such as error probabilities of protocols) perhaps more so than than the standard notion.
Roughly, the di erence is in whether the primitive has a single \security level," or a di erent one
for each adversary.
We will relate the two notions. It turns out the underlying question has nothing to do with
cryptography: it is just about negligible functions. We formulate two notions of \negligibility of
a collection of functions" and prove an equivalence. This appears to be the rst theorem that is
solely about negligible functions.
Roughly, what this implies is that to any cryptographic primitive we can associate a single
function which is its \security level," rather than having a di erent security level for each adversary.
In particular we apply this to negligible error arguments and computational proofs of knowledge
with negligible knowledge error. Here we reconcile two di erent de nitions that have appeared in
the literature.
Arguments and proofs of knowledge were our main motivation, because here is seems the alternative form of the de nition is more natural. But the issue actually arises for any cryptographic
primitive. To illustrate the issue let us look at a simple primitive, namely a one-way function.

1.1 The issue for one-way functions

Let f : f0; 1g ! f0; 1g be a polynomial time computable, length preserving function. An inverter
for f is a polynomial time algorithm I .1 To any inverter I we associate its success probability in
inverting f . This is a function hInvI of the security parameter n, de ned by i
InvI (n) = Pr f (x0) = y : x R f0; 1gn ; y f (x) ; x0 I (y) :
The standard notion of f being one-way is the following.
Definition A. We say f is one-way if for every inverter I the function InvI is negligible.
This says that for each xed inverter I , the associated success probability function is negligible.
But the success probabilities for di erent inverters may vary widely, following di erent rates of
approach to zero.
There is another way we might consider saying f is one-way. To describe this it is rst convenient
to adopt the following shorthand: for two functions g1 ; g2 : Z+ ! R we say that g1 is eventually
less than g2 , written g1  ev g2 , if there is an integer k such that g1 (n)  g2 (n) for all n  k. Now,
1 In some cases it is a probabilistic, polynomial time algorithm, in other cases a polynomial sized family of circuits.

The results hold for both cases, so we use the generic term \polynomial time algorithm."
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we say f is one-way if there is a single negligible function  that is a witness to the fact that the
success probability of any inverter eventually gets small:
Definition B. We say f is one-way if there is a negligible function  such that InvI  ev
 for every inverter I .
In other words, for each inverter I there is an integer kI such that InvI (n)  (n) for all n  kI .
Now, the success probabilities of di erent inverters have a common rate of growth: they must all
eventually drop below the single negligible function . When this happens we call s(n) = 1=(n)
the \security level."2
Is there a single security level? It is not hard to see that De nition B implies De nition A.
But De nition 1B=5might seem to be asking for something stronger. It says there is a speci c function,
say (n) = 2?n , such that no matter what is the (polynomial time) inversion algorithm, it cannot
achieve a success better than this (except for nitely many values of n). It is not a priori clear that
for a one-way function (in the sense of De nition A) such a function  exists. Why can't di erent
inverters have di erent rates, all negligible, but so that for any particular negligible , there is some
inverter who does better than  in nitely often?
More concretely, take a one-way function based, say, on the hardness of the discrete logarithm
problem. Then De nition B is saying that there is some speci c  such that computing discrete
logarithms can never be done (in polynomial time) with success probability greater than . Is this
a stronger requirement than just asking that any polynomial time algorithm have negligible success
probability?
A quantifier based view. Another way of viewing the de nitions is that the order of quanti cation is di erent. The de nitions ask, respectively, that:
8 inverters I 9 negligible I such that InvI  ev I
9 negligible  such that 8 inverters I : InvI  ev 
Thus the question is whether the order of quanti cation matters.
The contra-positive. Yet another way to see the di erence is by taking the contra-positives of
the de nitions, as we must do in proving theorems based on the assumption that f is one-way. The
contra-positive of De nition A is familiar: it says that if f is not one-way then there is an inverter
I and a constant c such that InvI (n) > n?c for in nitely many n. That is, there is some inverter
whose success probability is not negligible. But the contra-positive of De nition B yields no such
inverter. It says that for every negligible  there is an inverter I such that InvI (n) > (n) for
in nitely many n. But it does not directly say that there is some inverter achieving non-negligible
success.
Equivalence. However it turns out the above two de nitions are equivalent. This means that
given a one-way function f according to the standard De nition A, there exists a speci c negligible
function  so that De nition B is met. In other words, every one-way function does have a \speci c"
associated security level. Or, put another way, the order of the quanti ers does not matter.
2 In asking for a single \security level", this de nition is in the style of the de nitions of Levin [Le] and Luby [Lu].

The latter however measure the quality of inverters via their time to success probability ratios. It seems De nition B
is sort of a simpli ed, special case of their notions in which one looks only at polynomial time adversaries and security
of the form 1= for a negligible function .
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1.2 Negligibility of function sequences

It turns out the actual question has nothing to do with one-way functions, or even with cryptography. It is just about negligible functions. Let us rst formulate the question, then relate it to the
above.
Let F = fFi gi2Z+ be a sequence of functions, all mapping Z+ to R. We want to ask what
it can mean to say that this sequence is \negligible." The rst formulation is simple: just say
each function, taken individually, is negligible. Formally, we say F is pointwise negligible if Fi is
negligible for each i 2 Z+. The second is to ask that the sequence is \uniformly" negligible in that
the di erent functions conform to some common limit point. Formally, F is uniformly negligible if
there is a negligible function  (called a limit point) such that Fi  ev  for all i 2 Z+. That is,
each Fi drops below  for large enough n. (The terminology here is by some sort of rough analogy
with the notions of pointwise and uniform convergence of sequences of functions in real analysis.)
It is quite easy to see that if sequence F is uniformly negligible then it is also pointwise negligible.
But if it pointwise negligible, is it uniformly negligible? That is, will there be a single limit point?
Theorem 3.2 constructs such a limit point to say that the answer is yes: the two notions of negligible
sequences are equivalent.
We stress that when we say \sequence" we mean a countable collection of functions. The result
is not true for an uncountable collection.

1.3 Relation to cryptographic notions

Relation to one-way functions. Now, how does this relate to the issue for one-way functions?
Let I = fIi gi2Z+ be an enumeration of all inverters.3 For each i 2 Z+ de ne the function Fi by
Fi (n) = InvIi (n). Let F = fFi gi2Z+ . Then observe that De nition A is asking that the sequence F

is pointwise negligible and De nition B is asking that the sequence F is uniformly negligible. So
by the above the two de nitions are equivalent.
More generally. Now that we see this, it is clear the same is true for pretty much any cryptographic primitive. The (asymptotic) de nition of security for any primitive has the following form.
To any \adversary" A and any value of the security parameter n there will be associated a success
probability SuccessA (n), under some experiment. (For now, an adversary is a uniform algorithm.)
The primitive will be said to be \secure" if for each adversary A the function SuccessA is negligible.
To put this in the framework we have been looking at, let A = fAi gi2Z+ be an enumeration of all
adversaries in question. Let Fi (n) = SuccessAi (n). Then we see that the de nition indicated above
is asking that the sequence of functions F = fFi gi2Z+ is pointwise negligible. It seems equally
reasonable, however, to ask that the sequence of functions be uniformly negligible. This says
there exists a particular negligible function  such that the success probability SuccessA () of any
adversary A is eventually less than . Here, a speci c security level is associated to the primitive,
to which all adversaries must eventually conform. This might seem di erent, but Theorem 3.2 says
the two notions are equivalent. In particular it says that it is always possible to nd such a speci c
security level for any primitive even if the de nition does not explicitly ask for it.
In some sense it means we can make a stronger statement about the security of standard
primitives than we might think. Roughly, we say there is always a single function that captures
the \security" of a primitive.
3 For the moment, assume an inverter is a uniform (probabilistic, polynomial time) algorithm, so that the number

of inverters is countable. For the non-uniform case, where there are uncountably many inverters, we have to do more
work. See Section 1.4 and the body of the paper.
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Does it matter which way we look at it? For a one-way function, it seemed to us of some
interest that there is a single \security level" associated to the function, but we do not see any
particular advantage to actually formulating the de nition in the new way. However, a setting where
the second type of formulation seems more natural is in arguments and computational proofs of
knowledge.
Error probabilities in protocols. It seems to us natural that the \error probability" in a
protocol is a (single) function associated to the veri er. A de nition of \negligible error arguments"
based on this view is given in [BJY]. Earlier, however, other de nitions had appeared which did
not have this view of error probability in the case of negligible error [Go, NOVY]. Applying the
above however we can show that the two formulations are nonetheless equivalent. See Section 4.2.
Similarly, we relate two notions of computational proofs of knowledge with negligible knowledge
error suggested in [BeGo]. See Section 4.3.

1.4 Non-uniform adversaries and uncountability

As we indicated above, we wish to associate a function to each adversary, this function being the
adversary's success probability, and consider the \negligibility" of the ensuing collection of functions. When the class of adversaries includes only uniform algorithms, the number of adversaries,
and hence of functions, is countable, and the result mentioned in Section 1.2 applies. When the
class of adversaries is, say, all non-uniform polynomial time algorithms, it becomes uncountable, so
that we have uncountably many functions in our collection. In this case, we cannot directly apply
our main result. However, we will see that it is still possible to apply the equivalence, and get the
desired results, by considering the \best possible" non-uniform adversaries: this will \reduce" the
uncountable case to the countable one.
Since this reduction always works, the countable case (ie. sequences of functions) is in fact the
central one. Nonetheless, to cover both kinds of adversaries, the treatment in Section 2 is general,
applying to either countable or uncountable collections. We prove in Section 3 the equivalence in
the countable case, and also a characterization, for the uncountable case, that enables us to reduce
the latter to the former.

2 De nitions and elementary facts

Let Z+ = f1; 2; 3 : : :g be the set of positive integers, and R the reals. Unless otherwise indicated, a
function maps Z+ to R. We sometimes regard a function as a \point" in the space of all functions
and refer to it this way. An \integer" means a positive integer, ie. an element of Z+ .
Eventually less than and negligibility. We begin with a useful shorthand:
De nition 2.1 If f; g are functions we say that f is eventually less than g, written f  ev g, if there
is an integer k such that f (n)  g(n) for all n  k.
It is useful to note this relation is transitive:
Proposition 2.2 The relation  ev is transitive: if f1  ev f2 and f2  ev f3 then f1  ev f3.
Proof: The rst assumption means there is an integer k1 such that f1(n)  f2(n) for all n  k1 .
The second assumption means there is an integer k2 such that f2 (n)  f3 (n) for all n  k2 . Let
k = max(k1 ; k2 ). Then f1 (n)  f2 (n)  f3 (n) for all n  k. So f1  ev f3 .
6

Recall that a function f is negligible if for every integer c there is an integer nc such that f (n)  n?c
for all n  nc. With the above shorthand, another way to say it is:
De nition 2.3 A function f is negligible if f  ev ()?c for every integer c.
Here ()?c stands for the function n 7! n?c . It is useful to note the following:
Proposition 2.4 A function f is negligible if and only if there is a negligible function g such that
f  ev g.
Proof: If f is negligible then the other condition is satis ed by setting g = f . Conversely assume
there is a negligible g such that f  ev g. We want to show f is negligible. So let c 2 Z+ . Then
f  ev g (by assumption) and g  ev ()c (because g is negligible) so by Proposition 2.2 we have
f  ev ()c . So f is negligible by De nition 2.3.
Negligible collections of functions. Let F be a collection of functions. (This might be a
countable or an uncountable collection. A countable collection is also referred to as a sequence.) We
say that such a collection is pointwise negligible if each function, taken individually, is negligible.
De nition 2.5 Let F be a collection of functions. We say that F is pointwise negligible if F is
negligible for each F 2 F .
This means that for each F 2 F and each integer c there is some number k(F; c), depending on
both F and c, such that F (n)  n?c whenever n  k(F; c). In other words, the di erent functions
could go down at di erent rates, and although each is eventually below any inverse polynomial, the
time at which this happens depends both on the function and the value of c de ning the inverse
polynomial.
The notion we de ne next is stronger, in that it asks that there be a single negligible function
 that is a \witness" to the fact that the functions in the collection eventually become small. All
functions must eventually drop below .

De nition 2.6 Let F be a collection of functions. We say F is uniformly negligible if there is a
negligible function  such that F   for all F 2 F .
In other words, the collection F is uniformly negligible if there is a negligible function  such that
for each F 2 F there is an integer k(F ) such that F (n)  (n) for all n  k(F ). Notice that the
ev

point at which F drops below  is allowed to depend on F and may vary a lot from function to
function in the collection.
Limit points. In what follows it is useful to have the following shorthand:
De nition 2.7 Let F be a collection of functions and let  be a function. We say that  is a limit
point of F if F  ev  for each F 2 F .
With this shorthand, we can say:
Proposition 2.8 A collection of functions F is uniformly negligible if and only if it has a negligible
limit point.
Proof: Follows from De nition 2.6 and De nition 2.7.
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Note that limit points are not unique.
Quantifier based view. Formulating the two notions of negligible sequences via quanti ers
may help us see more clearly how they di er. The statements that F is pointwise negligible, or is
uniformly negligible, can be written, respectively, as:
8F 2 F 9 negligible F such that F  ev F 4
9 negligible  such that 8F 2 F : F  ev .
The question is whether swapping the order of quanti ers in this way makes a di erence.

3 Relations between the two notions of negligible collections
It is easy to see that uniform negligibility implies pointwise negligibility. This is true regardless of
whether the collection is countable or uncountable.
Proposition 3.1 If F is uniformly negligible then it is pointwise negligible.
Proof: By assumption F is uniformly negligible. By Proposition 2.8 there exists a negligible
function  which is a limit function for F . Let F 2 F . We know that F  ev  since  is a limit
point of F , and we know that  is negligible, so F is negligible by Proposition 2.4. So F is pointwise
negligible as per De nition 2.5.
The question we want to look at is whether the notions are equivalent. The important case is when
the collection is a sequence, ie. is countable.

3.1 Equivalence of the two notions of negligibility of function sequences

Here we show that the two notions of negligibility of a sequence (ie. a countable collection) of
functions are equivalent. In other words, if we know that each function in a sequence is individually
negligible, then it is possible to de ne a single negligible function  which is a witness to the
negligibility of each of these functions.

Theorem 3.2 Let F be a sequence of functions. Then F is pointwise negligible if and only if it is
uniformly negligible.

We know from Proposition 3.1 that if F is uniformly negligible then it is pointwise negligible. The
other direction, which is the following lemma, is more interesting.

Lemma 3.3 If F = fFi gi2Z+ is pointwise negligible then it is uniformly negligible.
The assumption is that each Fi is a negligible function. We claim that F is uniformly negligible.
To show this we will de ne a negligible limit point  for F . Before doing so, it may help to see why
a tempting easier construction does not work:
Remark 3.4 (Why not the max?) Perhaps the rst thought would be to set
(n) = 1max
F (n) :
(1)
in i
Certainly Fi  ev  for each i 2 Z+. But it is not hard to see that  need not be negligible.
For example let  be a negligible function and set Fi (j ) = 1 if j  i and Fi (j ) =  (j ) if j > i.
The collection fFi gi2Z+ is pointwise negligible, but the function  of Equation (1) is the constant
function 1 which is de nitely not negligible.
8

h(1; 1)



h(2; 2)

h(i; i)

1
2
..
.

i

Figure 1: Entry ( ) of this table is ( ). To each row number we associate a column number ( )
i; n

Fi n

i

h i; i

such that all entries to the right of the corresponding rectangle (meaning stay above the bottom edge!) are
bounded by ? .
n

i

Proof of Lemma 3.2: Let us rst sketch the idea and then give the construction and proof.

Imagine a table with rows indexed by the values of i = 1; 2; : : :; columns indexed by the values of
n = 1; 2; : : :; and entry (i; n) of the table containing Fi (n). We know that for any c, the entries in
each row eventually drop below n?c. But where it happens di ers from row to row. We de ne  by
a sort of diagonalization, in a sequence of \stages." In stage (m; c) we will consider only the rst m
functions in the list, namely F1 ; : : : ; Fm . We will nd a value h(m; c), such that all these functions
are less than ()?c for n  h(m; c), by \moving out" as much as is necessary for all m functions to
fall below our target. We view this as de ning a sequence of rectangles, each nite, but so that the
sequence eventually covers the entire table. Now this function h de nes a new table, namely one
in which the row m column c entry is h(m; c). We look at its diagonal, namely the points of the
form h(j; j ). We will use these points to de ne . Namely for each n we de ne (n) to maximize
the functions in the rectangle with column number \closest" to n. Let us now give the construction
and proof in more detail. For a vague illustration, see Figure 1.
For any integer c we know that Fi  ev ()?c . Let g(i; c) 2 Z+ be such that Fi (n)  n?c for all
n  g(i; c). Now de ne
h(m; c) = 1 max
g(i; c) :
(2)
im
Namely we are considering the rst m functions, and seeing how large n must be so that the values
of all these functions fall below n?c. We can see that being above h(m; c) does suce:
Claim 1. For n  h(m; c) we have
1

max F (n)
im i

 n?c :

Proof. If n  h(m; c) then Equation (2) implies n  g(i; c) for all i = 1; : : : ; m. The de nition of g
then implies that Fi (n)  n?c for all i = 1; : : : ; m, which is what we have claimed. 2
We now look at the \diagonal" of the h function, namely values h(j; j ). Observe that these values
form a non-decreasing sequence,
h(1; 1)  h(2; 2)  h(3; 3) : : :
4 To see this is the same as De nition 2.5, use Proposition 2.4.
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We de ne (n) according to where n falls with respect to this sequence. More precisely, let
Level(n) = the largest integer j such that h(j; j )  n :
Now de ne
(n) =
max
Fi (n) :
1

 i  Level(n)

(3)

Claim 2. The function  is a limit point of the sequence F = fFi gi2Z+ .
Proof. Let i 2 Z+ . As per De nition 2.7 we need to show there is an integer ni such that
Fi (n)  (n) for all n  ni. We set ni = h(i; i) and claim this works. Indeed, suppose n  h(i; i).
From the de nition of Level(n) it follows that i  Level(n). From Equation (3) it follows that
Fi (n)  (n), as desired. 2
Claim 3. The function  is negligible.
Proof. We need to show  meets De nition 2.3. So let c 2 Z+. We need to show that there is an
integer nc such that (n)  n?c for all n  nc . We set nc = h(c; c) and claim this works. To see
this, assume n  h(c; c). We want to show (n)  n?c. Set m = Level(n). Now from Equation (3)
we have
(n) = 1 max
F (n) :
(4)
im i

Now by de nition of m = Level(n) we know that n  h(m; m). So by Claim 1 we have
max Fi (n)  n?m :
(5)
1im
But we know n  h(c; c) and m = Level(n), so by de nition of Level(n) it must be that c  m.
This means n?m  n?c. Now combine this with Equation (4) and Equation (5) to get (n)  n?c,
as desired. 2
Claims 2 and 3 together say that  is a negligible limit point for the sequence F = fFi gi2Z+ , and
hence F is uniformly negligible by Proposition 2.8.

Remark 3.5 (An extra property) The limit point  constructed in Theorem 3.2 has some
properties over and above those required to be a negligible limit point. In particular, it is a nonincreasing function, meaning (m)  (n) for m  n.

3.2 The uncountable case

Above, the collection of functions considered is countable. What happens when we consider an
uncountable collection? We know that Proposition 3.1 applies even then. But the converse fails.

Proposition 3.6 There is an uncountable collection of functions F which is pointwise negligible
but not uniformly negligible.
Proof: Simply let F be the set of all negligible functions. (Since we are considering functions mapping Z+ to R, notice F is indeed an uncountable collection.) Obviously F is pointwise negligible.
But it is not uniformly negligible. To see this, let g be any negligible function. It cannot be a limit
point, because the function f = 2g is negligible, hence in F , but f is not eventually less than g.
Thus no negligible function can be a limit point for F , so that F has no negligible limit point.
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This does not mean that all uncountable collections of pointwise negligible functions fail to be
uniformly negligible. Here is a simple characterization of collections where the equivalence holds.

De nition 3.7 Let F ; M be collections of functions. We say that F is majored by M (or M
majors F ) if for every F 2 F there is an M 2 M such that F  M .
The following characterization holds for any collection F , but the interesting case is when F is
uncountable. The key point below is that the collection that majors F is required to be a sequence,
ev

ie. countable.

Theorem 3.8 Let F be a collection of functions. Then F is uniformly negligible if and only if it

is majored by some pointwise negligible sequence of functions.
Proof: First assume F is uniformly negligible. By Proposition 2.8 it has a negligible limit point
. We set M = fg. This is a countable collection (with a slight abuse of terminology, we include
nite in countable!). It is also pointwise negligible and majors F . So F is indeed majored by some
pointwise negligible sequence.
Conversely suppose M is a pointwise negligible sequence of functions that majors F . Since M
is a sequence (ie. countable) it is uniformly negligible by Theorem 3.2. By Proposition 2.8 M
has a negligible limit point . Now if F 2 F then by De nition 3.7 there is some M 2 M such
that F  ev M . But M  ev  because M 2 M and  is a limit point for M. So F  ev  by
Proposition 2.2. So  is also a limit point for F . So F is uniformly negligible.

Recall that we want to make the functions in the collection correspond to success probabilities of
adversaries. We have discussed in Section 1.4 how the countability or uncountability of the collection is a question of whether uniform or non-uniform adversaries are being considered. Although
it is not possible to directly apply Theorem 3.2 in the latter case, we will see that it is possible to
apply Theorem 3.8, and get the desired results.

4 Application to cryptographic notions
We discussed in Section 1.3 how the above relates to cryptographic de nitions. Let us look at this
in more detail. We rst summarize the implications for one-way functions and then move on to
arguments and proofs of knowledge.

4.1 One-way functions

Let f : f0; 1g ! f0; 1g be a polynomial time computable, length preserving function. Refer to
Section 1.1 where we de ned inverters and the success probability function InvI associated to any
inverter I . As we indicated in Section 1.1, we always x some class of inverters. We denote this
class by I . It is either the class of all probabilistic, polynomial time algorithms (the uniform case)
or the class of all polynomial sized circuit families (the non-uniform case). It does not matter which
for the results, but the proof of Theorem 4.3 is di erent for the two settings.
The inversion probability function collection. Let us de ne the collection of functions
F = fInvI gI 2I :
(6)
This collection captures the success probabilities of all inverters. We will see how the di erent
notions of one-wayness relate to di erent notions of negligibility of this collection. Notice that
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in the uniform case I (and hence F ) is countable, while in the non-uniform case, these sets are
uncountable.
Notions of one-wayness. The standard notion of f being one-way is re-stated below:
De nition 4.1 We say f is one-way if for every inverter I 2 I the function InvI is negligible.
In other words, taken individually, the success probability of each inverter eventually becomes less
than the reciprocal of any polynomial. Notice that this de nition is saying that f is one-way if and
only if the collection F is pointwise negligible.
The stronger formulation is to ask that there is a single negligible function  below which all
success probabilities eventually drop, namely
De nition 4.2 We say f is one-way if there is a negligible function  such that InvI  ev  for
every inverter I 2 I .
Notice that f meets De nition 4.2 if and only if the collection of functions F is uniformly negligible.
Thus, the two notions of one-way functions are arising out of the two possible ways to de ne
negligible collections of functions.
Equivalence. The following theorem says the two are the same.

Theorem 4.3 De nitions 4.1 and 4.2 of a one-way function are equivalent.
Proof: We have already observed that f meets De nition 4.1 if and only if the collection of functions
F de ned in Equation (6) is pointwise negligible, and f meets De nition 4.2 if and only if F is
uniformly negligible. However we claim that F is pointwise negligible if and only if it is uniformly

negligible. This says De nitions 4.1 and 4.2 of a one-way function are equivalent.
To prove the claim, let us rst take the case where the class I of inverters considered is the class
of uniform (probabilistic) polynomial time algorithms. There are (only) countably many of these.
Thus the collection of functions F is countable. So Theorem 3.2 says F is pointwise negligible if
and only if it is uniformly negligible, as desired.
Now, consider the case where an inverter is a non-uniform polynomial time algorithm. (That is, a
polynomial sized circuit family.) The diculty is that there are uncountably many such inverters.
That is, I , and hence F , is now uncountable, so we cannot directly apply Theorem 3.2.
However Proposition 3.1 (which applies even to uncountable collections) says that if F is uniformly
negligible then it is pointwise negligible. Our concern is thus the other direction. Assume F is
pointwise negligible. We know from Proposition 3.6 that not all uncountable pointwise negligible
collections are uniformly negligible. But we still claim that our F is. To prove this we will use
Theorem 3.8. To do so, we must exhibit a countable pointwise negligible collection M that majors
F.
This is done by considering only the \best" circuits of any size, as follows. For any n and any
circuit C with n inputs let h
i
Inv (C ) = Pr f (x0 ) = y : x R f0; 1gn ; y f (x) ; x0 C (y)
be the inverting probability of this circuit. Now, for each n; k we can x a circuit BestCircuitn;k
having n inputs and size at most k, such that
Inv (BestCircuitn;k )  max
Inv (C ) ;
C
12

the maximum here taken over all circuits C with n inputs and size at most k. We call BestCircuitn;k
the best size k circuit on n inputs. Now let p1 ; p2 ; : : : be an enumeration of all polynomials and
let Ii be the circuit family in which the n-th circuit is BestCircuitn;pi (n) , for each i; n 2 Z+ . Let
Mi (n) = InvIi (n) and let M = fMi gi2Z+ .
We claim M is countable, pointwise negligible, and majors F . Given these, it follows from
Theorem 3.8 that F is uniformly negligible, and our proof is complete. So let us check that M has
the claimed properties.
That M is countable is clear. Notice that Ii 2 I for each i 2 Z+ and hence M  F . Since the
latter is (by assumption) pointwise negligible, so is the former. Now let p be a polynomial and I an
inverter which is a circuit family of size p. Notice that for each n we have InvI (n)  InvIi (n) where
i is such that p = pi . Thus InvI  ev InvIi = Mi . So M majors F . This concludes the proof.

4.2 Negligible error arguments

A couple of de nitions of negligible error arguments have appeared in the literature. We show how
they correspond to the two di erent views of negligibility of sequences of functions (even though
this is not how they were viewed before), and then use Theorem 3.2 to show they are equivalent.
Preliminaries. We consider a two-party protocol in which a prover attempts to convince a
(probabilistic) polynomial time veri er V that their common input x belongs to some underlying
language L. We will be looking at the notion of an argument (also called a computationally
convincing proof) [BrCr, BCC], so that the prover is a polynomial time algorithm.
Fix a veri er V and a language L for all that follows. Let AccP (x) denote the probability that
V accepts in a conversation with P on common input x. We are only interested in what happens
when x 62 L. (That is, we are interested only in soundness, not in completeness or zero-knowledge.)
Associate to each polynomial time prover P the function AccP de ned by
AccP (n) = max AcceptP (x) :
x62L : jxj=n

(We adopt the convention that the function has value 0 at a point n for which there is no x 62 L of
length n.)
When x 62 L, a polynomial time prover must have low probability of convincing the veri er to
accept. We let P be the class of all provers considered. Again, there is the uniform case, in which
P is the class of all probabilistic, polynomial time algorithms, and the non-uniform case, where P
is the class of all polynomial sized circuit families. Which of these we consider does not matter for
the de nitions and results, but the two cases will be treated di erently in the proof of Theorem 4.7.
The prover success probability function collection. Let us de ne the collection of
functions
F = fAccP gP 2P :
(7)
This collection captures the success probabilities of all provers. We will see how the di erent notions
of negligible error arguments relate to di erent notions of negligibility of this collection. As before,
in the uniform case P (and hence F ) is countable, while in the non-uniform case, these sets are
uncountable.
Error probability of an argument. As we said above, the protocol must have computational
soundness: when x 62 L, a polynomial time prover must be unable to make the veri er accept,
except with low probability. The latter is called the \error probability."
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In de ning this error probability, however, one must be a little careful.5 A de nition for the
case of error 1=3 is given by Goldreich [Go, Section 6.8.1]. Extending this, the following general
de nition of an argument with error probability a function  is given in [BJY]:
De nition 4.4 [BJY] Veri er V is computationally sound for L, with error-probability , if AccP
 ev  for every prover P 2 P .
Namely, the acceptance probability of any prover eventually drops below the error probability .
Negligible error arguments. Here we are interested in arguments of negligible error probability. How can we de ne this? In the light of having De nition 4.8, which is a general notion of an
argument with error probability , it is natural to view negligible error as a special case. Namely,
an argument has negligible error if it has error  for some negligible function . This is the view
adopted in [BJY]. The de nition amounts to the following:
De nition 4.5 [BJY] Veri er V is computationally sound for L, with negligible error-probability,
if there is a negligible function  such that AccP  ev  for every prover P 2 P .
However, previous works had given a di erent de nition of negligible error arguments. The notion
proposed by Goldreich [Go, Section 6.8.1] and Naor et. al. [NOVY] is the following:
De nition 4.6 [Go, NOVY] Veri er V is computationally sound for L, with negligible errorprobability, if for every prover P 2 P the function AccP is negligible.
As a notion of security this seems satisfactory. But notice that this notion does not have the view
of an error probability being a single function associated to the veri er. That is, I imagine the
notion of error probability to be that given a veri er one can say \the system has error probability
", where  is some speci c function. But in the notion of De nition 4.6, there is no such function.
That is, to each prover is associated a di erent negligible function that bounds its success, but
there is no single \error probability."
Indeed, De nition 4.6 is very speci c to negligible error. It does not yield a general notion of
error probability of an argument, or conform to such a notion. On the other hand, De nition 4.5
enables us to pinpoint a particular function as the error-probability and is in line with the general
notion of error probability given in De nition 4.4.
Equivalence. However, it turns out the two notions are equivalent. In other words, even though
De nition 4.6 did not have an explicit single function which one could call the error probability,
such a function does exist. (And the proof of Lemma 3.3 shows how to construct it.)

Theorem 4.7 De nitions 4.5 and 4.6 of computational soundness with negligible error-probability
are equivalent.
Proof: We observe that V meets De nition 4.5 if and only if the collection of functions F de ned
in Equation (7) is uniformly negligible, and V meets De nition 4.6 if and only if F is pointwise
negligible. However we claim that F is pointwise negligible if and only if it is uniformly negligible.
This says De nitions 4.5 and 4.6 of computational soundness with negligible error-probability are
equivalent.

5 In an interactive proof setting [GMR] we would say the error probability is  if for all provers P and all x 62 L
the probability that P convinces V to accept x is at most (jxj). Replacing \all provers" by \all polynomial time
provers" here does not yield a meaningful notion of error probability for an argument, because for any xed x there
may in fact be a prover who succeeds with probability more than (jxj), by solving the underlying computational
problem. Hence the use of \eventually less than" in De nition 4.8.
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To prove the claim, rst take the case where the class P of provers considered is the class of uniform
(probabilistic) polynomial time algorithms. Then F is countable and we can conclude by applying
Theorem 3.2.
Now take the case where a prover P is a polynomial sized circuit family. (We allow a di erent
circuit Px for each x 62 L.) So P , and hence F is now uncountable. If F is uniformly negligible then
it is still pointwise negligible by Proposition 3.1. Now assume F is pointwise negligible. We want
to apply Theorem 3.8 to say that F is uniformly negligible. To do so we must nd a countable,
pointwise negligible collection M that majors F .
For any x 62 L and any circuit C let Accept(C; x) denote the probability that V accepts on input x
when C plays the role of the prover. For each x 62 L and each integer k we can x a size k circuit
BestProverx;k such that
Accept(BestProverx;k ) = max
Accept(C; x) ;
C
the maximum here taken over all circuits of size at most k. Let p1 ; p2 ; : : : be an enumeration of all
polynomials and let P i be the circuit family in which Pxi = BestProverx;pi(jxj) for all i 2 Z+ and
x 62 L. Let
Mi(n) = max Accept(BestProverx;pi(n) ) = AccP i (n) :
x62L:jxj=n

Let M = fMi gi2Z+ .
We claim that M is countable, pointwise negligible, and majors F . So F is uniformly negligible by
Theorem 3.8, as desired. It remains to verify that M has the claimed properties. But the reasoning
is analogous to that in the proof of Theorem 4.3 so we skip it.
Thus the de nitions of negligible error arguments of [Go, NOVY] and [BJY] are equivalent.

4.3 Negligible knowledge error

We are in the same setting of polynomially bounded parties as above, but the question now pertains
to x 2 L. We want to discuss the knowledge error of a computational proof of knowledge of a witness
for the membership of x 2 L.
Preliminaries. First, we need to say what are witnesses. Let (; ) be a binary relation. We
say that  is an NP-relation if it is polynomial time computable and, moreover, there exists a
polynomial p such that (x; w) = 1 implies jwj  p(jxj). For any x 2 f0; 1g we let (x) = f w 2
f0; 1g : (x; w) = 1 g denote the witness set of x. We let L = f x 2 f0; 1g : (x) 6= ; g denote
the language de ned by . Note that a language L is in NP i there exists an NP-relation  such
that L = L .
Fix a veri er V and an NP-relation  de ning L = L . As before let AcceptP (x) denote the
probability that V accepts in a conversation with P on common input x. This time however we
are interested in x 2 L. (However, we are still only interested in the security. We do not state
the completeness condition, which would say there is some prover who given a witness can always
convince the veri er to accept in polynomial time.)
Below Px denotes prover P with common input xed to x. As in Section 4.2 let P denote the
class of all provers being considered.
Computational knowledge error. The following general notion of a computational proof of
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knowledge with knowledge error a function  is given in [BeGo].6

De nition 4.8 [BeGo] We say that veri er V de nes a computational proof of knowledge for NPrelation , with knowledge-error , if there is an expected polynomial time oracle algorithm E (the
extractor) such that for every prover P 2 P there is a constant nP such that
Pr[ E Px (x) 2 (x) ]  AcceptP (x) ? (jxj)
for all x 2 L which have length at least nP .
In other words, if E has oracle access to P then it can output a witness for membership of x in L
with a probability only slightly less than the probability that P would convince V to accept x.
Negligible knowledge error. Now, it seems natural to say that a computational proof of
knowledge with negligible knowledge error is one that has knowledge error , in the above sense,
for some negligible function . In other words:
De nition 4.9 [BeGo] We say that veri er V de nes a computational proof of knowledge for NPrelation , with negligible knowledge-error, if there is an expected polynomial time oracle algorithm
E (the extractor) and a negligible function  such that for every prover P 2 P there is a constant
nP such that
Pr[ E Px (x) 2 (x) ]  AcceptP (x) ? (jxj)
for all x 2 L which have length at least nP .
An alternative is to allow the \knowledge error" to depend on the prover:
De nition 4.10 [BeGo] We say that veri er V de nes a computational proof of knowledge for NPrelation , with negligible knowledge-error, if there is an expected polynomial time oracle algorithm
E (the extractor) such that for each prover P 2 P there is a negligible function P such that
Pr[ E Px (x) 2 (x) ]  AcceptP (x) ? P (jxj)
for all x 2 L .
It is suggested in [BeGo] that De nition 4.9 is preferable to De nition 4.10. This does seem the case
because, like (soundness) error, it is more natural to think of knowledge error as a single function
associated to the veri er. And De nition 4.9 is consistent with a general notion of knowledge error
given in De nition 4.8.
Equivalence. But it turns out the two de nitions are equivalent anyway:

Theorem 4.11 De nitions 4.9 and 4.10 of a computational proof of knowledge with negligible

knowledge error are equivalent.
Proof: In this case it may be a little less evident than before how the issue corresponds to negligibility of some collection of functions. We rst claim something stronger than the theorem statement,
namely that not only are the notions equivalent, but the extractor is the same in both cases. So
view the extractor E as now xed. Let L = L . For each prover P 2 P de ne the function


FP (n) = max AcceptP (x) ? Pr[ E Px (x) 2 (x) ] :
x2L:jxj=n

We consider the collection of functions F = fFP gP 2P .

6 They have two (equivalent) formulations of any of their de nitions. The one we are using is what they call the

\alternative form of validity."
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Now we proceed as usual (cf. the proof of Theorem 4.7). First, observe that De nition 4.9 is met
if and only if F is uniformly negligible, while De nition 4.10 is met if and only if F is pointwise
negligible. We claim however that F is uniformly negligible if and only if it is pointwise negligible.
To show this, we split the proof into two cases, the uniform and the non-uniform. For the rst, we
use Theorem 3.2. For the second, by de ning the \best provers", we use Theorem 3.8. The details
are omitted.
Alternative form. As we mentioned in a previous footnote, the proof of knowledge de nitions

of [BeGo] are formulated in two styles. To be concrete, take De nition 4.8. The other formulation
asks that the extractor always succeed as long at AcceptP (x) > (jxj), but is allowed an expected
running time of nO(1) =(AcceptP (x) ? (jxj)). They show that the two formulations are equivalent.
De nition 4.10 and De nition 4.9 have similar analogues.
However, we note that with the notion of negligible knowledge error of De nition 4.10, the
equivalence seems hard to prove. The way we would prove it is by using the fact that De nitions 4.10
and 4.9 are equivalent. This indicates another \application" of this equivalence.
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