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Abstract In a multilevel security architecture information can
range from having low to high security level, where low

We study information flow for a typed assembly language means public and high means confidential. Furthermore,
where security types restrict information flow. Inspired by following Denning’s work [13], the security levels can be
recent work in continuation-based information flow analy- represented as a lattice. Information flow analysis studies
sis, our language, Secure Information Flow TAL (SIFTAL), whether an attacker can obtain information about the in-
uses low-level linear continuations in order to impose a put data by observing the output of the system. In other
stack discipline on the control flow of programs. words, it studies whether low-security computation may be

The challenge posed by studying information flow analy- affected by high-level data.
sis at the assembly language level is many-fold. On the one The notion of non-interference states that the computa-
hand, the well behaved control constructs of high-level lan- tion of low-level values cannot be affected by high-level
guages are not available, and, on the other hand, the role data, which implies that two executions of the same pro-
of an unbounded number of variables is played by a finite gram, where only the high-level inputs differ in both exe-
number of registers that need to be reused not only with dif- cutions, should not exhibit any observable difference in the
ferent types, but also with different security levels. program’s output.

Non-interference refers to the desirable property of sys-  In this paper we defin€IFTAL a typed assembly lan-
tems of multilevel security architecture that states that infor- guage for secure information flow analysis with security
mation stored at a high security level does not affect com- types. Among its non-standard featurBfF TALhas a stack
puted low security level values. Our main contributions are of linear continuations that indicate the program points
a type system for checking that typed assembly languagevhere different branches of code converge. Our develop-
programs enjoy non-interference and its proof of soundness.ment culminates with a proof that well-typed programs sat-

Furthermore, SIFTAL is the first typed assembly lan- isfy the non-interference property.
guage with security types for information flow analysis, and ~ The study of information leaking through covert chan-
our proof is the first proof of non-interference for a MIPS- nels is outside the scope of this work.

style typed assembly language.
1.1. Assembly Languages And Information Flow

. High-Level Control Flow. In information flow analy-
1. Introduction sis, a security level is associated with each program execu-
tion point —often callegpc—. This security level is used to
The confidentiality of information handled by computing detect implicit information flow from high-level values to
Systems is of paramount importance in Voting, electronic !OW-leV(?l VaIU.eS. MOI‘.eover, control flow analySiS is Cl’u'Cial
commerce, and in military, medical, and financial applica- N allowing this security level to decrease where there is no

tions, just to name a few relevant areas. However standarcfiSk of illicit flow of information. Consider the following
mechanisms such as perimeter security in the form of aC_exampIe where; has high security level antlhas low se-

cess control or digital signatures for authentication and en-Curlty level.

cryption fail to address the enforcement of information-flow pc=low if x

policies. In this scenario, language-based strategies for se- pC = high then a:=1
curity offer a promising approach to information flow secu- pc = high else  a:=2

rity. In this paper, we study confidentiality for an assembly pc=low b:=3

language using a language-based approach to security viaNotice thata cannot have low security level, singecan
type-theory. be retrieved froma, violating the non-interference property,



as described above. Entering the branches ofiftlieen- 2= 0

elsechanges thec to high, indicating that only high-level o =1

values can be updated. However, sihice= 3 is executed yto= 2t

after both branches, there is no leakage of information from

eithera or x to b. Therefore, thgyc can be changed to low. Herer, is first used for a low-level variable! and then

A standard compilation to assembly language may producefor a high-level variable/”. Since the live ranges of both
the following code: variables are non-overlapping this is an acceptable compi-

lation. However, observe that in order to prevent high-level
data from affecting low-level outputs, we need to check that
in 2 the security level of the value preserves the security
2 level of ro, and that in3, the security level of, preserves
3 the security level of5. In 2, ro has security level low, be-
causezr! is low, and since-; has security level high from
However, we no longer have the block structure ibf 2", the assignment iB appears to be a violation of the non-
then-elseto be able to lowepc, and since, in general, it interference property, even if it is the compilation of a non-
is undecidable if a sequence of instructions will be exe- interferent source program.
cuted, we do not have enough information in the assembly  Observe that we are not concerned about the fact that
code to lowerpc. Inspired by [271, we solve this prob-  an attacker could observe that contains high-level data,
lem by including inSIFTALa stack of linear continuations because the attacker cannot access the contemts dfs
with cpush andjmpcc to simulate the block structure of  we said before, the leaking of information through covert
high-level control structures such dfsthen-else The SIF- channels is outside the scope of this work.
TAL code for this example can be found in Figure 1, where  The reuse of registers masks the fact that the original
the block atSTARTpushesL3 onto the linear continuation  two variables had different security levels. However, our
stack. The block aL.3 corresponds to the code following intention is to be able to apply our information flow analysis
if-then-elsein the source code. Observe that the block at to code where the standard compilation practice of reusing
L3 can only be executed once, becajmpcc atL1 (then registers freely is allowed.
branch) o2 (elsebranch) removes the top of the continu- To do that we need to keep during typechecking the live-
ation stack and jumps to it. ness information that allowed the reuse of registers during
Register Reuse.In an assembly language, information register allocation. For that we keep a table that for each
can be stored in a memory location or contained in a reg_instruction in the assembly code, indicates what variable is

ister, and while recycling unreachable memory locations is imp!ementeq by each_ registe_r in the instrl_Jction._The Secu-
often the job of a garbage collector, memory registers arelty information associated with every register will depend

. S . .~ “on which variable it is implementing. Thus, when the regis-
reused freely by a compiler during the register allocation

h . ol i sis inf . | ter is reused, the old security level will be ignored because it
phase. Using vital liveness analysis information, a compiler ¢ associated with the implementation of a different vari-

will typically use the same register for different variables zpje. Returning to our example above, IBwill not inval-
whose live ranges do not overlap. But in the presence ofidate the non-interference property. The table for our exam-
security levels, the same register can be used for differentple is:

variables with different security levels, and this presents the

Li: bnzr,L2 % ifx #0gotoL2
movra, 1 % a=1
jmp L3
L2: movrsy,2 % a:
L3: movrs,3 % b:

first problem. Without the liveness information from the 1 (h,Z;‘)

source code, in general, we cannot say just by looking at the 2 (2, «’Eh) .

assembly code, if a register is being used for one or more 3 (r2,y") and  ¢1,27)

variables in the source code. _ We can argue informally that instead of keeping the orig-
Consider the following assembly code: inal code and a table with liveness information, it is equiva-

lent to typecheck an annotated assembly code where reuses
of registers names are disambiguated through renaming, for
example by adding a suffix with the name of the originating
variable in the source code so as to disambiguate reuses of
registers. In that case, two occurrences of the same register
for different variables will have different names. Similarly,
internal variables created during compilation will need to be

1: movry, 0
2: movra, 1
3: add rg <711 +0

It could be the result of compiling the following non-
interferent source code:

1The compilation into the Secure CPS Calculus [27] is: given distinct names. Then our example becomes:
letlin k = ( A{). b:=3; halt ()) in if x then { 1 movrz,0
a=l; k ()} else { a=2; k ()} 2: movrzxa,1l

3: add rys < rz; +0



L1: (L)1 cint T ro cint T rs cint T} | kLY e — (P

bnz ri, L2; % ifx #0gotoL2
movry,17; % a=1
jmpcc %
L2 : (L){ra:int T rs cint T} | k-6 e — {D*
movry,27; % a=2
jmpcc %
L3: (L{rszintT} | 6" e — {H*
movrs, 3%; % b:=3
jmpcc %

START :  ((L){r1:int",ro:int " rgint’ } | e — {})*
cpush HALT; % setdefault exit continuation tHALT

cpush L3; % set linear continuation té3
movry,?'; % ?T:int!
jmp L1 %

HALT : ((L){} [e— H* /
wheres" = ((L){} [ e — {})" ands’ = (L){} | v e — {H*

Figure 1. Sample code in SIFTAL

where there is no confusion betweer, andrys,. to prevent bad data to affect good data. [14] studies static

In this paper we assume a pre-processing phase that, usanalysis of information flow using dataflow analysis. It de-
ing liveness information from the source code [1, 2], pro- scribes an inference algorithm to determine whether vari-
duces annotated assembly code where register reuse haables have high or low security level.

been disambiguated. The notion ofnon-interferencevas first introduced by
Goguen and Meseguer [16, 17], and there has been a signif-
1.2. Related Work icant amount of research on type systems for confidential-

ity for high-level languages and for models of computation

The present work is in the framework of Necula’s Proof starting with seminal work by Volpano, Smith and Irvine
Carrying Code [20], where the property of interest is non- [24]. However, as Sabelfeld a_nd Myer_s observe [22],_there
interference. Furthermore, typed assembly languages hav&@s been hardly any work on information flow analysis for
been advocated for proof-carrying code, and have beenlOW-level languages.
an active subject of study for several years now. Experi- In [27], Zdancewic and Myers present a low-level, se-
mentation with different ideas is still taking place. Con- cure calculus with higher-order, imperative features, and
tributions include TAL [19, 12], STAL [18], DTAL [26], linear continuations. The language has a block structure
Alias Types [23, 25], HBAL [3], and LTAL [11]. and binding constructs th&FTALdoes not have, and their

Information flow analysis has been an active researchlanguage does not have registers, only a heap.
area in the past three decades. See [22] for a comprehensive In [4], Barthe, Basu, and Rezk define a low-level lan-
survey. Bell and LaPadula [6] defined an abstract model in- guage with a heap and an operand stack, where instructions
tended to control information flow, where objects and sub- load and store transfer values between the top of the stack
jects have a security level (top secret, secret, classified, unand the heap, but their language does not have registers that
classified). A subject cannot read objects of level higher thatcan be reused to store values of different types and differ-
its level, and it cannot write objects at levels lower than its ent security levels, unlik&IFTAL They also assume that
level. [15] defines multilevel security policies where infor- program points reflecting the block structure of high-level
mation is classified not only by its security level but by its constructs are given, instead of being computed with a stack
category. Then a subject cannot read information at lower of linear continuations. Barthe and Rezk, in [5], extend the
levels on different categories. [13] generalized security lev- previous work with objects to study information flow for
els to lattices. [21, 8] define integrity using a lattice of labels the JVM. In [9], a method for detecting illicit flows for a



sequential fragment of the JVM is presented, and in [7], the assembly language instructions such as arithmetic opera-
method is extended to a subset of the JVM including jumps tions, conditional branchingo6z r,v), move (mov r,v),

and subroutines.

2. Syntax of SIFTAL

We assume given a latticésecof security labels The
least and greatest elements of this lattice arand T, re-
spectively. We usg for the lattice ordering and andr for

the lattice join and meet operations, respectively. Security pqck types
labels are used to assign security levels to integer constants, yock contexts

the program counter, and security types.
The syntax ofSIFTALIs as follows:

security labels l,pc €

program Y o=
code blocks B =
instructions TS
arithmetic ops aop =
operands voon=
word values woon=
heap addresses (=
heap values h =

continuation stack C =

We use r,7;,74q,Ts,...
names.

Lsec

(H,R,B,pc,C)

halt |jmp v

| jmpce | ;B
aoprq,rs,v | bnz rv |
movr,v | Id rg,rsi]

| st rqfi],rs | cpush L
add | sub | mul

r|w

i |p|L

plL|L

(w,...,w) | B

e|L-C

range over register

A SIFTAL programis a machine configura-

tion (H,R, B,pc,C) where H(eap) is a partial map
from the set ofheap addresse® the set ofheap values ana- : _
R(egister bank) is a partial map from registers names return a value since it ends with a jumpluait . A heap

to word values,B(lock) is a code block corresponding

to the current program countec is a security label

indicating the security level of the program counter; and {71, -
C(ontinuation stack) is the linear continuations stack.

There are three kinds of heap addresses (or labtlg)e

labels p) pointing to heap locations containing tuples of

word values,non-linear code labels L) pointing to heap
locations containing code blocks, alitear code labels k)

pointing to heap locations containing a linear continuation.

load (d 74,7s[i]), and storest r4[i], rs).
2.1. Type Expressions

The type expressions &FTALare as follows:

types T u= int | & | (p1,-..,Pn)
security types p,o = Tt

ko= (po)E — {}

2 = T|A
register banktypes T == {ri:01,...,7 :0,}
contin. stacktypes A = ¢ | x'-A
heap types U = {l1:01,...,0n:0n}
program types Q == [, T,4A]

int is the type of integer constants;is the type of code
labels and hence continuations; af@, . .., p,—1) is the
type of tuple labelsSecurity typesre types annotated with
a security labelf’).

Register bank typed") map registers to types. fon-
tinuation stack typdA) is a stack of block types each of
which is annotated with a security label, anid the type of
the empty stack. We assume that there is a dedicated regis-
ter csp containing a continuation stack pointer, and that
is the type assigned to the contents of this register. More-
over, we assume thatif = {ry : o1,...,7, : 0, }, then
r; # csp for all i € {l.n}. The intuition for ablock
type((pc)I" | A — {}) is that it contains the security la-
bel of the program countepg), the type of the registers
in the code blockI(), and the type of the stack of linear
continuationsf\) and “{}” indicates that the block does not

type(¥) is a mapping from heap addresses to security types.
f T = {r : o1,...,rn : on}, then Dom(T") =
., rn}. We writeI'[r := o] for the register bank
type resulting from updatindg® with » : 0. We define
label(7!) = I and the functiorR asR(v) = R(r) if v =r
andR(v) = w if v = w. The function¥ U T is defined as
follows: (T UT)(v) =T'(r),ifv=r; (TUT)(v) = ¥(v),
ifv=porv=L,and(¥ UT)(v) = int, if v = .

H maps tuple labels to tuple values and code labels to code2.2. Operational Semantics

blocks.

A code block is a sequence of instructions ending in a

The operational semantics is defined by the transition re-

jump to a code label, a jump to the current linear continua- lation given in Figure 2. A typed machine configuration

tion, or ahalt

instruction. The instructiopmpcc forces

Y :Qissaidtoreducetd’ : ', if X : Q— X : Q. We

the program counter to jump to the current continuation. use for the reflexive-transitive closure ef. As already
The latter is retrieved from the top of the staCkof pend-
ing continuations. New continuations are added to this stackbe learned at the particular program point. Consider for ex-
with cpush . We sometimes refer tpnpcc as alinear
jumpsince the continuation to which it refers is handled in is evidence that the value of the registés zero, therefore

a linear way by the type syster8IFTALalso has standard

discussedpc represents the level of information that could
ample, thedS_Bnz1 rule. The fact that no jump takes place

the level of information that can be learned must be updated



Rw)=L H(L)=B (YUT)(v)=((pc)I"| A" — {})'

OS_Jmp
(H, R,jmp v,pc,C) : [¥,T,A] — (H,R, B,pcuUpc UL,C):[¥,T,A]

H(L)=B k= {pc)I"[ A" — {}

OS_Jmpcc
(H,R,jmpcc ,pc, L-C) : [V, k! - Al — (H,R,B,pc’ UL, C) : [¥,T,A]

n=Rw)® R(rs) 1=1abel((¥UT)(v))Ulabel(T'(rs)) pcC! L label(I'(rq))

OS_Arith
(H, R, aop r4,7s,v; B,pc, C) : [W,T, A] — (H, Rlrq :=n'], B,pc,C) : [¥,T[rq := int'], Al
L(r) =int' R(r)=0
0OS_Bnzl
(H,R,bnz r,v; B,pc,C) : [¥,I',A] — (H,R,B,pcUl,C) : [¥,T',A]
L(r) =int" R(r)#0 (YUT)(v) = ((pc)T" | A" — {12 H(R(v)) = B’
0S_Bnz2
(H, R,bnz r,v; B,pc,C) : [¥,T,A] — (H,R,B’,pcupc Uly Uls,C): [¥,T,A]
pc C label((T UT)(v)) label((¥ UT)(v)) C label(I'(rq))
N OS_Mov
(H’ R» movrg, v; Ba pc, C) : [\Ijv F, A} = (H7 R[rd = R(’U)], 37 pc, C) : [\Il7 F[Td = (\I] J F)(U)]z A}
L(rs) = (00,...,04,...,0n_1)t R(rs) =p label(o;) C label(I'(rq))
H(p) ={wg,...,wi,...,wp_1) pcUILC label(o;) 0S_Load

(H,R,Id rq,rs[i]; B,pc,C) : [¥,T',A] — (H, R[rq := w;], B,pc,C) : [¥,T[rq := 0i], A]

R(rqg) =p H(p) = (wo,..., Wi ..., Wn—1) F(rd):(00,‘..,01',...,0”,1)1 I'(rs) =o0; pcUlC label(o;)

N OS_Store
(H1 R7 st T‘d[i], Ts; B7 pc7 C) : [\Pr F? A} = (H[p = <w07 ] R(TS)7 R 7wn—l>}7 R7 Ba pC7 C) : [‘lj7 F: A]
pc C label(¥(L))
OS_Push
(HzvapUSh L;B,pC,C) : [\I/,F,A] = (HerB:pC:L'C) : [‘P,F,\I/(L) : A}
Figure 2. Operational semantics
to include the security level af. Likewise, in the case of >H : U heap >R : I regFile
the OS_Jmp rule the newpc must be joined with that of the FlAbpcpe Bblk bwC:Acstack o oo
destination label and the security type in order to avoid im- >(H,R,B,pc,C) : [V,T, A] program
plicit flows. Note, however, that in the case @5_Jmpcc
the pc may potentially be lowered (to some previous level Dom(H) = Dom(¥)
indicated by the type of the top continuation on the stack). vt € Dom(H). by H(¢) : ¥(£) hal T Heap
The ruleOS_Push models the addition of a new linear >H : U heap

cqntinuation to the stack. The security Ieve! of thg continu- Vr € Dom(T). >y R(r) : T(r) wval
ation must be at least that of the current This avoids the . T_RegBank
situation in which a continuation is called througpcc >y R : T regFile
and a security level lower than the one in which the original  The fyll set of typing rules o8IFTALare organized into
cpush took place is adopted. the following nine judgements (Figures 3 to 5):
2.3. Typing Rules >ygw : o wval well-typed word value

'y v:oopnd well-typed operand

>gh : o hval well-typed heap value

In order for a program to be well-typed with type o+ <o/ T <TI’, A <A’ subtyping

(¥, I, A], each of its components must be considered. The g C : A cstack well-typed continuation stack
heap must be well-typed with typ, the register bank must  Z[pc] >y B blk well-typed block
be well-typed with typd”, the current code block must be  ~H : ¥ heap well-typed heap
well-typed with type(pc)I" | A — {} and the continuation >y R : T regFile well-typed register bank

stack must be well-typed with typ&. > : ) program well-typed machine



T_IntLit

it int! wval

>yt

>gw : o wval
T_WordOp
I'>by w: o opnd

>gwo : oo wval D>y Wp—1 : Op—1 Wval

T_Tpl

l>q;<’w0,...,wn,1> : <0’0,...,0'7L,1>l hval

T_CSNil
>ye€ : € cstack

>gp: ¥(p) wval

L non-linear
T_CodelLbl
>gL : W(L) wval

T_TplLbl

————— T RegOp
I'>y r:I(r) opnd

Elpc] > B blk
T_CBIlk

>y B : ((po)ZE — {})! hval

U(L) < k! g C:Acstack

T_CSCons

>gL-C: kb A cstack

Figure 3. Typing rules for word values, operands, heap values and continuation stacks

m>n r<r’
ST_RegBank ST_Cont
{7'1 f01y-- 5 Tm ¢ 0'm} < {7'1 $01y--+5Tn 30'71,} <pC>F/ | A — {} < <pC>F | A — {}
71 < T2 A< A <! 71 <712 T2< 73
STlatt ——ST-CSNil. — =~ = = o7 cSCons — ST-Refl ST _Trans
il < 7! €ese K]l~A§,"€/l-A/ TST 71 < 73

Figure 4. Subtyping rules

The subtyping rules together with those for word values,

tional semantics arBrogress(well-typed programs do not

operands, heap values and continuation stacks present nget stuck) an@®ubject Reductiofthe set of well-typed pro-

complications.

Consider the typing rules for code blocks. TnJmp, the
conditionsI" < TV andA < A’ force the current regis-

grams is closed with respect to reduction). Full proofs may
be found in [10].

ter bank and continuation stack types to be compatible with Proposition 2/-1 (I?rogress)lf >0 program then either
the ones expected at the destination code block. The conthere exist : (' such that: : Q — ¥7: ', or ¥ : Qs

dition pc LI [ C pc’ avoids implicit flows by requiring that
the security level of the destination code blopk;, be at
least that of the result of joiningc with the security level
required to access the destination code blocKT Itmpcc

the type of the continuation stack of the destination code

block should coincide with the type of the current contin-

uation stack. This linearity restriction forces the pending

continuationobligationsto be passed on to the destination
code block. InT_Push, the conditiorpc C pc’ prevents the
security level of the program counter of the continuation
(once called) to be dropped below the currpat Access-
ing a code label for which the currept has no security
clearance is prevented by conditipa C [. The remaining
block (B’) is typed under the new continuation stack type
resulting from pushing!’ onto A.

Correct termination of computation must yield and
empty stack and end with kalt instruction. A pro-
gram(H, R, B,pc,C) : Q is stuckif it is not of the form
(H,R,halt ,pc,e) : [¥,T, ¢ and there does not exist a
typed program®’ : Q' such thats : Q — X' : Q. Two

of the form(H, R, halt ,pc,e) : [, T, €.

Proposition 2.2 (Subject Reduction)If > : © program
andX : Q — X/ : Q, then>Y' : Q' program.

3. Non-Interference

The non-interference property states that computed low
security level values should not be affected by high secu-
rity ones. As usual, “low security” and “high security” are
relative to an arbitrary security levél Thus “low secu-
rity” meansC ¢ and “high security” meang& (. In order
to prove that a program satisfies non-interference one must
show that any two executions of it that are fired from indis-
tinguishable configurations (with regards to a fixed security
observation leve) must yield, if they both terminate, in-
distinguishable configurations of the same security observa-
tion level. The key to such a proof is a precise rendering of
the notion of indistinguishable configurations.

Since our programs consist of a number of elements

important results relating the type system and the opera-(heaps, registers, code and continuation stack), all such



T_Halt

T | e[pc] >y halt  blk

Pgo: ((peh)I | A" = {Plopnd D <TI' A<A’ pcul L pc

T Jmp
T | Alpc] >y jmp v blk

K= ((p)I | A = (PP T<T 1Cpd

T_Jmpcc
I'| &' - A’lpc] >y jmpee blk

I'>yrs:int!lopnd >y v:nt!? opnd 1y Uiy Clabel(T(rq)) pcC iy Uiy Dfrg := mnt'1V2] | Alpc] >y B’ blk
T-Arith

T'| Alpc] >y aop rq,7s,v; B’ blk

Igr:int!lopnd Tgov: ((pA) | A" — {2 opnd T<T' A<A’ pcUl Ul Epc T |Alpculy] >y B blk
T_CondBrnch

T | Alpc] > bnz r,v; B’ blk

I'>gov:riopnd pcC ! [C label(I'(r)) I[r:=7'|Alpc] >y B blk
T_Mov

T' | Alpc] > movr, v; B blk

>y rs:(00,...,04...,0n_1) opnd pcllC label(s;) label(c;) C label(I'(rq)) I[rq:=oi]| Alpc] >¢ B’ blk

T-Ld
I'| Alpc] >y Id 74, 7s[i]; B’ blk

T>grg: (00, - 00y ,0n71>l opnd I'>y7rs:0;0pnd pcllC label(o;) I'| Alpc] >¢ B’ blk
TSt

T | Alpc] > st 7q4[i], 7s; B' blk

(L) = ((pc)T1 | A1 — {})' ¥(L) <" pcCpc pcCl T'|x'-Alpd >y B blk

T_Push
T' | Alpc] >y cpush L; B blk

Figure 5. Typing rules for basic blocks

items must be taken into consideration. Indistinguish- continuation is of different (high) security levels. This ex-
able heaps for an observer of security leyab relatively plains the typing ruld.owHigh. However, in the case that
straightforward: if two heap values are of low security level, thepc level is high both programs may fork on an instruc-
then they should be identical. Since the security level of tion such asnz and take different execution paths. In this
a heap value is given by its type, such a notion is definedcase, each may add different continuation labels to their re-
for typed heap values. Note that this also requires defin-spective stacks (all of them high), and thus their sizes may
ing a notion of indistinguishable word values for an ob- differ. Here we use thestackHigh judgement. However,
server of security leve{. We introduce the following - at all times and until they converge at a linear continuation,
indistinguishability (Fig. 6-7 and Def. 3.1) judgements for: they shall have a common “substack” of linear continua-
tions. This is reflected by thdighAxiom axiom.

P05 g L ;g typed word values We now address(-indistinguishability of programs.
P wshn S o 7 el typed heap values Both programs are required to be typable, their respec-
> Hy ~¢ Hy: Wy AWy heap heaps prog q ypable, p

tive heaps and register banks must@andistinguishable
at the corresponding types. Also, if thgic level is
low, their respectivgpcs must coincide, their code blocks
must be identical and their continuation stacks must-be
indistinguishable. However, if thepc level is high, then
Two (-indistinguishable programs with lopc are ex- nothing can be said about the code blocks, but we must re-
ecuting the same instruction and hence they have contin-quire their continuation stacks to gendistinguishable.
uation stacks of the same size. (In this case we use the
cstackLow judgement). Of course, their continuation stacks Definition 3.1 ((-indistinguishability of programs) Let
need not be identical, since it may be the case that a conX; = (H;, R;, B;, pc;, C;) andQ; = [V, T;, A;], ¢ € 1..2.
tinuation of a high level is pushed by each and that this The judgement-3; ~¢ 35 : 1 A Q3 program holds iff

>w, w1 ~¢ Ro : 'y AT regFile  register banks
>Ch ~¢ Cy 1 Ay A Ag cstackLow  low cont. stacks
>Cy ~¢ Cy : A1 A Ay cstackHigh  high cont. stacks
>3 /¢ Mgt {1 A€o program programs



) >C1 ~¢ C2 @ A1 A Ag cstacklow
LowAxiom k=P |A —={} pcUlC(

Ro¢ €: € A e cstackL LowLow
e eieecstacktow BL-Cyac L Oyt kb Ay Akl Ay cstackLow
>Cp ~¢ Oz : A1 A Ag cstackLow
k1= (pc )T | A" = {} ko = (pc,)T” | A — {} >C1 ~¢ C2 1 Ay A Az cstackLow Hich A
c Ul Ul ighAxiom
QUL EC poUBLEC LowHigh >C1 ¢ Oz : A A A cstackHigh
DL -C1r¢ Ly-Co: nlll A1 A nlf - Ag cstackLow
>C1 ~¢ C2 1 Ay A Az cstackHigh >C1 ~¢ C2 : A1 A Az cstackHigh
r=POT |A - {} pcUlF( HighLeft k= POT |A - {} pcUlF( HighRight
>L-Cpr¢Cy: kLA A Ay cstackHigh >Cy~¢ L-Co: AL A KL Ag cstackHigh

Figure 6. (-indistinguishability of stacks

Dy wi i Thwval g, wa T wval >y, () : (p)! hval >, (@) : (p)! hval
L E(=w =ws Eq.wval IEC=> Dy, gow; e wh toywvall 1 <i<n Eq_hval_tuple
D, W, W1 R w2 7! wval D, v, (W) R (W) (P! hval
Elpc] >y, Bi1 blk E[pc] >y, B2 blk

lE(= B1 =By
D>y, v, B1 ~¢ B : ((pO)= — {})! hval

Eq-hval_blk

>Hy ~¢ Ha : U1 A3 heapiffforall£ € Domy (¥, ¥2) the following holds:
lc Domm(Hl, HQ, Uy, \112), and
label(¥(¢)) C ¢ orlabel(¥o(¢)) C ¢, implies ¢ Wy (€) = ¥a(0),
qulyprHl(e) ¢ HQ(@) : \Ifl(e) hval
>w,,w,R1 ¢ Rz : T'1 ATz regFileiff for allr € Domy (1, T'2) the following holds:
re DO’mm(Rl, R2,T'1,T2), and
label(T'1(r)) C ¢ orlabel(I'2(r)) C ¢, implies ¢ T'1(r) =T'2(r), and
>w,,wyR1(r) ~¢ Ra(r) : T1(r) wval

Note: Domg (A1, ..., Ayn) abbreviateDom (A1) @ ... ® Dom(An)

Figure 7. ¢-indistinguishability

1. >3 : Qq program andr> s : Qo program o DY ¢ Xo: [U,T,A] A [T, T, A] program
2. >Hy ~; Hy : V1 AU5 h *
P M T A T neap e X = (Hj,Rjhalt ,(e)ands, @ [U,T,A] &
3. D, ,w,R1 =¢ Ry : 'y AT, regFile [P, T €
4. (a) either,pc, = pc, T ¢ and B; = B, and , — X
>Ch ~¢ Cy: Ay A Ay cstackLow, ¢ 2,2 - ,(HQ,’ p.halt ,¢e) and %, : [T, A] =
E2 : [ 27F27€]

(b) or,pc, Z ¢ andpc, Z ¢ and>Cy ~¢ Cs :
A1 A Ag cstackHigh Then> ~¢ X5« [W, T, €] A [0}, T%, €] program.
Non-interference states that heap and register values that

are of a high security level do not affect computed low se-  Note that we start off from two heapd; and H, that
curity ones. may differ in the contents of the heap locations of high se-

curity types (and similarly for the register banks). More
Theorem 3.1 (Non-Interference) Given typed machine precisely, for all thosé such thatlabel(¥(¢)) IZ ¢, the
configurations¥; = (Hy,R:,B,1l,¢) : [¥,T,A] and heap valuedi; (¢) and Hy(¢) may differ. However, those
Yo = (Ha,Re, B, L,¢€) : [¥,T, A]. If the following condi- considered of low security type (i.e. thogesuch that
tions hold label(¥(¥)) C ¢) must be identical.



We assume that computation does not diverge and ar- e C=1L; -...- L, -C’

rive at programs whospc security level is¢. All those " 7! ,
computed heap and register values of low security type (i.e. ® &= &1 -~y - A’and
C ¢) must then be identical. e r; = (pc)TY | AL — {} impliespc, L l; & ¢, for all

Having defined the notion of-indistinguishable pro- 1<i<n.
grams, the technical challenge that lies in the proof of The- L
orem 3.1 is that this equivalence holds after each transition
step. When th@c is of low level, the programs shall be ex-
ecuting the same instructions (with possibly different heap,
register bank and continuation stacks). They may be seen td"
be synchronizednd each reduction step made by one shall Is seen to hold.
by emulated with a reduction of the exact same instruction
by the other. The resulting programs must of coursg-be
indistinguishable once again. 1.5t ¥ St O, forS; = (H;, Ry, B, pc;, C;)

However, because of lanz , it is possible that the exe- andQ; = [¥;,T;, Ay, forall1 <i < k.
cution sequences of the programs fork on a high value. As
a consequence, both thegics shall become high and once
again we must provide proof that there are some programs 3. pc; [Z ¢
to which they reduce and at which point they are once again
¢-indistinguishable.

Thus the proof is developed in two stages. First it is
proved that two(-indistinguishable programs that have a Then
!ow (and ider]tical_pclevel can rgdyce i.n bck step fashion o >H, ~¢ Hy: Uy AWy heap
in @ manner invariant to théindistinguishability property.

Also in the case where thpge level is high, the type rules
guarantee that all changes made to the heap and register
bank must be of a high security level. Thus, in the case
here thepc security level is high, the following invariant

Lemma 3.3 (High-step invariant) Suppose

2. >3 : Q) program

4. Cy of type Ay, is (-topped inC; of type A, for each
1<i<k.

o >y, v, R ~¢ Ry : 't ATy, regFile

Lemma 3.2 (Low-pc step) Let X,=(H;, R;, B;, pc;, Ci), e 5Cy ~c Cp i Ay A Ay cstackHigh

1e€1.2.If
1 >% ~¢ Zo & [¥q,T1,Aq] A [®2,T9, Ag] program, e pc, £ ¢ foralll <i<k.
for some heap, register and stack tygesI'; andA,, This invariant is the main ingredient required for the
respectively. proof of the High-pc Step Lemma, the second stage of the
2. pc,; E ¢andpc, C ¢ proof of Theorem 3.1.

3.3 ¢ [0y, T, Aq] = X [9,TY,Al], for some Lemma 3.4 (High-pc Step) Let ¥,=(H;, R;, B;, pc;, C;),
heap, register and stack typg$, I’} andAf, respec- i€ 1.2, If

tively. o DYy R Yot [Uq,Tq, Aq] A [Ug, Ty, As] program,
Then there exists a prograni, : [¥4, T, A}] such that for some heap, register and stack tyggsI’; andA;,
o N5t [Wy, T, Ag] s 3 : [Wh, T, Ab] and respectively.
o BN A N i [T AL A [, Th, Ay program,  ® Per L candpe, £¢

for some heap, register and stack tyges T, and A%, o ¥y : [0y, T1,Ay] — X, : [W,,T%, A}, for some

respectively. heap, register and stack typ&$, I} andA], respec-
In the case of-indistinguishable programs of highc tively.

each program may be allowed to execute different instruc-  Then either the prograrily : [Us, Iy, A,] diverges or

tions. In particular, new continuations may be added to the pere exists a typed prograhy : ¥}, %, A4] such that
continuation stack and then popped by one program, while

the other leaves its continuation stack as is. However, no- @ Xo : [Ua, g, Ag] 5 X% 1 [0, T, Ab] and
tice that, as already discussed, both programs shall share a o X A X ¢ [U, T, AL A [Wh, T, A program,

«“ ” /! : R
common “substack”, namel$t’ in the following definition. for some heap, register and stack tygesT, and AL,

Definition 3.2 A continuation stackC’ of type A’ is said respectively.
to be (-toppedin C' of type A, if there exist linear la- Finally, the proof of the Non-interference Theorem
bels Ly,..., L, (possibly none), and continuation types (Thm. 3.1) is attained by weaving low and higl steps

nlll, ..., kln (possibly none) such that: and using Lemmas 3.2 and 3.4.



4. Conclusions and Future Work

We definedSIFTAL a typed assembly language for se-

cure information flow analysis. Besides the standard data- (8]
structures of an assembly language such as heap and register

bank,SIFTALhas a stack of linear continuations, which to-

gether with the special instructiogpush andjmpcc al-

low the compilation of high-level control structures — such
asif-then-else-, simulating at the assembly level the block

structure of the source language.
We define a notion of-indistinguishability of machine

configurations where high-level data is indistinguishable:

two machine configurations ateindistinguishable if they

coincide at observable (low-level) values. The type sys-

9]

(10]

tem guarantees that typable machine configurations satisfy[11]

the non-interference property (Theorem 3.1): if two typable
machine configuration argindistinguishable, then the re-

sulting machine configurations after execution are glso
indistinguishable.

This is the first typed assembly language with linear con-
tinuations and security types for information flow analysis,
and our proof of non-interference is the first such proof for

a MIPS-style typed assembly language.

Among the open problems we are studying is the combi-
nation of safety and information flow analysis in the same

type system, and the extensionSIFTALwith an execution
stack.
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A. Auxiliary Lemmas

In this section we provide, without proof (see [10] for full proofs), a series of lemmas used in the proofs of the main
results.

Lemma A.1 (RelatingV andT') If ¢ R : T regFile andr € Dom(T") andR(r) = ¢, thenU (¢) = T'(r).
Lemma A.2 (R Typing) If ¢ R : I regFile andl’ >¢ v : o opnd, then>y R(v) : o wval.

Lemma A.3 (Code block weakening I)If T's | A[pc] >y B blk andT'; < T's, thenI'y | A[pc] >y B blk.
Lemma A.4 (Code block weakening I) If T | As[pc] >¢ B blk andA; < Ay, thenl' | Ay [pc] > B blk.

Lemma A.5 (Canonical Word Forms)
If >H : ¥ heap and>gw : o wval then:

1. if ¢ = int! thenw = 4
2. ifo = (0g,...,0,_1) then
@ w=p

(b) H(p) = (wo, .-, wn_1)
(c) >yw; : oy wval, forall0 <i<mn

3. ifo = ((pc)= — {})! then
@ w=1L
(b) H(L) = B
(c) E[pc] >y B blk

Lemma A.6 (Canonical Forms)
If >H : W heap, >¢ R : T regFile andl" >y v : o opnd, then:
1. if o = int' thenR(v) = i
2. ifo = (0g,...,0,_1)! then
() R(v) =p

(b) H(p) = (wo,- -, wn-1)
(€) >yw; : o, wval, forall0 <i<mn

3. ifo = ((pc)= — {})! then

(@) R(v)=L
(b) H(L)=B
(c) Z[pc] >y B blk

Lemma A.7 (Auxiliar) T >y v : o opnd implies(¥ UT)(v) = o.



B. Progress and Subject Reduction Results

Proposition B.1 (Progress)If >3 :  program then either there exists’ : ' suchthat : Q — ¥’ : Q/, orX : Qis of the
form (H, R,halt ,pc,e): [P, T €.

Proof: The proof is by cases on the first instruction of the current code bhakthe progrank : Q = (H, R, B,pc,C) :
[U, T, A]. As an example, here we include only the case forgheinstruction, where the typing derivation of% :
Q program has the form:

™

>H:Wheap D>y R:TregFile T |Agst rgfi],rs; B blk >w C : A cstack

>(H, R,st rqli],rs; B',pc,C) : [¥,T, A] program
wherer is the typing derivation:

LDy ra:{00,...,06...,00-1) opnd T >y rs: o; opnd
pcU! C label(o;) I | Alpc] >w B blk

I'| Alpc] >y st rq[i], rs; B blk

TSt

Sincel >y 74 : (00, . ..,0n_1) opnd, by the Canonical Forms Lemma (Lemma A.B)4) = p (and henceR(rq) = p)
for some tuple pointep, H(p) = (wyo, . .., wp—1) and>yw; : 7; wval.
Sincel >y 7, : 7; opnd, by R Typing Lemma (Lemma A.2) we dedUCQpR(T'S) : 7; wval and, therefore, thak(r,) is

defined. Thenwe sé&’ : Q' = (H[p := (wo, ..., R(rs),...,wn—1)], R, B’,pc,C) : [¥,T', A] and

R(rg) =p H(p) = (wo, ..., Wiy...,Wn-1)
I'(rq) = (00,..., 04, .., 0n—1) T(rs) =0y
pcU ! C label(o;)

(H’ R7 St rd[i}7r5;Bl7pC7 C) : [lI/7]‘-‘7 A} e (H[p = <w0?' - '7R(rs)’ . -7wn—1>]’R, Bl7 pc7 C) : [W7F7 A]

OS_Store

Note that thes; in T_St and in OS_Store are one and the same by the Auxiliar Lemma (Lemma A.7). Likewise for
(00,...,04...,0n_1)"in T_St and inOS _Store.
O

Proposition B.2 (Subject Reduction) If > : Q program andX : Q — X/ : Q/, then>Y' : Q' program.

Proof: Suppose: = (H, R, B, pc, C). The proof is by cases on the reduction stepQ — ¥’ : Q’. As an example, here
we include only the case for theap instruction, where the typing derivation Bfhas the form;

™

>H :Wheap >y R:I'regFile T'|A[pc]>wjmp v blk >g C : A cstack

T_Program
>(H, R,jmp v,pc, C) : [T, T, A]

where the typing derivation is:

Fogv: ((pc)T | A" — {H'opnd T <T

A< A pcuU ! C pc

T Jmp
I’ | Alpc] >w jmp v blk
The reduction stel : Q — X' : ' is of the form:
Rw)=L H(L)=Bi (PUT)(v)=((pc)T"| A" — {})'
OS_Jmp

(H,R,jmp v,pc,C) : [¥,T,A] — (H, R, B1,pcUpc, Ul,C) : [¥,T, A]
Notice that:

e > H : ¥ heap holds by hypothesis.



e >y R : T regFile holds by hypothesis.
e >y C : A cstack holds by hypothesis.

So, we are left to prove that
I'| AlpclUpcy Ul >y By blk

Sincel’ >y v : ((pc)I’ | A’ — {})! opnd, by R Typing Lemma (Lemma A.2) we deducey R(v) : ((pc/)I" | A’ —
{})! wval and by Canonical Word Forms Lemma (Lemma A.5) we deduce

e Rv)=1L
e H(L) =B,
o I | A'[pc] >y By blk
Moreover, frompc LI I C pc’ we know thatpc’ = pc LI pc’ LI I. So the last item may be stated equivalently as
I | A'[pcupc U] >y By blk 1)

Recall from above that we have to prove tiiat A[pc U pc’ U] >¢ B; blk. This follows as a result of the following
procedure

1. Firstobtail | A’[pcU pc U] >y By blk from applying the Code Block Weakening Lemma | (Lemma A.3) to (1) and
usingl’ < TV,

2. Finally, obtainl’ | A[pcU pc’ U] ¢ Bj blk from applying the Code Block Weakening Lemma Il (Lemma A.4) to (1)
and usingA < A/,

O

C. Proof of Non-Interference

Lemma C.1 (Low-pc step) Let ¥, = (H;, R;, B;, pc;, C;), ¢ € 1..2. If the following conditions hold
1. >3 & X [V, T, A] A [W2, Ty, Ag] program, for some heap, register and stack tyfgsI’; andA;, respectively.
2. pe, C ¢ andpe, C ¢
3.3 [Py, T, Aq] — X% [P, T, Al], for some heap, register and stack tygds I} and A, respectively.
Then there exists a progranj, : [¥4, T, A}] such that
o X5 Uy, Ty, Ag] — X4 [W5, T, Al] and
o DX~ X5 ¢ [0, T, ALJA[TS, T, AS] program, for some heap, register and stack tyfigsI', andAj, respectively.

Proof: The proof goes by case analysis on the instruction executed in thEste@d; — X : Q.

Note that since>%; ~¢ 35 : Q1 A Qs program, pc; T ¢ andpc, C ¢, we know thapc, = pc,. Thus, for simplicity, we
shall usepc for both.

As an example, here we include only the interesting case fastthiestruction, where3; = st r,4[i], r5; B and the step
¥q [, Ty, A] — X0 [0, T, Al] takes the form:

Rl(rd):pl Hi(p1) = (wo, ..., Wi,y...,Wn-1)
Fl(Td)=<0'0,-~~70'i,--470'n—1>ll F1(7“5):O'i
pcUl; E label(o;)

(Hy, Ry, st rqli],rs; B,pc,Ch) : [¥1,T1,A1] — (Hi[p1 == <w07~~~7R1(Ts)7~~~7wn—1>}7RlaBapC7cl) ([0, T, Ay

OS_Store

By hypothesis (1) and (2) we know thB = B and ther®; = (Hs, Ra, St r4[i], rs; B, pc, Cs).



By hypothesis (1) we know thatXs : [¥s,T's, As] program, then, by Progress (Proposition 2.1), we know that
there exists a program; such that¥y : [Ws, 'y, Ag] — 35 @ [W5, I, As]. This machine configuration i&; =
(Hé,RQ’B’ pC, CQ) : [\I’IQ,F/Q,AQ] WhEFEHé = Hg[pg = <w/0, .. .,RQ(TS),. .. ,w;n_1>], \11/2 = \112, F/2 = Fg, AIQ = AQ
and

Ra(ra) = p2 Ha(p2) = (wh, ...,y .., wWh )

To(ra) = (00, 08y yom_1)'2 Ta(rs)
pcU s C label(o;)

(HQ,RQ,St rd[i],rs;B,pC, CQ) : [‘IIQ,FQ,AQ] — (Hz[pg = (wé,...,]:?,2(1"3),...,w;n,lﬂ,Rz,B,pC, Cz) : [\IIQ,FQ,AQ]

OS_Store

Note that:
o Y : [U), I, Al] program andr>X} : [U), I, Al program hold by Subject Reduction (Proposition 2.2).

e Givenpc C ¢ and given in bottE) andY, the code block ifB, it is enough to show that sind®) = A; andA} = Ao,
by hypothesis (1)>C, ~¢ Cs : A} A A cstackLow

o Dy u, Ry ~¢ Ry : T AT regFile holds by hypothesis sincg; = V;, R} = R; andl’; = T';, fori € 1..2.

Thus we are left to verify that H{ ~. H) : ¥} A ¥, heap whereV) = ¥, and¥4, = ¥,. To do so we have two cases
to consider:

e Suppose thatabel (¥ (p;)) C ¢. Note thatW! (p;) = W, (p1). SinceR;(rq) = pi1, by Relatingl andI" Lemma
(Lemma A.1) we know tha¥; (p;) = I'1(ry) andlabel(¥(p1)) = label(I'1(rq)) Thus, sincelabel(I'1(ry)) C ¢
and by(¢-equivalence ofR; and Ry, we may deduce thatabel(I'3(r4)) C ¢, Ri1(rq) = p1 = p2 = Ra(rq), and
label(VUs(p2)) C C.

So, we need to prove thatH (p1) ~¢ H4(p2) : ¥4 hval. To do that, we only have to analyze tHé& element in the
tuple, and we have two cases to consider:

— If 1abel(T'y(rs)) = label(o;) C ¢, then, by>g, w, R1 ~¢ Ra : T'1AT's regFile, we know thattabel(T's(rs)) =
label(o}) C ¢ and>y, v, Ri(rs) ~¢ Ra(rs) : T1(rs) wval. So, we deducé, (r;) = R (rs) and we conclude.

— If label(I'y(rs)) = label(o;) Z ¢, then, by>w, w, R1 ~¢ Ry : I'1 AT's regFile, we know thattabel(I's (7)) =
label(o}) ¥ ¢. But, sinces; = o}, we know that>y, v, Ri(rs) ~¢ Ra(rs) : 0; wval, label(o;) ¥ ¢ and
label(o;) Z ¢. Then we deduce thaty, w; Hi(p1) ~¢ Hy(p2) : ¥1(p1) hval and conclude.

e Supposelabel(¥)(p1)) Z ¢. Note that, by ruleOS_Store, label(¥)(p1)) = I3 = label(I'1(rq)). Then, by
>, v, R1 ~¢ Ry : Ty AT regFile, we know thatlabel (W) (p2)) = lo = label(I'2(rq)) £ ¢ and we conclude.

O

Lemma C.2 (High-step invariant) Suppose
1.5 : Q5 S O, for S, = (Hy, Ry, B, pe;, C;) and; = [, T, Ay, forall 1 <i < k.
2. >X : Q4 program
3.pc, Z¢
4. C} of type Ay is ¢-topped inC; of type A,, for eachl < i < k.
Then
o >H; ~¢ Hy : Uy AWy heap
o >y, v, R ~¢ Ry : Ty ATy, regFile
o >C =¢ Cp : Ay N Ay cstackHigh

e pc, Z(, foralll <i<k.



Proof: By induction on the number of reduction stepsn £, : Q; > 3y : Q.

e m = 0. Inthis case>H; ~; Hy : ¥1 A ¥y heap follows from reflexivity of -equivalence on heaps. Likewise for
register files and continuation stacks. Alpo, = pc, andpc, iZ ¢ follows from the hypothesis thaic, Z ¢.

e m > 0. We reason by cases on the reduction dije Q; — X5 : Q.
As an example, here we include only the interesting case fatthiastruction, where the reduction step is:

Rl(’f’d):p Hl(p):<w07"'7wi7"'7wn71>
Ti(ra) = (00,...,0i,...,0n-1) Ti(rs) =0
pc, Ul C label(oy)
OS_Store
(Hllevst Td[iLrG;vaCval) : [\111,F1,A1] = (H1[p = h},RhB,pCl,Cl) : [\Ifl,rl,Aﬂ
whereh = (wg,...,R1(rs),...,wp—1). SinCEpPc, = pc; Z ¢, we may apply the induction hypothesis and deduce

that:

— D Hy ~¢ Hy : Uy Ay, heap
— Dw, v, 2 ¢ Ry : I'y AT, regFile
- >Csy ¢ Cl : Ao N Ay cstackHigh and
- pc, Z ¢ forall3 <i<k.
Since¢-equivalence of continuation stacks and register files is reflexive and transitive, we are left to verifythat,

Hy : Uy A ¥y heap where Hy, = Hi[p := h]. For this one we must show thet € Dom (¥, Us) the following
condition holds:

¢ € Domn(Hq, Hy, V1, ¥5), and
label(¥;(¢)) C ¢ orlabel(¥y(¥)) C ¢, implies< Ty (¢) = Uy(¢), and
|>\111,\1/2H1(£) %C HQ(E) : \Ill(f) hval

If ¢ # p, thenH; and H, coincide and are tested at the same typép) and the condition is straightforward to verify.
Suppose, therefore, that= p. Sincel';(r4) = ¥1(p), by Relatingl andT" Lemma (Lemma A.1) the label o (p)
and! are identical, we consider two cases:

— [ [Z ¢. Thenlabel(W;(¢)) C ¢ or label(¥4(¢)) C ¢ is false and hence concludes the case.

— [ C ¢. We are left to verify that>y, v, (@) ~¢ h : ¥1(p) wval. From>H; : ¥; heap we know that>y (W) :
Uy (p) hval. Thus>g, w; : o; wval for eachi € 1..n — 1 and also, by reflexivity of -indistinguishability of word
values>y, w, w; ~¢ w; : oy wval.

Also, sincelabel(o;) Z ¢, trivially we have> g, w, w; ~¢ Pll(rs) : 0; wval. Finally, both tuples are typable and
hence we may conclude the case.

O

Lemma C.3 (Prune Left) If
e >L-Cy ~¢ Cy: k- Ay A Ay cstackHigh and
o k= (pc)I" | A" = {}withpd Ul Z ¢
Thene>Cy =¢ Cy : Ay A Ay cstackHigh. Likewise if we replace €stackHigh” with * cstackLow” in the statement.

Proof: By simultaneous induction on the derivationmef - C; ~¢ Cs : k! - A1 A Ay cstackHigh and> L - €4 ~e Co
k' Ay A Ay cstackLow.
|

Lemma C.4 (High-pc Step) Let ¥, = (H;, Ry, B1,pcy, C1) and¥, = (Ha, Ra, B2, pc,y, Cs). If the following conditions
hold



o DXy R Mo i Uy, T, Ay AUy, T'9, As] program, for some heap, register and stack ty@esI’; andA;, respectively.
® pc; Z ¢andpc, £ ¢

o Xy [Uy, Iy, Aq] — X« [P, T, Al], for some heap, register and stack ty@gs T} andA], respectively.

Then either the prograi, : [¥2, T's, A,] diverges or there exists a prograth : [¥4, T',, A}] such that

o Xy [y, Ty, Ayl ¥ X4 ¢ [Wh, %, AL] and

o DX e X 1 [W, T, AA[WS, T, AY] program, for some heap, register and stack ty@gsI™, andAj, respectively.

Proof: If ¥, : [Uy, T2, Ag] diverges, then we are done. Otherwise we proceed by case analysis on the reduction step
310 [0, Ty, Aq] = X2 [P, T, Al]. Note that if the reduction step @S_Jmp, OS_Arith, 0S_Bnzl, OS_Bnz2, 0S_Mov,
OS_Load or OS_Store, then it suffices to pickf, : [T}, T, AL] = 35 @ [¥o,T'2, As]. Indeed, by the High-Step Invariant
Lemma (Lemma 3.3):

o >Hy ~¢ H{ : Uy A V] heap

o Dy, g Ry ~¢ Ry Ty AT regFile
o >C ~¢ C: Ay A A cstackHigh
° pcy ¢

Sincex% ~¢ 3o ¢ [¥Uq, T, Aq] A [P, T2, As] program, we may use the fact thgtequivalence of heaps, registers and
continuation stacks is an equivalence relation an deduce that:

o >H{ ~¢ Hy: ¥} ATy heap
o D>y g, R ~¢ Ry : '] ATg regFile
o >C ~¢ Cy: A7 A Ay cstackHigh

HencexX ~¢ Xy : [T, T, Al] A [¥2, T2, Ag] program and this concludes the case.
The two remaining cases are when the reduction Btep [V, Ty, A;] — X : [¥], T, Al] is OS_Jmpcc or OS_Push.
These are dealt with seperately.

e OS_Jmpcc. The reduction step is

Hi(L)=B r=(pcI" A" — {}
(Hlle»jmpCC 7pc17L'OU) : [\Plzrlv’%l 'AH} = (HllevB>pC/ UZ:CH) : [‘111,F1,A11]

0OS_Jmpcc

We now consider two cases:

— pc Ul Z . Sincex>Hy ~¢ Hy : ¥1 A Uy heap and>w, w,R1 ~¢ R2 : I'1 AT regFile hold by hypothesis
we are left to verify that>C1; ~¢ Cs : A1 A Ay cstackHigh. This follows from hypothesis-L - C; ~¢ Cs :
k- A1 A Ag cstackHigh and Prune Left Lemma (Lemma C.3).

— pd Ul C (. Since>L - Chy ~¢ Cq : k! - Ay A Ay cstackHigh we deduce that:
# Co=L;...Ly-L-Cy
* Angilll kbR Ay

ki = (pcy)T% | AL — {} impliespc; Ui, Z ¢, forall1 <i <n,and

>C11 ~¢ Cor @ A1r A Aoy cstackLow

*

*



SinceXs : [Py, Ty, As] does not diverge, by Progress (Proposition 2.1) there exists a program of the form:
Y5 = (Hs, R3,jmpcc , pcy, L- Co1) : [U3, T3, k" - Agy]

such that i
Yot [Wa, T, Ag] 5 N3t [U3,T'5, k' - Ag]

andL- Cy; of typer! - Ao, is (-topped in the continuation stack of each intermediate typed machine configuration
in the reduction sequence. By Subject Reduction (Propositiors22): [Us, T'a, As] program and we may thus
apply the High-Step Invariant Lemma (Lemma 3.3) and deduce:

* >Hy m¢ H3: Wy A U3 heap

* D, w2 ~¢ R3 : T'o AT'3 regFile

* >C9 ~¢ Cg 1 Ag A Ag cstackHigh
the program countgrc of each intermediate program in the reduction sequence sapsfigs’.
We now appeal to Progress (Proposition 2.1) to obtain a reduction stepforfs, I's, k! - Ay ]:

*

Hs3(L)=B" = (pc)I"| A" — {} 05
_Jmpcc

(H;;,R3,jmpcc ,pCS,L~ 021) : [\113,1“3,;@1 . Azﬂ — (H;;,R;g,B/,pCl Ul,Czl) : [\Ifg,rg,Azl}

Sincex>H; ~¢ Hjz : U1 A¥3 heap we would like to deduce tha = H, (L) = H3(L) = B’ by using the fact that
label(¥y(L)) C ¢. However, frompc’ LI C ¢ we know that C ¢ and thus we must relateandlabel (¥, (L)).
This follows from the fact that the machine configuration: [¥;, 'y, A] is typed:>y, L- Cy; : k' - Aqq cstack
holds and henc#, (L) < «!, from which we deduce thdt= 1abel(¥,(L)). We conclude the case by the fact
that{-equivalence of heaps, register files and stacks are equivalence relations.

e OS_Push. The reduction step is:
pc, C label(¥:(L))
(H1, Ri,cpush L; B,pc,,C1) : [¥1,T'1, A1) — (H1, R, B,pcy, L- Ch) : [¥1,T, Wi (L) - Aq]

OS_Push

Since the heaps and register files together with their corresponding types do not change, we may reason as above and
deduce that:

— >H{ ~¢ Hy: U] A5 heap
- D\I/’l,\DgRll ¢ R2 : F/l VAN FQ regFiIe

Sincepc] Z ¢ we are left to verify that-L - C; ~¢ Cs : ¥1(L) - A; A Aq cstackHigh. By reflexivity of (-equivalence
for continuation stacks we know thatC'; ~ C : Ay A A cstackHigh. Thus we may derive:

>C4 ¢ CL: A1 NDA cstackHigh \Ifl(L) = (<pC/>F/ ‘ A — {})l pC/ [y LZ C
>Cq ¢ L-Cy: A1 A \Ifl(L) AN cstackHigh

HighRight

Note thatpc’ U I IZ ¢ follows frompc; Z ¢ and the condition in the reduction stpp, C label(¥;(L)). Then using
the fact that -equivalence for continuation stacks is an equivalence relation angd thats. Cs : Ay A Ay cstackHigh
we may conclude the case.

O

Lemma C.5 (Weaving Low and High-Pc Steps) Suppose
o Xy Wy, Ty, Ag] o kXY [0, 1, Af
o DY~ Yot [Uq, T, Aq] A [Ty, Ty, Ag] program
e Yo : [Py, 'y, As] does not diverge
Then there exists a prograni, : [¥), T',, A}] such that



L] 22 : [\1127P27A2] li) 2’2 : [ /27 IQ,A/Q]
o DX e Xh 1 W, T, AL A [W5,T%, Ab] program

Proof: By induction on the number of reduction stepi® the reduction sequendg : [¥;, Ty, Ay] & X« [0, T, AYl.
If & = 0 then the result trivially holds. Otherwige= n + 1 and

N1 [y, Ty, AV S [y, Dig, Agy] e 250 [0, T, A

wheren reduction steps take placeih : [¥, Ty, Ay] > Byy : [T, 11, Aqy).

By the induction hypothesis there exists a progr@m : [¥a1,91, Agy] such thatyy, : [Py, T'o, Ag] D Y
[\1121,F217A21] and>Yqq ¢ Yo ¢ [\Illl,I‘H,Au} AN [\I/Ql,rgl,Azﬂ program. From the latter statement, we know that
either:

® pC;; =pcy E G or
e pcy; ¥ ¢andpcy, £ ¢

In the first case we apply the Low-Pc Step Lemma (Lemma 3.2) and conclude. In the second case we use the fact that
o1 1 [War,T21, Asy] does not diverge (for otherwise, : [¥5, 'y, As] would diverge, thus contradicting our assumption)

and apply the High-Pc Step Lemma (Lemma 3.4) and conclude.

O



