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Abstract

In this paper we present a new model for diagnosis
of errors in Synchronous Sequential Circuits (SCC)
on the functional level. In contrast to many previously
published approaches we do not consider a speci c implementation. Instead we use tests based on the transition behavior of the corresponding Finite State Machine (FSM). Thus, the approach can be used for verication and test. We describe a method for constructing a minimal cost test based on AND/OR graphs. Exact and heuristic methods are presented. First experimental results for randomly generated FSMs are given
that demonstrate the eciency of our approach.

1 Introduction

Nowadays, circuit design is becoming more and
more complex. Thus, the error probability also increases. Since time-to-market aspects are increasingly
important it is desirable to detect errors as early as
possible. Additionally, this also reduces the production costs. For this, nowadays CAD tools should also
support features for error diagnosis, i.e. error detection
and correction.
Diagnostic algorithms presented so far work only on
the gate level and thus the result is xed to one speci c
design (see e.g. [9]). These approaches have the drawback that for each implementation of the function the
error diagnosis has to be performed again, e.g. after
resynthesis.
In this paper we consider SSCs on a higher level of
abstraction, i.e. we consider a SCC as a Finite State
Machine (FSM) and model the behavior by transition
relations. Only two approaches for diagnosis for SSC
have been proposed so far, but both algorithms work
on the gate level description [2, 8]. In contrast, we
consider the problem of diagnosing faults on the functional level.
For this, we rst introduce a new model for this
level of abstraction. Given a FSM description we assume with a given probability that the system is \in
error", i.e. the FSM is currently in a wrong state.
(Notice that the approach can be applied to the reset
state, but also to each state during normal operation.)
By applying test vectors it can be checked whether this
assumption was correct. If a faulty state is identi ed it
is not only determined that a fault occurred, also the
faulty transition is identi ed. The test vectors can
be derived analogously to some classical approaches

to test pattern generation for sequential circuits. (For
an overview of the di erent methods that can be applied, if the state transition graph becomes too large
see Chapter 4 of [1].)
Obviously, a critical point for the model is the construction of a \cheap" test, i.e. a test of minimal
length. Due to the probablistic assumption we often
have to check several di erent states. Thus, it is desirable to have a test sequence that checks the more
likely faults rst. We give an algorithm for identifying
a test sequence of minimal length based on AND/OR
graphs. AND/OR graphs are mainly used in the area
of arti cial intelligence, but have recently been proposed for CAD problems [7]. In our approach we not
only use the underlying structure, but also make use
of the ecient search algorithms known from arti cial
intelligence, i.e. exact and heuristic algorithms (see
e.g. [3, 4, 5, 6]). Thus, algorithms developed for sequential diagnosis on the system level [10] can be applied in the model described here. We give experimental results to demonstrate the eciency of our approach. We randomly generate FSMs and determine
a minimal test with respect to our model.

2 Synchronous Sequential Circuits

We describe a Synchronous Sequential Circuit
(SSC) as a Finite State Machine (FSM) M =
(I; S; O; ; ). In the following we will exchange the
notations usual for SSCs and FSMs without mentioning it further.
We have the input set I = Bn , the output set
O = Bl and the set of states S = Bk with B = f0; 1g.
The next-state function  and the output function 
are computed by a Combinational Logic Circuit (CLC)
C . In the following we will not make any assumption about the realization of the CLC, i.e. we only
argue on the functional level. The inputs (outputs)
of the CLC which are connected to the outputs (inputs) of the memory elements are called secondary
inputs (outputs). We also call the secondary inputs
the present state variables and the secondary outputs
the next state variables.

3 Diagnostic Model

In this section we describe our new diagnosis model
for SSCs. Before we formally introduce the model

we give an informal description to simplify the understanding.

3.1 Basic Idea

In normal operation the SCC should be initialized
(by a reset signal or a reset sequence). Then starting
from the initial state s0 dependent on the inputs of
the circuit the FSM goes to di erent states.
If everything is operating correctly so far lets assume that the system is in state si after k steps. We
now assume with some probability that the system
might be in a di erent state, say sj . For one given
state si and one state sj it is easy to compute a sequence of input assignments such that the correctness
is veri ed.
In the following we do not only consider one state
sj . Instead we consider a set of states sl (l 2
f0; : : : ; mg) that are the present state in the case of
an error. For each state there exist tests that check
whether this fault might be possible. For each state
a di erent probability might be considered since depending on the correct state other parts in the FSM
may be e ected, e.g. as a result of state encoding.
Beside the de nition of the model we want to consider in the following the problem of nding an optimal
test sequence, i.e. for all assumed errors the cheapest (=shortest) test sequence should be obtained that
uniquely identi es a faulty state.
In the rest of this section we de ne our model more
formally.

3.2 Model De nition

Let M = (I; S; O; ; ) be a FSM as de ned above.
Then we have:
1. The set of states S = fs0; s1 ; ::; sm g is given,
where sj denotes the fault-free state and si , (0  i 
m) denotes one of m potential faulty states of the system. (We also allow that all states may be considered
as faulty states. Some states can also be excluded by
setting the fault probability to 0 (see below).)
2. The set of probabilities p = fp(s0); ::; p(sm )g,
where p(si ) is the a priori probability of the FSM being in the state si .
3. T = ft1; t2 ; ::; tn g is a nite set of available tests
and c = fc1 ; ::; cn g is the set of test costs measured
in terms length of the test e.g. determined by a test
pattern generator. The cost ci is the sum of costs
of operations needed to perform test ti . (It is also
possible to extend the approach by using dependent
test, i.e. the cost of a test may vary depending on the
direct predecessor. This description is left out for the
simplicity of the model description.)
4. The test matrix D = [dij ], dij 2 f0; 1g, such that
test tj fails, if the system is in state si , if dij is 1. (In
[10] also real values in the range between 0 and 1 have
been considered as the consequence of the inclusion of
test unreliabilities.)
5. Sym = fsym1; ::; symr g is a nite set of symptoms. In a symptom matrix F = [fij ], where 0 
fij  1, the element fij denotes the a priori probability of system state si being the candidate failure
state in the presence of symptom symj . (Symptoms
can be de ned based on the information about the

state encoding, e.g. only states that di er in only one
bit should be considered. This obviously reduces the
search space and simpli es the test sequencing problem.)
Based on these de nitions the identi cation of an
ecient test can be formulated as follows:
Find a test sequence of minimal average cost that is
able to isolate each state using the test set T and the
symptoms Sym.

4 Construction of Optimal Test by
AND/OR Graphs

In this section we give an algorithm for the solution
of the test sequencing problem described above based
on AND/OR graphs. For the exact and heuristic solution we use algorithms from arti cial intelligence.

4.1 AND/OR Graphs

We now brie y review the main notations and definitions for AND/OR graphs:
De nition 1 An AND/OR graph is a rooted DAG
_ rg with the folG = (V; E ) with V = VAND [_ VOR [f
lowing properties:
1. There is a single root node r.
2. Adjacent nodes belong to di erent sets in V,
i.e. nodes in VAND and VOR , respectively, are
never connected by an edge.
3. The leaves of the graphs are nodes v 2 VOR .
This is a purely structural de nition. The interpretation with respect to our context will be as follows:
The root of the AND/OR graph represents the
problem to be solved. This problem is subdivided
by some tests (corresponding to nodes in VAND ) in
several sub-problems that have to be solved (nodes in
VOR ). Each time a test is applied the set of possible
faulty states is reduced. The tests are applied until a
unique state is identi ed (if possible). With respect
to our model the optimal solution in the AND/OR
graph represents the best average test cost that can
be expected (see below).

4.2 Algorithms

The algorithms for exact and heuristics solving of
the sequencing problem have been implemented for
AND/OR graphs. The algorithms have been implemented in a sequential diagnosis system for diagnosis
on the system level [10]. The user can choose among
di erent algorithms that compute diagnostic decision
trees. These algorithms require di erent amounts of
time and space and provide di erent solution quality.
It is well known that the construction of the optimal
decision tree is an NP-hard problem, therefore it is
necessary to explore heuristic approaches for guiding
the AND/OR graph search.
The existing solution approaches can be mainly categorized into two di erent groups:
Sub-optimal test algorithms: A class of suboptimal algorithms provides a trade-o between optimality and computational complexity. They perform a local step-by-step optimization. The diagnostic

System
Tests
Probabilities
states t1 t2 t3
p(si )
s0
0 1 1
0:25
s1
1 1 0
0:15
s2
1 0 1
0:60
Table 1 { Test matrix and fault probabilities
tool described in this paper o ers two such algorithms:
separation heuristic and information heuristic [3].
Optimal test algorithms: Also the exact approaches use problem-domain knowledge in the form
of a Heuristic Evaluation Function (HEF), to avoid
enumerating the entire set of potential solution trees.
The HEF is an easily computable heuristic estimate
h(x) of the optimal cost-to-go, from any node of ambiguity subset to the goal nodes of zero ambiguity.
The implementation of the optimal AND/OR graph
search techniques in [10] corresponds to algorithm
AO [4]. The algorithm AO is ordered best- rst
search algorithm; it expands only the node of the
search graph that o ers the most promising way of
reaching the goal nodes on the basis of two heuristics:
(i) the rst is derived by appealing to the analogy
between the test sequencing and the Hu man coding problem (HEF1 ) and (ii) entropy-based heuristics
(HEF2 ).
Using heuristics HEF1 or HEF2 , AO is guaranteed to nd an optimal solution. The description
of the heuristics and the proof of optimality of AO
is given in [5]. Decision between using HEF1 and
HEF2 depends on the size of the problem. For large
problem instances a heuristic entropy-plus-one-based,
called HEF3 , is preferred. In general HEF3 does not
guarantee optimal solutions, but it outperforms HEF1
or HEF2 clearly with respect to runtime as will be
demonstrated in the next section. (For more details
see [5, 6].)
The resulting test sequence can be described by a
binary AND/OR decision tree, with OR nodes containing current candidate system states, and by AND
nodes denoting tests for partitioning the set of candidate system states. The leaves of the tree correspond
to the individual failure state with no ambiguity, and
the average length of the tree represents the expected
test cost of the system.
Example 1 We consider a FSM with three possible
states S = fs0 ; s1 ; s2 g. A set of three tests labeled
t1 ; t2 ; and t3 is available for checking the FSM. For
simplicity of the example we chose the test lengths
C = f1; 1; 1g. The a priori probabilities of the FSM
being in one of the states along with the test matrix is
given in Table 1. In the test matrix of dimension 3  3
each test is represented by a binary column vector,
e.g. test t1 will pass if the system is in the fault-free
state s0 , hence, \0" is assigned in the rst position of
test t1 . \1"is assigned for states s1 and s2 , therefore
test t1 will fail if the FSM is in any of these two states.
The complete AND/OR graph for this example is
provided in Figure 1. The initial OR node S represents
the test sequencing problem to be solved. Any search

algorithm for solving this problem chooses one of the
three successor AND nodes t1 ; t2 ; or t3 for expansion.
If e.g. node t1 is chosen, the problem left is to nd
a solution for the right successor. (The left successor
already corresponds to the individual state s0 .) To
partition between s1 and s2 either t2 or t3 can be used.
The optimal solution for the problem from Table
1 is obtained by applying the algorithm AO using
HEF1 . The corresponding branches in the AND/OR
graph in Figure 1 are given in bold. The sequence
(t2 ; t1 ) is found to yield the minimal length J  . (In
fact, the sequence (t2 ; t3 ) is also optimal). It is given
by:
J  = p(s0 )  c2 + [p(s1 ) + p(s2 )]  [c1 + c2 ] = 1:4
For this, when the diagnostic tree is used, rst test
t2 is applied. If test t2 fails, we continue with test
t1 . If this test passes, the system is classi ed to be
fault-free.

Figure 1 { AND/OR graph

5 Experimental Results

In this section we present experimental results for
several randomly generated FSMs. The test problems
were generated using a uniform distribution. For simplicity all tests have cost one. (A di erent choice of
these values has no in uence on the algorithm.) For
all examples the number of tests was chosen 2 the
minimal number of tests required (see [5]). We made
no assumptions on symptoms, i.e. we considered the
problem in its full generality, even though our software
can handle these cases. All experiments have been carried out on an HP 9000-J210 workstation with CPU
PA-7200 and 160 MByte of main memory. All runtimes are given in CPU seconds and minutes.
In the following we study the behavior of our algorithms, i.e. the exact and the heuristic algorithms,
with respect to runtime and space complexity.
We rst consider small problem instances, i.e. examples for which the exact result can be determines
within one hour of CPU time. The results are shown
in Table 2. A \-" symbolizes that the algorithm
took more than the given time limit. We applied all
di erent search algorithms presented in the previous
section for each example. PQ, HEF1 , HEF2 and
HEF3 denote the information-heuristic algorithm and

States Algorithm
10
PQ
HEF1
HEF2
HEF3
20
PQ
HEF1
HEF2
HEF3
30
PQ
HEF1
HEF2
HEF3
50
PQ
HEF1
HEF2
HEF3
70
PQ
HEF1
HEF2
HEF3
90
PQ
HEF1
HEF2
HEF3
100
PQ
HEF1
HEF2
HEF3
120
PQ
HEF1
HEF2
HEF3

Nodes
gener.
19
25
46
19
39
152
207
59
59
227
581
91
99
1015
1843
178
139
2567
4040
222
179
2146
7658
247
199
3912
433
239
9669
663

Backtracks
0
4
26
0
0
79
331
7
0
79
923
14
0
887
5137
32
0
2777
11596
36
0
1412
20879
28
0
3493
134
0
10235
287

Cost
CPU
time
3 0848
01
3 0848
04
3 0848
05
3 0848
04
4 0598
01
4 0043
10
4 0043
17
4 1667
06
4 8318
03
4 7641
22
4 7641
11 1
4 9180
12
5 5727
15
5 4425
15 5
5 4425 1 : 51 7
5 6438
26
6 0877
19
5 9365 1 : 55 4
5 9365 12 : 14 8
6 1119
51
6 3416
44
6 3046
1 : 13
6 3046 45 : 30 9
6 4198
92
6 5678
55
6 5079 4 : 37 5
6 6994
15 6
6 7851
74
6 7229 32 : 46 3
6 8814
30 5
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Table 2 { Comparison of exact vs. heuristic methods

AO with Hu man code-based heuristics, entropy-

based heuristics and entropy entropy-plus-one-based
heuristics, respectively. The third column displays
the number of nodes generated by the search algorithms. The next column shows the number of backtracks. These two items are important for comparing
the eciency of the heuristics, that provide optimal
solutions, i.e. HEF1 and HEF2 . Note that HEF1 requires fewer nodes and backtracks than HEF2 , which
re ects that entropy-based heuristics are poor in comparison to Hu man code-based heuristics. The best
average costs of the resulting diagnostic decision tree
and the runtimes are given in the last two columns.
As can be seen the heuristic algorithms determine the
exact result only for the smallest example considered.
For the larger problem instances the results are not
bad, even though non-optimal. The exact algorithms
can only be applied up to 100 states within reasonable
time bounds.
In a second series of experiments we studied the behavior of the heuristic algorithms for larger problem
instances, i.e. FSMs with up to 1000 states are considered. For these examples the exact algorithms fail due
to their exponential behavior. The results are given in
Table 3. As can been seen PQ is much faster and additionally obtains smaller average test costs. Even for
FSMs with 1000 states PQ terminates in less than 10
CPU minutes. Thus, the presented algorithm is also
applicable to larger problem instances.

6 Conclusions

We introduced a new model for diagnosis for synchronous sequential circuits modeled as FSMs. The

States
150
200
300
400
500
600
800
1000

Algorithm
PQ
HEF3
PQ
HEF3
PQ
HEF3
PQ
HEF3
PQ
HEF3
PQ
HEF3
PQ
HEF3
PQ
HEF3

Nodes Back- Cost
CPU
gener. tracks
time
299
0 7 1437
12 1
1292
621 7 1468 1 : 28 4
399
0 7 5129
15 5
1688
671 7 5570
24
599
0 8 0944
34 6
5106 3331 8 1145 15 : 38 7
799
0 8 5232 1 : 09 1
5540 3318 8 5954 27 : 14 4
999
0 8 8451 1 : 36 8
1199
0 9 1218 2 : 29 1
1599
0 9 4977 4 : 51 1
1999
0 9 8252 8 : 42 8
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Table 3 { larger problem instances
process runs on a functional level, i.e. the resulting
tests are independent of a gate level realization.
We proposed an AND/OR graph based method to
determine a test with a minimal cost by solving the
test sequencing problem. Since this problem is in general NP-hard we use exact methods for small problem
instances and heuristic methods for larger examples.
Experimental results have been demonstrated that our
approach can be applied to large FSMs within reasonable time bounds.
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