Hiding Cliques for Cryptographic Security
Ari Juels

Marcus Peinadoy

Abstract

stances. Most depend on the assumed hardness of only
two problems from number theory: factoring and discrete logarithm. The question of whether combinatorial
problems might serve as an alternative has been addressed several times, as in [11, 24]. In this paper we
describe a straightforward probabilistic method of constructing a hard instance of the clique problem. The
method is simple. Our main contribution in this paper
is a proof that, under a widely believed conjecture, our
method does indeed yield hard problem instances, and
can therefore be used in cryptographic applications.
We generate a solved instance of the clique problem
as follows. We select a random graph G uniformly at
random and randomly embed (\hide") in it a clique
K . In particular, we select k nodes at random from
G (where k is a suitable size, as explained later), and
create a clique on those nodes, i.e., we complete the
induced subgraph.
Even though it is conjectured that nding \large"
cliques in a graph G selected uniformly at random is
hard, it is not obvious that the problem remains hard
after a clique is embedded in G. This is because the
distribution of graphs induced by embedding a clique
is no longer uniform. For example, when k  n1=2+
(n = jV j;  > 0), it is easy to nd the hidden clique.
(See also [1] in this volume.) Our aim is to show that
k can be chosen such that this is not the case. Our
main result shows for suitable k that nding the hidden
clique { or any other clique in G with k nodes { is at
least as hard as nding a clique with k nodes under
the uniform distribution. We believe that this is the
rst rigorously justi ed application of a graph-based
problem to cryptography.
From an asymptotic point of view, the clique problem on random graphs o ers only relatively weak security. Under the commonly used random graph distributions each edge exists with probability 1=2, and the
size of the largest clique is less than 2 log n with high
probability. Thus, a clique of size k < 2 log n can be
found by exhaustive search, i.e. by considering all sets
of k vertices, in time 2O(log2 n) . This growth rate is superpolynomial in n. However, it is small compared to
the time taken by even the most ecient attacks on
problems like factoring or discrete logarithm (2(n ) for
some  > 0).

We demonstrate how a well studied combinatorial optimization problem may be introduced as a new cryptographic
function. The problem in question is that of nding a \large"
clique in a random graph. While the largest clique in a random graph is very likely to be of size about 2 log2 n, it is
widely conjectured that no polynomial-time algorithm exists
which nds a clique of size  (1 + ) log 2 n with signi cant
probability for any constant  > 0. We present a very simple method of exploiting this conjecture by \hiding" large
cliques in random graphs. In particular, we show that if
the conjecture is true, then when a large clique { of size, say,
(1+2) log 2 n { is randomly inserted (\hidden") in a random
graph, nding a clique of size  (1 + ) log 2 n remains hard.
Our result suggests several cryptographic applications, such
as a simple one-way function.

1 Introduction

Many hard graph problems involve nding a subgraph of
an input graph G = (V; E ) with a certain property (e.g.,
cliques, Hamiltonian cycles). In some cases, it may be
demonstrated that randomly generated input graphs almost always contain a subgraph with the speci ed property, and yet no polynomial-time algorithm is known
which nds such subgraphs with non-negligible probability. This is the case for the clique problem which we
consider in this paper. A clique of size k in a graph
G = (V; E ) is a complete subgraph on k nodes, i.e., a
set of k nodes such that every pair is connected by an
edge. The clique problem is that of nding a clique of
size k (for some suitably large k) in a graph G. It is
conjectured that nding \large" cliques in a graph G
selected uniformly at random is hard.
A number of cryptographic primitives depend on
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The relatively low complexity of nding a large
clique is a consequence of the fact that the size of the
largest clique is only logarithmic in n, which, in turn, is
a consequence of the fact that edges exist with constant
probability. Clique sizes (and with them the complexity
of the attack just described) will increase if the edge
probability is increased. Our analysis can be extended
to edge probabilities of 1 ? 1=f (n) where f (n) = !(1).
Depending on the choice of f (n), cliques will become
as large as (n ) ( > 0). We defer a description of
this analysis to the nal version and concentrate on
the standard case (constant edge probabilities) in this
extended abstract.
The remainder of this abstract is organized into
four sections. In Section 2, we describe results in the
literature relating to the problem of nding large cliques
in graphs. In Section 3, we describe and prove the
main theorem of this paper, stating that large hidden
cliques are as hard to nd as large cliques in graphs
generated uniformly at random. In Section 4, we discuss
some issues surrounding the application of this result to
cryptography. We conclude in Section 5 with a brief
discussion of possible further avenues of research.

2 Related Work
2.1 Finding large cliques

The problem of determining the size of the largest
clique in a graph is one of Karp's original NP-complete
problems [22]. In recent years, there has been a sequence
of results [3, 4, 6, 7, 5, 21, 20] showing that it is hard
to nd even an approximate solution. Currently, the
strongest results are due to Hastad. Let !(G) denote
the size of the largest clique in G, and let n = jV j.
Hastad [21] shows that unless P=NP, no polynomialtime algorithm
can nd a clique whose size is within a
factor of n 31 ? of !(G) (for any constant  > 0). Under
the assumption NP6= co-R, the result holds even for a
factor of n1? [20].
These results apply to the worst case. Cryptographic applications, however, depend on the average
case diculty of the problem. No comparable hardness
results are known in the average case. In general, in contrast to classical (worst case) NP-completeness, only a
very small number of problems are known to be averagecase complete [25]. Nevertheless, the average-case clique
problem has prompted considerable experimental and
theoretical interest. Most of the research in this vein
focuses on the Erdos-Renyi random graph model Gn;p
(0  p  1) over graph instances containing n nodes. A
graph G may be drawn from this distribution by insert-

? 

ing each of the n2 possible edges into G independently
with probability p. The most frequently considered case
is p = 1=2, i.e., the uniform distribution. For the overwhelming majority of such graphs, the largest clique is
of size 2 log2 n ? O(log log n) [9]. Smaller cliques exist in
abundance: for k = c log2 n, where 0 < c < 2 constant,
the expected number of cliques of size k is n (log n) . It
is easy to nd cliques of size up to log2 n in expected
polynomial time using a randomized greedy algorithm.
The many attempts at designing polynomial-time
algorithms which nd larger cliques in random graphs
have met with no success. It is now widely conjectured
that for any constant  > 0, there does not exist a
polynomial-time algorithm capable of nding cliques of
size (1+ ) log2 n with signi cant probability in random
graphs. Karp [23] rst issued the challenge of nding
such an algorithm twenty years ago. Jerrum [17] considerably extended this challenge in calling for a randomized, polynomial-time algorithm capable of nding
a clique of size 1:01 log2 n with high probability over
random graphs containing a clique of size n0:49. In support of the diculty of nding such an algorithm, Jerrum demonstrates the existence of an initial state from
which the Metropolis algorithm, a xed-temperature
variant of simulated annealing, cannot nd a clique of
size (1 + ) log2 n for any constant  > 0 in expected
polynomial time. He shows, moreover, that this situation holds even when a clique of size as large as n1=2?
for constant  > 0 is randomly inserted (\hidden") in
randomly-generated graphs. Similar results have been
shown for randomized versions of the algorithm of Boppana and Halldorsson [27, 28]. Moreover, a number of
experimental studies seem to con rm the hardness of
the problem of nding large cliques in random graphs.
A survey of these may be found in [18].

2.2 Embedded graph structures

An application of the clique problem to cryptography
has been considered by Kucera [24]. He de nes the
concept of generalized encryption scheme and uses the
clique problem (more precisely, the independent set
problem) to implement it. The graphs are random
graphs from Gn;p with one embedded clique of size
k = n (0 <  < 1=2). Kucera does not give a rigorous
proof of the security of his scheme.
Broder et al. [11] investigate a similar idea for a
di erent problem: Hamiltonian Cycle. They embed
a Hamiltonian cycle into Gn;p (for appropriate p) and
describe an algorithm which nds the embedded cycle
in polynomial time, thus showing that their scheme is
inappropriate for cryptographic purposes. Hamiltonian
Cycle, however, can be solved in linear time on average
[16]. In contrast, no average-case polynomial-time
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algorithm is known for the clique problem.
Input distributions involving embedded (or hidden)
structures have been considered in di erent contexts for
a variety of problems [12, 10, 8, 13, 13, 19, 29, 30].

3 Notation and Proof
3.1 Notation

3.3 Proof of main theorem

Recall that our aim is to show that nding a \large"
clique in a random graph into which a large clique
has been embedded is as hard as nding a \large"
clique in a random graph. Let p denote the uniform
distribution Gn;1=2 over graphs with n nodes. Let p0k
denote the distribution obtained as follows: select a
graph G = (V; E ) from p, and then form a clique on
k nodes selected uniformly at random from V . We refer
to a clique formed in this manner as a hidden clique.
We shall show that when k  (2 ?  ) log2 n for any
constant  > 0, nding a large clique in p0k is as hard
as nding one in p. More precisely, we shall show that
if there exists an algorithm A which nds a clique of
size (1 + ) log2 n in p0k with probability q(1n) , for some
polynomial q(n), then the same algorithm can nd a
clique of size (1+ ) log2 n in p with probability q (1n) for
some polynomial q0 (n). We will use the notation poly
as an abbreviation for the phrase `some polynomial in
n'.
0

3.2 Sketch of proof

1 will imply
Since graphs in M are good, p0k (M ) = poly
1 . Thus, A will successfully locate a large
p(M ) = poly
1 )-fraction of graphs in p, the uniform
clique in a ( poly
distribution over graphs.

Given a graph G, let Ck (G) denote the number of
distinct (but possibly overlapping) cliques of size k in a
speci c graph instance G. If G is generated at random
from distribution p, Ck = Ck (G) is a random variable.
Let Ek = ECk denote its expectation, i.e. the expected
number of k cliques in G.
Our proof will begin by demonstrating that when
Ck (G) is close to Ek , the probability of graph G in
the distribution p0k will be close to that in p. In other
words, when the number of cliques in a graph G is close
to the expected number Ek , the process of planting
a clique of size (2 ?  ) log2 n in a random graph will
yield G with probability similar to that of the process of
simply generating a random graph. We shall then show
that the variance of Ck is low. This will imply two
things: rst, that most graphs G are \good", i.e., for
most graphs, p0k (G)=p(G) is less than a relatively small
polynomial; second, that \bad" graphs, i.e., those for
which p0k (G)=p(G) is large, will occupy a small fraction
 of p0k . In fact, we will be able to make this fraction
 arbitrarily small. Therefore, an algorithm A which
1 )-fraction of
successfully locates a large clique in a ( poly
graphs in p0k must be locating such cliques in a set M
1 ? = 1 .
of good graphs such that p0k (M ) = poly
poly

Lemma 3.1.

p0k (G) = CkE(G) p(G)
k

Proof. Selecting a graph from p0k may be viewed as the

process of selecting a graph G0 from p and then planting
a clique on a set K of k nodes chosen uniformly at
random. In order for the resulting graph to be identical
to G, it must be that the nodes K form a clique in G. An
appropriate
?  set K will thus be chosen with probability
Ck (G)= nk . It must also happen that the edges in G0
which lie outside of K correspond exactly to those in G.
More precisely, for all edges e not strictly contained in
K , we require en 2 Gk0 () e 2 G. This will occur with
probability 2?( 2 )+( 2) . Thus,
(3.1)

) n k
 2?( 2 )+(2) :
p0k (G) = C?kn(G
k

The
expected number of cliques in p is easily seen
?n k
to be k =2(2) . The de nition of p implies that p(G) =
n
2?( 2 ) for any graph instance G. Combining these two
facts with (3.1) yields the lemma.
2
Lemma 3.1 states that when the number of cliques
in a graph instance G is close to its expectation over
p, then p0k (G)  p(G). Our goal now is to show that
for most graphs G, p0k (G) is only a polynomial factor
larger than p(G). For this we need to show that Ck
is concentrated tightly around its mean Ek . We shall
accomplish this by showing that the variance of Ck is
small.
Lemma 3.2. Let k = (2 ?  ) log2 n for some constant
 > 0. Then
Var[Ck ] < n6Ek2 :
Proof. We employ the method of [9], Chapter XI, and
consider pairs of cliques in G. This gives us

(3.2)E[Ck2] =

k   
X

n k
k i
i=0

n ? k2?2(k2)+(2i ) ;
k?i

4
some constant  > 0, such graphs also occupy a small
fraction of p0k .
De ne the set Z of bad graphs to include those

k  ?1  
2] X
i
n
k
n
?
k
E[
C
graphs
G such that Ck (G) > n2h Ek for some constant
(2) :
(3.3) E2 [Ck ] =
2
h > 0. In other words, let
k
i k?i
k
i=0
Z = f G j Ck (G) > n2hEk g :
Let us denote the ith term in the above sum by fi .
f0 < 1. By
the well-known bounds Lemma 3.3.
?Clearly
?nemploying
n
ne k
n k
k  ( k ) and k  ( k ) , we obtain for i > 0 the
p0k (Z ) = O(n?h+6 )
inequality
and thus,

i  k 
k?i
i
k
e
k
(
n
?
k
)e
(3.4) fi  i
2(2) :
n
k?i
Algebraic manipulation shows that the above is equal
to
 2 i 

k
(n ? k)k k?i ek n?k 2(2i) ;
i
k?i
which is less than


Proof. We shall determine the probability p0k (Z ) of the

set of bad graphs by partitioning it into disjoint sets Zj
whose probability is more easily estimated. Let
Zj = f G j njh Ek < Ck (G)  n(j +1)h Ek g :
S
Clearly, Z = 1
j =2 Zj . By Lemma 3.2 (or eq. 3.6) and
Chebyshev's inequality, p(Zj ) < n?2jh+6. By Lemma
3.1 then,

k?i  2 i


k
i2
k k
2 :
1
(3.5)
e
2
0
(
j +1)h
(
Z
)
<
n
p
(3.7)
k?i
n
j
k
n2jh?6 :
Let us rst consider the quantity ( kk?i )k?i. This is
S1
equal to (1 + k?i i )k?i  ei . Since i  k = (2 ?  ) log2 n Since Z = j =2 Zj , it follows that
1
for some constant  > 0, it follows that ( k?k i )k?i =
0 (Z ) = X p0 (Zj )
2log
e
2
:
9
p
2
k
n
< n . Similarly, it is also the case that
k
j =2
ek < n2:9.
2
1 n(j +1)h
X
Now let us consider the quantity = ( kn2 )i 2 i2 .
<
n2jh?6
Clearly, log2 = ?i log2 n + i2 =2 + 2i log2 k. Since
j =2
1
k = O(log n), it follows that log2 < 0 if i < 2 log2 n.
X
= n?jh+h+6
Since i  k = (2 ?  ) log2 n for some constant  > 0,
j =2
it follows that < 1 for all values of i. Tying together
1
5
:
8
all of the above, we see that fi < n for all i, and
?h+6 X n?jh
=
n
therefore
j =0
?h+6 O(1)
=
n
k
2
X
= O(n?h+6 ) ;
(3.6)
fi = EE[2 [CCk ]] < n6
k
i=0
which proves the lemma.
2
for suciently large n.
2
By making the constant h large enough { in other
Remark: The bound on the variance is far from words, by making the graphs in Z suciently \bad" {
tight. A more detailed analysis shows that Var[Ck]  we may make the set Z arbitrarily small. By making Z
clog2 nEk2 for some c such that 0 < c < 1, which depends small, we ensure that an algorithm A which successfully
only on k. This bound can be used to obtain a `more nds cliques in p0k does so principally on good graphs.
1 )-fraction of graphs
ecient' version of Theorem 3.1. We omit further These graphs will constitute a ( poly
details in this extended abstract.
in p, implying that A successfully nds cliques in p with
1 .
From the above lemma, it follows by Chebyshev's probability poly
inequality that \bad" graphs, i.e., those graphs G such
that Ck (G)  Ek , constitute a small fraction of p. As Theorem 3.1. Suppose that k  (2 ?  ) log2 n for some
we see in the next lemma, when k = (2 ?  ) log2 n for  > 0. Suppose then that there exists a deterministic,
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polynomial-time algorithm A which nds a k-clique in
graphs drawn from p0k with probability q(1n) , for some
polynomial q(n). Then there exists a polynomial q0 (n)
such that A nds a k-clique in graphs drawn from p with
probability q (1n) .
0

Proof. Suppose q(1n) = (n?j ) for some constant j . Let

Z be the set of graphs such that Ck (G) > (n2(j +6+))Ek
for some  > 0. By Lemma 3.3, p0k (Z ) = O(n?j ?). Let
Q denote the set of graphs G not in Z on which A
nds a k-clique. Clearly, p0k (Q) = (n?j ) ? p0k (Z ) =
(n?j ) ? O(n?j ?) = (n?j ). Therefore, by Lemma
3.1, p(Q) = (n?j )(n?2(j +6+)) = (n?3j ?12?2). This
proves the theorem.
2

Remarks.

Observe that this theorem may be extended in a
suitable fashion to randomized algorithms A. In particular, if A is a randomized algorithm which nds cliques
1 in expected polynomial time,
in p0k with probability poly
1 in
then A also nds cliques in p with probability poly
expected polynomial time.
The theorem also applies for random graphs generated with di erent edge densities, i.e., graphs drawn
from Gn;p for constant p. In general, the size of the
large clique in a graph drawn from Gn;p will be of size
about 2 log1=p n.
Finally, Theorem 3.1 holds also for distributions
pck , where a graph from pck is generated by randomly
inserting any constant number of cliques K1 ; K2; : : :; Kc
of size k in a random graph. In other words, it is possible
to hide at least a constant number of large cliques in a
random graph.

4 Cryptographic Applications

Assuming the conjectured hardness of nding large
cliques in random graphs, Theorem 3.1 states that when
a clique K of suciently large size { say, 3=2 log2 n {
is randomly inserted into a random graph G, yielding
graph G0, nding any large clique in G0 is still hard.
This result suggests several cryptographic applications.
A new one-way function: A one-way function is,
informally, a function which is easy to compute on all
elements in its domain, but with high probability hard
to invert on a randomly selected element in its range
[26]. Theorem 4 shows that these criteria are met by
a one-way function f which simply hides a clique in a
graph. More formally, the function f may be de ned as
follows: f : G  K ! G , where G is the set of graphs on
n nodes, and K is the collection of all sets of k vertices

(subsets of f1; : : :; ng); f (G; K ) is the graph G altered
so that the subgraph induced by K is complete.
A zero-knowledge proof of knowledge: Informally, a zero-knowledge proof of knowledge [15, 14] is a
protocol by which a party A holding a secret s demonstrates its possession of s to some party B in such a way
that B learns nothing about s. A computational zeroknowledge proof is one in which learning information
about s is computationally intractable. (As opposed to
a perfect zero-knowledge proof, in which s is concealed
in an information theoretically secure fashion.)
Suppose Alice generates a random graph G and
randomly plants a clique K of size k = 3=2 log2 n in it.
After sending the resulting graph, G0 to Bob, Alice may
prove knowledge of K in computational zero knowledge
by use of the following protocol (repeated suitably many
times): (1) Alice applies a random permutation  to the
graph G0, yielding graph G00. She sends commitments of
the edges of G00 to Bob; (2) Bob ips a coin, and sends
the result (heads or tails) to Alice; (3) If heads, Alice
sends Bob decommitments of all of the edges in G00,
along with the permutation . If tails, Alice decommits
the edges corresponding to the clique K in G00 (i.e.,
those in (K )); (4) If heads, Bob accepts the proof if
the decommitment of G00 corresponds to (G0). If tails,
Bob accepts the proof if the decommitted edges form a
clique of size k. Otherwise, Bob rejects the proof.
Hierarchical key creation: As mentioned above,
our main theorem holds for any constant number of
cliques. In other words, it is possible to have a set of
multiple cliques K1 ; K2; : : :; Kc hidden in a single graph
G0. If we regard the cliques fKig as private keys, and
G0 as a public key, this suggests the ability to create
private keys \hierarchically".
Suppose that G is the random graph into which a
clique K of suitable size is hidden, and G0 = (V; E 0 )
is the graph resulting from this implantation. A party
with knowledge of G is likely to be able to extract K .
In particular, the set E 0 ? E will contain half of the
edges of K on average; with this information, K can
be easily determined with high probability. Consider,
therefore, the following protocol. Party P1 generates a
random graph G and randomly inserts into it a clique
K1 , yielding graph G1. Party P1 then passes G1 to
P2, who randomly inserts a clique K2 , yielding G2 .
This process is continued through to party Pc , who
then publishes the public key Gc . Observe that in a
suitably formulated system, P1 can use its knowledge of
G1 to extract the private keys of P2; P3; : : :Pc (although
it should be observed that P1 cannot determine which
key belongs to which party). Parties P2; P3; : : :; Pc,
however, cannot extract the private key of P1. In
general, party Pi can extract the private keys of all
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parties Pj for j > i, while the reverse would require the [9] B. Bollobas. Random Graphs. Academic Press, 1985.
ability to nd a large clique, and is therefore presumed [10] R. Boppana. Eigenvalues and graph bisection: An
average-case analysis. In Proceedings of the 28th Aninfeasible.

5 Further research

We have shown how hidden cliques provide an elementary means of creating cryptographically secure primitives. Many possible extensions to the work in this
paper suggest themselves. It would be desirable, for
instance, to strengthen Theorem 3.1 so that the result
holds when more than a constant number of cliques, or
when cliques of a size greater than 2 log2 n are hidden.
Does the security improve for non-constant edge probabilities (e.g. 1 ? n? for 0 <  < 1)? As a graph-based
cryptographic tool, hidden cliques have some unusual
properties, such as the ability to create private keys hierarchically. A good practical application of such properties would be interesting. Similarly interesting would
be the creation of a public key cryptosystem based on
cliques. Whether clique-based cryptographic primitives
can be made ecient and practical remains an open
question.
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