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Messageauthenticationis playing an important role in a variety of applications,
especiallythoserelatedto the Internet protocols and network managementwhere
undetected manipulation of messages can have disastrous effects.

Thereis no shortageof good messageauthenticationcodes,beginningwith DES-
MAC, asdefinedin FIPSPUB 113[7]. However,messagauthenticatiorcodesbased
on encryption functions such as DES, which were designed for hardware
implementationmay be somewhatimited in performancefor software,andthereis
also the question of U.S. export restrictions on encryption functions.

In standardsefforts such as the Simple Network ManagementProtocol [5] and
proposaldor InternetProtocolsecurity,a more practicalsolutionseemedo beto base
the authenticatiorcodesnot on DES but on hashfunctionsdesignedor fast software
implementationwhich are widely available without restriction, such as the MD5
message-digest algorithm [9].

But how to do it? Hashfunctionsareintendedto resistinversion—finding a message
with a givenhashvalue— and collision — finding two messagewith the samehash
value.Messageauthenticatiorcodeson the otherhand,are intendedto resistforgery
— computing a messageauthenticationcode without knowledge of a secretkey.
Building a message authentication code on an encryftiarionthusseems logical
choice (and the security relationshiphas beenrecently settled— in work by Mihir
Bellare, Joe Kilian and Phillip Rogaway[3]). Building one on a hash function,
however, is not as simple, because the hash function doesn't have a key.

A hash function can provide message authenticati@mostsatisfyingmannerwhen
combined with a digital signature algorithm, which does have a key. But typical digital
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signatureschemesave someperformanceoverheadwhich while acceptabldor the
periodic setup of communications sessionsftsntoo largeon a message-by-message
basis. Thus, the focus is on messageauthenticationbasedon a sharedsecretkey,
which is ideally integrated into the hash function in some manner.

As anillustration of the challengesg¢onsiderthe “prefix” approachwherethe message
authentication code is computed simply as the hash of the concatendtiekefand
the message, where the key comes first and which we denote akMiBp (

MD5 follows the Damgard/Merkle [4,6] iterative structure, where the hash is
computed by repeated application of a compression funidismccessivélocksof the
message(SeeFigure 1.) For MD5, the compressiorfunction takestwo inputs — a
128-bitchainingvalueanda 512-bit messagélock — and producesasoutputa new
128-bit chaining value, which is input to the next iteration of the compression
function. The messagéeo be hasheds first paddedo a multiple of 512 bits, andthen
divided into a sequencef 512-bit messagélocks. Thenthe compressiorfunction is
repeatedlyapplied,startingwith aninitial chainingvalueandthe first messagdlock,
and continuing with each new chaining value and successive message blockheAfter
last message block has been processed, the final chaining value is otitputaeshof
the message.
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Figure 1. Damgard/Merkle iterative structure for hash functions.

Becauseof the iterative design,it is possible,from only the hashof a messageto
computethe hashof longer messageshat start with the initial messagend include

the paddingrequiredfor the initial messagé¢o reacha multiple of 512 bits. Applying

this to the prefix approach, it follows that frd@D5 (k . m), onecancomputeMD5 (k

. m) for anym' thatstartswith m. p, wherep is the paddingon k . m. In otherwords,

from the messagauthenticatiorcodeof m, one canforge the messageuthentication
codeof m. p . x for any x, without evenknowing the key k, and without breaking

MDS5 in any sense. This is called a “message extension” or “padding” attack (see [10]).

Otherhashfunctionswith aniterative design,suchasNIST's SecureHashAlgorithm
[8], are also vulnerable to the message extension attack, and similar attacks can also be
mounted on tree-structured designs.



(Notealsothatif only partof the hashwereoutput,sayonly 64 bits, this attackwould
not be possible;however,this is not a completelysatisfyingsolution becauseof other
concernsraised below. In SNMP, the messageextensionattack is not a problem
becausemessagearea fixed length. Anotherway to avoid the attackis to includean
explicit length field at the beginning of the message.)

Because of the message extension attack on the prefix approddufii¢ approach,
MD5 (m . k), would seemto be preferred.But anotherproblemarises:the key may be
vulnerableto cryptanalysisdependingon the propertiesof the compressiorfunction.
This is becausehe messagauthenticatiorcodeis a function of known valuesandthe
key, assumingthe key is passedentirely to the last iteration of the compression
function. (The knownvaluesarethe next-to-lastchainingvalue,which by assumption
depends only on the message; the last part of the message; and the padding.)

An opponentwho seeshe messagauthenticatiorcodesfor many messagethus sees
the result of applying the compressiorfunction to many different known valuesand
the samekey, which may reveal information about the key. While our analysis
suggestdMD5's compressiorfunctionis unlikely to revealinformation aboutthe key,
other hash functions may not fare as well, and so we prefer a more robust design.

The prefix approach ialsoaffectedby theseissuesput only whenthe messagés very
short and there is only a single iteration of the compression function.

Recommendations

In joint work with Mihir Bellare and Hugo Krawczyk of IBM, we haveconsiderech
numberof approache$o messageauthenticatiorwith MD5, settling on threewhich
we recommended to the Internet Protocol security (IPSEC) working group:

1. MD5 (k; . MD5 (k; . m)), wherek; andk, are independentl28-bit
keys

2. MD5 (k. p. m. k), wherek is a 128-bit key and p is 384 bits of
padding

3. MD5 (k. MD5 (k. m)), wherek is a 128-bit key

The first and third approachegsee Figure 2) are similar, and solve the message
extensionattack on the prefix approachby the outer application of MD5, which

conceals thehainingvaluewhich is neededor the attack.The outerMD5 alsosolves
the concerns of cryptanalysis of the suffix approach, because the message
authenticatiorcodeis a function of the unknownsecretkey and othervarying values,



which are unknown. Theseapproacheslso approximatecertain “provably secure”
constructions developed by Bellare, Ran Canetti and Krawczyk [1].

(As a disclaimer,we can imagine hash functions for which this constructionstill
doesn't solve the cryptanalytic problems becauseinformation from the inner
application leaks to the outer one, but this seems more of a pathological case.)
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Figure 2. A recommended approach to message authentication with MD5. Here, the
keys are each 128 bits long. They may be the same, although different keys are
preferable.

Thethird approachmay be morevulnerableto attackthanthefirst sincethereis only
one key and so any information revealedfrom the outer application of the hash
function compromises security, but we know of no such attack on MD5.

Although the third approach has a shorter key size than thetffiestrst could alsobe
implementedwith a 128-bit key, without any apparentossin security.For instance,



the keysk; andk; could be derived from a single 128-bit kegsk; = MD5 (k . a) and
k.= MD5 (k . B), wherea and are distinct constants.

The secondapproachseeFigure 3) is somewhatike triple encryption,wherethe first
and third keys are the same (the second key is the message). The paddaigey at
the beginningensureghat overall, thereare at leasttwo iterationsof the compression
function. Message extension in the prefix approach is solvélddekey at the end,and
the cryptanalysis of the suffix approachs@vedby the key at the beginning.(Without
the padding, very short messages might be vulnerable.)

It remains to be seen which, if any, of these three approaches is adopted.
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Figure 3. Another recommended approach to message authentication with MD5. Here,
the key is 128 bits long and the padding is 384 bits long.

Interestingly,one of the approachesve had beenpreviously promotingis not among
the threewe recommendedio the IPSECworking group, basedon our concernsabout
key exposureThatapproachMD5 (k . MD5 (m)), hadthe advantageshat the inner
MDS5 is appliedto the messagen the familiar way — asa hashfunction — andthe
outer MD5 is appliedto a fixed-lengthvalue, thereby avoiding messageextension.
However,sinceMD5 (m) is known, the door is openfor possiblecryptanalysisof the
outer MD5 to recoverthe key k. While we onceagaindo not have an attackthat
recoversthe key, we felt as a generaldesignprinciple that the key should be better
concealed.

(Anotherconcernwith this approachpbservedy some,is that collisionsin MD5 —
two messagewith the samehash— resultin collisionsin the messageauthentication
code.We do not considerthis an intrinsic problemwith this option, since MD5 is
designedo resistcollisions, at leastto a certainlevel of difficulty. Neverthelessye



haveno objectionif the designof a messagauthenticatiorcoderaisesthatlevel even
further.)

Yet anotherapproachwe consideredvas MD5( MD5 (k . m)), which againapplies

MDS5 in a familiar way. However,in termsof “provability” undercertainassumptions
it is less attractivethan the three we recommended(This doesnot meanthat the

approacthis insecure simply thatthe assumptionsequiredfor it to be secureare more

complicated.)

As the IBM team has pointed out to us, all of the approachesre vulnerableto a
chosenmessageattack involving about 2°* chosenmessagesThis general attack
exploits the iterative structure of the message authentication code and applies to MACs
basedon encryptionfunctionsaswell. The basicideais thatif two messages; . b and

;. b havethe sameMAC, thenit is possiblethatthe “collision” occuredbeforeb was
processedsothatfor anyc, & . c andg, . ¢ havethe sameMAC. Having found two
messages; . b andg . b with thesameMAC, the opponentasksfor the MAC of a; .

c for somec, thereby obtaining (fraudulently) the MAC af . c.

As chosen message attacks #8s quite a large number, amek know of no general
way to extendthe attackto known messagesxceptwhenthe known messageareall
the same length and end with the same suffix. Full details are given in [1].

Starting over

So far, our researchhas focusedon adaptingan existing hashfunction to message
authentication,which is a practical solution, since MD5 is already trusted, and
software for MD5 is widely available. For the long term, designinga message
authentication code from scratch is perhaps a better solution.

Mihir Bellare, Roch Guérin and Phillip Rogaway[2] describetechniquesfor such
messageauthenticatiorthat are “provably secure,”under certain assumptionsabout
underlying functions. Their techniquasealsohighly parallelizablea featurethatthe
iterative approach lacks by definition.

Bellare et al's techniquesassumethe existenceof a pseudorandonfunction, which
takes two inputs, a key and a message block, and produces one &ytpssumption,

if the key input is fixed andunknown,it is difficult to distinguishthe pseudorandom
function on the messagélock from a truly randomonein any reasonablemountof
time. (This is similar to the idea thatistdifficult to find collisionsfor a hashfunction
— although it is possible because they exist, the amount of time required is large.)



The messageauthenticationcode is computedby combining, perhapsby bit-wise
exclusive-or,the outputsof the pseudorandonfunction appliedto the blocks of the

message. To maintain the ordering of the different blocks, each block is taggéd with

position in the message. A random block is also included for technical reasons.

Bellare et al showthatif an opponentcanforge messageauthenticatiorcodes,even
with the opportunity to requestmessageauthenticationcodes on many different
messageghenthe opponentcan also distinguishthe pseudorandonfunction from a
truly randomone. Thus,underthe assumptiorthat it is difficult to distinguishthe
pseudorandonfunction from a truly randomone, the messageauthenticatiorcodeis
secure.

Theindependenprocessingf the messagdlocksleadsto the parallelizability of this
approach.

It seemsthat many of the concernsaboutdesigninga messageauthenticationcode
from a hashfunctionarea consequencef thefactthatthe keyis processeanly once,
or maybetwice. As a result, the key is isolated,and information aboutit can be
obtained or otherpartsof the messageanbe manipulatedndependentf the key. By
contrast, in message authenticatbmaesbasedon encryptionfunctions,suchasDES-
MAC, the key is processedht every step.In Bellare et al 's techniquesthe key is
processed at every step.

We expectthat MD5's compressionfunction or a variant of it may be a suitable
pseudorandomfunction for Bellare et al's techniques,something which further
research will determine.

References

[1] M. Bellare, R. Canetti and H. Krawczykeying MD5 - Message authentication
via iterated pseudorandomness preparation.

[2]  Mihir Bellare,Roch Guérin and Phillip Rogaway XOR MACs: New methods
for message authentication using block ciphé&iscepted to Crypto’95.

[3] Mihir Bellare, JoeKilian and Phillip Rogaway.The security of cipher block
chaining.In Yvo G. Desmedtgeditor, Advancesn Cryptology— CRYPTO94,
volume 839 of LectureNotesin ComputerScience pages341-358.Springer-
Verlag, New York, 1994.



[4]

[5]

[6]

[7]

[8]

[9]

[10]

I.B. Damgard.A designprinciple for hashfunctions.In G. Brassard editor,
Advancesn Cryptology: Proceedingof CRYPTO89, volume 435 of Lecture
Notes in Computer Sciengeges 416—-427. Springer-Verlag, New York, 1990.

J. Galvin and K. McCloghrie. RFC 1446: SecurityProtocolsfor version2 of
the Simple Network ManagementProtocol (SNMPv2). Trusted Information
Systems and Hughes LAN Systems, April 1993.

R. Merkle. Oneway hashfunctionsandDES. In G. Brassardgditor, Advances
in Cryptology: Proceedingsof CRYPTO'89, volume 435 of Lecture Notesin
Computer Scienc@ages 428-446. Springer-Verlag, New York, 1990.

National Institute of Standardsand Technology(formerly National Bureauof
Standards)FIPS PUB 113: Computer Data Authenticatidthay 30, 1985.

National Institute of Standardsand Technology.FIPS PUB 180: SecureHash
Standard (SHSMay 11, 1993.

R. RivestRFC 1321: The MDB/essage-DigesAlgorithm.RSA DataSecurity,
Inc., April 1992.

Gene Tsudik. Messageauthenticationwith one-way hash functions. ACM
Computer Communications Revie2(5):29-38, 1992.



