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SUMMARY In this paper, we propose a practical and secure
electronic voting scheme which meets the requirements of large
scale general elections. This scheme involves voters, the admin-
istrator or so called the government and some scrutineers. In
our scheme, a voter only has to communicate with the admin-
istrator three times and it ensures independence among voters
without the need of any global computation. This scheme uses
the threshold cryptosystem to guarantee the fairness among the
candidate’s campaign and to provide mechanism for achieving
the function that any voter can make an open objection to the
tally if his vote has not been published. This scheme preserves
the privacy of a voter against the administrator, scrutineers, and
other voters. Completeness, robustness, and verifiability of the
voting process are ensured and hence no one can produce a false
tally, corrupt or disrupt the election.
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1. Introduction

One of the hallmarks of democratic electoral systems
is the institute of the secret ballot. Without ballot se-
crecy, the voters might be deterred from revealing their
true opinions about the issues to be voted upon. In
addition to the ballot secrecy, every interested voter
must vote exactly once. Voting more than once can
not be accepted by the administrator and other vot-
ers. Since electronic votes can be easily duplicated,
there is a need to prevent malicious or careless vot-
ers from casting multiple votes. The naive approach of
simply issuing a unique identification number to each
voter would disclose privacy of the voters. To overcome
this difficulty, many cryptographic protocols have been
proposed [1]-[9]. Another feature in electronic voting
scheme is that each voter can verify the voting result.
When a voter finds that his vote has not been properly
counted by the administrator, one approach is that via
an anonymous channel he will broadcast his ballot to
all voters. The validity of the result is based on the
assumption that the anonymous votes are broadcasted
correctly. The major drawback of this approach is its
huge communication overhead.

In a typical real world election environment, there
do not exist any single trusted party and the whole elec-
tion process must be monitored by some chosen scruti-
neers. In this paper, we propose a secure and practical
electronic voting scheme for real world voting environ-
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ments with the following properties: (a) This protocol
involves voters, the administrator or so called the gov-
ernment and some scrutineers; (b) If some voter finds
his vote has not been properly counted, he can make
open objection to the administrator via a public chan-
nel; (c¢) This protocol is fair, i.e., no one can get extra
information about the tally result before the publica-
tion phase; (d) This protocol is collision free, i.e., a
ballot of an eligible voter is always accepted by the ad-
ministrator; (e) This protocol preserves the privacy of a
voter against the administrator, scrutineers, and other
voters; (f) It is robust in that no voter can disrupt or
corrupt the election.

In this protocol, the computations among voters
are independent without the need of any global compu-
tation and a voter only has to communicate with the
administrator three times so this protocol is suitable for
large scale general elections.

The remainder of the paper is organized as follows:
In Section 2, previous works on secret ballot schemes
are reviewed. In Section 3, we present our secret ballot
protocol. The security considerations of this protocol
are examined in Section 4. Then we discuss variants
and possible extensions of our protocol in Section 5.
Finally, a concluding remark is given in Section 6.

2. Related Work

Some boardroom voting schemes [4]-[6] have been pro-
posed where voters openly send encrypted message back
and forth until they all are confident of the outcome of
the election. The major problems of these schemes are
that the computations of voters are not independent
and if any voter stops following the protocol during the
voting, the election is disrupted. Nurmi et al. [3] pro-
posed another secret ballot scheme based on ANDOS
protocols [10]. For getting the administrator’s secrets
as ballots, voters need to communicate to each other.
Fujioka et al. [1] proposed a secret ballot scheme which
is more suitable for large scale elections since the com-
putation and communication overheads are small even
if the number of voters is large. To achieve the fairness
property, every voter encrypts his vote by a random se-
cret key and sends this encrypted vote to the counter
through an anonymous channel [11],[12] in the voting
phase. In the opening phase, to recover voters’ inten-
tions, every voter needs to send his random secret key



to the counter through an anonymous channel. Any
voter may not send his secret key to the counter and
then the counter can not publish all voters’ intensions.
In this scheme, each voter must send two anonymous
messages, but in the schemes [3], [7]-[9], each voter only
has to send one anonymous message.

Iversen [2] proposed a voting scheme based on pri-
vacy homomorphism [13]. His scheme preserves the pri-
vacy of the voters against the administrator and other
voters. The essential drawback of this scheme is that if
all candidates conspire the privacy of the voters is vio-
lated. Moreover, this scheme is less practical for large
scale elections since it requires a great deal of commu-
nication and computation when the number of voters is
large. This protocol is not a general election protocol
since the intentions of voters are only either ”Yes” or
"No”.

The concept of blind signature was introduced by
Chaum [14]. It allows the realization of secure voting
schemes [1],[7]-[9] protecting the voters’ privacy. Such
systems have a party called the signer who is responsi-
ble for producing digital signatures. The other parties
called requesters would like to obtain such signatures on
messages they provide to the signer. A distinguishing
property required by a typical blind signature scheme
[14]-]16] is so-called the ”unlinkability”, which ensures
that the requesters can prevent the signer from deriv-
ing the exact correspondence between the actual sign-
ing process performed by the signer and the signature
which later made public. In a distributed environment,
the signed blind messages can be thought as tickets in
applications such as secret voting schemes. If the con-
tents of the signed messages are the same, these signed
messages will be thought as only one ticket. In [8],
Juang et al. use the concept of blind signature and
one-way permutations combined with voters’ identifica-
tions to realize a uniquely blind signature scheme and
proposed a collision free secret ballot protocol for com-
puterized general election. This scheme is suitable for
large scale general election. The essential drawback of
this scheme is that if the administrator is not trustwor-
thy, he may buy votes from the voters who have not
registered before the publication of the result if nec-
essary. Sako [7] proposed another approach in which
voter can make his objection via a public channel, but
her method can not hide the objector’s privacy against
the administrator.

The schemes proposed in [1], [3], [7] are not collision
free, [3],[7], [8] are not fair, and [1]-[6] are not practical
for large-scale elections.

Benaloh et al. [17] proposed a receipt free secret
ballot protocol based on PEM (probabilistic encryption
method) and the voting booths in which no more than
a single voter can stay at the same time. In their proto-
col, anyone except the administrator can not coerce the
voters into changing their intentions. Also, this proto-
col is not a general election protocol since the inten-
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tion of any voter is only either ”Yes” or "No”. In this
scheme, the privacy of any voter is preserved against
others except the administrator.

3. The proposed voting scheme

In this section, a secure and practical electronic voting
scheme for real world environments is presented. The
protocol involves voters, the administrator and several
scrutineers. The protocol consists of six phases: the
initialization phase, the global key generating phase,
the registration phase, the voting phase, the announce-
ment phase and the publication phase. During the ini-
tialization phase, the administrator generates the sys-
tem parameters. In the global key generating phase, all
scrutineers cooperate to generate a threshold verifiable
public key and distribute shares to each other without
a trusted third party. In the registration phase, voters
encrypt their intensions with the threshold public key
generated in the global key generating phase and apply
the uniquely blind signature technique to get their blind
encrypted votes. In the voting phase, voters generate
their real encrypted ballots from the blind encrypted
votes received in the registration phase and send them
to the administrator via an untraceable e-mail. In the
announcement phase, the administrator publishes all
accepted ballots. Finally, in the publication phase, if
there does not exist any objection, the administrator
first requests any k scrutineers for sending their shadow
keys to him. When the administrator receives these
k shadow keys, he computes the threshold secret key.
Then he recovers voters’ intentions and publishes all
real ballots.

The underlying assumptions of this protocol are
that: (a) Every eligible voter can communicate with
the administrator and he can not abstain from the
election process after the registration phase; (b) There
exists a securely untraceable electronic e-mail system
[11],[12]; (c) There exists a secure uniquely blind signa-
ture scheme and secure one-way permutation function
[8]; (d) RSA cryptosystem is secure if factorization is
intractable [18]; (e) ElGamal cryptosystem is secure if
discrete logarithm problem is still intractable [19]; (f)
At least (m —k+1) scrutineers should not disclose their
shadow keys before case 2 of the publication phase and
k honest scrutineers must send their shadow keys to the
administrator in the publication phase if no objection
occurs.

In our protocol, every eligible voter can not ab-
stain from the election process after the registration
phase. Without this assumption, a malicious adminis-
trator can add extra votes as he wishes. All the single
administrator election schemes [1],[3],[7],[8] have the
above problem. In subsection 5.1, we will discuss how
to solve this problem by several administrators.

Several anonymous channel protocols [11], [12], [20]
have been proposed. The mixz-net approach is used in
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[11],[20] to realize a sender untraceable e-mail system.
In the miz-net approach, the encrypted messages are
sent to a miz agent who will disarrange all received mes-
sages and send them to the next agent. Finally, the last
agent will send the encrypted messages to their desti-
nations. The basic assumption of the miz-net approach
is at least one mix agent is honest. In [21], Pfitzmann
shows several attacks on the anonymous channels pro-
posed in [20]. In the miz-net approach, it is harder
to decide whether a voter has not sent his message to
the administrator through an anonymous channel or
the administrator does not receive it. In practical im-
plementation, if there has audit records in the system,
then this problem is solved. Otherwise, voters can send
his message to the administrator and some trusted au-
thorities via the miz-nets. The dec-net method based on
the Dining Cryptographers Problem is used in [12] to
achieve a sender untraceable e-mail system which is un-
conditionally or cryptographically secure depending on
whether it is based on one-time keys or on keys gener-
ated by public key distribution systems or pseudo ran-
dom number generators. Both mix-nets and dc-nets can
be applied to our scheme, but we recommend mix-nets
since we only need an email system which is periodic
deliveries and not continuous deliveries.

Any secure uniquely blind signature scheme [8] is
adequate for our scheme. The concept of blind sig-
natures and one-way permutation functions combined
with users’ identifications are used in [8] to realize a
uniquely blind signature scheme. For simplicity, we
adopt RSA uniquely blind signature scheme in the fol-
lowing presentation. The existence of one-way permu-
tations implies P = NP [22]. Thus, no definitive one-
way permutation has been found. The discrete loga-
rithm function is a candidate that is believed by many
researchers to be a one-way permutation [19],[23],[24].

In our scheme, we use the threshold cryptosystem
[25] to preserve the fairness of the candidate’s campaign
and the function that any voter can make an open ob-
jection to the tally if his vote has not been published.
In our proposed protocol, the public key authentication
can be easily achieved by the X.509 directory authenti-
cation service [26]. The message authentication in our
protocol is achieved by the RSA signature system in
which the signed message m is attached with its signa-
ture S(h(m-RD)), where S is the RSA signing function,
h is a secure one-way hash function [26],[27] and RD
is a redundancy string of the voting, against the multi-
plicative attack. The verification of the RSA signature
can be achieved by the comparison method [28].

Assume that there are one administrator, n eligible
voters and m scrutineers in this voting. Let eqam, dadm,
Ngam be the RSA keys of the administrator, e, ;, dy,;
and n,,; be the RSA keys of eligible voter i , ey ;,ds ;
and n ; be the RSA keys of scrutineer j. Let ”-” denote
the ordinal string concatenation operator and z =, y
denote x = y mod p. Via the X.509 directory authen-

tication service, any person can get every participant’s
public keys. For example, the RSA public keys of voter
i are (ey,,My,;). Our proposed protocol is described in
the following.

Phase 1 (the initialization phase)

The administrator randomly selects the RSA keys
(ea,da,ng), where (e,,n,) are his public keys and d,
is his private key for this election. The administra-
tor also selects the public threshold cryptosystem pa-
rameters (p,q,g) where p,q are two large prime num-
bers such that ¢ divides p — 1 and g =, slr=1)/a
(ged(s,p) = 1,8 £ 1), a public one-way permutation f,
a public one-way function h, and the public redundancy
bits RD for verifying the validity of each ballot. He also
chooses a public constant k& which is used in the k out of
m threshold cryptosystem during the global key gener-
ating phase. Then he computes all signatures of these
public parameters by his secret key d,4.» and publishes
these parameters and their corresponding signatures.

Phase 2 (the global key generating phase)
All scrutineers j(1 £ 5 £ m), do the following;:

1. Scrutineer j picks an ElGamal’s key (g% mod p,
—a;), where —a; is the secret key and g% mod p
is the public key, and chooses at random a polyno-
mial f;(z) =, Zi:ol fjiz’ of degree at most k — 1
such that f;o = a;. He then computes GF;; =,
g% and the signatures Cert_GFj;,; on GFj; for
0 £i < k-1 and sends (GF};,Cert.GF} ;) for
0L i< k-1 to the administrator.

2. Upon receiving all (GFj;, Cert.GF;;) for 1 < j <
m and 0 £ ¢ £ k — 1, from all scrutineers, the
administrator verifies if all Cert_GF}; are valid.
If yes, he computes G, =, [[;~, GF;o and pub-
lishes G, (GFj;, Cert_GFj;) for 1 < j < m and
0< 1< k—1. Otherwise, he publishes the invalid
signatures and then stops.

3. Scrutineer j sends s;; =, f;(l) and a signature
Cert_s;; on s;; secretly to every scrutineer /(1 <

1<m,1+7).

4. When scrutineer j receives all s;;(1 <1 < m,l £
j) from other scrutineers, he verifies that the share
s1,j received from scrutineer [ is consistent with the
published values GF} ; for 0 < i < k—1 by verifying
that g% =, Hf:_ol(GFl,i)jl. If this fails, scrutineer
j broadcasts that an error has been found, pub-
lishes s;,; and the signature Cert_s; ; and the iden-
tification of scrutineer [ and then stops. Otherwise,
scrutineer j computes his share s; = " | s; ; and
computes the signature Cert_GP; on the thresh-
old public key G. He then sends Cert_GP; to the
administrator.

5. Upon receiving all Cert.GP; (1 £ j < m), the



administrator verifies if Cert_GF; are valid for
1 £ 5 £ m. If yes, he computes the signature
Cert_G'P on the threshold public key G, and puts
(Gp,Cert.GP,Cert_GP;(1 < j £ m)) on a pub-
lic database. Otherwise, he publishes the invalid
signatures and then stops.

Phase 3 (the registration phase)

Let ID; be the identification of voter i. Voter i
chooses two random strings R; and ;. Voter ¢ and the
administrator then perform the following protocol.

1. Voter i computes the value V; = x;-0;-h(x;-6;-RD),
where z; is the intention of voter 7 and §; is a ran-
dom number, chooses a random number 7}, com-
putes the values EV; = (P; - Q;) = (9" - (Gy)V;
mod p))7 Regi Env,i (‘pi ' h(@t ' RD))dU'ia Hi =
fUD; - R;), M; = H; - RD - EV;, generates a
random value r;(1 < r; < ng,ged(ri,n,) = 1),
computes Y; =,, (r;*M;), and finally sends &; =
((Yi+Regi)® i mod n, ;)-ID; to the administrator.

2. Upon receiving the message iﬁ: the administrator
checks if ®; is valid. If not, he will request voter
i to retransmit the message ®;. When the admin-
istrator receives R;, he checks the identification of
voter i by verifying if Reg;"* =, , @i h(p; - RD).
If not, the administrator rejects the registration of
voter i. If yes and voter i has registered, the ad-
ministrator also rejects the registration of voter i.
Otherwise, he records the fact that voter i has reg-
istered by keeping ®; in the registration database,
computes Z; =, Yid“, and sends Z; to voter 7.

Phase 4 (the voting phase)
Upon voter i receiving Z;, he and the administra-
tor do the following:

1. Voter ¢ computes X; =, Zirjlzna M?“, and
sends (X;, M;) anonymously to the administrator
via an untraceable e-mail.

2. The administrator checks if (X;)¢ =,, H; - RD -
is valid, he records (X;, M;). Otherwise he rejects
it. He then sorts all (X;, M;) by M; and preserves
only one copy of M;.

Phase 5 (the announcement phase)
The administrator publishes all the accepted ballot
(X, My).

Phase 6 (the publication phase)
After the date time, there may occur two cases as
follows:

1. Objection to published ballot
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Each voter has to check if his ballot has been pub-
lished. If not, he broadcasts his encrypted ballot
(X, M;) to make an open objection.

2. Publishing the result

If there is no objection, the administrator first re-
quests any k honest scrutineers Scru,, (p; € [1,m],
1 £ j £ k) for sending their shadow keys Sp;
and computes the threshold secret key G5 =,
= i 80 imrit ooy
intention from computing V; =, (P;)%Q;. He then
publishes all ballots (X;, M;, V;), all registrations
(R;) and the threshold secret key G5. Every per-
son can check if every ballot is valid and the total
number of the ballots is equal to the total number
of the registrations to prevent that the administra-
tor from adding any extra ballot to the tally.

He recovers voter’s

4. Security

Keeping privacy of votes is the most important prop-
erty of a secret ballot protocol. Also, the published
tally must be equal to the actual result of the election,
that is, each voter must vote exactly once and the ad-
ministrator can not add extra ballots to the total tally.
We now show that our proposed scheme possesses the
above properties.

Definition 1 (Completeness): A secret ballot proto-
col is said to be complete if the ballot of an eligible
voter is always accepted by the administrator.

Before we show that our proposed scheme is com-

plete, we first give the definition of a uniquely blind
signature scheme.
Definition 2 (Collision freedom): A uniquely (colli-
sion free) blind signature scheme is a blind signature
scheme such that the signing function is injective and
all the signatures requested by the honest requesters
are distinct.

In our scheme, voter ¢ sends a blind message Y; =,,,
T‘f“Mi, where M; = H; - RD - EV;, H; = f(ID, : Rz),
1 < r; < ng and ged(ry,ne) = 1, to the administra-
tor in step 1 of the registration phase. In step 1 of
the voting phase, voter i can extract the blind signa-
ture X; =,, Mid“. The role of the random string R;
is for increasing the security of the one-way permuta-
tion f. Since the entropy of user identifications ID;
is small, H; = f(ID; - R;) is used to avoid the attack
by an exhaustive search. It is clear that the signature
scheme used in our proposed protocol is a uniquely
blind signature scheme since this scheme is an RSA
blind signature scheme [14] whose signing function is
bijective and the signed message M; = H;- RD - EV; =
fUD; - R;) - RD - EV; is unique.

Based on the technique of uniquely blind signa-
tures, we first show that our proposed scheme is com-
plete.
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Theorem 1: The secret ballot protocol of Section 3
is complete.

ProofThe proof is by contradiction. Assume that
voter ¢ follows the protocol and his vote is rejected by
the administrator. In our protocol, the ballot (X;, M;)
of voter i can only be rejected by the administrator ei-
ther in step 2 of the registration phase or in step 2 of
the voting phase.

(1) If the ballot of voter 4 is rejected in step 2 of the
registration phase, there are two possibilities: (a) The
administrator finds that Reg;"" = ¢; - h(p; - RD) and
rejects his registration. Since every voter can commu-
nicate with the administrator, the administrator will
receive ((Y; - Reg;)® i mod n,;)-ID; in step 2 of the
registration phase. It clearly contradicts to the correct-
ness of the RSA cryptosystem. (b) Assume that the
administrator finds that voter i has registered in step 2
of the registration phase. Then there exists a malicious
person that can forge ((Y - Reg;)% mod n, ;), where
Yi =, (r*My) and My, 7y, are chosen by this mali-
cious person, to impersonate voter 7. It clearly contra-
dicts to the assumption that the RSA signature scheme
being secure.

(2) On the other hand, if the ballot of voter i is
rejected in step 2 of the voting phase. Since voter i will
follow the protocol, the administrator will receive his
encrypted ballot (X;, M;) and record (X;, M;) in step
2 of the voting phase. Assume that there exists another
voter j such that H; = H; and then his ballot (X;, M;)
is rejected by the administrator. Let I D; be the iden-
tification of voter 4, and f be the one-way permutation
of the protocol. Since the identification of each voter is
unique, we have ID; - R; = ID; - R; for i & j. Thus,
Hz' = f(IDZ . Rz) :*: f(ID] . R]) = H]'. Contradiction.
Therefore, we conclude that the secret ballot of Section
3 is complete. |

Definition 3 (Soundness): A secret ballot protocol is
said to be sound if no ineligible voters can vote.

In our protocol, an ineligible voter Alice can try to
vote in the following possible ways.

In every election, the administrator chooses dif-
ferent RSA keys n,,e, and d,. If the used ballots of
previous election can be used again, Alice can forge the
signatures made by the administrator. It clearly contra-
dicts to the assumption that the RSA signature scheme
being secure.

Second, if Alice can pass the check performed by
the administrator in step 2 of the registration phase,
he can forge ((Y; - Regi;)® mod n, ;) - ID;. Tt clearly
contradicts to the assumption that the RSA signature
scheme being secure.

Third, if Alice can forge any valid ballot (X}, M),
where X =, M,?" and Mj is chosen by Alice, in step
1 of the voting phase, he can forge signatures generated
by the administrator. It clearly contradicts to the as-
sumption that the RSA signature scheme being secure.

From the above, our protocol is sound.

Next, we describe that no voter can vote more than
once. In our scheme, only eligible voters can vote. In
step 2 of the voting phase, the administrator will sort
the ballots by M; and preserve only one copy of all du-
plicate votes. If any eligible voter casts his ballot more
than once, only one vote will be counted to the total
tally. So no voter can vote successfully more than once.

In our protocol, any voter will vote exactly once.
Also, it is desirable that the administrator can not add
extra ballots to the total tally.

Definition 4 (Tally Correctness): The result of a se-
cret ballot protocol is said to be correct if the published
tally is equal to the actual result of the election.

To show our protocol is correct, we will first estab-
lish a lemma which shows that any & honest scrutineers
Seruy, (p; € [1,m],1 < j < k) can cooperate to recon-
struct the threshold secret key G by their shadow keys
sp,(1<j < k).

Lemma 1: Let ¢(z) = Zf:_(]l ¥z’ be the unique
polynomial of degree at most k& — 1 such that ¢(p;) =
sp;(pi € [iym] and 1 < ¢ £ k). Then G; =,
— Yty ai =¢ —(0).

ProofIn step 4 of the global key generating phase,
after scrutineer j has received all s; ; (1 <4 < m,i + j),
he verifies that the share s;; received from scruti-
neer ¢ is consistent with the published values GF;; for
0 <1< k—1 by verifying that g% =, [[*_ 0 (GF;,)".
So

k—1

o ) jl k—1 ] il
gsz,J Ep H (gfz,l) Ep gzl=0 fiixj . (1)

=0
Since g =, s(P=1/9 and s is a generator of Zy, g gen-

erates a cyclic subgroup Sy of Z; with [Sy| = ¢. From
(1), we can know that

k—1
sij=q Y fir*J' (2)
=0

Let F(z) = Y1, fi(x), where f;(z) = Y4 fii(a') €
Z4(z) is the polynomial chosen by scrutineer j in step 1
of the global key generating phase. From (2) and step
4 of the global key generating phase, we can know that

m m k—1
Sj Equi’j =g Zz,fi,l*jl =q ‘7:(.7) (3)
i=1 i=1 =0

From Lagrange polynomial theorem, given distinct k
pairs (pj,sp,) for p; € [i,m] and 1 < i < k, there
exists a unique polynomial ¢ (z) = Zf;ol WPz, such
that ¢(p;) = sp,(pi € [1,m], 1 £ i < k). So we can
conclude that ¢(z) = F(z). And then it implies that
Gs =g — Y0 ai =¢ —¥(0). O

Since our protocol is both sound and complete and
no voter can vote successfully more than once, a voter



will vote exactly once. From Lemma 1, we know that if
k out of m scrutineers are honest, the encrypted ballots
will be opened correctly in the publication phase. The
administrator must publish all registrations and ballots
in the publication phase. In this protocol, every voter
will follow the protocol and then the total number of
the ballots must be equal to the total number of the
registrations. Since every voter must check if his ballot
has been counted properly and the total count of the
registrations is equal to the total count of the published
ballots, the administrator can not add any extra ballot
to the tally. Therefore, the published tally is equal to
the actual result of the election. It is clear that the
result of secret ballot protocol of Section 3 is correct.

Definition 5 (Privacy): A secret ballot protocol is
said to be private if the privacy of voters is preserved.

In our protocol, a malicious person may try to
derive the intention of voter i in the following pos-
sible ways: (1) Derive the link between the string
((Y; - Reg;)® mod n,;) - ID; which is sent to the ad-
ministrator in step 1 of the registration phase and the
ballot (X;, M;, V;) which is published in the publication
phase. (2) Derive ID; of voter i from his ballot (X;,
M;, V;) published in the publication phase. (3) Know
where the source address of the ballot (X;, M;) sent to
the administrator in step 1 of the voting phase is.

To derive the link between the string ((V;- Reg;)
mod ny ;) - ID; and the ballot (X;, M;, V;) is computa-
tional infeasible since it clearly contradicts to assump-
tion that the RSA uniquely blind signature scheme be-
ing secure.

To derive ID; from the ballot (X;, M;, V;) of voter
1 is computational infeasible since it clearly conflicts
with the assumption that f is a one-way permutation
function.

To derive where is the source address of the bal-
lot (X;, M;) is computational infeasible since it clearly
conflicts with the availability of a secure untraceable
e-mail.

From the above, the secret ballot protocol of Sec-
tion 3 is private.

Now, we want to show that the scheme satisfies

the fairness property. Given the secret information of
a group of | members (0 £ 1 < k), Lemma 2 shows that
the threshold cryptosystem constructed in the global
key generating phase discloses no extra information
about the threshold secret key G4 from the public in-
formation {GF; ;|1 <i<m,0<j <k —1}.
Lemma 2: Given a group of {(0 £ | < k) members
G = {pilpi € [1,m],1 £ i < 1} and the set of shares
{si11 £i < m,j € G}, for any fixed i(1 < i < m)
it can generate in polynomial time on |g| a random set
{gfit|1 £t < k — 1} satisfying g% =, Hf;ol(gfi,t)jt,
for j € G.

ProofFrom equation (2), we can know that given a
fixed index 4, the shares s; ;(j € G) will use the same
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variables fl\t(O <t <k —1) as follows:

k-1
sij=Y firxi'. (4)
=0

Given a fixed index i, we can get at most [ linear equa-
tions with k(I < k) variables as follows:

k—1
sij= fiuxi'i €@). (5)
t=0

Since the linear equations have at least one solution
(fz\t = fi1,0 <t < k—1), we can solve the linear equa-
tions (5) and get a random solution fl\t(l <t<k-1)
by assigning random variables to all free variables.

o Zk—l ‘?i\t*jt _

From (52,\ we can know that g% =, glet=0’® =,
k=1, Fiavgt

i—0 (gfz,t ).7 . O

Definition 6 (Fairness): A secret ballot protocol is

said to be fair if no one can get extra information of
the tally result before the publication phase.

Theorem 2: The scheme proposed in Section 3 is fair.

ProofFrom Lemma 2, it is clear that the extra pub-
lic information {GF; ;|1 <i<m,0< j < k—1}isofno
use to (0 < I < k) scrutineers for deriving the threshold
secret key GG5. The voting will not be affected since ev-
ery registered voter i’s encrypted ballot (X;, M;) must
be published in the announcement phase and no votes
can be added after beginning of the publication phase.
By the assumption that ElGamal public key cryptosys-
tem is secure, the proposed voting scheme is fair. O

The only way for a voter to disrupt the election
is to make an open objection in the publication phase
since every voter does not communicate to each other
and only has to communicate with the administrator
before the publication phase. In the voting phase, since
either the data communication is recorded in the au-
dit records or all the voters have to send their ballots
to the administrator and a trusted authority, if some
voter does not send his ballot to the administrator in
the voting phase, he can not make objection to the ad-
ministrator. Therefore, if the administrator is honest,
no voter can disrupt the election. Furthermore, due to
the fairness property of the proposed scheme, no one
can get any partial information about the election be-
fore the publication phase.

5. Discussions

In the real world voting environments, there does not
have a single trusted party and every candidate must
be in fair campaigns, that is, no one can get any extra
privilege from the voting process, so the voting process
must be monitored by some scrutineers. In some criti-
cal situations, it is very hard to find any scrutineer. In
these cases, every voter can play the role of scrutineer,
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and join the global key generating phase. We now dis-
cuss how to make our scheme closer to the real world
voting environment,.

5.1 Distributing the power of a single administrator
to several administrators

Since voters only need to communicate with the admin-
istrator in our protocol, there is no global computation
among voters. But the administrator can impersonate
the voter who abstains from voting after the registra-
tion phase. One of the basic assumptions of our pro-
tocol is that all the registered voters must cast their
votes and no voter can abstain from voting. In real
life, registered voters may abstain from voting after the
registration phase. A simple approach to cope with
this situation is that instead of sending the ballot to
the administrator in the voting phase, voters send their
ballots to a counter. Then some power of the adminis-
trator is distributed to the counter. If the administrator
and the counter do not conspire and the probability of
cases that voters abstain from voting is negligible, the
administrator can not add extra ballots to the tally.
Otherwise some modifications of the secret ballot sys-
tem in Section 3 must be made. The modifications are
described below: (1) Instead of a unique administrator,
the modified system consists of k administrators and at
least one of them does not conspire with the others. (2)
The voting protocol between each administrator and
a voter is similar to the voting protocol in Section 3.
(3) During the initialization phase, every administrator
generates his RSA keys and all administrators agree
the system common parameters. (4) In the publica-
tion phase, any interested voter must check if his vote
has been properly counted. If his ballot is misplaced
or not counted by any administrator, he broadcasts his
encrypted ballot to make an open objection. If there
is no objection, all administrators must request k& hon-
est scrutineers for getting the threshold secret key G,
recover voters’ intentions, and publish all real ballots.
Anyone can check that the total numbers of the ballots
published by all administrators are the same to prevent
any malicious administrator from adding extra ballots
to the tally.

By the above modifications, the power of a single
administrator is distributed among several administra-
tors and registered voters may abstain from voting after
the registration phase. Also, Harn [29] proposed an effi-
cient multisignature scheme based on the discrete loga-
rithm problem. It is still an open problem that whether
there exists an efficiently blind multisignature scheme.
If this scheme exists, it can directly apply to our pro-
tocol to distributed the power of a single administrator
to several administrators.

5.2 Make an open objection

In our scheme, there are two methods that an eligible
voter can make objection to the tally as follows: (1)
Through an untraceable e-mail, the voter broadcasts
the encrypted ballot to all voters or sends it to a trusted
party for making objection. (2) The voter broadcasts
his open objection by sending his encrypted ballot.

Since there does not exist a single trusted party
in some situations and the costs of communications
via anonymous channel are higher than usual channels,
we recommend that using the open objection method
for making objection when administrator is cheating.
In real world voting environments, the administrator’s
credit is very important. If voters find that the admin-
istrator has maliciously published a wrong tally result,
then the voting process can be reinitialized.

6. Conclusion

In this paper, we propose a secure and practical election
scheme for computerized general election which pro-
vides fairness, completeness, privacy, robustness, ver-
ifiability, and soundness properties. The most impor-
tant property of this scheme is the fairness property.
In our protocol, any voter can make an open objection
to the tally without disclosing his privacy if his vote
has not been published. In addition, our protocol is
collision free. Our protocol is suitable for large scale
general elections since the communication and compu-
tation overhead is small even if the number of voters is
very huge.
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