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puter system without authorization (i.e., ` ra kers')
and those who have legitimate a ess to the system but are abusing their privileges (i.e., the `insider
threat')." For our work, we add to this de nition the
identi ation of attempts to use a omputer system
without authorization or to abuse existing privileges.
Thus, our de nition mat hes the one given in [9℄,
where an intrusion is de ned as \any set of a tions
that attempt to ompromise the integrity, on dentiality, or availability of a resour e."
We have re eived omments regarding the use of
the word intrusion in the previous de nition. The
de nition of the word [16℄ does not in lude the onept of an insider misusing the resour es, nor the attempt to do so. In this sense, a more proper term
is Intrusion and Misuse Dete tion. Given our de nition, we use the term intrusion to represent both
intrusion and misuse.
We also use the broad ategorization of models of
intrusion dete tion des ribed in [17℄:

Abstra t

The Intrusion Dete tion System ar hite tures ommonly used in ommer ial and resear h systems have
a number of problems that limit their on gurability,
s alability or eÆ ien y. The most ommon shortoming in the existing ar hite tures is that they are
built around a single monolithi entity that does most
of the data olle tion and pro essing. In this paper,
we review our ar hite ture for a distributed Intrusion
Dete tion System based on multiple independent entities working olle tively. We all these entities Autonomous Agents. This approa h solves some of the
problems previously mentioned. We present the motivation and des ription of the approa h, partial results obtained from an early prototype, a dis ussion
of design and implementation issues, and dire tions
for future work.
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Ba kground and motivation

Misuse dete tion model: Dete tion is performed
We start by introdu ing some on epts that are used
by looking for the exploitation of known weak
throughout this paper, as well as des ribing the limpoints in the system, whi h an be des ribed by
itations that we see in existing Intrusion Dete tion
a spe i pattern or sequen e of events or data
Systems, and why a distributed approa h using au(the \signature" of the intrusion).
tonomous agents an help in over oming those limiAnomaly dete tion model: Dete tion is pertations.
formed by dete ting hanges in the patterns of
utilization or behavior of the system. This is the
1.1
Intrusion Dete tion
type of intrusion dete tion des ribed in [5℄. It is
performed by building a statisti al model that
Intrusion dete tion (ID) is de ned [17℄ as \the probontains metri s derived from system operation
lem of identifying individuals who are using a omand
agging as intrusive any observed metri s
 Portions of this work were supported by ontra t MDA904that
have
a signi ant statisti al deviation from
97-6-0176 from the Maryland Pro urement OÆ e, and by
the model.
sponsors of the COAST Laboratory.
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An Intrusion Dete tion System (IDS) is a omputer
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program that attempts to perform ID by either mis It must provide gra eful degradation of servi e
use or anomaly dete tion, or a ombination of te hin the sense that if some omponents of the IDS
niques. An IDS should preferably perform its task in
stop working for any reason, the rest of them
real time [17℄.
should be a e ted as little as possible.
IDSs are usually lassi ed [17℄ as host-based or
 It must allow dynami re on guration. If a large
network-based. Host-based systems base their denumber of hosts is being monitored, it be omes
isions on information obtained from a single host
impra ti al to restart the IDS in all of them
(usually audit trails), while network-based systems
whenever a hange has to be made.
obtain data by monitoring the traÆ of information
in the network to whi h the hosts are onne ted.
Noti e that the de nition of an IDS does not in- 1.3 Limitations of existing IDS
lude preventing the intrusion from o urring, only
dete ting it and reporting the intrusion to an opera- Many of the existing network- and host-based
IDSs [10, 9℄ perform data olle tion and analysis entor.
trally using a monolithi ar hite ture. By this we
mean that the data is olle ted by a single host, ei1.2
Desirable
hara teristi s of an ther from audit trails or by monitoring pa kets in a
IDS
network, and analyzed by a single module using different te hniques. Other IDSs [11, 22℄ perform disIn [4℄, the following hara teristi s are identi ed as
tributed data olle tion (and some prepro essing) by
desirable for an IDS:
using modules distributed in the hosts that are being
monitored, but the olle ted data is still shipped to a
 It must run ontinually with minimal human suentral lo ation where it is analyzed by a monolithi
pervision.
engine. A good review of systems that take both ap It must be fault tolerant in the sense that it must proa hes is presented in [17℄.
There are a number of problems with these ar hibe able to re over from system rashes, either a idental or aused by mali ious a tivity. Upon te tures:
startup, the IDS must be able to re over its pre The entral analyzer is a single point of failure. If
vious state and resume its operation una e ted.
an intruder an somehow prevent it from working (for example, by rashing or slowing down
 It must resist subversion. The IDS must be able
the host where it runs), the whole network is
to monitor itself and dete t if it has been modiwithout prote tion.
ed by an atta ker.
 S alability is limited. Pro essing all the informa-

 It must impose a minimal overhead on the sys-

 It must be able to be on gured a ording to

the se urity poli ies of the system that is being
monitored.

tion at a single host implies a limit on the size
of the network that an be monitored. After
that limit the entral analyzer be omes unable
to keep up with the ow of information. Distributed data olle tion an also ause problems
with ex essive data traÆ in the network.

 It must be able to adapt to hanges in system

 It is diÆ ult to re on gure or add apabilities to

tem where it is running, so as to not interfere
with its normal operation.

and user behavior over time (e.g., new appli ations being installed, users hanging from one
a tivity to another or new resour es being available that ause hanges in system resour e usage
patterns).

the IDS. Changes and additions are usually done
by editing a on guration le, adding an entry
to a table or installing a new module. The IDS
usually has to be restarted to make the hanges
take e e t.

 Analysis of network data an be

awed. As
shown in [20℄, performing olle tion of network
data in a host other than the one to whi h the
data is destined an provide the atta ker the possibility of performing Insertion and Evasion atta ks. These atta ks make use of mismat hed assumptions in the network proto ol sta ks of dif-

As the number of systems to be monitored inreases and the han es of atta ks in rease we also
onsider the following hara teristi s as desirable:
 It must be able to s ale to monitor a large num-

ber of hosts while still providing results in a
timely and a urate manner.
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ferent hosts to hide the atta ks or reate denial- introdu ing them into a more omplex environment.
of-servi e atta ks.
An agent may also be part of a group of agents that
perform di erent simple fun tions but that an exOther IDSs have been designed to do distributed hange information and derive more omplex results
olle tion and analysis of information. A hierar hi al than any one of them may be able to obtain on their
system is des ribed in [24℄, and [29℄ des ribes a o- own.
operative system without a entral authority. These
Thus, we argue that an IDS whose data olle tion
systems solve most of the problems mentioned ex- and analysis elements are agents solves all the probept for the re on guration or adding apabilities to lems mentioned in Se tion 1.3:
the IDS, whi h are not des ribed in either of the two
designs.
 If an agent stops working for any reason, one or
two things may happen:
1.4

Autonomous Agents

{ If the agent is truly independent and pro-

du es results on its own, only its results will
be lost. All other agents will ontinue to
work normally.
{ If the data produ ed by the agent was
needed by other agents, that group of
agents may be impeded from working properly.

A software agent an be de ned as [1℄:
: : : a software entity whi h fun tions
ontinuously and autonomously in a parti ular environment : : : able to arry out a tivities in a
exible and intelligent manner that is responsive to hanges in the environment : : : Ideally,
an agent that fun tions ontinuously : : : would
be able to learn from its experien e. In addition, we expe t an agent that inhabits an environment with other agents and pro esses to be
able to ommuni ate and ooperate with them,
and perhaps move from pla e to pla e in doing
so.

In any ase, the damage is restri ted to at most
a set of agents. All the other agents an ontinue
to work normally. Thus, if the agents are properly organized in mutually independent sets, the
single point of failure problem is redu ed.

In our ontext, we de ne an autonomous agent
(hen eforth agent ) as a software agent that performs
a ertain se urity monitoring fun tion at a host.
We term the agents as autonomous be ause they
are independently-running entities (i.e., their exeution is s heduled only by the operating system,
and not by other pro ess). Agents may or may not
need data produ ed by other agents to perform their
work, but they are still onsidered to be autonomous.
Additionally, agents may re eive high-level ontrol
ommands|su h as indi ations to start or stop exe ution, or to hange some operating parameters|
from other entities. This high-level ontrol does not
interfere our de nition of agent autonomy.
An agent may perform a single very spe i fun tion, or may perform more omplex a tivities.

 By organizing the agents in a hierar hi al stru -

ture with multiple layers of agents redu ing data
and reporting it to the upper layers, the system
an be made s alable. This idea is proposed in [3℄
and is also used in [24℄.

 The ability to start and stop agents indepen-

dently of ea h other in the systems that are being
monitored adds the possibility of re on guring
the IDS (or parts of it) without having to restart
it. If we need to start olle ting a new type of
data or monitoring for a new kind of atta ks, the
appropriate agents an be started without disturbing the ones that are already running. Similarly, agents that are no longer needed an be
stopped, and agents that need to be re on gured
an be sent the appropriate ommands without
having to restart the whole IDS.

1.4.1 How the use of Autonomous Agents
an improve the hara teristi s of an
IDS

 If an agent olle ts network information related

to the host where it is running, we redu e the
Be ause agents are independently-running entities,
possibility of being subje t to insertion and evathey an be added and removed from a system withsion atta ks by redu ing the number of misout altering other omponents, therefore without
mat hed assumptions that an be made.
having to restart the IDS. Furthermore, agents may
provide me hanisms for re on guring them at run
Additionally, using agents as data olle tion and
time without even having to restart them. Addi- analysis entities provides the following desirable feationally, agents an be tested on their own before tures:
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 Be ause an agent an be programmed arbitrar- or stopping the intruder in its a tions. Un lear as-

ily, it an obtain its data from an audit trail,
by probing the system where it is running, by
apturing pa kets from a network, or from any
other suitable sour e. Thus, an IDS built from
a olle tion of agents an ross the traditional
boundaries between host-based and networkbased IDSs.

pe ts are the me hanisms through whi h CSMs an
be updated or re on gured, and the intrusion dete tion me hanisms that are used lo ally by ea h CSM.
The idea of employing widely distributed elements
to perform intrusion dete tion, by emulating to some
extent the biologi al immune systems, and by giving the system a sense of \self", has also been explored [8℄.
A distributed sensor system that performs entral
pro essing and that an be organized in a hierar hi al
fashion is des ribed in [12℄. This paper proposes a
system that is almost identi al to the original design
of our system as done in [3℄. It appeared several years
later in the same onferen e, but [12℄ has little in the
way of detail, and no itations to related work that
would enable us to determine how their work may
relate to ours.
The EMERALD proje t [19℄ proposes a distributed
ar hite ture for intrusion dete tion that employs entities alled servi e monitors whi h are deployed to
hosts and perform monitoring fun tions similar to the
fun tionality we propose for our agents. They also
de ne several layers of monitors for performing data
redu tion in a hierar hi al fashion. Monitors an be
programmed to perform any fun tion. The EMERALD proje t is work in progress, and we expe t it to
provide some interesting results.
The approa h for using Autonomous Agents in
ID that was the foundation for our work was proposed in [4, 3℄. These papers introdu ed the idea of
lightweight, independent entities operating in on ert
for dete ting anomalous a tivity, prior to most of the
approa hes mentioned previously.

 Be ause agents an be stopped and started with-

out disturbing the rest of the IDS, agents an be
upgraded as in reased fun tionality is required
from them. As long as their external interfa e
remains un hanged (or ba kward- ompatible),
other omponents need not even know that the
agent has been upgraded.

 If agents are implemented as separated pro esses

on a host, ea h agent an be implemented in the
programming language that is best suited for the
task that it has to perform.

1.5

Related Work

The idea of doing distributed intrusion dete tion is
not new, nor is the idea of having di erent fun tions performed by di erent modules of the IDS. The
GrIDS proje t at UC Davis [24℄ employs data sour e
modules running in ea h host to report information
to graph engines that build a graph representation of
a tivity in the network and use it to dete t possible
intrusions. A ording to [24℄, GrIDS provides me hanisms to allow third-party se urity tools to be used
as data sour es, but it is not lear if and how data
sour es an be added, removed or updated.
The NADIR system [11℄ performs distributed data
olle tion by employing the existing servi e nodes in
Los Alamos National Laboratory's Integrated Computer Network (ICN) to olle t audit information,
whi h is then analyzed by a entral expert system.
This work des ribes an IDS that runs in a realworld system, therefore [11℄ presents many interesting results and onsiderations regarding the olle tion, storage, redu tion and pro essing of data in a
large omputer network.
A novel approa h is presented in [29℄, in whi h Cooperative Se urity Managers (CSM) are employed to
perform distributed intrusion dete tion that does not
need a hierar hi al organization or a entral oordinator. In this model, ea h CSM performs as a lo al
IDS for the host in whi h it is running, but an additionally ommuni ate with other CSMs and ex hange
information about users moving through the network
and dete t suspi ious a tivity. The ar hite ture also
allows for CSMs to take a tions when an intrusion
is dete ted su h as starting damage- ontrol a tivities

2

System ar hite ture

We propose an ar hite ture (whi h we all AAFID
for Autonomous Agents For Intrusion Dete tion ) for
building IDSs that uses agents as their lowest-level
element for data olle tion and analysis and employs
a hierar hi al stru ture to allow for s alability as des ribed in Se tion 1.4.1.
2.1

Overview

A simple example of an IDS that adheres to the
AAFID ar hite ture is shown in Figure 1(a). This
gure shows the three essential omponents of the
ar hite ture: agents, trans eivers and monitors. We
refer to ea h one of these omponents as AAFID entities or simply entities, and to the whole IDS onstituted by them as an AAFID system.
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(a) Physi al layout of the omponents in a sample AAFID system, showing agents,
trans eivers and monitors, as well as the ommuni ation and ontrol hannels between them.

C
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E

(b) Logi organization of the same AAFID system showing the ommuni ation hierar hy of the omponents. The bidire tional arrows represent both the ontrol and
data ow between the entities. Noti e that the logi al organization is independent
of the physi al lo ation of the entities in the hosts.

Figure 1: Physi al and logi al representations of a sample IDS that follows the AAFID ar hite ture ( alled
an AAFID system ).
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An AAFID system an be distributed over any
number of hosts in a network. Ea h host an ontain any number of agents that monitor for interesting events o urring in the host. All the agents
in a host report their ndings to a single trans eiver.
Trans eivers are per-host entities that oversee the operation of all the agents running in their host. They
exert ontrol over the agents running in that host,
and they have the ability to start, to stop and to
send on guration ommands to agents. They may
also perform data redu tion on the data re eived from
the agents. Finally, the trans eivers report their results to one or more monitors. Ea h monitor oversees
the operation of several trans eivers. Monitors have
a ess to network-wide data, therefore they are able
to perform higher-level orrelation and dete t intrusions that involve several hosts. Monitors an be organized in a hierar hi al fashion su h that a monitor
may in turn report to a higher-level monitor. Also, a
trans eiver may report to more than one monitor to
provide redundan y and resistan e to the failure of
one of the monitors. Ultimately, a monitor is responsible for providing information and getting ontrol
ommands from a user interfa e. This logi al organization, whi h orresponds to the physi al distribution
depi ted in Figure 1(a), is shown in Figure 1(b).
All the omponents export an API to ommuni ate
with ea h other and with the user.
In the following se tion we des ribe ea h omponent in greater detail.
2.2

agent on guration information.
Noti e that the ar hite ture does not spe ify any
requirements or limitations for the fun tionality of
an agent. Thus it may be a simple program that
monitors a spe i system variable or an event (for
example, ounting the number of telnet onne tions
within the last 5 minutes), or a omplex software system (for example, an instan e of IDIOT [2℄ looking
for a set of lo al intrusion patterns). As long as the
agent produ es its output in the appropriate format
and sends it to the trans eiver, it an be part of the
AAFID system.
Internally, agents are also allowed to perform any
fun tions they need. Some possibilities are:
 Agents may evolve over time using geneti pro-

gramming te hniques, as suggested in [3℄.

 Agents may employ te hniques to retain state

between sessions, allowing them to dete t longterm atta ks or hanges in behavior. Currently,
the ar hite ture does not spe ify any me hanisms for maintaining persistent state.

 Agents ould migrate from host to host by om-

bining the AAFID ar hite ture with some existing mobile-agent ar hite ture.

Agents an be written in any programming language. Some fun tionalities (e.g., reporting, ommuni ation and syn hronization me hanisms) are ommon to all the agents, and an be provided through
shared libraries or similar me hanisms. Thus, a
framework implementation (su h as the one des ribed
in [23℄) an provide most of the tools and me hanisms ne essary to make writing new agents a relatively simple task.

Components of the ar hite ture

2.2.1 Agents
An agent is an independently-running entity that
monitors ertain aspe ts of a host, and reports abnormal or interesting behavior (for some de nition of
\interesting") to the appropriate trans eiver. For example, an agent ould be looking for a large number
of telnet onne tions to a prote ted host, and onsider the o urren e of that event as suspi ious. The
agent would then generate a report that is sent to the
appropriate trans eiver. The agent does not have the
authority to dire tly generate an alarm. Usually, a
trans eiver or a monitor will generate an alarm for
the user based on information re eived from one or
more agents. By ombining the reports from di erent agents, trans eivers build a pi ture of the status
of their host, and monitors build a pi ture of the status of the network they are monitoring.
Agents do not ommuni ate dire tly with ea h
other in the AAFID ar hite ture. Instead, they send
all their messages to the trans eiver. The trans eiver
de ides what to do with the information based on

2.2.2 Trans eivers
Trans eivers are the external ommuni ations interfa e of ea h host. They have two roles: ontrol and
data pro essing. For a host to be monitored by an
AAFID system, there must be a trans eiver running
on that host.
In its ontrol role, a trans eiver performs the following fun tions:
 Starts and stops agents running in its host. The

instru tions to start and stop agents an ome
either from on guration information, from a
monitor, or as a response to spe i events (for
example, a report from one agent may trigger
the a tivation of other agents to perform a more
detailed monitoring of the host).

 Keeps tra k of the agents that are running in its

host.
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 Responds to ommands issued by its monitor

The AAFID ar hite ture learly separates the user
by providing the appropriate information or per- interfa e from the data olle tion and pro essing eleforming the requested a tions.
ments. A user interfa e has to intera t with a monitor
and it has to use the API that the monitor exports
In its data pro essing role, a trans eiver has the to request information and to provide instru tions.
following duties:
This separation allows di erent user interfa e implementations
to be used (even on urrently) with
 Re eives reports generated by the agents running
an
AAFID
system.
For example, a Graphi al User
in its host.
Interfa e (GUI) ould be used to provide intera tive
 Does appropriate pro essing (analysis or redu - a ess to the IDS, while a ommand-line based intion) on the information re eived from agents. terfa e ould be used in s ripts to automate some
maintenan e and reporting fun tions.
 Distributes the information re eived from the
agents or the results of pro essing it either to
2.3
Communi ation me hanisms
other agents or to a monitor, as appropriate.
The transmission of messages between entities is a
entral part of the fun tionality of an AAFID system.
If the ommuni ation between the entities is somehow disrupted, the system essentially stops working.
Although the AAFID ar hite ture does not spe ify
whi h ommuni ation me hanisms are to be used,
there is a minimum set of hara teristi s that we onsider desirable. A more detailed dis ussion of the
tradeo s that have to be made, as well as dis ussion
of implementation alternatives, an be found in Se tion 4.1.
We onsider the following to be some important
points about the ommuni ation me hanisms used in
an AAFID system:

2.2.3 Monitors
Monitors are the highest-level entities in the AAFID
ar hite ture. They also have ontrol and data
pro essing roles that are similar to those of the
trans eivers. The main di eren e between monitors
and trans eivers is that a monitor an ontrol entities that are running in several di erent hosts whereas
trans eivers only ontrol lo al agents.
In their data pro essing role, monitors re eive the
redu ed information from all the trans eivers they
ontrol, and thus an do higher-level orrelations,
and dete t events that involve several di erent hosts.
Monitors have the apability to dete t events that
may be unnoti ed by the trans eivers.
In their ontrol role, monitors an re eive instru tions from other monitors and they an ontrol
trans eivers and other monitors. Additionally, monitors have the ability to ommuni ate with a user
interfa e and provide the a ess point for the whole
AAFID system. This high-level ontrol is a essed
through a ommon API that an be used both by
other monitors or by other programs (su h as user
interfa es). This API in ludes me hanisms for a essing the information that the monitor has, for providing ommands to the monitor, or to send ommands
to lower-level entities su h as trans eivers and agents.
If two monitors ontrol the same trans eiver, me hanisms have to be employed to ensure onsisten y of
information and behavior. The AAFID ar hite ture
does not urrently spe ify the me hanisms for a hieving this onsisten y.

 Appropriate me hanisms should be used for dif-

ferent ommuni ation needs. In parti ular, ommuni ation within a host may be established by
di erent means than ommuni ation a ross the
network.

 The ommuni ation me hanisms should be eÆ-

ient and reliable in the sense that they should
(a) not add signi antly to the ommuni ations
load imposed by regular host a tivities, and (b)
provide reasonable expe tations of messages getting to their destination qui kly and without alterations.

 The ommuni ation me hanisms should be se-

ure in the sense that they should (a) be resistant to attempts (either by an external atta ker
or by an authorized entity) of rendering it unusable by ooding or overloading, and (b) provide
some kind of authenti ation and on dentiality
me hanism.

2.2.4 User interfa es

The most omplex and feature-full IDS an be useless
if it does not have good me hanisms to allow users to
intera t with and ontrol it. We have not looked in
The topi s of se ure ommuni ations, se ure disfull detail into the user interfa e problem, although tributed omputation and se urity in autonomous
some issues are mentioned in Se tion 4.4.
agents have been already studied [6, 13℄, and possibly
7

some previous work an be used in AAFID imple- there are a number of signi ant issues that would
mentations to obtain ommuni ation hannels that have to be further investigated, in luding se urity,
provide the ne essary hara teristi s.
fault toleran e and ease of extension and deployment
of the implementation.
2.4

Other ideas and possible

ompo-

2.4.2 Audit Router

nents

System audit trails are an essential sour e of information for an IDS. However, there are problems that
arise when many di erent entities (su h as agents in
the AAFID ar hite ture) try to a ess them simultaneously. It may be useful to have a me hanism that
helps in distributing the information to the entities
that need it. We now des ribe some possibilities for
implementing su h a me hanism.
The rst and simplest s heme is to pass all the audit re ords to all the agents, and let them sele t whi h
re ords they need. The problem with this s heme is
that every agent must pro ess the whole audit trail,
whi h is probably a waste of pro essing resour es.
Another possibility is to embed the agents within
a entral audit server that passes appropriate re ords
to appropriate agents. A version of this approa h has
su essfully been used in the IDIOT IDS [15, 2℄. One
problem is that this model only supports the push
me hanism of lient-server intera tion. This means
that the server sends events to the agents as they beome available. If an agent is not ready to re eive
events, those events are lost, unless the agent implements syn hronization and bu ering te hniques.
We propose the use of another me hanism that uses
a entral audit router. This router handles most of
the work, and provides agents with me hanisms to
retrieve only the re ords they require.
The entral audit router maintains a database of
agents and the audit lasses that they require, and
implements support routines su h as bu er management (see Figure 2). Agents need to register with the
router and give it information regarding the types of
audit lasses that they require. When doing so they
re eive a handle in return. The agent an then simply
read from the handle whenever it is ready to re eive
new events. When the agent loses the handle, the
router purges information about it in its tables. This
te hnique implements the pull model of omputing.
The downside is that the audit router be omes more
omplex be ause of the need to manage bu ers and
other asso iated tasks.
This model ould also support the push model by
allowing agents to spe ify a allba k fun tion that an
be invoked by the audit router when ertain types of
data are re eived.
One way to implement the audit router model des ribed is to separate the audit stream into di erent audit lass bu ers. The audit router maintains,

In the ourse of designing our system ar hite ture, we
explored some alternate ar hite tural omponents.
We brie y dis uss two su h omponents: the Simple
Network Management Proto ol (SNMP) and the Audit Router. We also dis uss the merits and demerits
of employing them in our system. These omponents
are not urrently part of the AAFID ar hite ture.

2.4.1 The Simple Network Management Proto ol (SNMP)
The Simple Network Management Proto ol
(SNMP ) [21℄ is a proto ol designed to fa ilitate
the ex hange of management information between
network devi es.
The SNMP model omprises a Network Management System (NMS) and Managed Devi es. An
SNMP Agent runs in ea h managed devi e, and an
SNMP Manager operates in the ma hines from whi h
the network is going to be monitored.
The SNMP Agent software is typi ally designed
to minimize its impa t on the managed devi e. The
NMSs that run the management software bear the
load of management and ontain appli ations to
present the management information to users (for example, a GUI). The Management Information Base
(MIB) is a database that spe i es variables that are
maintained by the agents, and that the manager an
query or set [26℄. There are four operations de ned:
get and getnext for information retrieval, set for information setting, and trap for handling of asyn hronous
events.
The SNMP model an be used to implement the
AAFID ar hite ture. The trans eivers an be implemented as SNMP agents, while the fun tionality
of the monitor an be a hieved by the SNMP NMS.
The autonomous agents (not to be onfused with the
SNMP agents) an be given unique identi ers in a
spe ially designed MIB. These obje t identi ers an
provide a ess to a set of parameters within the MIB
whose values represent the state of the autonomous
agent and that an be retrieved or set by the NMS.
The trans eivers ould ommuni ate with the monitor by raising SNMP traps. The autonomous agents
ommuni ate with the trans eiver by setting their
orresponding data values.
Using SNMP to implement the AAFID ar hite ture might be an interesting possibility. However,
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Figure 2: Audit Router Model. The Audit Router a ts as an intermediary between the audit les and the
agents that require information from them.
for ea h agent handle, a list of positions in the appropriate audit lass bu ers. When an audit re ord
is requested, the router returns the next re ord in
hronologi al order from the bu ers it is maintaining.
2.5

to the IDS. This is an issue that will need to be
addressed at the monitor, trans eiver and agent
levels as well as in the user interfa es.
 Dete tion of intrusions at the monitor level is

delayed until all the ne essary information gets
there from the agents and trans eivers. This is
a problem ommon to distributed IDSs.

Disadvantages of the AAFID arhite ture

We have identi ed several short omings in the
AAFID ar hite ture that we propose.

3

Implementations

We have developed two prototypes based on the

 In their ontrol role, monitors are single points AAFID ar hite ture, and we are urrently in the pro-

of failure. If a monitor stops working, all the
trans eivers that it ontrols stop produ ing useful information. This an be solved through a
hierar hi al stru ture where the failure of a monitor would be noti ed by higher-level monitors,
and measures would be taken to start a new
monitor and examine the situation that aused
the original one to fail. Another possibility is to
establish redundant monitors that look over the
same set of trans eivers so that if one of them
fails, the other an take over without interrupting its operation.

ess of improving those implementations as well as
developing new ones.

3.1

First prototype

The rst prototype we built was programmed in a
ombination of Perl [28℄, T l/Tk [18℄ and C [14℄, and
was intended as a proof of on ept for the ar hite ture. In this implementation, whi h we all AAFID1 ,
mu h of the behavior of the omponents was hardoded and it was not extremely on gurable. It
used UDP as the inter-host ommuni ation me hanism and Solaris message queues as the intra-host
 If dupli ated monitors are used to provide redun- ommuni ation me hanism. About 12 agents were
dan y there is the problem of onsisten y and developed for this prototype to dete t di erent types
dupli ation of information. Me hanisms have to of interesting a tivity. This prototype allowed us to:
be used to ensure that redundant monitors will
keep the same information, will obtain the same
 Show that the AAFID ar hite ture ould work
results, and will not interfere with the normal
for doing distributed dete tion of anomalous
operation of the IDS.
events.
 The AAFID ar hite ture

urrently does not
spe ify a ess- ontrol me hanisms to allow for
di erent users to have di erent levels of a ess

 Gain some experien e in writing agents that al-

lowed us to identify important fun tionality that
is needed for all agents.
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 Identify some design issues that had to be im- 3.3

proved. For example, this rst prototype integrates the monitor and the GUI in a single program, whi h proved to be a limitation be ause it
does not allow to organize monitors in a hierarhi al fashion.

3.2

Se ond prototype

Drawing from the experien es obtained with the rst
prototype we developed a se ond one almost from
s rat h, whi h we all AAFID2 . This prototype is
written ex lusively in Perl, whi h has the advantage
of making it easy to port to other ar hite tures at
the expense of some performan e loss. The main obje tive of this implementation is to allow for extensive testing of the ar hite ture, therefore emphasis
has been made in its ease of use, on gurability and
extensibility. Some of the major ontributions of this
new implementation are:

Low-level implementations

The rst two prototypes have helped us in re ning the
ar hite ture as well as identifying needs and problems
that have to be solved. However, not mu h emphasis
has yet been pla ed in performan e issues be ause the
prototypes have been mostly implemented in highlevel s ripting languages su h as Perl, whi h have
large memory and CPU footprints. For this reason,
as the ar hite ture design starts to stabilize, we have
started to work in porting the ar hite ture to lower
system levels. In parti ular, we are urrently working
on integrating omponents of the AAFID ar hite ture into the Unix kernel. We are urrently working
on in orporating additional auditing and monitoring
apabilities into the Linux kernel, and will possibly
work also with Solaris, BSD/OS and Windows NT.
Further advantages and disadvantages of this lowlevel approa h are des ribed in Se tion 4.2.

 In reased portability be ause it is written om- 4

pletely in Perl.

Experien es,

omments

and

design issues

 Implementation of an infrastru ture that pro- Through the experien es obtained with the design

vides all the base servi es ne essary for devel- and implementations of the AAFID ar hite ture (see
oping new entities.
Se tion 3 and [23℄), we have identi ed a number of
 De nition of an internal API for developing new issues that should be subje t of future work.
These issues an be lassi ed in the following broad
agents.
ategories: ommuni ation between the omponents
 Clear separation of ommuni ation me hanism of the IDS, impa t of the IDS on the performan e of
internals and other platform-dependent ele- the hosts that are being monitored, data pro essing
and redu tion, and user interfa e design. They are
ments.
dis ussed in this se tion.
 Clear de nition of ea h entity as an obje t, and
of the relationships between the di erent lasses
4.1
Communi ation and S alability
of obje ts.
To redu e the overhead imposed by the IDS, the om Di erent exe ution modes for entities (both muni ation me hanisms employed have to be as eÆas loadable modules and as stand-alone pro- ient as possible.
grams) that fa ilitate developing, testing and deWe an lassify the ommuni ation needs of the
buggging new entities.
IDS in two major groups: intra-host ommuni ation
 De nition of an extensible message format that (between pro esses inside a single host) and interan be extended to represent di erent types of host ommuni ation (between pro esses running in
information. Furthermore, the handling of mes- di erent hosts).
sage format internals is en apsulated so that it
an be modi ed or updated with minor modi - 4.1.1 Intra-host ommuni ation
ations to other elements of the system.
Although the general inter-host ommuni ation
me
hanisms may be used for ommuni ation within
 Separation of the monitor and the user interfa e.
the same host, we think that intra-host ommuni aThis implementation is our urrent test bed for the tion should be optimized to make use of the fa t that
ar hite ture and is the one under whi h we are devel- the entities involved are in the same host.
oping new agents and exploring new ommuni ation
For our IDS ar hite ture, we have identi ed two
and data-redu tion me hanisms. A mu h more de- main types of intra-host ommuni ation that will
tailed des ription of AAFID2 an be found in [23℄.
take pla e:
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 One-to-many ommuni ation, as in the ase of

the trans eiver sending a message to several
agents.

 Many-to-one ommuni ation, as when the agents

the la k of s alability and its vulnerability to atta ks.

Shared memory. This s heme provides an eÆ ient

send information to the trans eiver.

Keeping these needs in mind, we have onsidered
several di erent intra-host ommuni ation s hemes:

Message queues. This me hanism makes use of the

means of sharing data between two pro esses
be ause data is not a tually opied between
pro esses. This is be ause, as the name suggests, multiple pro esses share the same memory pages. Ea h pro ess has a mapping to the
same physi al spa e and an referen e the spa e
through pointers in the ode.
Although this method would be a signi ant improvement over message queues for agents that
pass large messages, the advantages and disadvantages are similar. Like the message queue
s heme this s heme requires that an adequate
blo k of kernel memory is allo ated to hold all of
the data that will be shared between pro esses.
For example, in Solaris 2.5 and later, the kernel
attempts to prevent the allo ation of a signi ant portion of kernel memory by not allowing
more than 25% of the available kernel memory
to be allo ated. Be ause of this hard limit, this
s heme is also vulnerable to the same avor of
denial-of-servi e as the message queues although
the atta k would have to be more sophisti ated.
Finally, this s heme also introdu es a pra ti al
limit on the number of agents that an be run
simultaneously in a system.
Looking at our ommuni ation needs, the shared
memory s heme seems to be adequate for oneto-many ommuni ation, where the trans eiver
would write to the shared memory and the
agents would have read-only a ess to it. Given
this perspe tive, a new problem would be how to
implement reliable signaling for the trans eiver
to notify the agents that there is new information that they should re eive.

System-V IPC fa ilities for establishing message
queues. Message queues provide a method of doing asyn hronous message passing between proesses and are a e e tive method for transferring
small amounts of data or messages between proesses. When one pro ess sends another a message, the kernel opies the data to a pool of memory that the kernel has allo ated to hold the messages. When the re eiving pro ess requests to retrieve the message the kernel opies the message
into the re eiver's address spa e. Therefore, ea h
message transfer requires two data opy operations, whi h may result in redu ed performan e
when the messages being passed are large.
The primary short oming of message queues is
that there is a limited amount of kernel memory that is available to use. For this reason the
maximum number of messages (message queues
times messages per queue) that an exist at a
given time is usually fairly low. For Solaris 2.5
and later the default number is 40. A onsequen e of this resour e limitation is that this
method is vulnerable to a denial-of-servi e atta k be ause any pro ess that is running on the
same system ould reate a message queue, ll it
with messages and never read from it. This a t
would stop the agents from ommuni ating with
the trans eiver. Additionally, these restri tions
pla e a pra ti al limit on the number of agents
that may be running simultaneously in the sys- Pipes. In traditional Unix implementations , a pipe
tem.
is a unidire tional, rst-in rst-out, unstru tured
These problems an be partially solved by usdata stream of xed maximum size [27℄. Data is
ing message queues until their limits are rea hed,
written to the end of the pipe and read from
and then swit hing to another (possibly slower)
the front of the pipe. The data is removed from
method of ommuni ation. However, we do not
the pipe after it is read. The read and write le
think this solves the s alability problem.
des riptors that are returned by the pipe system all are inherited by any hild pro esses.
An advantage of this approa h is that this is
This feature allows multiple pro esses reading
fairly straightforward to implement and it also
and writing to the same pipe.
provides a me hanism to prioritize the messages
so that agent messages an be pro essed immeAnother ommon type of pipe available in Sysdiately.
tem V UNIX and variants is a named pipe or
Although this approa h was used for the rst
FIFO ( rst-in, rst-out) le. Although they beprototype, it will most likely not be used in fuhave very similar to a traditional pipe they di er
ture versions of our system, mainly be ause of
in the way that they are reated and a essed.
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SVR4 uses a STREAMS me hanism to implement named pipes. One major di eren e is that
a SRV4 pipe is bidire tional.
Either type of pipe ould be used for ommuni ation between entities running on the same
host. One of the disadvantages of either type of
pipe is that there is an internal limit on the volume of data that an be put into a pipe if the
reading pro ess does not extra t it. If this limit
is rea hed, the writing pro ess blo ks or fails.
Similarly, the reader pro ess will blo k or fail if
it attempts to read from an empty pipe.
Using pipes as a ommuni ation devi e also has
several bene ts. They are relatively simple to
implement and every modern version of UNIX
implements both types of pipes. Be ause pipes
are a essed through le handles they have extreme exibility in how the omponents of a
distributed system an be used and inter onne ted. This also helps in isolating the omponents themselves from the spe i s of the ommuni ation me hanisms used.
Other operating systems (su h as Windows NT)
also provide support for pipes, although the spei me hanisms for setting up and a essing
them are likely to be di erent and will have to be
investigated when porting a program that uses
pipes to those systems.

depending on the situation. The one-to-many and
many-to-one distin tions are lear examples of where
this may be possible.

4.1.2 Inter-host ommuni ation
The main hara teristi s that we would like to
a hieve in a ommuni ation s heme for an IDS are
performan e, reliability and se urity.

Performan e. For the IDS to operate in real time,

messages must be delivered as qui kly as possible
from one part of the system to another, but without overloading the network when many agents
are running. Thus, the ommuni ation me hanism used has to be able to provide good transmission times, while not in urring mu h overhead.

Reliability. Whether the messages sent from one

host to another arrive orre tly, in order and on
time may be a major on ern in an IDS, or it
may not. The question is: an a single missing
message from an agent make a drasti di eren e,
su h as the one between an intrusion being dete ted or not? If we an estimate the maximum
amount of lost messages, we might also be able
to give an a eptable estimate of the degradation in the servi e. Unfortunately, the meaning
of \a eptable" depends on where the system is
deployed.

Independently of the ommuni ation s heme used,
the IDS needs a ess ontrol in the ommuni ation
hannels. All the me hanisms mentioned have the Se urity. Priva y and authenti ation are important
needs for an IDS be ause some of the messages
ability of performing a ess ontrol by the following
generated by the IDS may ontain sensitive data
means:
about the hosts being monitored, and unauthorized entities should not be able to generate mes For message queues and shared memory, the prosages that are a epted as legitimate by other
ess that sets up the queue or the shared memory
elements of the IDS.
area establishes the a ess modes of the stru ture
in a manner similar to Unix le system a ess
Usually, ryptography is the solution to both
modes.
problems. However, ryptography omes at a
ost in performan e and in overhead imposed to
 For regular Unix pipes, the pipe is only a essible
the
systems.
to the pro ess that reates it and its hildren,
and it is by de nition ina essible to any other
Another se urity problem is the possibility of
pro esses.
denial-of-servi e atta ks in whi h an atta ker
makes it impossible or diÆ ult for messages to
 For named pipes, the a ess ontrol is performed
get delivered. It is important to note that even
by the Unix le permissions be ause both me hif the intruder is not able to ompletely disrupt
anisms are a essed through entries in the Unix
the ommuni ation, simply delaying it may give
le system.
a window of opportunity in whi h damage an
be done.
In on lusion, although some of the s hemes show
some promise, they still have to be studied arefully
Some of the questions that may help in de iding
before de iding on a parti ular one. It may be feasible
the best approa hes to follow in terms of se urity
to use more than one di erent ommuni ation s heme
are:
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 Is priva y ne essary? Although we men-

tioned that many messages will ontain sensitive information, it may not be the ase if
the omponents and semanti s of the ommuni ation are arefully designed.
 Is authenti ation ne essary? This looks, at
rst glan e, like a more de nite \yes," beause we do not want anybody to be able
to generate fake messages and send them to
the monitors.
 How to implement them? If some form of
ryptography is deemed ne essary, there are
many ways to do it. From the sele tion of
algorithms to the implementation de isions,
they an all a e t the end result. For example, if en ryption is only performed between
trans eivers and monitors, and agents only
report to lo al trans eivers, then the enryption ould be done in \bat hes" by periodi ally sending many messages in one lot,
instead of individually en rypting and sending ea h message. This method may produ e an improvement on performan e, but
presents the problem that some messages
may be tagged as urgent and thus annot
wait. All these details have to be resolved
in a working implementation.
Another possibility is to do sele tive enryption. If only some messages are sensitive, some performan e may be gained by
having a me hanism for spe ifying whi h
messages should be en rypted and whi h
not. This, of ourse, presents te hni al
problems. For example, all the entities involved in the ommuni ation would have to
be able to dete t what kind of transmission
is being performed, and a t a ordingly. A
more diÆ ult issue is the sele tion of what
has to be en rypted and what not.

 Design a new proto ol with the needs of the IDS

in mind. Su h a proto ol may provide reliable
transmission, low overhead, and se urity me hanisms.
The advantages of going this way would be that
the proto ol an be tailored and ne-tuned to
our spe i needs, making it as spe ialized as
ne essary. The big drawba k is that proto ol
design is not a trivial task, and there are a lot of
issues from proving its orre tness to implementing, fully testing and deploying it that make it a
diÆ ult and time- onsuming job..
One of the most diÆ ult aspe ts of designing
a ommuni ation proto ol for ID is determining
an appropriate level of ompromise between the
di erent fa tors (eÆ ien y, se urity, et .) su h
that the proto ol is useful with respe t to all of
them. We see this as a eld for extensive future
resear h.

After expressing our on erns regarding inter-host
ommuni ation, parti ularly those related to performan e and s alability, we ome to a more fundamental question: do we really need to worry? In parti ular, will we ever get to a point when we have
thousands of hosts ommuni ating? It an be argued that if an appropriate hierar hi al organization
is used that may never happen. For example, if the
system is stru tured su h that only one subnetwork
reports to a single monitor and those monitors in turn
report to higher level monitors, the problem may not
be as relevant as the previous dis ussion suggested.
In this ase, se ure and reliable ommuni ation would
be the priority.
Finally, the level of eÆ ien y required from the
ommuni ations proto ol depends on the level of data
redu tion that an be a hieved. If the data-redu tion
s hemes are su h that the amount of information that
is a tually sent through the network is limited, then
eÆ ien y may be ome a se ondary on ern.

The issues mentioned raise a number of questions
on whose answers depend the spe i approa h that 4.2 Impa t on host performan e
should be followed. Currently, we see two possible
In the rst implementations of the AAFID ar hite solutions:
ture, all the entities are implemented as separate pro Use an existing proto ol (su h as UDP or TCP) esses. However, mu h of the data that are being olin a way that takes into a ount its weaknesses le ted and analyzed are generated in the kernel (for
to provide the fun tionality we need. This has example, user login information, pro ess a ounting
the advantages that the base proto ol already and network onne tion establishment). This means
exists, we already know how to use it, and it is that every time a system a tion has to be logged or
well supported. The disadvantages are its unre- analyzed, the information has to be transferred from
liability (in the ase of UDP), the overhead for kernel spa e to user spa e, ausing a ontext swit h,
reliability (in the ase of TCP), and the la k of and in reasing the load imposed on the system by the
features su h as en ryption.
IDS.
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As the number of agents running on a host inreases, the load overhead aused by them may start
to impa t normal use of the host. This is parti ularly
true if some parts of the IDS are written in s ripting
languages su h as Perl or T l/Tk, whi h are usually
large onsumers of resour es.
One approa h to redu e the overhead aused by
the IDS is to write all the omponents in a ompiled
language, su h as C. This would probably redu e the
memory and CPU usage, but would not solve the
ontext-swit hing problem, or the overhead derived
from having many separate pro esses running.
A further step would be to use a language that supports multithreading, and implement ea h agent as a
separate thread instead of a separate pro ess. This
may further redu e the per-agent overhead, but still
would not address the ontext-swit hing problem.
The lowest level that we ould a hieve would be to
integrate some of the omponents in the Unix kernel.
For example, an agent that monitors network onne tions ould read the relevant data stru tures dire tly,
instead of having to exe ute the netstat ommand
repeatedly. The same is true for other aspe ts su h
as pro ess a ounting, le a esses, et .
Integrating the agents in the kernel would redu e
all the problems mentioned:

 An entity that misbehaves (either intentionally

or by programming or on guration mistake)
an do mu h more damage if it is running in the
kernel be ause it has full a ess to the system.

 Entities in the kernel an have a large impa t in

the host behavior by slowing down fundamental
operations (e.g. a esses to disk, memory and
kernel data stru tures) or by disrupting timing
in riti al low-level operations (su h as disk a esses). Thus, entities that are in orporated into
the kernel have to be arefully designed, implemented and debugged.

 The most ru ial issue is that the resour es that

are available for entities in the kernel are very
limited and may be insuÆ ient for performing
useful a tions. For example, an agent that monitors IP pa kets may need a large amount of
memory to be able to to keep enough state information to monitor all of the events ne essary to
dete t a SYN- ood atta k. Preliminary work indi ates that it is probably not possible to develop
distin t independent kernel agents that will perform any omplex tasks unless they are tightly
oupled into the kernel ode itself. This e e t
is espe ially visible if the agents are monitoring
network ommuni ations.

 A ontext swit h is prevented, be ause the agent

would be running within the kernel itself.

Even though the results a hieved to date seem to
indi
ate that kernel agents are not feasible there will
 The information is registered and pro essed at
ontinue
to be some exploration in this area be ause
the pla e (or very lose to) where it is produ ed,
of
the
potential
payo (see Se tion 3).
thus redu ing the possibility of it being modi ed
by an atta ker before it gets to the agent.
 It be omes harder for an intruder to tamper with

4.3

Data pro essing and redu tion

the agents, be ause now the kernel itself would To make the agents as lightweight as possible, they
should be little more than a forwarding element that
have to be modi ed.
sends data to the trans eiver, whi h in turn merges
The trans eivers ould also be built into the ker- the data oming from all the agents and forwards
nel. This way, the data would never have to be trans- them to the appropriate monitor where everything
ferred outside the kernel until the trans eiver de ides is pro essed and the appropriate a tions are taken.
to send them to a monitor for further pro essing, or This is the approa h used in the rst prototype. Howfor making a noti ation.
ever, this te hnique an reate a high amount of netThe approa h just des ribed also has the following work traÆ , whi h limits the s alability of the sysdisadvantages:
tem.
The ounterpart is to move omputation load from
 Building entities as kernel omponents essen- the monitor to the trans eivers and agents, so that
tially destroys the portability of the agents, be- the entities lo al to the host do initial pro essing
ause they must be designed and implemented and redu tion on the data and report to the monitor
with a spe i operating system in mind. No only those pie es of information that are relevant.
two versions of Unix handle kernel internals in This an be taken to the extreme of making ea h
exa tly the same way. The problem is even worse trans eiver a lo al ID system on its own whi h omif we think about porting the IDS to non{Unix muni ates to the monitors as part of a larger global
operating systems.
ID system.
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Unfortunately, this has an impa t on the hosts being monitored be ause lo al omputation will take
away omputing y les from the real appli ations of
the hosts.
A related problem is to de ide where the state of
the IDS is kept. In the entralized approa h, all state
is kept in the entral monitor. Therefore, if that host
is taken down or somehow ompromised or destroyed,
the state of all the hosts that depend on that monitor
may be lost. On the other hand, if ea h host has its
own pro essing engine, the state information is distributed in di erent hosts, making its omplete loss
mu h more diÆ ult. The disadvantage is that building a onsistent pi ture of the state of the whole IDS
be omes more diÆ ult.
We think that the best approa h is to try to nd
a balan e between the two extremes. More detailed
performan e studies may help in making a de ision
about how the omputational load an be distributed
between the agents, trans eivers, and monitors to
maximize the throughput and s alability of the system without imposing and ex essive load on the hosts
and the network.

3. How to present the information in a useful way.
The interfa e has to be able to provide the user
with multiple levels of detail (from a high-level
overview down to the parameters of an agent) in
a manner that is as easy to use as possible.
4. How to allow the user to provide feedba k and
to ontrol the entities in the system. Ideally, this
has to be done in a way that is eÆ ient (fast),
reliable (resistant to failures), se ure (resistant
to attempts at unauthorized a ess), auditable
(able to monitor who does what) and manageable (understandable to the user).
5. How to make the interfa e responsive. The user
will want to be able to immediately see the effe ts of any hanges made and to be told immediately when something of interest happens.
6. How to keep enough state to provide meaningful histori al information to the user, su h as reports, a tivity tra es for a ertain period of time,
et .

The issue of user interfa e is one that we have not
studied in detail yet, and it is likely to be onsidered
Any IDS an be rendered useless if it does not have for future work.
good me hanisms to allow users to ontrol and monitor it. In our ase, the user interfa e has to deal 5 Future work
with a ommon problem: how to interfa e a highspeed, distributed, ontinuous-running omputer sys- In this se tion we identify some guidelines for present
tem with the human user, whi h annot qui kly an- and future work. We des ribe some near-term and
alyze large volumes of data and annot be on-guard long-term issues that we have identi ed as relevant.
24 hours a day, but still has to have ontrol of everything.
Traditional approa hes where a window displays a 5.1 Current and near-term work
list of hosts that are being monitored and the user an Work is urrently underway in the COAST Laboraview any one of them in more detail provide only a tory in the following spe i areas:
rudimentary form of ontrol over what is happening
in the elements of the distributed IDS, and do not Developing agents. We are urrently in the pros ale well.
ess of developing a large number of agents ovUnderlying this problem there is a mu h deeper isering a wide range of monitoring a tivities. This
sue: how to make it possible for a human to monitor
will allow us to dis over limitations and illumiand ontrol a system that may be diÆ ult to ontrol
nate design de isions in the internal interfa es
partly be ause it was designed to a ertain extent to
and in the servi es provided by the prototypes
a t on its own and take its own de isions as it goes
for writing agents.
along. It is a problem that involves issues ranging
from data formats and storage to GUI design, in- Low-level implementations: Even though the
luding ommuni ation, se urity and onsisten y.
preliminary work that was mentioned in Se We think that some of the fundamental issues are:
tion 4.2 has been negative we feel that the potential
bene ts that an be derived from kernel1. What data do the IDS entities need to provide
based
omponents merits further study. One
to give the user a lear pi ture of the system.
promising area to explore is the development
2. How to eÆ iently, reliably and onsistently get
of agents that monitor patterns of system alls
the information to the user.
to identify anomalous behavior. It has been
4.4

User interfa e
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shown [7℄ that is possible to dete t several om- 5.2 Medium-term work
mon intrusions by performing short-range orreThere are some issues that we have expe t to address
lations of a pro ess's system alls.
on e the immediate on erns are satis ed.
High-level implementations: The latest highlevel prototype mentioned in Se tion 3 is ur- Semanti s of the ommuni ation. So far, we
have fo used mostly on the te hni al and ar hirently in ontinuous development and improvete
tural aspe ts of the design. However, it is the
ment. We expe t that experimentation with
semanti
aspe ts of the ommuni ation (the onthis prototype will help us in identifying strong
tents
of
the
messages) that a tually enable the
and weak areas of our design. Additionally,
dete
tion
of
intrusions. It will probably be the
the lessons we learn with high-level implementaobje
t
of
investigation
on e the basi ar hite tions may be later applied to lower-level, higherture
is
settled.
performan e ones.

Communi ation me hanisms. We intend to fur- Data redu tion. Di erent approa hes may be
ther explore intra- and inter-host ommuni ation
me hanisms both inside and outside the Unix
kernel. Communi ation interfa es also have to
be de ned to allow further modi ation to the
ommuni ation me hanisms without having to
hange the programs that make use of them.
Furthermore, se urity onsiderations have to be
in orporated into these me hanisms before the
system an be deployed in produ tion settings.

Developing tools. A simple Graphi al User Inter-

taken to ontrol data redu tion at the agents, the
trans eivers and the monitors. One parti ular
s heme we have thought of is having ea h agent
\ arry" with itself the ne essary data-redu tion
ode, to be in orporated into the trans eivers
and monitors when the agent is deployed. However, this approa h negle ts the fa t that events
from several di erent agents may need to be
ombined and pro essed. This issue has to be
further investigated.

fa e (GUI) has been developed for the existing Porting to other platforms. We intend to port
our high-level prototypes to other operating syshigh-level prototype. The existing version of
tems su h as Windows NT. Additionally, the dethe GUI only provides simple a ess and onvelopment
of kernel omponents will probably
trol fun tions, but it is a rst step in trying to
take
pla
e
in
several operating systems, in ludidentify user-interfa e issues that may later be
ing
Solaris,
Linux
and BSD/OS.
further explored.
Also in development are tools for making it eas- En ryption. We plan to arefully evaluate the use
of en ryption for on dentiality and authenti aier to develop agents. These tools provide semition purposes . The me hanisms that are deemed
automati ode generation to help in developing
ne essary will have to be implemented in a way
and debugging new agents.
that redu es their impa t on the performan e of
Deployment and testing. The best way to test
the IDS.
our ar hite ture is by having people use it. We
have plans to release our latest prototype to se- Extensions to the ar hite ture. As we test the
AAFID ar hite ture by using our existing prole ted testers at rst and to the general publi
totypes, we will dis over aspe ts of it that ould
later, to allow them to experiment with the arbe hanged or extended to provide better or adhite ture, try the system, and provide feedba k
ditional fun tionality. For example, a possible
that allows us to improve it.
extension of the ar hite ture is to allow the monDeveloping trans eivers and monitors.
We
itors to automati ally respond to ertain events,
would like to experiment with di erent apusing rule sets, in the absen e of a human onproa hes to data redu tion and reporting, in ortroller. These aspe ts will have to be dealt with
porating di erent fun tionalities in ea h of these
as they are en ountered.
omponents, in a sear h for an adequate balan e
between lo al and entral pro essing. In their
urrent implementation, the trans eivers send all 5.3 Long-term future issues
the information they re eive to the monitors, and Finally there are some things that we think are imthe monitors store the information for later pro- portant, and that should be addressed at some point
essing.
in the future, but that are not urrently in our plans.
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Global administration and on guration. As

supported, for some de nition of eÆ ien y.
the IDS grows and the apability to monitor
Knowing the optimum size, at whi h the IDS
more hosts in reases, on guring and ontrolperforms best, would also be interesting for
ling everything by hand be omes impra ti al.
future development.
Me hanisms for remotely on guring and administrating the entities will be ne essary. This Reliability. How to reliably keep the state of the
IDS between sessions or a ross rashes and rein ludes:
boots is an important feature for a real-world
IDS. Having good reliability me hanisms ensures
 Monitor administration: Monitors exert
that the IDS will be alert most of the time and
ontrol over other entities, but they also
as a result provide better prote tion.
have to be ontrolled in some way. How
to deploy and ontrol the monitors, how to
deploy dete tion ode, whether and how to 6 Con lusions
rea t to events dete ted, and who the monitors should report to, are issues that may We propose an ar hite ture for Intrusion Dete tion
be addressed by future work.
Systems alled AAFID, whi h is based on indepen Agent and host on guration: Agents may dent entities alled Autonomous Agents for performneed to be added or removed dynami ally ing distributed data olle tion and analysis. Centralfrom hosts. For example, if an unusual on- ized analysis is done on a per-host and per-network
dition is dete ted in a host, we may want basis by higher-level entities alled Trans eivers and
to add extra agents to monitor in a more Monitors. The ar hite ture allows for omputation
detailed fashion. This ould be done ei- to be performed (and thus, for Intrusion Dete tion
ther manually or automati ally. The me h- to happen) at the point where enough information is
anisms for this ould be the topi for some available. This an be at the agent, trans eiver or
monitor level.
interesting future work.
We have demonstrated the feasibility of this ar hiLoad balan ing and failure ontrol. When an te ture by the implementation of working prototypes.
IDS is monitoring networks with hundreds or The rst su h prototype is des ribed in this paper,
thousands of hosts, running tens or hundreds while the se ond is des ribed in detail in [23℄
of agents ea h, the issues of load balan ing and
The AAFID ar hite ture allows data to be olfailure ontrol be ome important. For example, le ted from multiple sour es, thus allowing us to omhaving a single monitor ontrolling a large bine the best hara teristi s of traditional host-based
number of hosts may be ounterprodu tive, and network-based IDSs. It apparently also allows us
both in terms of performan e and se urity. to build IDSs that are more resistant to insertion and
Some of the problems that have to be solved in evasion atta ks [20℄ than existing ar hite tures, althis respe t are:
though no tests have been performed to support this
laim.
 How to do load balan ing.
Furthermore, the modular hara teristi s of the ar How to keep a onsistent global state. If hite ture allow it to be easily extended, on gured
there are multiple monitors, how to en- and modi ed, either by adding new omponents, or
sure that they all have the apability of de- by repla ing omponents when they need to be upte ting an intrusion, based on the urrent dated. For example, it should be possible to modify
global state.
the system to produ e messages in CIDF format [25℄.
The AAFID ar hite ture fa es many of the prob How to ommuni ate among high-level enlems
that have been traditionally in the realm of distities. In order to keep global state, some
tributed
systems resear h, su h as s alability, perforsort of ommuni ation will have to o ur
man
e
and
se urity. Tradeo s between eÆ ien y, reamong monitors, and maybe even among
sour
e
onsumption
and se urity have to be made,
trans eivers.
and although we may be able to use results from
Optimum and maximum size analysis. It is previous resear h to implement the me hanisms that
important to know the limits of the AAFID AAFID needs, nding the appropriate balan e in the
ar hite ture. Thus, it would be interesting ID ontext between the di erent fa tors is still an
to perform analysis to determine what is the open area for resear h.
maximum size (in terms of hosts, agents per
User interfa e is a big issue for future work. Most
host, and monitors) that an be eÆ iently of the work that has been done in Intrusion Dete tion
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