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Abstra t

2 In the Beginning

Mutual ex lusion is a topi that Leslie Lamport has returned
to many times throughout his areer. This arti le, whi h is
being written in elebration of Lamport's sixtieth birthday,
is an attempt to survey some of his many ontributions to
resear h on this topi .

Mutual ex lusion algorithms are used to resolve on i ting
a esses to shared resour es by asyn hronous, on urrent
pro esses. The problem of designing su h an algorithm is
widely regarded as the preeminent \ lassi " problem in onurrent programming. In the mutual ex lusion problem, a
pro ess a esses the resour e to be managed by exe uting
a \ riti al se tion" of ode. A tivities not involving the resour e o ur within a orresponding \non riti al se tion."
Before and after exe uting its riti al se tion, a pro ess exe utes two other ode fragments, alled \entry" and \exit"
se tions, respe tively. A pro ess may halt within its non riti al se tion but not within its riti al se tion. Furthermore,
no variables (other than program ounters) a essed within
a pro ess's entry or exit se tion may be a essed within its
riti al or non riti al se tion. The obje tive (at a minimum)
is to design the entry and exit se tions so that the following
requirements hold.
 Ex lusion: At most one pro ess exe utes its riti al
se tion at any time.
 Livelo k-freedom: If some pro ess is in its entry se tion, then some pro ess eventually exe utes its riti al
se tion.
Often, Livelo k-freedom is repla ed by the following stronger
property.
 Starvation-freedom: If some pro ess is in its entry
se tion, then that pro ess eventually exe utes its riti al se tion.
Most of Lamport's work on mutual ex lusion has fo used on
\user-level" algorithms for shared-memory systems, based
on either atomi or nonatomi reads and writes. For this
reason, attention is limited in most of this arti le to sharedmemory algorithms that do not use strong syn hronization
primitives or operating-system servi es. Message-passing
systems are onsidered as well, but only in Se . 7.
The mutual ex lusion problem has been studied for many
years. The rst -pro ess algorithm was due to Dijkstra
[15℄. Dijkstra's algorithm, whi h is based on an earlier
two-pro ess algorithm by Dekker, is livelo k-free but not
starvation-free. A related algorithm by Knuth was the rst
starvation-free solution [19℄. Dijkstra's and Knuth's algorithms are both quite diÆ ult to understand. In ea h algorithm, ontention is resolved by means of a ompli ated
busy-waiting loop in whi h many shared variables are read
and written. To be onvin ed that ontention is properly
resolved, numerous ases must be onsidered. In two independent papers, Lamport [22℄ and Peterson [45℄ proposed
simpler solutions, ea h of whi h is based upon a more stru tured approa h. Lamport's \more stru tured" solution is his
famous bakery algorithm. As we shall see, the bakery algorithm has impli ations that stret h well beyond the mutual
ex lusion problem.

1 Introdu tion

Leslie Lamport is ertainly responsible for more groundbreaking results on the mutual ex lusion problem than any
other single resear her. In this survey arti le, I des ribe
some of his major ontributions to resear h on mutual exlusion. Looking ba k on these ontributions now, one is
stru k by the many \seeds" that Lamport ended up planting along the way | seeds that have grown into resear h
topi s of independent interest that many other resear hers
have a tively pursued.
For example, Lamport was the rst to noti e the ir ular reasoning inherent in shared-memory mutual ex lusion
algorithms that require atomi instru tions [22, 31, 32℄. He
showed that this ir ularity an be eliminated, not only in
mutual ex lusion algorithms, but in general [34℄. He established the latter by showing that atomi reads and writes an
be implemented from nonatomi reads and writes without
mutual ex lusion. This work sparked 15 years of subsequent
resear h within the distributed algorithms ommunity on
wait-free and lo k-free syn hronization.
Lamport also initiated the study of mutual ex lusion algorithms that are \fast" in the absen e of ontention [35℄.
This work led to a urry of resear h by others on fast and
adaptive algorithms for both mutual ex lusion and other
problems, su h as renaming. Lamport's fast-path ode sequen e is used dire tly in many of these other algorithms.
Lamport is also responsible for the rst fully distributed
solution to the mutual ex lusion problem. This algorithm is
presented in a paper that also introdu es logi al lo ks and
state ma hines [25℄. Logi al lo ks and state ma hines are
among the most fundamental of all prin iples in distributed
omputing. This partially explains why this paper was sele ted last year as the rst re ipient of the PODC In uential
Paper Award.
In the rest of this arti le, these and other ontributions
arising from Lamport's work on mutual ex lusion are explained in greater detail.
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Figure 1: The bakery algorithm. (In line 6, the notation ( ) ( ) is a shorthand for (
a; b

3 Mutual Ex lusion Made Simple

The bakery algorithm, whi h is shown in Fig. 1, is based
upon a simple s heme often used in bakeries: a ustomer
entering the bakery hooses a number; within the bakery,
ustomers are served in order by their hosen numbers.
3.1 Algorithm Des ription and Basi Corre tness

In the bakery algorithm, pro ess 's number is given by
Number [ ℄. The shared variable Choosing [ ℄ is updated before and after hooses its number (lines 1 and 3), to allow
other pro esses to dete t when is in the pro ess of hoosing. hooses its number (line 2) by reading ea h pro ess's
number, taking the maximum value, and adding one. Before
an enter its riti al se tion, it must he k the status of
ea h other pro ess (lines 5 and 6). If dete ts that is in
the pro ess of hoosing its number, then busy-waits until
has nished hoosing (line 5). then busy-waits by repeatedly reading Number [ ℄ until if nds either Number [ ℄ = 0
or (Number [ ℄ ) (Number [ ℄ ). In the former ase, proess is either in its non riti al se tion or about to hoose a
new number (whi h must be larger than 's, sin e blo ked
until Choosing [ ℄ = 0 held). In the latter ase, 's number
is at most 's. A tie here is broken in favor of the pro ess
with the smaller pro ess identi er.
To establish the Ex lusion property for this program, we
de ne a pro ess to be \in the doorway" if exe uting within
lines 1-3, and \in the bakery" if exe uting within lines 4-7.
Ex lusion follows from the following property.
If pro ess is in its riti al se tion, and if another
pro ess is in the bakery, then (Number [ ℄ )
(Number [ ℄ ).
This property is easily established. Prior to entering its
riti al se tion, pro ess waits until Number [ ℄ = 0 _
(Number [ ℄ ) (Number [ ℄ ) holds. If, at this point,
has already hosen its number, then Number [ ℄ 6= 0 holds,
and hen e (Number [ ℄ ) (Number [ ℄ ). If hooses its
number later, then it hooses a larger number than .
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The algorithm also satis es Starvation-freedom. Informally, no pro ess an wait forever, be ause it will eventually
have the smallest (nonzero) number.
3.2 Other Interesting Properties

The bakery algorithm has several other interesting properties, whi h were the basis of a number of important themes
that Lamport revisited many times in subsequent publi ations. One interesting property of the bakery algorithm is
that it remains orre t even if reads and writes are nonatomi .
Requiring atomi statement exe ution is tantamount to assuming mutual ex lusion in hardware. Thus, mutual ex lusion algorithms requiring this are in some sense ir ular.
With atomi variable a esses, reads and writes an be
viewed as taking pla e instantaneously. With nonatomi
a esses, reads and writes take pla e over intervals of time,
and hen e may overlap one another. In the bakery algorithm, ea h shared variable is written by only one pro ess,
so overlapping writes of the same variable are not a on ern.
However, it is possible for a pro ess to read a variable while
it is being written. We assume that su h a read may return
any value from the value domain of the variable in question.
Consider the busy-waiting statements at lines 5 and 6.
If pro ess reads Choosing [ ℄ at line 5 while it is being
assigned the value 1 by pro ess at line 1, then 's read
returns either 0 or 1. If it returns 0 (respe tively, 1), then
it's as if reads Choosing [ ℄ atomi ally before (respe tively,
after) it is written. A similar argument applies if reads
Choosing [ ℄ while it is being assigned the value 0 by
at
line 3. Thus, allowing reads and writes of Choosing [ ℄ to be
nonatomi auses no problems.
In [22℄, line 6 is dealt with by an argument similar to the
following. Be ause Choosing [ ℄ = 1 holds while is exe uting line 2, when transits from line 5 to line 6, annot be
exe uting line 2. Thus, if reads Number [ ℄ at line 6 while
it is being written by at line 2, then must be writing
a number that is larger than 's. If 's read of Number [ ℄
returns a value that is either equal to or larger than that
on urrently being written, then 's busy-waiting loop at
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line 6 terminates, as it should. If reads a smaller value,
then it may ontinue to busy-wait, but annot busy-wait
here forever, be ause eventually must nish writing its
number, establishing (Number [ ℄ ) (Number [ ℄ ). Although the argument given here ostensibly seems orre t, as
Lamport dis overed some years later, it is a tually somewhat
awed, be ause it is based on some impli it (though mild)
assumptions regarding how nonatomi writes of Number [ ℄
are implemented; see [37℄ for details.
Another interesting property of the bakery algorithm is
that it is resilient to the premature termination of pro esses.
When a pro ess terminates prematurely, it is required to
set both Choosing [ ℄ and Number [ ℄ to 0 and then return
to its non riti al se tion and halt. It is straightforward to
see that the Ex lusion and Starvation-freedom properties
ontinue to hold if pro esses are allowed to terminate prematurely in this way.
The bakery algorithm is also of interest be ause it satises the following rather strong progress property.
 First- ome, First-served (FCFS) Priority: If proess enters the bakery before enters the doorway,
then exe utes its riti al se tion before .
To see why this property holds, note that if enters the
bakery before enters the doorway, then must hoose a
larger number than .
In a later paper, Lamport re onsidered the issue of priority [30℄. He argued that, in the ontext of syn hronization problems, priority is impossible to spe ify using known
methodologies. He illustrated the point by onsidering FCFS
priority in detail.
Lamport argued that FCFS priorities impli itly require
a request a tion, whi h may be nonatomi (i.e., it may be
omprised of a sequen e of atomi a tions). For the bakery algorithm, the request a tion onsists of the statements
omprising the doorway. Under FCFS priority ordering, if
pro ess exe utes its request a tion before pro ess exeutes its request a tion, then exe utes its riti al se tion
before . The problem with this spe i ation is that there
is great leeway in de ning what onstitutes the request a tion. If request is de ned to onsist of the atomi a tion
performed by a pro ess to transit from its non riti al se tion to its entry se tion, then it is impossible for di erent
pro esses to determine the order in whi h their request a tions are exe uted. Thus, request surely must be de ned to
onsist of a sequen e of atomi a tions. But then an implementor is free to de ne a pro ess's entire entry se tion
to be the request a tion. With this, the FCFS requirement
be omes va uous. Of ourse, it is possible to de ne the request a tion for a parti ular algorithm, as we did above with
the bakery algorithm. The point being made here is that is
diÆ ult to spe ify FCFS priority in a way that is generally
meaningful.
The bakery algorithm was the impetus for mu h subsequent work by Lamport on veri ation issues. At the time
of the bakery algorithm's publi ation, he felt that he did not
have adequate formal tools to establish its orre tness [46℄.
As Lamport writes in [24℄, \[I℄ have written several multipro essor algorithms to solve syn hronization problems,
and given informal proofs of their orre tness. Although
the proofs were simple and onvin ing, they were ultimately
based on the method of onsidering all possible exe ution
sequen es. This is not well-suited for formal proofs."
Be ause of this dissatisfa tion, Lamport be ome an early
and ontinuing advo ate for assertional proof te hniques
based on temporal logi . In the rst of his many papers
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on this topi , he independently proposed the well-known
Owi ki-Gries method [44℄ and introdu ed the terms safety
and liveness [24℄. Mu h of his re ent work has fo used on
the development and appli ation of a formalism alled TLA
(the temporal logi of a tions) [38℄. Along the way, he wrote
many other important and widely read papers on veri ation and spe i ation issues (there are too many su h papers
to mention them all here). Of parti ular relevan e to this
survey arti le is the work he did on verifying programs with
nonatomi statements [27, 28, 31, 33, 37℄. Some of this work
is onsidered in the next se tion.
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4 Atomi ity Questioned

The bakery algorithm showed that the ir ularity aused by
assuming that statements exe ute atomi ally an be eliminated, at the pri e of using unbounded memory. This gives
rise to several questions. Is it possible to solve the mutual ex lusion problem with nonatomi statements and with
bounded memory? Is it possible to do this for other syn hronization problems as well? How does one formally reason
about programs with nonatomi instru tions?
These questions were answered in two two-part papers,
[31, 32℄ and [33, 34℄, published by Lamport in 1986. In the
rst pair of papers, a formal model of on urrent systems
is presented in whi h no underlying atomi ity is assumed
(Part I), and several mutual ex lusion algorithms are presented and proved orre t based on this model (Part II).
In the se ond pair of papers, the formalism is extended by
de ning what it means for a low-level system to orre tly
implement a high-level one (Part I). Several onstru tions
of atomi variables from nonatomi variables are then presented and proved orre t using this extended formalism
(Part II). In this ase, reads and writes of the atomi variable being onstru ted are operations of the high-level system, and reads and writes of the nonatomi variables used in
the onstru tion are operations of the low-level system. As
explained below, these onstru tions are \wait-free." Thus,
they an be applied to eliminate the need for hardware-based
mutual ex lusion me hanisms, not only in solutions to the
mutual ex lusion problem, but other problems as well.
4.1 A New Formalism

In the formalism of [31, 33℄, a pro ess is de ned to onsist of
a set of operation exe utions. Informally, an operation exe ution is a single instan e of some a tion, su h as sending
a message or reading a shared variable. Formally, an operation exe ution onsists of a set of events. Thus, operation
exe utions have duration . Two relations are of fundamental
importan e in the formalism: ! means that operation
exe ution pre edes operation exe ution ;
means
that an ausally a e t . These relations a tually ome
from an earlier paper of Lamport's, where a similar formalism is used to prove the orre tness of a nonatomi variant
of the bakery algorithm [27℄. The arrow relations are used
in [31, 33℄ to state general axioms that de ne the e e ts of
on urrent read and write operations, and to de ne what it
means for a low-level system to orre tly implement a highlevel one. (Some similar axioms are stated in [27℄ in the
ontext of the bakery algorithm.)
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4.2 Mutual Ex lusion without Atomi ity, Revisited

Four mutual ex lusion algorithms are presented in [32℄. Due
to spa e limitations, these algorithms are not onsidered in

detail here. The four algorithms di er in the progress and
fault-toleran e properties they satisfy. Ea h algorithm is
onstru ted using ommuni ation variables , whi h are simply single-writer, multi-reader nonatomi boolean variables.
(The shared variable Choosing [ ℄ in the bakery algorithm
is an example of a ommuni ation variable.) The following
fault-toleran e properties are onsidered.
 Shutdown Safety: An algorithm is shutdown safe if
it remains orre t in the fa e of pro ess shutdowns.
When a pro ess is shut down, it sets all of its ommuni ation variables to defaults values and halts.
 Abortion Safety: An algorithm is abortion safe if
it is resilient to pro ess abortions. When a pro ess
aborts, it sets some of its ommuni ation variables to
default values, and returns to its non riti al se tion.
 Fail Safety: An algorithm is fail safe if it is resilient to
pro ess failures. When a pro ess fails, it may arbitrarily hange the values of its ommuni ation variables
for some time; however, it eventually aborts, setting
all of its ommuni ation variables to default values.
 Self-stabilization: An algorithm is self-stabilizing [16℄
if it is resilient to transient failures, i.e., if the algorithm enters some illegitimate state due to transient
failures, and if su h failures stop happening, then the
algorithm eventually onverges to a legitimate state.
The simplest algorithm presented in [32℄ requires only one
ommuni ation variable per pro ess, and is shutdown safe
and fail safe. The most sophisti ated algorithm requires
! ommuni ation variables per pro ess, and is shutdown
safe, abortion safe, fail safe, and self-stabilizing. The main
lesson to be drawn from these algorithms is that virtually
any variant of the mutual ex lusion problem is solvable in
systems without hardware support for mutual ex lusion.

for on urrent reads and writes. (The notion of linearizability was formally de ned a few years later by
Herlihy and Wing [17℄.) Intuitively, ea h read and
write operation must \appear" as if it o urs instantaneously at a single instant of time.
The main ontribution of [34℄ was to show that a singlewriter, single-reader, multi-bit atomi register an be onstru ted in a wait-free manner from a olle tion of singlewriter, single-reader, single-bit safe registers; registers of the
latter type essentially orrespond to nonatomi ip- ops.
This result was established by means of a sequen e of register onstru tions, ea h showing that some \more powerful" register an be implemented from \less powerful" ones.
The wait-freedom requirement means that operations of the
onstru ted register are implemented without busy-waiting
loops or blo king syn hronization onstru ts. A similar requirement alled lo k-freedom has also been onsidered in
the literature. The di eren e between the two is that waitfreedom requires starvation freedom for individual pro esses,
while lo k-freedom does not.
Lamport's work on atomi registers left two interesting
open problems: onstru ting a multi-reader atomi register,
and onstru ting a multi-writer atomi register. These open
problems were just too tempting for some of us to resist.
As a result, in the years following the publi ation of [34℄, a
number of papers on atomi -register onstru tions appeared
[9, 11, 12, 18, 43, 48, 52, 53℄. These papers were just the rst
of a great many papers to be published on wait-free and lo kfree syn hronization (a omplete list of su h papers simply
an't be in luded here, be ause the bibliography alone would
ex eed the spa e limitations of this arti le). In retrospe t,
the publi ation of Lamport's work on atomi registers an
be seen as a watershed event, be ause it was the atalyst
that led to the explosive interest in wait-free and lo k-free
syn hronization in re ent years.

4.3 Wait-free Register Constru tions

Having said that, it is important to note that the notions
of wait-free and lo k-free syn hronization were a tually rst
introdu ed in earlier papers. The rst lo k-free algorithm
was a on urrent read/write bu er algorithm presented by
Lamport in 1977 [23℄. The rst wait-free algorithms were a
olle tion of read/write bu er algorithms presented by Peterson in 1983 [45℄.
Interestingly, Sorensen and Hema her began investigating nonblo king bu ering me hanisms for real-time systems
even before Lamport's lo k-free bu er algorithm was published [49, 50℄. Nonblo king algorithms are of interest in
real-time systems be ause they are not sus eptible to priority inversions. (A priority inversion o urs when a highpriority pro ess is for ed to wait on a lower-priority pro ess.
Priority inversions are a problem be ause, under most realtime s heduling dis iplines, higher-priority pro esses have
more stringent deadline onstraints.) However, Sorensen
and Hema her's bu ering me hanisms are not true lo k-free
or wait-free algorithms be ause they are implemented within
the operating system.
In Lamport's lo k-free read/write bu er, the bu er onsists of a sequen e of \digits," whi h are read and written
atomi ally. Only one writer is assumed, so there is no need
to onsider on urrent write operations. The writer is waitfree, but it may interfere with on urrent read operations. If
a read operation is interfered with, then it must be retried.
Repeated retries may be needed before a read an su essfully omplete. This is why the algorithm is lo k-free but
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As stated above, the problem of implementing atomi variables from nonatomi variables in a wait-free manner is onsidered in [34℄. These variables are formalized as shared obje ts alled registers . Only single-writer registers are onsidered in [34℄. Three lasses of su h registers are de ned:
safe , regular , and atomi .
 Safe Registers: Reads and writes of a safe register
must satisfy the following: if a read does not overlap a
write, then the read returns the most-re ently written
value (or the register's initial value if it has not been
written). A read that does overlap a write may return
any arbitrary value from the value domain of the register. (This is the same notion of nonatomi statement
exe ution onsidered in [22, 32℄.)
 Regular Registers: A regular register is a safe register that also satis es the following: if a read overlaps
some sequen e of writes, then it must return the value
written by one of these writes, or the value of the register before the rst su h write.
 Atomi Registers: An atomi register is a regular
register that satis es the following additional property:
if a read operation pre edes another read operation
, then annot return an \older" value than . This
implies that a valid linearization order an be de ned
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4.4 Earlier Roots

not wait-free.
The algorithm's orre tness depends on several results
that are proved in the paper on erning read and write operations of multi-digit bu ers. It is shown that if su h digits
are read and written in opposite dire tions, then ertain
on lusions an be drawn that relate the value returned by
a read operation and values written to the bu er by write
operations.
In Lamport's bu er algorithm, two version numbers 1
and 2 are asso iated with the bu er. These version numbers allow readers to dete t when they have been interfered
with. Ea h version number is a multi-digit value. To perform a write operation, the writer in rements 1, writes the
bu er, and then in rements 2. To perform a read operation, a reader reads 2, reads the bu er, and then reads
1. If the values read from 2 and 1 are the same, then
a onsistent value was read from the bu er. Note that the
order in whi h the sequen e numbers and the bu er are read
is the opposite of the order in whi h they are written. In
addition, the digits omprising ea h version number are read
and written in opposite dire tions. These read- and writeordering properties are fundamental in showing that read
operations always return onsistent values.
Related work in ludes a later paper by Lamport on the
on urrent reading and writing of lo ks [36℄. A lo k is dened by a set of regular registers. The algorithms presented
in [36℄ for reading and writing a lo k are based on the ideas
of [23℄. The following interesting omment appears in [36℄:
\The version of [referen e [23℄ of this arti le℄ submitted for
publi ation assumed only regular registers, but the editor
was afraid that the on ept of nonatomi operations on individual digits might be onsidered hereti al and insisted
that it be removed from the paper."
In 1993, Kopetz and Reisinger applied Lamport's lo kfree bu er algorithm in a real-time ontrol system [20℄. They
were apparently unaware that Lamport had invented this
algorithm 16 years earlier, be ause they did not redit him
for it. However, their main fo us was not the algorithm
itself, but s heduling analysis te hniques for a ounting for
syn hronization overheads when the algorithm is used.
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4.5 Hardware Conne tions
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A on ept quite similar to \non-wait-freedom" arises in the
study of asyn hronous arbiter ir uits. I refer to the wellknown glit h phenomenon, whi h is aptured by the following prin iple.
For any devi e making a de ision among a nite
number of possible out omes, based upon a ontinuum of possible inputs, there will be inputs for
whi h the devi e takes arbitrarily long to rea h
its de ision. [39℄
The onne tion between the glit h phenomenon and mutual
ex lusion is explained quite well by Lamport in [21℄.
When I wrote [referen e [22℄ of this arti le℄, a
olleague at Massa husetts Computer Asso iates
pointed out that the on urrent reading and writing of a single register, assumed in the bakery algorithm, requires an arbiter | a devi e for making a binary de ision based on inputs that may
be hanging. In the early 70s, omputer designers redis overed that it's impossible to build an
arbiter that is guaranteed to rea h a de ision in
a bounded length of time. (This had been realized in the 50s but had been forgotten.) My

olleague's observation led to my interest in the
arbiter problem | or \glit h" problem, as it was
sometimes alled.
Lamport wrote two papers on the glit h phenomenon.
The rst of these presents a proof of the glit h prin iple
[39℄. The se ond paper onsiders several (rather amusing)
examples of \glit hes" from everyday life. For example, the
on ept is motivated by onsidering the \problem of Buridan's Ass" [29℄. In this problem, the ass starves to death
after being pla ed equidistant between two sour es of food
that are both equally preferable.
5 Fast Mutual Ex lusion

In 1987, Lamport devised a novel mutual ex lusion algorithm that requires only seven memory a esses in the absen e of ontention [35℄. This work was driven by the widely
a epted belief that \ ontention for a riti al se tion is rare
in well-designed systems" [35℄. Through the years, algorithms su h as this, in whi h a pro ess exe utes a onstanttime \fast path" in the absen e of ontention, have ome to
be known simply as \fast" mutual ex lusion algorithms.
Lamport's fast mutual ex lusion algorithm is shown in
Fig. 2(a). In this algorithm, the fast path onsists of lines
1, 2, 3, 7, 8, 16, and 17. Of these, lines 2, 3, 7, and 8
are of spe ial signi an e. These lines are shown separately
in Fig. 2( ), where they are used to de ne a \bla k box"
element alled a splitter , whi h is illustrated in Fig. 2(b).
(The term \splitter" is not due to Lamport; it was rst
abstra ted as a \bla k box" by Moir and Anderson [41℄,
and rst alled a \splitter" by Attiya and Fouren [7℄.) In
the following subse tion, we onsider some properties of the
splitter that make it so useful, and then show how these
properties ensure the orre tness of Lamport's fast mutual
ex lusion algorithm.
5.1 The Ever-useful Splitter Element

Ea h pro ess that invokes the splitter ode either stops,
moves down, or moves right (the move is de ned by the
value assigned to the private variable dir ). One of the key
properties of the splitter that makes it so useful is the following: if several pro esses invoke a splitter, then at most
one of them an stop at that splitter. To see why this property holds, suppose to the ontrary that two pro esses and
stop. Let be the pro ess that exe uted line 3 last. Beause found that = held at line 3, is not written
by any pro ess between 's exe ution of line 0 and 's exeution of line 3. Thus, exe uted line 3 before exe uted
line 0. This implies that exe uted line 2 before exe uted
line 1. Thus, must have read = false at line 1 and then
assigned \dir := right ," whi h is a ontradi tion. Similar
arguments an be applied to show that if pro esses invoke
a splitter, then at most 1 an move right, and at most
1 an move down.
Be ause of these properties, the splitter element and related me hanisms have proven to be immensely useful in
wait-free algorithms for renaming [1, 2, 8, 7, 10, 41, 42℄.
Renaming algorithms are used to \shrink" the name spa e
from whi h pro ess identi ers are taken. Su h algorithms
an be used to speed up on urrent omputations with loops
that iterate over pro ess identi ers. Be ause of the splitter's
properties, it is possible to solve the renaming problem by
inter onne ting a olle tion of splitters in a grid as shown in
Fig. 3 [42℄. A name is asso iated with ea h splitter. If the
grid has rows and olumns, where is the number of
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0: Non riti al Se tion;
1: [ ℄ := true ;
2: := ;
3: if 6= 0 then
4:
[ ℄ := false ;
5: await = 0;
6: goto 1
;
7: := ;
8: if 6= then
9:
[ ℄ := false ;
10: for := 1 to do
11:
await : [ ℄
od;
12: if 6= then
13:
await = 0;
14:
goto 1
;
15: Criti al Se tion;
16: := 0;
17: [ ℄ := false
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Figure 2: (a) Lamport's fast mutual ex lusion algorithm. (b) The splitter element and ( ) its implementation.
pro esses, then by indu tion, every pro ess eventually stops
at some splitter. (The original name spa e is assumed to be
mu h larger than .) When a pro ess stops at a splitter, it
a quires the name asso iated with that splitter.
The splitter's properties also ensure that the algorithm in
Fig. 2(a) is orre t. In parti ular, be ause at most one proess an stop at a splitter, at most one pro ess at a time
an \take the fast path." Moreover, if no pro ess takes
the fast path during a period of ontention, then some proess must rea h lines 9-14. The algorithm ensures that, of
these pro esses, the last to update the variable eventually
gets to its riti al se tion and then reopens the fast path
by assigning := 0 at line 16. Thus, the algorithm satis es Ex lusion and Livelo k-freedom. On the other hand,
Starvation-freedom is not satis ed, be ause an unlu ky proess may repeatedly nd either 6= 0 at line 3 or 6= at
line 12, and hen e wait forever.
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5.2 Resear h on Fast and Adaptive Mutual Ex lusion

(Or, Other Appli ations of the Splitter and Related
Me hanisms)

Lamport's fast mutual ex lusion algorithm sparked a wave
of resear h on fast and adaptive mutual ex lusion algorithms
that has ontinued to this day. Mu h of this work has

fo used on algorithms that are fast both in the absen e
and presen e of ontention. In 1993, Yang and Anderson
presented an -pro ess \lo al-spin" mutual ex lusion algorithm that has (log ) time omplexity, regardless of ontention, where \time" is measured by ounting only remote
memory referen es that ause a traversal of the inter onne t
between pro essors and memory [54℄. They also presented a
fast-path variant that has (1) time omplexity in the absen e of ontention. This variant dire tly uses the splitter
ode sequen e. Unfortunately, Yang and Anderson's fastpath variant has ( ) worst- ase time omplexity under
ontention. This is be ause of a \polling loop" that is exe uted to determine if the fast-path an be reopened after
a period of ontention ends. Re ently, Anderson and Kim
presented a new fast me hanism, whi h also dire tly in orporates the splitter ode, that results in (1) time omplexity
in the absen e of ontention and (log ) time omplexity
under ontention.
In all of the fast-path algorithms onsidered until now,
there is a sudden jump in time omplexity between the
ontention-free and ontention-present ases. Other resear hers have onsidered algorithms where the rise in time omplexity as ontention in reases is more gradual. Su h algorithms are alled adaptive . Resear h on adaptive algorithms
has also been heavily in uen ed by Lamport's fast mutual
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Figure 3: Renaming grid (depi ted for N = 5).
ex lusion algorithm.
In work on adaptive algorithms, two notions of ontention
have been onsidered: \interval ontention" and \point ontention" [1℄. These two notions are de ned with respe t to
a history . The interval ontention over is the number
of pro esses that are a tive in , i.e., that exe ute outside
of their non riti al se tions in . The point ontention over
is the maximum number of pro esses that are a tive at
the same state in . Note that point ontention is always
at most interval ontention.
Two time omplexity measures have been onsidered in
work on adaptive algorithms in addition to the remote-memory-referen es measure onsidered above: \remote step omplexity" and \system response time." The remote step omplexity of an algorithm is the maximum number of sharedmemory operations required by a pro ess to enter and then
exit its riti al se tion, assuming that ea h \await" statement is ounted as one operation [51℄. The system response
time is the length of time between riti al se tion entries,
assuming ea h enabled read or write operation is exe uted
within some onstant time bound [13℄. Several algorithms
have been presented that are adaptive to some degree under
these time omplexity measures [51, 13, 6, 3℄. In ea h of
the papers ited here, either Lamport's splitter element or
a losely related me hanism is used.
Lamport's fast-path ode sequen e also has impli ations
for resear h on time omplexity lower bounds [4, 5, 14℄. In
parti ular, for many syn hronization problems, this ode sequen e implies that one annot simply fo us on ontentionfree program exe utions when trying to establish a nontrivial
(i.e., non onstant) lower bound on time.
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6 Sequential Consisten y and True vs. Virtual Mutual Exlusion

Lamport was the rst to observe that the assumptions regarding memory a esses impli it within most proof frameworks may be violated in a tual multipro essor systems. He
proposed a ondition alled sequential onsisten y that ensures that multipro essor programs are exe uted orre tly

[26℄. Sequential onsisten y is de ned as follows.
[T℄he result of any exe ution is the same as if the
operations of all the pro essors were exe uted in
some sequential order, and the operations of ea h
individual pro essor appear in this sequen e in
the order spe i ed by its program. [26℄
The main ontribution of [26℄ was to formally arti ulate
the memory model that most people had previously assumed impli itly. Sequential onsisten y has sin e be ome
the \ben hmark" against whi h all other memory onsisten y poli ies are ompared.
In re ent joint work with Perl and Weihl, Lamport showed
that mutual ex lusion algorithms designed assuming sequentially onsistent memory may not guarantee true mutual
ex lusion in pra ti e [40℄. To see why this is so, note that
sequential onsisten y does not require the a tual exe ution
order of operations to be onsistent with any parti ular sequential order. In parti ular, operations of the same pro essor may be performed in an order that di ers from program
order as long as both orders give the same result. For example, some operations within a pro ess's exit se tion may
a tually be performed before ertain operations within its
riti al se tion. Also, operations of di erent pro essors that
ommute an be ordered quite arbitrarily.
The following motivating example is given in [40℄.
[C℄ onsider the following basi mutual ex lusion
algorithm that is used by several standard algorithms.
Pro essor A:
:= 1;
if = 0 then riti al se tion; := 0
Pro essor B:
:= 1;
if = 0 then riti al se tion; := 0
Suppose neither of the riti al se tions a esses ,
, or any variable a essed by the other. A multipro essor ould exe ute 's assignment :=
1, its if test, and its assignment := 0, and
then arbitrarily interleave the exe ution of its
riti al se tion with the exe ution of pro essor
's proto ol. Be ause the memory operations of
pro essor 's riti al se tion ommute with all
the memory operations of pro essor 's protool, the resulting exe ution is equivalent to exe uting the two proto ols sequentially (in either
order). Thus, the de nition of sequential onsisten y, whi h says nothing about the order in
whi h operations are a tually exe uted, is satised. Hen e virtual but not real mutual ex lusion
is satis ed.
With virtual mutual ex lusion, operations are exe uted
in a way that makes it appear as if one riti al se tion preedes another. If only memory a esses are performed during riti al se tions, then virtual mutual ex lusion is suÆient. However, if I/O operations are performed, then true
mutual ex lusion is needed.
Perl et al. posit a spe ial statement alled Lull that prevents lookahead. Spe i ally, if a pro ess performs a Lull
statement, then none of its instru tions after the Lull an
be performed until all of its instru tions prior to the Lull
have ompleted. The main ontribution of [40℄ is the following result.
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If two pro essors exe ute riti al se tions ea h
ontaining a Lull statement, then riti al-se tion
instru tions that pre ede the Lull statements annot be on urrently exe uted by the two pro essors.
Thus, the Lull statement provides a simple means for ensuring true mutual ex lusion.
7 Last But De nitely Not Least

7.1 Logi al Clo ks and \Happens Before"

The most fundamental ontribution of [25℄ is the notion of
a logi al lo k , whi h is an inexpensive me hanism that an
be used order events in an asyn hronous distributed system in a meaningful way. In the model of this paper, ea h
pro ess is de ned to be a linear sequen e of events. Ea h
event is either an internal event, a message-send event, or
a message-re eive event. In any distributed system, there is
an impli it ordering of events. This ordering is aptured by
a fundamental partial-order relation introdu ed in this paper alled the \happens-before" relation, whi h is denoted
\!." This relation is de ned as follows.
 If and are events of the same pro ess and o urs
before , then ! .
 If is the sending of a message by one pro ess and
is the re eipt of that message by another pro ess, then
! .
 If ! ^ ! then ! .
The happens-before relation is among the most fundamental
of all notions in distributed omputing. Indeed, it is so ubiquitous, it would simply be impossible to ompile a omplete
list of papers in whi h it is used.
For an ordering of events in a distributed system to be
\meaningful," it should be onsistent with the happensbefore relation. Logi al lo ks provide a means for onstru ting su h an ordering. Using the notation of [25℄, a
logi al lo k of a pro ess i is a fun tion
i that assigns an
integer value to ea h event in i . The logi al lo k for an
entire system of pro esses is a fun tion
that assigns to
any event of pro ess j the number j ( ). Logi al lo ks
are required to satisfy the following.
Clo k Condition: For any events and , if
! , then ( ) ( ).
b

a

b

a

b

a

a

b

b

a

b

b

a

P

C

P

C

b

P

C

b

a

a

b

C a

< C b

i

P

b

b

K

K

m

m; K

K

K

m; K

The last of Lamport's papers on mutual ex lusion overed
in this arti le is his seminal paper \Time, Clo ks, and the
Ordering of Events in a Distributed System" [25℄. This is
the only paper surveyed in this arti le in whi h a messagepassing model is expli itly assumed. Although this paper
is being overed last, it is probably Lamport's most- ited
paper. In fa t, it is among the most frequently- ited papers
in all of distributed omputing.
There is a ommon mis on eption that the \Time, Clo ks"
paper is primarily a paper about mutual ex lusion. This is
in orre t. The main ontribution of this paper is a new
method for syn hronizing distributed pro esses, based on
two on epts: logi al lo ks and state ma hines. A mutual ex lusion algorithm is presented merely to illustrate the
method. This algorithm just happened to be the rst fully
distributed solution to the mutual ex lusion problem.

a

Logi al lo ks are easy to implement. A single ounter
is assigned to ea h pro ess i . This ounter is updated
as follows.
 Ea h internal event is repla ed by the single event
h ; i := i + 1i.
 Ea h message-send event send ( ) is repla ed by the
single event hsend ( i + 1); i := i + 1i.
 Ea h message-re eive event re eive ( ) is repla ed
by the single event hre eive ( ); i := max( i )+
1i.
Pro ess i 's logi al lo k is de ned by requiring i ( ) to
equal the value of i immediately after the o urren e of
the event . A useful total ordering on events ) an now
be de ned as follows.
) if and only if
 ( ) ( ), or
 ( ) = ( ) and is in i and is in j
and
.
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7.2 State Ma hines and Mutual Ex lusion

The syn hronization method of [25℄ ouples logi al lo ks
with the on ept of a state ma hine. A state ma hine is
de ned by a set of states and a set of ommands. Ea h
ommand auses a deterministi state transition. State mahines are fundamental to the study of a tive repli ation
te hniques for ensuring fault toleran e [47℄. Ea h repli a
an be de ned by a state ma hine that responds to lient
requests.
In [25℄, Lamport illustrated the utility of state ma hines
and logi al lo ks by presenting a new distributed mutual exlusion algorithm that in orporates these on epts. This algorithm is sket hed in Fig. 4. The main idea behind the algorithm is that of distributing a queue. Ea h pro ess is de ned
by a state ma hine that responds to timestamped request
and release ommands. Ea h pro ess's state is de ned by a
lo al queue of timestamped request messages ( ommands),
whi h it has re eived from pro esses that are waiting to enter their riti al se tions. The ondition for riti al-se tion
entry easily implies that the Ex lusion property is satis ed
by this algorithm. It is also easy to see that ea h pro ess's
request eventually must have the lowest timestamp. Hen e,
the algorithm satis es Starvation-freedom.
8 Con luding Remarks

It is diÆ ult to fully des ribe the impa t of Leslie Lamport's work on the mutual ex lusion problem in a limited
amount of spa e. Nonetheless, I hope this arti le has done
an adequate job of it. In assessing Lamport's tra k re ord
on the mutual ex lusion problem, it is quite evident that he
has been the foremost gure for many years in de ning the
ourse of resear h on this problem.
At the time this arti le was written, a omplete listing of
Lamport's papers was available on-line at [21℄. Ele troni
opies of many of his papers an be obtained there.
A knowledgements: I am grateful to Cynthia Dwork, YongJik Kim, Keith Marzullo, and Fred S hneider for their omments on an earlier draft of this paper.

Proto ol for Pi :
To request riti al se tion:

When

 Send a timestamped request message to every
other pro ess.
 Put that message on a lo al request queue.

When request message is re eived:

 Put it on lo al request queue.
 Send ba k a timestamped a knowledgement .

release

message is re eived:

 Remove orresponding request message from loal request queue.

Pi enters its
riti al se tion if both of the following hold:

 Its own request has the lowest timestamp (a ording to )) among all requests in its queue.
 i has re eived a message from every other proess timestamped later than its own request .
P

To exit riti al se tion:

 Remove i 's request message from lo al request
queue.
 Send a release message to all other pro esses.
P

Figure 4: Timestamp algorithm. Note: FIFO message delivery is assumed.
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