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We present a hierarchical distributed communication and
control architecture for Smart Grids. The proposed topology consists of multiple layers to allow for robust and flexible data access and resource allocation in large decentralised
Smart Grid systems. We introduce a scenario involving different Smart Grid actors, and develop an architecture using
Linked Data principles (a set of standards for data access on
the web). We propose a simple language to express allocation constraints, and map the resource allocation problem to
a constraint satisfaction problem. We further provide initial
experimental results for decentralised data access and resource allocation in Smart Grids.

Consumers and producers of energy have different requirements and a management infrastructure for data and functionality has to take into account all of these. A distributed
communication system requires the interconnection of originally separate data and functionality in a flexible way. Reading and writing data requires a clearly specified interface,
with communication channels, protocols and conventions
that each participant has to follow. While we do not specifically discuss the possibilities that semantic technologies offer
for data integration, we believe that semantic technologies
can help to address data integration issues that naturally
arise in distributed environments with hetereogenous actors
and system [20].

1.

Our contributions are:

INTRODUCTION

Smart Grids are distributed systems consisting of a very
large number of actors. The actors vary in their use of
the grid: some actors produce energy, some actors consume
energy and some do both. The actors behave largely autonomously but have to communicate and work together to
balance energy supply and demand. While there have been
small deployments of Smart Grids with hundreds of participants (e.g., in German projects MeRegio1 , SmartWatts2 and
eTelligence3 ), the design of suitable architectures to support
envisioned Smart Grid functionality on a large scale is a current research topic.
Previous works (e.g., [19, 9]) assume a centralised model in
which utilities estimate the consumption based on historic
data and send out price signals in regular intervals to entice
actors to adjust their consumption. In contrast, we assume a
decentralised hierarchical architecture for scalable and flexible communication and coordination between Smart Grid
participants. We follow a general trend towards distributed
architectures, emerging both in data management research
(Dataspaces, [7]) and on the web (Linked Data, [2]),
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• We show that the hierarchical topology of the power
distribution network can also be beneficially applied to
the communication network, for both data access and
resource allocation.
• We explain how concepts developed in the context of
the World Wide Web (such as Representational State
Transfer, REST) and the Semantic Web (such as Linked
Data) provide flexible and scalable means to manage
interconnected data and functionality.
• We map the problem of balancing energy production
and consumption to a constrain satisfaction problem.
The remainder of the paper is organised as follows: Section
2 identifies challenges for managing data and functionality
in Smart Grids. Section 3 introduces an idealised network
topology for both power distribution and communication.
Section 4 describes the communication and control interfaces for accessing data and services as well as methods for
resource allocation. Section 5 presents initial experiments
and explains how the proposed architecture satisfies the requirements. Section 6 relates our approach to existing work,
and Section 7 concludes.
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2. DATA MANAGEMENT CHALLENGES
In today’s energy grid infrastructure, a small number of
large power plants generate the bulk of the energy, and adjust power levels during hours of peak consumption. Such a
“load-following supply” strategy leads to many inefficiencies,
for example, related to high transport costs [10]. Further,
regenerative energy sources such as solar and wind require
a “load-following demand” strategy: actors have to consume
the available energy at the time of generation. Thus, rather

than controlling a few large energy producers, Smart Grids
have to provide means for controlling a great many small
actors, which may consume and produce energy.
The high-level requirements and the push towards decentralised energy generation suggest a decentralised communciation architecture. While data management is an important aspect in Smart Grids, we also need means to manage
functionality. In other words, we not only need to be able
to query Smart Grid data, but also need the abillity to affect change and control behaviour. Based on these insights,
we derived technical requirements for a decentralised infrastructure, which we present in the following. We revisit the
requirements as part of the evaluation in Section 5.3.
1. The current state of the network can be queried in an
efficient way.
2. A subgrid is managed by an actor in the next higher
hierarchy level.
3. Each node has to be able to manage up to several
hundred other nodes.
4. Each subgrid can be disconnected and operated autonomously.
5. The network must be resilient and continue to work in
case of node failures.
We build on top of well-developed technologies tested in
computer systems of the internet. Our architecture mostly
follows the design principles of Dataspaces [7], incorporating the basic ideas behind Linked Data [2]. The interfaces
follow RESTful architectural patterns [5].

3.

SMART GRID TOPOLOGY MODEL

The physical topology of the current power distribution grid
is arranged according to voltage [13, 1]. Power plants are
connected via a high-voltage network, which feeds into networks of subsequently lower voltage, ultimately leading to
household networks with a voltage range between 100 and
240 V. As the current power distribution network is already
organised into different subgrids, we propose that a smart
communication and control infrastructure follows such a hierarchical partitioning. Our architectural model for the communication infrastructure thus mimics an idealised version
of the physical power distribution network.
Definition 1. A Smart Grid consists of nodes N and
interconnects E; nodes represent actors (sensors, actuators)
in the grid, and are connected to b (branching factor) other
nodes. The levels of a network are denoted by L.
We assume that several million actors can be part of the
complete network, divided into subdivisions with tens to
hundreds actors each. In other words, each household comprises tens of devices, a low-voltage node connects tens to
hundreds of households to a higher-voltage network, and
tens to hundreds of these are connected to form a network
one voltage level up. We assume energy flow between those
actors on the same level that are connected to the same
parent actor. We assume communication flow only between
actors in the direct next layer. The children of the root
note represent the large power plants and storage facilities;
the root node itself is a virtual actor.Figure 1 illustrates the
structure of the network model.

Figure 1: Self-similar network topology of the power
grid. Branching factor b = 4 and L = {0, 1, 2, 3} in this
example. Black lines denote energy flow, grey lines
denote communication flow.

Figure 2: Atomic tree motif of which the entire network is composed of.
For our architecture we exploit the self-similarity of the
topology (see work in complex networks [14, 17]), pick a
motif (illustrated in Figure 2) and define operations on the
motif. The architecture of the entire system is composed of
such modular motifs or subgrids. Each subgrid manages its
own data and resource allocation, and provides aggregated
data to the tier above.
A hierarchical model has the practical benefit that it is possible to deploy computing nodes at already existing interconnection points in the power network. We also reduce
unnecessary energy flow between different voltage levels by
optimising energy consumption in the subgrids. Further,
the hierarchical topology can make the entire system more
resilient in face of outages, compared to a completely centralised model which introduces single nodes of failure which
affect the entire grid. Finally, the proposed topology aids in
partitioning the computational work necessary for communication and resource allocation.

4. COMMUNICATION AND CONTROL
In the following we first define the terms we use for Smart
Grid actors. Next, we explain how the scenario maps to a
constraint satisfaction problem (CSP) and finally describe
the interactions between actors in different levels in the
topology. We use a subgrid with branching factor b = 2
and levels L = 0, 1 to illustrate the definitions; for the example imagine a household (level 0) with an electric car and
a solar panel (level 1).
Definition 2. Let A be the range of acceptable energy
consumption values for an actor and a ∈ A be the current
energy consumption or energy production value of the actor
in watt.
We assume that each actor has assigned a value for a. To
keep our model simple, we assume the possible consumption
values to be integer values. We model energy production as
negative consumption. We call an actor controllable if the
actor has more than one value in its value range A.
An actor might support energy slack as defined by Katz et
al. [10]; as a result, an actor supporting energy slack is

controllable. A person managing the actor can define a time
interval for the task of the actor to complete, for example
”have the car charged when I have to go to work in 5 hours”.
The actor can calculate for itself how much energy is needed
to achieve that goal. There may be limitations; for example,
a battery cannot be charged faster than at a specific rate or
a washing machine cycle should not be interrupted. Based
on the specified input, the actor derives an acceptable value
range for energy consumption.
We pick the motif in Figure 2 to explain the different parts
the system and communication scenarios between Smart
Grid actors:

participant 1

controller

participant 2

GET
current consumption data
GET
current consumption data
solve CSP

PUT new consumption
Definition 3. We call the actor higher in the hierarchy
controller, and the actors lower in the hierarchy are called
participants. The current energy consumption of a controller
is defined by the sum of energy consumptions of its participants. Each controller can also be a controllee for an actor
in the next higher layer of the topology.
We apply these definition to the example: the electric car
and the solar panel are participants, and the household is
the controller of the subgrid. Assume that the car has to
be charged when by the beginning of the working day. A
minimum consumption of 1 kW throughout is needed to
achieve fully charged batteries. The car’s batteries might
be charged faster (for example, with 3 kW).The actor is
currently attached to the grid and consumes 1 kW. To sum
up: A1 = {1, 2, 3}, a1 = 1.
The solar panel’s position towards the sun can be adjusted
to influence the produced energy production level. The possible energy production can be varied between 3 kW and
4 kW, currently producing 3 kW. A2 = {−4, −3}, a2 = 3.
The household controls all actors within its subgrid. The
range of its energy consumption is defined by the sum of
the energy consumption of its participants. In this case:
A3 = {−3, −2, −1, 0}.
In the example, the goal is for the subgrid to operate autonomously. No further inflow or outflow of energy should
be required and therefore the actor’s consumption should
equal zero: a3 = 0.
Definition 4. The controller’s task is to set the consumption value of its participants in order to match a given
N
P
!
energy consumption value ac :
an = ac
n=1

The controller can make use of the value range A to adjust
each participant to the energy available within the grid.
The current energy consumption value of each actor of a
subgrid can be understood as one variable ax of the problem.
We express the resulting mathematical problem as a finite
linear constraint satisfaction problem (CSP) [16]. With the
formulation as a CSP, we can apply off-the-shelf CSP solvers
to the optimisation problem.
Regarding the example with three actors, the controller can
!
solve the CSP a1 + a2 = a3 because it knows both the range
of acceptable consumption values of each participant and

OK
PUT new consumption
OK

Figure 3: Communication flow of one controller with
two participants.

the reference value. The solution to the CSP is a1 = 3 and
a2 = −3. With these values the controller can adjust the
energy consumption values of the participants. As a result,
the subgrid can operate autonomously.
In summary, the communication flow between the controller
and the participants follows a sequence of three steps:
1. The controller queries all the participants for their current consumption data.
2. The controller solves the CSP in order to have a configuration for the resource allocation to its participants.
3. The controller adjusts the consumption values of its
participants accordingly.
Figure 3 visualises the communication between the the controller and the participants in our example.

5. EVALUATION
In the following we report on the actor interface implementation and initial experiments conducted on a machine with
Intel Core 2 Duo 2.53GHz CPU and 4GB RAM. We further
explain how the proposed system architecture addresses the
requirements we have identified.

5.1 Actor Interface Implementation
We follow the proposed data model for Smart Grid actors
from Wagner et al. [20], where an actor is addressable with
an IP-address and exposes energy consumption data via an
HTTP interface [6]. We however extend the interface with
two features:
• The energy consumption of an actor can be adjusted.
• The actor returns a range of acceptable consumption
values in addition to the current consumption.

Performing a GET request returns the current energy consumption and the range of acceptable energy consumption
values. The actor will respond with RDF-formatted data for
content representation. The consumption value of an actor
can be modified by sending a PUT request. The controller
sends the new energy consumption value in watt to the participant. If the value is within the participant’s acceptable
value range, the participant will adjust the consumption accordingly. Otherwise, the requests will be refused by returning a HTTP 403 Forbidden response.
Initial experiments show that querying many clients scales
in a linear way as expected. We are able to access at least up
to several hundreds of sources in parallel; the performance
of these concurrent URI lookups is limited by the bandwidth
of the network and the number of concurrent threads that
the operation system can manage.
Still, the propagation down the tree can cause heavy delays
on operations. A controller setting a new energy consumption value for a participant waits for the operation to be
finished. The participant might need to solve its own CSP
(in a controller role of another subgrid) and delegate setting
operations to its participants. As the propagation down the
tree can take a long time, we currently experiment with
asynchronous approaches.

5.2 CSP Solution Strategy
The solution of the CSP gains complexity with an increasing range of choices an actor offers and with an increasing
amount of actors. In the initial experiments we used XCSP
2.1 [15] to express the CSP problem. The finite linear CSP
was translated into a SAT problem using the order encoding method by Sugar [18]. The SAT problem was solved by
Minisat v2 [3, 4].
The transition from CSP to SAT introduces a limitation
regarding possible variables as the translation cost regarding
memory grows exponentially. We are able to solve the CSP
for 1000 actors with a range of possible values of 5 in a few
seconds.
Future work includes further optimisation of the CSP solver
performance, and experiments with different topology choices
to identify limiting factors for the size of a subgrid.

5.3 Addressing the Requirements
In the following we revisit the requirements identified earlier in the paper and explain how the presented architecture
addresses the requirements.
1. The current status of the network can be queried in an
efficient way.
Our experiments show that the status of several thousand nodes can be queried in seconds. How the entire
network behaves is subject to future experimentation.
2. A subgrid is managed by an actor in the next higher
hierarchy level.
If we assume that resource allocation takes place in intervals of several minutes, the lookup performance is
sufficient to retrieve the current system state even over
slow connections. Querying the information can become a problem if triggering one status update propages

down the network tree.
3. Each node has to be able to manage up to several
hundred other nodes.
The most costly operation to perform is the solution
of the CSP. As expected, the CSP does not scale linearily, which limits the amount of clients an actor with
limited hardware can manage. However, first experiments show solvability for a few hundred nodes and a
reasonable possible value range.
4. Each subgrid can be disconnected and operated autonomously.
As each layer can control the managed devices, a connection loss does not need to cause the system to fail.
The controlling actor can still operate in a stable way
if it can keep consumption and production of energy
on a balanced level.
5. The network must be resilient and continue to work in
case of node failures.
Our implementation of the controller can handle the
failure of subgrid participants. There are two different types of failure: if an actor has a hardware failure
and does not consume energy anymore, the controller
can just remove the actor from the calculation. The
second type of failure – if an actor fails to report its
energy consumption – is more problematic. Given the
controller still knows about the operation of the actor,
the consumption value might be approximated by using historic data. The issue of securely shutting down
actors has to be addressed in further detail. In both
situations, the failure of a participant does not mean
that the system loses controllability.

6. RELATED WORK
Aggarwal et al. [1] give an overview of the structure of
the North American distribution network architecture and
derive latency requirements for the future energy grid, concluding that a fiber-based infrastructure is necessary to meet
the latency requirements. The conclusion is based on a centralised model for communication, whereas our research focusses on the comparison of different topologies. For future
research we plan to include an analysis of latencies and bandwidth constraints for the decentralised approach to manage
Smart Grid infrastructure and their influence on stability
and controllability of the overall system.
Hauser et al. [8] and Lobo et al. [11] describe how the
communication requirements may be met with an IP-based
network if additional requirements for latency and security
are applied. We add a proposal for a hierarchial topology
model of the communication network structure.
Katz et al. [10] explain the challenges of the Smart Grid
and introduce desirable features of Smart Grid actors, concluding with the description of a layered architecture and
interface specifications to manage energy networks. In contrast, our paper picks up the actor features and proposes
a structural model and interface specification. Our focus is
on using established web technology and on providing an
implementation in order to conduct experiments evaluating
different control strategies.
Lu et al. [12] present possible threads to the energy grid
and how the hierarchical structure allows to identify the root

cause for errors, and provides an understanding about how
the topology of the energy network correlates to a successful
communication model. Future research includes an in-depth
comparison of [12] and our approach regarding resilience of
network topologies.

7.

CONCLUSION

We presented a distributed architecture for the Smart Grid
based on a hierarchical network model. Leveraging the selfsimilarity of the hierarchical topology, we identified motifs
consisting of subtrees in which each node in the network offers standardised data access and control interfaces, leading
to what we believe to be a simple yet elegant architecture.
Furthermore, we have shown how resource allocation can
be performed locally, thus providing a natural fit to energy
networks where both energy consumption and production
become increasingly decentralised.
We have conducted preliminary experiments showing that a
basic Linked Data stack provides enough flexibility to fulfil
the outlined requirements while keeping the protocol overhead manageable. Initial results show that a CSP solver can
handle the allocation of resources in a simple model. Future
work includes an evaluation of more expressive allocation
problems.
While we have focussed on the basic architecture for communication and control, several functionalities are missing in
our framework, most notably functionalities related to security aspects. For example, we have to assure correct authentification and authorisation before allowing actors to invoke
actions which potentially can have adverse effects.
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