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Abstract
We introduce chameleon signatures that provide with an undeniable commitment of the signer
to the contents of the signed document (as regular digital signatures do) but, at the same time,
do not allow the recipient of the signature to disclose the contents of the signed information to
any third party without the signer's consent. These signatures are closely related to \undeniable
signatures", but chameleon signatures allow for simpler and more ecient realizations than the latter.
In particular, they are essentially non-interactive and do not involve the design and complexity of
zero-knowledge proofs on which traditional undeniable signatures are based. Instead, chameleon
signatures are generated under the standard method of hash-then-sign. Yet, the hash functions
which are used are chameleon hash functions. These hash functions are characterized by the nonstandard property of being collision-resistant for the signer but collision tractable for the recipient.
We present simple and ecient constructions of chameleon hashing and chameleon signatures.
The former can be constructed based on standard cryptographic assumptions (such as the hardness
of factoring or discrete logarithms) and have ecient realizations based on these assumptions. For
the signature part we can use any digital signature (such as RSA or DSS) and prove the unforgeability
property of the resultant chameleon signatures solely based on the unforgeability of the underlying
digital signature in use.
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El Camaleon, Mama, el Camaleon,
cambia de colores segun la ocasion.
Latin American Song1

1 Introduction
Typical business relationships between companies or individuals involve commitments assumed by the
parties in the form of agreements and contracts. Digital signatures represent the main cryptographic
tool to provide the non-repudiation property required in case of possible disputes. However, digital
signatures also allow any party to disclose (and prove!) the other party's commitment to an outsider.
This may be undesirable in many business situations. For example, disclosing a signed contract to
a journalist or a competitor can bene t one party but jeopardize the interests of the other; early
dissemination of con dential agreements can be used to achieve illegitimate earnings in the stock
market; a losing bidder may want to prevent disclosure of his bid even after an auction is over. These,
and many other, examples show how privacy, con dentiality and legal issues pose the need to prevent
the arbitrary dissemination of the contents of some agreements and contracts by third parties or even
by the recipient of a signature. Still in all these cases it is essential to preserve the non-repudiation
property in the event of legal disputes. In such a case, an authorized judge should be able to determine
the validity of a contract, an agreement or commitment.
In order to bridge between the contradictory requirements of non-repudiation and controlled dissemination Chaum and van Antwerpen introduced undeniable signatures [CA89] (which were subsequently
the subject of many research works, e.g. [Cha90, BCDP90, DY91, FOO91, Ped91, CvHP91, Cha94,
Oka94, Mic96, DP96, JSI96, JY96, GKR97]). We note that this type of interactive signatures was already suggested in 1976 by Michael Rabin based on one-time signatures [Rab78]. The basic paradigm
behind this type of signatures is that veri cation of a signature requires the collaboration of the signer,
so that the latter can control to whom the signed document is being disclosed. A crucial requirement
for these signatures is that the signature string will be non-transferable, i.e. will not convey any information on the contents of the signed document to anyone except for those parties that engage in
some speci ed protocol directly with the signer. Such a protocol enables the signer to con rm a valid
signature or deny an invalid one. To prevent leaking of information these protocols are based on zeroknowledge proofs. As it is natural to expect, the added properties and techniques relative to regular
digital signatures also add to the complexity of the schemes, both conceptually and in computational
and communication costs.
In this paper we introduce a simple and novel alternative to solve the above problems (i.e., bridging
between non-repudiation and controlled disclosure) at a signi cantly lower cost and complexity. We
depart from the interactive zero-knowledge paradigm of undeniable signatures. Instead, we build
signatures that are much like regular digital signatures, and follow the traditional approach of hashthen-sign. The main di erence between regular signatures and chameleon signatures is in the type of
hash functions that we use, namely, chameleon hashing which we introduce shortly. (For the signature
itself we can use any common digital signature, like RSA or DSS.)
The basic idea is to build the signature scheme in such a way that a signature provided by a signer
S to a recipient R gives R the ability to forge further signatures of S at will. (That is, once R receives
a signature of S on a document m he can produce signatures of S on any other document m0.) Clearly,
this prevents R from proving the validity of S 's signature to a third party as he could have produced
such a signature by himself. This raises the question what is the value of such a signature if no one can
1
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decide on its validity or invalidity. We render the scheme valuable by providing the signer S with the
exclusive ability to prove forgeries. In other words, R can produce forgeries that are indistinguishable
from real signatures to any third party, but S can prove the forgery to such a third party if he desires or
is compelled (e.g. by force of the law) to do so. Our method is essentially non-interactive. A signature
is provided as a string that can (non-interactively) be veri ed by the recipient, while for denying a false
signature, the signer only needs to provide a short piece of information as evidence for the forgery.
We now brie y introduce the main tool in our constructions: chameleon hashing. Its application in
our context will be motivated shortly.

1.1 Chameleon Hashing
Chameleon (or trapdoor) hash functions are a non-standard type of collision resistant hash functions.
A chameleon hash function is associated with a pair of public and private keys (the latter called a
trapdoor) and has the following properties.

1. Anyone that knows the public key can compute the associated hash function.
2. For those who don't know the trapdoor the function is collision resistant in the usual sense,
namely, it is infeasible to nd two inputs which are mapped to the same output.
3. However, the holder of the trapdoor information can easily nd collisions for every given input.
The actual de nition of chameleon hashing, presented in Section 2, also adds a requirement on the
output distribution of these functions (which, in particular, need to be randomized). The notion of
chameleon hashing is closely related to \chameleon commitment schemes" [BCC88] which implicitly
induce constructions of chameleon hash functions. (We expand on this relation in Section 2). The
name \chameleon" refers to the ability of the owner of the trapdoor information to change the input
to the function to any value of his choice without changing the output.
We show several constructions of chameleon hashing based on standard cryptographic assumptions,
such as the hardness of factoring or computing discrete logarithms, as well as a general construction
based on claw-free pairs of trapdoor permutations [GMR88]. The eciency of these constructions is
similar (or better) to that of regular digital signatures.

1.2 Chameleon Signatures
Why is chameleon hashing worth considering in our context? Consider rst the standard practice
of applying a regular digital signature (say RSA or DSS) to a collision resistant hashing of a given
message (e.g., using the SHA algorithm). Now, replace the standard hash function with a chameleon
hash HR where R (for Recipient) is a party holding the trapdoor information for HR, and for whom
the signature is intended. The newly obtained signature scheme has some interesting properties:
1. As in regular digital signatures, the signer S cannot repudiate (or deny) a signature he generated
since he cannot nd collisions in the hash.
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2. The recipient cannot prove to any third party that a given signature of S corresponds to a
certain message since R could \open" the signed message in any way he wants using the trapdoor
hashing.2
3. Signatures are recipient-speci c, namely, if the same message is intended for two di erent recipients then the signer needs to sign it twice, once for each recipient (since the chameleon hash
functions are speci c and di erent for each recipient).
In other words the signatures are at the same time non-repudiable (property 1) and non-transferable
(property 2). Non-transferability means, that only the intended recipient can be convinced of the
validity of a signature, while no third party can be convinced of that validity (even with the help of
the recipient) or to get any other information on the contents of the signed message. This is the core
property that protects our signatures from the danger of uncontrolled dissemination. However, how can
the non-repudiation property be implemented if no third party can determine the validity or invalidity
of a signature?
The point is that, following the same principle of undeniable signatures, a signature as above can
be validated or denied in collaboration with the signer. In case of a legal dispute between R and S
, the latter can be summoned to appear before a judge who can request that S accept the signature
as claimed by R or otherwise deny it. For denying a signature we show a very simple procedure
which draws on the property that if R presents an invalid signature then S can show collisions in the
chameleon hash function HR . This will be sucient proof of R 's cheating (as the function is otherwise
collision resistant for S ). On the other hand if R is honest there is no way for S to deny the signature.
Furthermore, even if a judge (or other party) who got the validation (denial) of the signature from the
signer, provides a third party (e.g., a journalist or competitor) with all the information he got from S
, there is still no way for that third party to validate (deny) the signature.
We call the signatures obtained by following the above approach chameleon signatures (again the
pictorial name refers to the ability of the recipient to \open" the signature contents in any desired
way). There are some more technical details to take care of (and we do that in the next sections) but
the above descriptions represents quite accurately this new notion.
The combination of regular digital signature schemes and chameleon hashing results in simple and
ecient constructions of chameleon signatures. The total cost of such schemes is about twice the cost of
regular digital signatures (e.g. RSA or DSS). The security of our chameleon signatures is proven based
on standard cryptographic assumptions. In particular, we prove the unforgeability property solely based
on the unforgeability of the underlying digital signature in use. The non-repudiation property is based
on the same assumptions needed to build chameleon hash functions, e.g., the hardness of factoring
or computing discrete logarithms. The non-transferability property depends also on the underlying
chameleon hash function. Remarkably, we can show constructions of chameleon signatures where
non-transferability is achieved unconditionally, namely, the signed message is information theoretically
hidden by the signature string.
In this sense the signature is like an appended message-independent signature (e.g., a hand-written signature) that
can be \cut-and-pasted" by R from one document to another.
2
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1.3 Related Work
As said before chameleon signatures are motivated by the same basic concerns as undeniable signatures. For many applications, chameleon signatures are a cheaper alternative to undeniable signatures.
The practical advantages of chameleon signatures are their simplicity (especially, since they follow the
traditional format of a regular signatures applied to a hash function), the lack of interaction for veri cation or denial, a better computational performance, and several analytical advantages (especially
the suciency of more standard cryptographic assumptions). Notably, the whole inherent complexity
of undeniable signatures due to the use of interactive zero-knowledge proofs is avoided here at once3 .
On the other hand, the recipient-speci c nature of chameleon signatures make them unsuited for applications where the same signature string is to be veri ed by di erent recipients, or when the identities
of signer and recipient need to be kept secret (see Section 9 for methods to hide these identities).
Still, chameleon signatures cover much of the applications that motivate undeniable signatures, most
notably, protecting the con dentiality of agreements as described and exempli ed in the beginning of
this introduction.
For readers familiar with the work on Fail-Stop Signatures [PP97], it is interesting to point out
to a similarity between our techniques and the way fail-stop signatures are constructed. The latter
have the property that the signer can prove forgeries that are due to cryptanalysis (as opposed to
forgeries due to the stealing of the signer's secret signature key). Technically, this is done by using
a special type of hashing for which the signer can nd collisions if and only if he is presented with a
cryptanalytical forgery. Thus, even if the goals and constructions of fail-stop and chameleon signatures
are very di erent, the approach of proving forgeries by collisions is similar in both cases.

1.4 Convertibility
In the undeniable signature literature, a property that has received a lot of attention is convertibility.
This notion (introduced in [BCDP90]) represents the ability of the signer to eventually release a piece
of secret information that converts the signature into a regular digital signature with the traditional
property that anyone can verify it without the help of the signer. This can be a useful property for
signatures that loose their non-transferability requirement after some time period, or after some event.
Our schemes for chameleon signatures provide for simple ways to achieve convertibility. We present
selective and total conversion techniques. The rst means that individual (selected) signatures can be
converted by providing some information speci c to that signature. Total conversion means that the
signer releases some (short) piece of information that converts all the signatures in a pre-speci ed set
into regular signatures.

2 Chameleon Hashing
A chameleon hash function is associated with a user R who has published a public (hashing) key,
denoted HKR , and holds the corresponding secret key (the trapdoor for nding collisions), denoted
3
Undeniable signatures with non-interactive veri cation have been recently presented in [JSI96] and also in [Cha].
Their solution still uses zero-knowledge proofs and in addition assumes an ideal hash function in order to get rid of the
interactivity. The scheme is based on a particular discrete log-related construction of undeniable signatures. Interestingly,
they also use trapdoor commitments but applied to the con rmation proof rather than to the signature generation as in
our case. A non-interactive denial protocol is suggested in [JSI96] but its details and practicality are unclear.
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CKR. The pair of public and secret keys is generated by R according to a given generation algorithm.
The public key HKR de nes a chameleon hash function, denoted cham-hashR (; ), which can be
computed eciently given the value of HKR. On input a message m and a random string r, this
function generates a hash value cham-hashR (m; r) which satis es the following properties:

Collision resistance There is no ecient algorithm that on input the public key HKR can nd pairs
m1; r1 and m2 ; r2 where m1 =
6 m2 such that cham-hashR(m1; r1) = cham-hashR(m2; r2), except

with negligible probability.
Trapdoor collisions There is an ecient algorithm that on input the secret key CKR, any pair
m1; r1, and any additional message m2 , nds a value r2 such that cham-hashR(m1 ; r1) =
cham-hashR (m2; r2).
Uniformity All messages m induce the same probability distribution on cham-hashR(m; r) for r
chosen uniformly at random. (In particular, from seeing cham-hashR (m; r) for randomly chosen
r nothing is learned about the message m.) This condition can be relaxed to require that the above
distributions are not necessarily identical for all messages but computationally indistinguishable
[GM84].

In the above de nition we do not specify the exact notions of eciency and of negligible probability.
These can be modeled by polynomial bounds or be quanti ed by explicit (concrete) time and probability
bounds. We note that the probability in nding collisions (in the rst condition) depends on the internal
random bits of the collision- nder algorithm as well as on the random choices of the algorithm that
generates the pair of private and public keys for the hash (e.g., there may be such pairs where nding
collisions is easy but the generation algorithm will output them with only negligible probability).
Chameleon hash functions are intended to act on arbitrarily long messages and generate an output
of xed (or bounded) length. An important property of chameleon hashing is presented in the next
Lemma, and is easy to verify.

Lemma 1 The composition of a chameleon hash function and a (regular) collision-resistant hash function (where the latter is applied rst) results in a chameleon hash function.
Thus, if we have a collision-resistant hash function that maps arbitrary messages to hash values of
length `, e.g. ` = 160 for SHA-1 [fST95], then it is enough to design a chameleon hash function that
hashes elements of length `. We use this fact in our implementations below as well as in the applications
of these functions to chameleon signatures. In some cases, even if the chameleon hash function that we
construct directly supports arbitrary length messages, it will be more ecient to rst apply a (faster)
regular collision-resistant function to the message and then the chameleon hash.
Being a central tool in the construction of chameleon signatures it is important to show ecient
constructions of chameleon hashing based on standard cryptographic assumptions. In what follows we
present several constructions of chameleon hash functions; in particular, an ecient construction based
on the hardness of factoring, and another based on the hardness of discrete log.
Remark. Chameleon hashing is rooted in the notion of chameleon commitment (also called chameleon
blobs or trapdoor commitments) which were rst introduced by Brassard, Chaum and Crepeau [BCC88]
in the context of zero-knowledge proofs. Any chameleon commitment scheme with a non-interactive
commitment phase induces a chameleon hash function, and vice versa. To see this notice that the
6

collision-resistant property of chameleon hashing implies that the function cham-hashR (m; r) would
bind a committer to a certain value m as he cannot open the commitment in two di erent ways. The
trapdoor property gives the \chameleon" property as it enables R (the recipient of the commitment in
this case) to open the hash string hash to any possible pre-image value m0. The uniformity property
prevents a third party, examining the value hash, from deducing any information about the hashed
message. A basic di erence, however, between commitment schemes and chameleon hashing is that
the former refer to interactive protocols (with a commitment and an opening phase) while the latter
refer to a function applied to some information in order to produce a hash value.

2.1 Chameleon Hashing Based on Claw-free Trapdoor Permutations
We present a general construction of chameleon hashing based on claw-free trapdoor permutations,
and a speci c ecient implementation based on the hardness of factoring. This construction was rst
introduced by Goldwasser, Micali and Rivest [GMR88] for building regular digital signatures, and used
by Damgard [Dam87] to build collision resistant hash functions. We use the trapdoor information of
these permutations to provide the trapdoor collision nding property of chameleon hashing.

2.1.1 General Construction
Informally, a pair of permutations (f0(x); f1(x)) over a common domain is called \claw-free" if it is
computationally infeasible to nd values x and y from the domain such that f0 (x) = f1 (y ). In Figure 1
we present a construction of chameleon hashing based on such a pair provided that each permutation
in the pair has an inverting trapdoor. We assume the message space on which the hash function is
applied to be sux-free (i.e. no message is represented as the sux of another message). Such a
message representation can be achieved by appending the length of the message to its end, or by using
messages of the same length. The latter is the natural case when applying a chameleon hash function
to the output of a collision-resistant hash function such as SHA (see Lemma 1). We denote the binary
representation of a message m of length k as m = m[1]:::m[k] where m[1] is the rst message bit and
m[k] the last.
A pair of claw-free trapdoor permutations (f0 ; f0?1; f1; f1?1 ).
The private key is (f0?1 ; f1?1 ) and the public key is (f0 ; f1).
The function: Given a message m = m[1]:::m[k] we de ne the hash as
cham-hash(f0 ;f1 ) (m; r) = fm[k] (:::(fm[2](fm[1] (r)):::))
Setup:

Figure 1: Chameleon Hashing { Based on Claw-free Permutations

Lemma 2 The construction in Figure 1 is a chameleon hash scheme provided that (f0; f1) is a pair of
claw-free trapdoor permutations and the message space is sux-free.
Proof We proceed to prove that the scheme satis es the properties de ned in Section 2.
Collision resistance Assume that given (f0; f1) (but not the trapdoors) one can nd two pairs m1; r1
and m2 ; r2 with m1 =
6 m2 such that cham-hash(f0;f1)(m1; r1) = cham-hash(f0;f1)(m2; r2). Let i
7

be the largest index of a bit where m1 and m2 di er (i.e., m1[i] 6= m2 [i] and m1[j ] = m2 [j ] for all
j > i). Such a bit exists due to the sux-free property. Since we assume that the result of the
hash function on (m1 ; r1) and (m2; r2) is the same, and the messages are identical in positions
i + 1;    ; k then the result of the computation after the i-th bit must also be the same for both
messages (we use the fact that both f0 and f1 are permutations). Thus we found a pair of values
r10 and r20 for which fm1 [i](r10 ) = fm2 [i](r20 ) but m1[i] 6= m2 [i] in contradiction to the fact that
f0; f1 is a claw free pair.
Trapdoor collisions Given any pair (m1; r1), an additional message m2 and the knowledge of the
trapdoor, the value r2 can be computed as follows:

r2 = fm?21[k0 ](fm?21[k0?1] (:::(fm?21[1](cham-hash(m1 ; r1))):::)):

Uniformity As the functions f0; f1 are permutations so is their composition. Thus, given a message
m then for every value hash there exists exactly one value r such that
cham-hash(f0 ;f1 ) (m; r) = hash.

2.1.2 Ecient Implementation Based on the Intractability of Factoring
In Figure 2 we present a speci c implementation of chameleon hashing, based solely on the hardness
of factoring. It is based on the following pair of claw-free trapdoor permutations.
Choose primes p  3 mod 8 and q  7 mod 8 and compute n = pq .
De ne
f0(x) = x2 mod n
f1(x) = 4x2 mod n
The domain of these functions should be taken as D = fx 2 Zn j ( xp ) = ( xq ) = 1g.
The proof that the above construction is a claw-free permutation under the assumption that factoring
is hard appears in Appendix A. The proof is a simple variation of the proof in [GMR88].
Note that when computing the inverses of these functions there is need to choose the square root which
is itself a quadratic residue.
Input: Message m = m[1]:::m[k]
HKR = n as de ned above
Choose random value r 2 Zn ;
hash := r2 mod n
for i = 1 to k
hash := 4m[i]hash2 mod n
Figure 2: Chameleon Hashing { Based on Factoring

Computation analysis. The number of operations required to compute this chameleon hash is jmj
squarings and up to jmj multiplications (by 4) mod n. Typically, for our application, m is a hashed
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message and then the expected number of multiplications will be jmj=2, and jmj itself about 160 bitlong only. Thus the total cost is signi cantly lower than a full long exponentiation mod n and, in
particular, than an RSA signature. Note, that the above function (if we take m[1] to be the most
signi cant bit of m and m[k] the least signi cant) computes to cham-hash(m; r2) = 4m (r2)2jmj .

2.2 Chameleon Hashing Based on Discrete Log
This solution for chameleon hashing is based on a well known chameleon commitment scheme due to
Boyar et al. [BKK90] (see also [BCC88]).
Prime numbers p and q such that p = kq + 1, where q is a large enough prime factor
An element g of order q in Zp
The private key CKR is x 2 Zq
The public key HKR is y = g x mod p (p; q; g are implicit parts of the public key)
The function: Given a message m 2 Zq choose a random value r 2 Zq
de ne the hash as cham-hashy (m; r) = g m y r mod p

Setup:

Figure 3: Chameleon Hashing { based on Discrete Log
The collision resistance property of the scheme in Figure 3 (for anyone that does not know x) is
based on the hardness of computing discrete logarithms. The knowledge of x, the trapdoor information,
enables computing trapdoor collisions, namely, for any given m; m0 and r all in Zq a value r0 2 Zq
can be found such that cham-hashy (m; r) = cham-hashy (m0; r0). This is done by solving for r0 in
the equation m + xr = m0 + xr0 mod q . From this we can also see that the uniformity property of
cham-hash also holds.

3 The Basics of Chameleon Signature Schemes
Here we present in some detail the basic components and requirements of a chameleon signature scheme.
As we have stated previously a chameleon signature is generated by digitally signing a chameleon hash
value of the message. In Section 3.1 we introduce the basic functions associated with a chameleon
signature scheme. Then in Section 3.2 we discuss the limitations of the basic scheme and motivate the
more involved details of our complete solutions which are presented in Sections 4 and 6.

3.1 The basic components
We start by describing the setting for Chameleon Signatures. The setting de nes the players and the
agreed upon functions and keys.

Players: Signer S and recipient R. In addition, we shall refer to a judge J who represents a party in
charge of settling disputes between S and R, and with whom S is assumed to collaborate.
9

Functions: The players agree on:
 A digital signature scheme (e.g., RSA, DSS) which de nes a set of public and private keys

associated with the signer, and the usual operations of signing, denoted by sign, and veri cation, denoted by verify. That is, sign takes as input a message m and returns the
signature on the message under the signer's private key, and verify takes a message and
its signature and uses the signer's public key to decide on the validity (or invalidity) of
the signature. We assume this signature scheme to be unforgeable [GMR88]. (In practice, this usually requires an appropriate encoding of the signed information, e.g. using a
cryptographic hash function.)
 A chameleon hashing function which de nes a set of public and private keys associated with
the \owner" of the hash, and the operation cham-hash for generating a hash on a message.
In our setting the \owner" of the hash function will be the recipient.
Keys:  The signer S has a public and private signature keys which correspond to the agreed upon
signature scheme, denoted by VK S and SK S , respectively.
 The recipient R has a public and private keys as required by the agreed upon chameleon
hashing scheme. These are denoted by HKR and CKR , respectively.
We can assume that all public keys are registered with some trusted certi cation authority (depending on the legal requirements of a given application). It must be noted that when a person
registers the public data required for the chameleon hash he must prove that he knows the trapdoor information (i.e. the corresponding private key) for the hash4 .
We now present the three basic stages of a chameleon signature scheme and their basic implementation (more complete details are given in subsequent sections):

3.1.1 Chameleon Signing
Given a message m, and keys SKS , and HKR , the signer generates a signature for m in the following
manner: The signer chooses a random element r and computes hash = cham-hashR (m; r) and sig =
signS (hash). The triple SIG(m) = (m; r; sig ) is then transmitted from S to R.
Note: We stress that it is important in order to guarantee non-transferability (see Section 3.3) that the
values m and r transmitted from S to R are not part of the information signed under the function sign.
The channel between S and R can still be authenticated as long as that authentication is repudiable {
e.g. using a symmetric key MAC scheme.

3.1.2 Chameleon Veri cation
Given as input the triple (m; r; sig ), and the public keys of both signer (VKS ) and recipient (HKR ) a
chameleon veri cation is performed as follows. The value hash is computed as cham-hashR (m; r) and
the string sig is veri ed using the verify function of the standard signature scheme under VKS (i.e.,
whether sig is the valid signature of S on hash). The chameleon veri cation denoted by cham-ver
Proving knowledge of the secret key by the registrant R is required to avoid the case in which the private key is chosen
by or known only to a third party P . In such a case, P will get convinced of signatures signed for R since only he knows
the trapdoor information and not R.
4
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outputs that the signature is a proper (resp., improper) chameleon signature when the signature verication outputs valid (resp., invalid).
Note: This veri cation function is sucient for R to get assurance of the validity of S 's signature (i.e.,
R is assured that S will not be able to later deny the signature). However, for any other party, a
successful veri cation represents no proof that S signed a particular message since R (knowing CKR)
could have produced it by himself.
Terminology: We will use the notation cham-verR;S (m; r; sig) to denote that the chameleon veri cation is applied to the triple (m; r; sig ) using the public keys of R and S . If the output of this function
is \proper" we call (m; r; sig) an (R; S )-proper triple. (We omit the pair (R; S ) when these values are
clear from the context.)

3.1.3 Dispute
In case of a dispute on the validity of a signature, R can turn to an authorized judge J . The judge
b ) = (m;
b rb; s{g
c ) on which J applies the above cham-ver function. This
gets from R a triple SIG(m
rst test, by the judge, is to verify that the triple is an (R; S )-proper signature on the message mb .
If this veri cation fails then the alleged signature is rejected by J . Otherwise, J summons the signer
to deny/accept the claim. In this case we assume the signer to cooperate with the judge (say, by
b ). If the signer wants to accept the signature he simply
force of law). J sends to S the triple SIG(m
con rms to the judge this fact. On the other hand, if S wants to claim that the signature is invalid
b , and a value r0 such that
he will need to provide a collision in the hash function, i.e. a value m0 6= m
0
0
b rb). Notice that S can always present such a pair m0 ; r0 if the
cham-hashR (m ; r ) = cham-hashR (m;
b ) is invalid (since in this case s{g
c was originally generated by S with some pair m; r
signature SIG(m
b rb). In other words, by claiming a false signature, the recipient R provides S with
di erent than m;
b ) is valid then S cannot nd
a collision in the function cham-hashR . Yet, if the signature SIG(m
b ) is rejected by J if S
collisions and the signature cannot be repudiated. Hence, the validity of SIG(m
can present collisions to the hash function, and accepted otherwise.

3.2 Enhancements to the Basic Scheme
The above scheme conveys the main idea of our constructions but su ers from several limitations which
we need to solve in order to obtain a complete and practical chameleon signature scheme.
The recipient's identity. In the above scheme the identity of R (or his public key) is not bound
to the value of hash. In this case the signer S can deny a signature by claiming that the signature was
issued by him for another party A and on a di erent document. This is possible if S knows A's hashing
trapdoor information since in such a case S can open the signature to represent any message signed for
A. Notice that it isn't enough to include the name of the recipient R within the document being signed,
as this can be changed by S to any value (e.g., to the identity of A) using A's trapdoor. Thus, we need
to bind the identity of the recipient to the hashed value by signing (with S 's signature) both hash and
the identity of R which we denote by id R . This is the reason why the identity of R is not concealed in
our schemes. (In a practical implementation the identity of R may include information on the speci c
public key of R as well as information on the speci c chameleon hashing scheme, certi cation authority,
etc.) For applications in which the disclosure of R's identity is to be avoided we present a mechanism
to alleviate this problem in Section 9.
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Exposure-freeness. Notice that if a judge J summons a signer S to deny a forgery SIG(mb ) =
b rb; s{g
c ) then it must be that s{g
c has been generated by S as the signature on some message m using
(m;
b rb). (We are guaranteed of that since J rst
a string r for which cham-hashR (m; r) = cham-hashR (m;
b ) under the chameleon veri cation procedure.) If R's claim is false, S can always show a
veri es SIG(m
collision in the hash function by exposing the real m and r originally used for that signature. However
by doing so S is disclosing information that he may be interested to conceal (i.e., the existence of the
signature on m). This may be undesirable in certain applications. We will require that the signer will
be able to deny a forgery without exposing the real contents of any message which he signed, and will
make this a property of all our chameleon signature schemes. (The solutions we present achieve this
goal in a strong sense, namely, S can deny the signature by presenting a random message m0 totally
unrelated to the original value m or to any other message signed by S .) We shall refer to this property
as exposure free.
Memory requirements. As observed above, the signer needs to participate in a denial of a
c component of an alleged signature SIG(m
b ) corresponds to a signature generated
signature only if the s{g
by him (for R ) for some message m. If this signature is in fact a forgery, in order to deny it in our
c . One solution
schemes, the signer will need to nd out what was the real message corresponding to s{g
is that the signer will store all his signatures together with the corresponding signed message, as there
is no means of computation by which he can extract the original message out of the hash. While this
may be practical in some applications it may be prohibitive in others. We show how to relax this
need by transferring the storage of this information to the recipient. Note that this is a reasonable
requirement as R must always store the signatures and corresponding messages. This is done in the
following manner, the signer will have some private key, k, under which he encrypts both m and r
generating enck (m; r). This value is signed together with hash and the identity of R. (We note that
it suces to encrypt a hash value of m under a collision-resistant hash function rather than the entire
message m. In this case S signs by applying cham-hash to this hash value of m rather than to m
itself.) The encryption must be semantically secure [GM84] and can be implemented using a symmetric
or asymmetric cryptosystem. Note, that if this option is used then the non-transferability property
discussed below cannot be achieved information-theoretically.

3.3 Security Requirements
Here we summarize the security properties that we require from a chameleon signature scheme. Formal
de nitions will be presented in the nal version of this paper.
We shall say that a signature scheme carried out by a signer S , a recipient R and a judge J , which is
composed of the functions described in Section 3 is a secure chameleon signature scheme if the following
properties are satis ed. (In what follows we refer as a third party to any party di erent than the signer
and recipient.)
Unforgeability. No third party can produce an (R; S )-proper triple SIG(m) = (m; r; sig) not previously generated by the signer S . The intended recipient R can produce an (R; S )-proper triple
(m; r; sig ) only for values sig previously generated by S .
Non-transferability. Except for the signer himself, no one can prove to another party that the signer
produced a given triple SIG(m) = (m; r; sig) for any such triple. This should be true for the recipient
and for any third party (including one { say a judge { that participated in a denial/con rmation
protocol with the signer).
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Denial. In case of dispute, if the signer S is presented with a triple SIG(m) = (m; r; sig) not produced

by him, then S can convince a (honest) judge J to reject SIG(m).
Non-repudiation. In case of dispute, if the signer S is presented with a triple SIG(m) = (m; r; sig)
produced by him, then S cannot convince a (honest) judge J to reject SIG(m).
Exposure free. A chameleon signature scheme is exposure free if the signer can deny a false signature
(i.e., a triple (m; r; sig) not produced by him) without exposing any other message actually signed by
him.

4 A Full Chameleon Signature Scheme
In this section we shall describe, for concreteness, a speci c system for Chameleon Signatures which
fully satis es the above functionality and security requirements. The implementation described below
achieves the property of being exposure-free, i.e. in case of denial the signer will be able to prove the
invalidity of the signature without exposing any of his signed messages. We omit details of memory
management, namely, whether the message m and its signature are kept by the signer for possible
disputes or whether an encryption of the hashed message is added to the signature. The techniques
for solving these issues as described in Section 3.2 are independent of the type of chameleon hash used
and can be easily added here.
The Chameleon Hashing which will be employed is the factoring claw-free based chameleon hashing
described in Section 2.1. (For another example based on discrete log see Appendix B.) In addition
to the cham-hash function we will use the functions sign and verify as de ned by some speci c
signature scheme (e.g., RSA with the appropriate encoding of the signature arguments as discussed in
Section 3.1), and for which S generates a pair of private and public keys.
Based on the above we can de ne the function cham-sig for chameleon signature generation, and
the function cham-ver for chameleon veri cation, these are described in Figure 4. The construction
follows the basic scheme of Section 3.1 with the addition of idR under the signature. We remark
that the message m used as input to the signature can be rst hashed using a collision-resistant hash
function (e.g., SHA) and the result of this hashing used as the input to the chameleon hash function
(see Lemma 1).5
As was described in Section 3.1 in case of dispute the signer will be presented with a triple
SIG(m0) = (m0; r0; sig) which passes the cham-ver veri cation, i.e. sig is a possible signature generated by the signer for the message m0 . The signature will be considered invalid if the signer can provide
a collision in the hash function. Furthermore, disavowing the signature should be achieved without
exposing the original message which the signer signed. In Section 6 we shall describe a generic method
for achieving this goal, but here we will enable exposure freeness by taking advantage of the underlying
properties of the claw-free permutation chameleon hashing scheme. In this particular solution, once
the recipient has presented a forgery (which passes the chameleon veri cation) then not only will the
signer be able to disavow the speci c signature but he will also be able to expose R 's private key
(f0?1 ; f1?1). Knowledge of (f0?1 ; f1?1) in turn enables the signer to disavow all other messages which he
signed using this chameleon hashing, due to the fact that knowledge of the trapdoor enables nding
Typically, this will result in several layers of hashing. First a collision-resistant hashing of the message is computed;
then, the chameleon hashing is applied to this value; nally, the resultant chameleon hash value and other items to
be signed are input to some standard encoding procedure (usually based on hash functions too) for the speci c digital
signature scheme in use.
5

13

Chameleon Signature Generation - cham-sig
Input of Signer: Message m
private signing key of S , SKS
id R and public key of R, HKR = (f0 ; f1)
1. Generate the chameleon hash of m by choosing a random r2 2 Zn and computing
hash = cham-hashR (m; r2) = fm[1] (fm[2] (:::(fm[k](r2)):::)) (Figure 2)
2. Set sig = signS (hash; id R )
3. The signature on the message m consists of SIG(m) = (m; r; sig ).

Chameleon Signature Veri cation - cham-ver
Input: SIG(m) = (m; r; sig)
public veri cation key of S , VKS
id R and public key of R, HKR = (f0; f1)
1. Compute hash = cham-hashR (m; r2) = fm[1] (fm[2] (:::(fm[k](r2)):::))
(
verifyS ((hash; id R); sig ) = valid
2. output = proper
improper otherwise
Figure 4: Chameleon Signatures { Generation and Veri cation
collisions. The extraction of the secret key is achieved in the following manner: in order to cheat R
has to present a value sig which was actually signed by the signer, but to give a false message. Thus
he is providing a collision in the hash function. and in this speci c construction this means that he is
providing a claw. As has been shown by [GMR88] such a claw enables to factor the modulus n. Once
the factorization is computed the signer can invert both f0 and f1 . The protocol carried out by the
signer for extracting the secret key and producing an unrelated collision in the hash is described in
Figure 5 .
Note that in the dispute protocol when a signer decides to accept a signature SIG(m0) then no
\proof" is provided to J of this validity (S only declares acceptance). As a consequence, it could be
the case that the signature is not valid but S decides to accept it now and maybe to deny it at a later
time. In applications where this situation is considered a real concern it can be overcome by running
the denial procedure in two stages: rst, J sends to S the alleged message m0 and signature sig . If S
accepts the signature as valid then it needs to send to J a value r that must be equal to r0 . If he claims
the signature to be invalid then the denial procedure is completed as speci ed above (that is, J sends
r0 to S and S responds with a collision).

Theorem 1 Assuming a secure digital signature scheme and the hardness of factoring, the above proce-

dures form a chameleon signature scheme satisfying the properties of non-transferability, unforgeability,
non-repudiation, denial, and exposure freeness.
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Generate Collision
Input: a forgery SIG(m0) = (m0; r0; sig )
1. S retrievesa the original values m; r2 used to 0 compute sig . It holds that
fm[1](fm[2](:::(fm[k](r2)):::)) = fm0[1] (fm0[2](:::(fm0[k0 ](r 2 )):::)), while m 6= m0 .
2. Find an index i such that m[i] 6= m0 [i] and for all values j < i m[i] = m0[i]. Thus,
fm[i] (r1) = fm0 [i](r2) for some values r1; r2.
3. Compute r1 = fm[i?1] (fm[i?2] (:::fm[k](r2 ):::)) and r2 = fm0 [i?1](fm0 [i?2](:::fm0 [k0 ] (r02 ):::)):
4. S computes p = gcd(r1  2r2; n) and q = np . This in return de nes (f0?1 ; f1?1 ).

?1 (f ?1 (:::(f ?1 (cham-hash(m; r))):::))
5. S chooses any message m and computes r = fm
m [k]
 [2]
 [1] m
choosing the value which is in the domain of the function.
6. Output (m;
 r).

a The retrieval of

Section 3.2.

m and r2 can be done out of S 's archives or using the encryption technique described in

Figure 5: Generating Collisions { Claw-free based

Proof.
Non-transferability. Given a signature SIG = (m; r; sig ) generated by the signer S for a recipient R, the
recipient cannot convince a third party of its validity. This is due to the fact that for every possible
message m0, R can compute a value r0 such that cham-hashR (m; r) = cham-hashR (m0; r0) (see
Section 2.1). Thus, (m0; r0; sig ) is an (R; S )-proper signature. Furthermore, since for every
possible message m0 there exists exactly one value r0 that produces a proper triple (m0; r0; sig )
then nothing is learned about the value of m from seeing the signature string sig . Thus nontransferability is achieved unconditionally, i.e. in the information theoretic sense. In addition, no
third party can prove the validity of the signature as it may be assumed that he is in collusion
with the recipient.
Unforgeability. No third party can generate an (R; S )-proper triple SIG(m) = (m; r; sig) which has
not been previously generated by the signer S , as this requires either to break the underlying
digital signature scheme, or to nd collision in the chameleon hash function which, in turn, implies
computing the secret trapdoor information of R . The recipient cannot generate an (R; S )-proper
triple SIG(m) = (m; r; sig) with a component sig which has not been previously signed by the
signer as this requires to break the underlying digital signature scheme.
Non-repudiation. Given an (R; S )-proper triple SIG(m) = (m; r; sig ) generated by the signer, the
signer cannot generate another (R; S )-proper triple SIG(m0) = (m0 ; r0; sig ) for m 6= m0 as this
would be equivalent to computing the secret trapdoor information (i.e. computing the prime
factors of n), which we assume to be infeasible by the hardness of factoring.
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Exposure freeness. Since we assume the underlying digital signature to be unforgeable, the signer S
may be required to deny a signature only for a triple SIG(m0) = (m0; r0; sig ) which is (R; S )proper but not originally generated by S . In this case, S must possess another proper triple
SIG(m) = (m; r; sig) that he really signed. Using these values S extracts the secret trapdoor
information as described in Figure 5 . Given this trapdoor the signer can deny the signature by
presenting a collision using any message of his choice.

5 Exposure Freeness Using any Chameleon Hash Function
In Section 3 we showed a generic chameleon signature scheme based on any chameleon hash. However,
that generic scheme does not guarantee exposure-freeness. This was achieved in Section 4 using a
particular chameleon hash function. It remains to be shown how to guarantee the exposure freeness
property (where no information on any signed message is leaked during a dispute) without recurring
to particular properties of the underlying hash function. (In particular without assuming that the
knowledge of a single collision of two points in the hash provides a way to nd other such pairs.) We
will assume a generic chameleon hash function cham-hash.
Given a message m which the signer wants to sign, he chooses two random messages m1 and m2
such that m = m1  m2. He now will generate a chameleon signature for m by hashing and signing
both m1 and m2 . Namely, we will have

SIG(m) = (m1; m2; r1; r2; signS (cham-hashR(m1; r1); cham-hashR(m2 ; r2); id R )):
In order to present an alleged signature the recipient must now give two pairs (m01; r10 ) and (m02; r20 )
for each one of the hashed components. If he is presenting a forgery then at least one of m01 and m02
must be di erent than m1 and m2 , respectively. Let's assume m1 =
6 m01. Now, the signer can simply
expose the values m1 ; r1. This reveals no information about the actual message m which was signed.

It is important that the signer expose only one of the original pairs because exposing both of them
would enable reconstruction of the original message. Thus, for future disputes on SIG(m) the signer,
assuming that he has exposed m1 , must now store m01 ; r10 . The next time there is a dispute concerning
the same signature, if the recipient gives the original m1 and a changed value for the second component,
the signer can still exhibit a collision in the rst component by giving out m01; r10 .
Generalizing the above method to stand k disputes on the same signature before there is a need to
store any information is straightforward: just use k +1 components of m, i.e., m = m1  m2    mk+1 .

Theorem 2 Given any chameleon hash function and a secure digital signature scheme, a chameleon

signature scheme can be built to satisfy the properties of non-transferability, unforgeability, non-repudiation,
denial, and exposure freeness.

Proof. Combine the techniques of Section 3 with the above method for exposure freeness.

6 Convertibility
The notion of convertibility of undeniable signatures was introduced by Boyar, Chaum, Damgard
and Pedersen [BCDP90]. The idea is that an undeniable signature will be transformed into a regular
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publicly veri able (non-repudiable) signature by publishing some information. There are also variations
to the notion of convertibility, i.e. complete and selective. Complete convertibility transforms all
the signatures generated under the same key, while selective convertibility transforms only a single
signature. Secure solutions to the problem of convertible undeniable signatures appear in Damgard
and Pedersen [DP96] and Gennaro, Krawczyk, and Rabin [GKR97].
In Section 3.2 we introduced a method in order to circumvent the need for the signer to store the
message. Using this same technique we can enable convertibility. The mechanism was that the signer
includes under his signature an encryption of the signed message6. To enable convertibility the signer
needs to encrypt the message using a public key encryption. Furthermore, the signer will commit to
the encryption public key that he is using by signing this public key together with the encryption of the
message (this prevents problems similar to those pointed out in [AN95] when signing an encryption).
Thus, the signer is committed to some encryption string. However, the contents of the encrypted
string cannot be learned by any third party due to the semantic security of the encryption. Now, we
can achieve selective convertibility by having the signer expose the random bits used for the speci c
probabilistic encryption of the signed message, and complete convertibility by exposing the decryption
key. (This commitment is unique given the one-to-one nature of the encryption function.)

7 Chameleon Signatures and Undeniable Certi cates
In [GKR96] the notion of of undeniable certi cates was introduced. Here we show how to combine
together an undeniable certi cate scheme and chameleon signatures.
In undeniable certi cates there is some initial interaction between the signer P and the veri er V
, after which many undeniable signatures can be provided from P to V and be veri ed by the latter
without the need for further interaction. This is achieved by having P provide V , during the initial
interaction, with a \certi cate" for a signature public key that is chosen by P . (This public key is for a
regular digital signature scheme.) The certi cate for the public key is signed by P using an undeniable
signature scheme. The veri er can verify the correctness of the signature by interacting with P . Later,
P can use the certi ed public key to sign (using regular digital signatures) further messages intended
for V .
We note that in this method, once the signer con rms his certi cate to a third party he is also
con rming all the signatures signed under that certi cate. Such a scheme may be acceptable in many
applications (e.g., where a given certi cate is used to sign a set of documents that need to be protected/revealed as a whole). However, in some cases one would like to be able to con rm a single
signature without exposing all other signatures signed under the same certi cate. In the following
we see that this can be circumvented by combining undeniable certi cates with chameleon signatures.
At rst a certi cate is issued for the signer's public key as described before, but now all subsequent
signatures are generated under this key using a chameleon signature scheme. Thus, we achieve that
once the certi cate is exposed the signatures are still chameleon signatures and hence their contents is
not exposed.
Furthermore, by using the undeniable certi cate on top of the chameleon signatures the identity of
the signer and recipient are kept secret, as long as the certi cate has not been veri ed.
6
In a sense, this solution can be seen as dual to the solution in [DP96] that is based on the idea of encrypting a
signature while here we sign an encryption.
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A Proof of Construction of Claw-free Permutation
Recall the construction from Section 2.1.2: Choose primes p  3 mod 8 and q  7 mod 8 and compute
n = pq. De ne
f0(x) = x2 mod n
f1(x) = 4x2 mod n
The domain of these functions should be taken as D = fx 2 Zn j ( xp ) = ( xq ) = 1g.
Note, that under this selection of p; q the following properties hold:
1. ?1 is not a quadratic residue mod n; p; q
2. ( p2 ) = ?1
3. ( 2q ) = 1
The following proof is a variation of the proof which appears in [GMR88] in order to deal with the
di erent choice of the domain.

Lemma 3 The functions f0(x) and f1(x) are permutations.
Proof Assume that there exist x; y such that x 6= y and f0(x) = f0(y), thus x2 ? y2  0 mod n. The
primes p; q cannot divide x + y because that would mean that x  ?y mod p and the same for q which
is impossible. Thus, it must be that p and q divide x ? y which means that x = y { contradiction.

The fact that f1(x) is a permutation is derived directly from the fact that f0(x) is a permutation
and f1 (x) is just a multiplication by 4 which preserves the permutation.

Lemma 4 f0; f1 are a claw free pair.
Proof Assume that you can nd x; y such that f0(x) = f1(y) thus we have that
x2 ? 4y 2  0 mod n. We will show that x 6= 2y mod n and hence by computing the gcd(x  2y; n) a
(non-trivial) factor of n can be computed.
 x 6= 2y mod n because x 6= 2y mod p as 2 is a n.q.r mod p (property 2) and both x and y are q.r.
mod p.
 x=
6 ?2y mod n because x =
6 ?2y mod q as ?2 is a n.q.r modq (property 3 and 1) and both x
and y are q.r. mod q .

B Discrete Log Based Chameleon Signatures
In this section we give a chameleon signature scheme where the underlying chameleon hashing is the
one described in Section 2.2. This construction appears in Figure 6.
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Chameleon Signature Generation - cham-sig
Input of Signer: Message m 2 Zq
private signing key of S , SKS
id R and public key of R, HKR = y (= g x mod p)
1. Generate the chameleon hash of m by choosing a random r 2 Zq and computing
hash = cham-hashR (m; r) = g myr mod p
2. Set sig = signS (hash; id R )
3. The signature on the message m consists of SIG(m) = (m; r; sig ).

Chameleon Signature Veri cation - cham-ver
Input: SIG(m) = (m; r; sig)
public veri cation key of S , VKS
id R and public key of R, HKR = y
1. Compute hash = cham-hashR (m; r) = g my r mod p
(
verifyS ((hash; id R); sig ) = valid
2. output = proper
improper otherwise
Figure 6: Chameleon Signatures { Generation and Veri cation
As for the case of the claw-free based chameleon hashing, the non-exposure denial will be achieved
by rst extracting the trapdoor information, and then computing an unrelated collision. The chameleon
hashing based on discrete log also has the property that given a collision in the hash enables to extract
the trapdoor. Figure 7 shows the protocol for extracting the trapdoor and computing an unrelated
collision.

Theorem 3 Assuming a secure digital signature scheme and the hardness of computing discrete logarithms modp, the above procedures form a chameleon signature scheme satisfying the properties of
non-transferability, unforgeability, non-repudiation, denial, and exposure freeness.

Proof. We shall prove only the properties where the proof di ers from the one of Theorem 1.
Non-transferability. Given a signature SIG = (m; r; sig) generated by the signer S for a recipient R, the recipient cannot convince a third party of its validity. This is due to the fact
that for every possible message m0, R can compute a value r0 def
= m+xrx ?m0 mod q such that
cham-hashR (m; r) = cham-hashR (m0; r0). Thus, (m0; r0; sig ) is an (R; S )-proper signature.
Furthermore, since for every possible message m0 there exists exactly one value r0 that produces
a proper triple (m0; r0; sig ) then nothing is learned about the value of m from seeing the signature
string sig . Thus non-transferability is achieved unconditionally, i.e. in the information theoretic
sense. In addition, no third party can prove the validity of the signature as it may be assumed
that he is in collusion with the recipient.
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Generate Collision - Discrete Log Based
Input: a forgery SIG(m0) = (m0; r0; sig )
1. S retrieves the original values m;
r used to compute sig.
It holds that g m y r mod p = g m0 y r0 mod p, while m 6= m0 a .
2. S computes x = mr0??mr 0 mod q .

3. S chooses any message m 2 Zp and computes r = m+xrx ?m mod q
4. Output (m;
 r).

a The retrieval of m and r can be done out of S 's archives or using the encryption technique described in
Section 3.2.

Figure 7: Generating Collisions { Discrete Log Based Chameleon Hash
Non-repudiation. Given an (R; S )-proper triple SIG(m) = (m; r; sig ) generated by the signer, the
signer cannot generate another (R; S )-proper triple SIG(m0) = (m0 ; r0; sig ) for m 6= m0 as this
would be equivalent to computing the secret trapdoor information x, which we assume to be
infeasible by the hardness of the discrete log problem.
Exposure freeness. Since we assume the underlying digital signature to be unforgeable, the signer S
may be required to deny a signature only for a triple SIG(m0) = (m0; r0; sig ) which is (R; S )proper but not originally generated by S . In this case, S must possess another proper triple
SIG(m) = (m; r; sig) that he really signed.0 Using these values S extracts the secret trapdoor
information x of R by computing x = mr0??mr mod q . Given this trapdoor the signer can deny the
signature by presenting a collision using any message of his choice.
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