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the secure embedding scheme (see Section II), it is hard to generate a watermarked version of c which has a low correlation with
k0 . An estimation attack usually yields a watermarked object that
still correlates well with k0 ; a judge will reject the accusation on
such an object, as it can only originate from a malicious seller (k0
is only available to the seller).
• Finally, can attempt to cheat in step 6 by submitting the customer
a wrongly encrypted watermark EK (nkw 8 k). However, this is
detected by the client in step 7 by checking the integrity of the
transaction number contained therein.

IV. CONCLUSION
In this correspondence, we proposed a buyer–seller protocol that utilizes the concepts of secure watermark embedding. In contrast to the
known solutions, which use homomorphic public-key encryption on
the content and impose unpractical constraints on computational resources and transmission bandwidth, our protocol is efficient due to
the use of recent secure embedding algorithms.
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Cryptographic Secrecy of Steganographic
Matrix Embedding
Phillip A. Regalia
Abstract—Some recent information-hiding schemes are scrutinized in
terms of their cryptographic secrecy. The schemes under study appeal to
the so-called matrix embedding strategy, designed to optimize embedding
capacity under distortion constraints, as opposed to any cryptographic
measure. Nonetheless, we establish conditions under which a key equivocation function is optimal, and show that under reasonable key generation
models, a perfect secrecy property is nearly satisfied, limited by a mutual
information measure that decreases exponentially with the block length.
Index Terms—Key equivocation, message equivocation, perfect secrecy,
steganography, wet paper coding.

I. INTRODUCTION
NFORMATION embedding encompasses watermarking and
steganography, in which the former places emphasis on robustness of the embedded payload to a subsequent attack, while the
latter aims instead for the presence of a payload to go undetected.
Many of the techniques of information embedding have analogues in
multiuser communications, particularly spread-spectrum techniques
and more recently, the revival of dirty paper coding [1] and similarly
inspired strategies [2]–[4]. Such techniques have independently met
with information-theoretic analyses [5]–[7] that prove an important
optimality property: The embedding capacity attains the theoretical
maximum subject to distortion constraints and robustness to attack.
While such results solve the capacity issue from a communications
perspective, they do not directly address secrecy issues which are
fundamental from cryptographic considerations [8] that underlie
steganography. Owing to this heritage, various information-theoretic
security frameworks have been advanced in the context of steganography and watermarking. Perhaps the earliest is Mittelholzer [9],
who proposed an information-theoretic framework for distortion constraints, detectability, and robustness to attack; some of these problems
have since met with solutions in [5]–[7], [10]. Further developments
by Cachin [11] emphasize active versus passive warden models,
distinguish perfect secrecy from perfect security and, interestingly,
lead to an early version of binning codes [11, Theor. 2], now known to
underlie optimal embedding strategies [6], [12]. A different approach
is taken in [13], using an oracle-based scheme rather than one relying
on ensemble averages, such as entropy or mutual information. Parallel
developments addressing watermarking security include [14] and
[15] whose results on addressing message obfuscation (via “perfect
covering” as a proposed counterpart to Shannon’s perfect secrecy
condition [8]) have some relevance to steganography, in the sense
that satisfaction of certain criteria ensure that no information on the
embedded message is leaked from the watermarked/stego signal. The
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Fig. 1. Information hiding setup with parity-function data.

more basic question of hypothesis testing for steganography, in which
a warden tests the hypothesis of whether an intercepted message
contains a hidden message, is treated in [16]–[21].
This paper focuses on traditional secrecy aspects with message
and key equivocation functions, for a class of matrix embedding
algorithms. These are reviewed in Section II and, as noted before,
were designed from the viewpoint of optimizing payload capacity as
opposed to any cryptographic consideration. Nonetheless, the schemes
under study are shown to exhibit unexpectedly good cryptographic
secrecy due, in essence, to the additional randomness injected by
the cover signal. This may remove the need for further message
obfuscation stages in some applications.
Section II reviews the hiding schemes under study to present matrix
embedding and wet paper coding in a common framework. Our main
results detailing the (near) optimality of message equivocation and key
equivocation functions are collected in Section III, with concluding remarks in Section IV.
II. PROBLEM SETUP
We begin with the basic setup of Fig. 1. A cover signal (image, audio,
video, etc.) generates a binary carrier sequence by way of a parity function that maps quasicontinuous amplitude samples to zeros and ones,
and is assumed publicly known [2], [22]. The carrier sequence is then
modified to embed a given message (or plain text), producing a cipher
text signal. (The terms “plain text” and “cipher text” identify the role
such signals would play in standard cryptography; the hiding function
would correspond to an “encryption” function, although we avoid that
term since the hiding functions that will be reviewed were not proffered from an encryption standpoint.) The original cover signal is then
modified into the stegosignal whose parity function output agrees with
the cipher signal [2], [22], as indicated by the inverse parity function
block. The sender and receiver agree on a private key.
Random variables are denoted by uppercase italic letters, with lowercase bold letters denoting particular realizations. Thus, S denotes the
carrier sequence from the parity function (with s a particular realization), M denotes the message to embed, K denotes the key, and C
denotes the cipher signal produced by the hiding function. We treat all
signals as vectors of bits (each 0 or 1), using componentwise modulo-2
addition over the Galois field F2 . In particular:
• the carrier sequence contains n bits, derived from n parity checks
that comprise the parity function, so that S 2 F2n ; we verify below
that a “good” parity function should render all 2n realizations of
S equally probable;
• the (plain text) message M collects q bits (M 2 F2q ) with q <
n; as in traditional cryptography, ideally all 2q configurations of
M would be equally probable, which becomes feasible through
compression (e.g., [23]);
• the key K 2 F2q2n is a q 2 n parity check matrix. For a particular
realization k of this matrix and a particular message m, the chosen
cipher signal c 2 F2n satisfies
m

 kc(mod 2)
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among other constraints that will be detailed. Thus, if the receiver
knows the key k, the hidden message m can be recovered from
the cipher text c.
Example 1: The simplest example of a parity function is one which
extracts the least-significant bit plane(s) of an image (e.g., [24]–[26]),
although modifying the least-significant bit is vulnerable to detection
[16]–[18], [20]. A more advanced version would calculate each bit in
the carrier sequence as the parity (exclusive-OR) of a number of bits
drawn from spatially separated pixels [2], [22], which is more likely to
yield a high entropy sequence. Since the carrier and cipher sequences
are binary, the inverse parity function is realized by flipping a single bit
in the cover signal for each bit in the carrier sequence which changes
when forming the cipher sequence; the choice of which bit to flip may
5
be randomized.
Entropy is denoted by H (1) and mutual information by I (1; 1) as in

H (S ) = 0
I (M ; C ) =

2F

s

Pr(s) log2 Pr(s)

2F c2F

Pr(m; c) log2

m

b

Pr(m; c) :
Pr(m) Pr(c)

For a given key k, assumed of full rank q , the set of binary vectors

2 F2n that lie in its null space defines a code of rate r = 1 0 (q=n),

denoted

Gk (0)

Gk (0) = fb 2 F2n : 0  kb(mod 2)g :
The set of binary vectors which produce instead a given “syndrome”
m defines a coset [12] Gk (m) for that syndrome

Gk (m) = fb 2 F2n : m  kb(mod 2)g :
The member of Gk (m) of the lowest Hamming weight (smallest
number of 1 s) is the coset leader for the syndrome m.1
A. Matrix Embedding
We consider the transcription of the optimal information embedding
techniques of [5]–[7] to the binary case, which is closely allied with the
matrix embedding approach of [4]. This method seeks a cipher signal
c minimizing the Hamming distance d(s; c) subject to the constraint
m  kc (mod 2). The amounts to “quantizing” the carrier sequence
s to the coset Gk (m). If e denotes the coset leader for the syndrome
m 0 ks (mod 2), then c  s + e (mod 2) is the closest member of
Gk (m) to s in the Hamming distance. For any m, define the average
distortion (per bit) as

D=

1

n s2F

Pr(s)

min

2G

c

(m)

d(s; c):

Since each s is quantized to a code of rate r = 1 0 (q=n), the average
distortion is lower bounded through the rate-distortion function [27,
Theor. 10.3.1] as
q
H2 (D)  H 0 (S ) 0 r = 1 0 r =

n

in which H2 (D) = 0D log2 D 0 (1 0 D) log2 (1 0 D) is the binary
entropy function, and H 0 (S ) is the per-bit entropy rate of the carrier
sequence S [with H 0 (S ) = H (S )=n for large enough n]; note that
H 0 (S ) = 1 if S is uniformly distributed, as a “good” parity function
would ideally provide. The lower bound on D (where H2 (D) = 1 0 r )
is achieved if the (error correction) code Gk (0) achieves channel capacity over a binary symmetric channel with error probability D (e.g.,
[27] and [28]). Design methods for such codes [29], [30] may thus
1In case of nonuniqueness, a particular lowest-weight member is arbitrarily
selected as the unique coset leader.
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lower bounded by the inequality H2 (nD=l)  q=l. At the upper extreme l = n, the formulation reverts to the construct of Section II-A,
while the lower extreme l = q gives the original wet paper coding
construct of [2]. The results of Section III will apply for all values of
l between these extremes, depicted by the shaded zone of Fig. 2, allowing the optimal embedding and wet paper constructs to be treated
in a common framework.
C. Watermarking

Fig. 2. Achievable embedding rate versus distortion as the shaded area, delineated by the information embedding and wet paper coding curves.

be used to generate “low distortion” keys. The “covering code” definition from [31] may also be recognized as formulating an optimal
source code for a uniform source via the Gilbert–Varshamov bound;
the parity-check matrix of any such “covering code” would thus also
furnish a suitable key.
B. Wet Paper Encoding
Wet paper coding [2] likewise produces a cipher sequence c fulfilling
m  kc (mod 2), but with different constraints. An index set—call it
t—collects q integers from f1; 2; . . . ; ng and permits c to differ from
the carrier sequence s only in the positions comprising t (with the remaining positions “locked” [32]). This index set gives an “information
set” [33] provided a q 2 q submatrix of k—built by retaining columns
whose indices are in t—has full rank. This holds with high probability
[2], and a unique solution for c results. The index set is randomly selected, and need not be known to the receiver, who can still recover
the message as m  kc (mod 2). The idea is to randomize the modification positions in order to better evade detection by a warden or
eavesdropper [2], [22]. We thus introduce T (a “tool” which complements the key) as a random variable comprising the indices used in the
hiding stage, with t denoting a particular outcome. (This fulfills the
role of a private random source in the formulation of [19]). The average distortion from this method is D = 0:5q=n [2], with q=n being
the embedding rate. This is larger than the average distortion attainable
using the construction of Section II-A, as plotted in Fig. 2.
An intermediary between the two curves of Fig. 2 is obtained by
allowing c and s to differ in l positions, with q  l  n, giving
l0q
2
possibilities for c and, thus, generally lower distortion [3] than
the formulation of [2]. Specifically, let t now contain l indices, and let
k0 2 F2q2l be the q 2 l matrix formed from the columns of k whose
indices are contained in the set t and, likewise, let s0 2 F2l be the vector
formed from the entries of s, whose indices are in t. Choosing e0 as the
coset leader of Gk (m 0 k0 s0 ) (with respect to k0 ) for the syndrome
m 0 k0 s0 (mod 2), the cipher sequence becomes c  s + e (mod 2),
with e being a zero-padded version of e0 , obtained by inserting zeros
into the “locked” positions. The per-bit Hamming distortion measure
becomes
D=

0

1

n

s

2F

0 0

Pr(s )d(s ; c ) =

1

l

s2F

Pr(s)d(sc)

if s is uniformaly distributed, since d(s0 ; c0 ) = d(s; c) as s and c differ
only in the positions comprising the index set t. Akin to the optimal
embedding construct of the previous subsection, the distortion is then

Watermarking generally seeks to allow the message M to be recovered even if the cipher text C suffers further distortion. The maximum
embedding capacity q=n subject to embedding distortion and robustness to attack is solved in [5]–[7], and given for the binary case as the
convex envelope of H2 (D) 0 H2 (p), in which the attack channel is
modeled as a binary symmetric channel with crossover probability p. A
practical construct to achieve this embedding capacity results by partitioning the key k row-wise and choosing the closest c to s that satisfies
q
q0

f
f

m
0



k1
c
k2

(mod 2):

k

Here, the null space of k2 gives a “good” error correction code (specifically, a capacity-approaching code for a binary symmetric channel with
crossover probability p, thus imposing q 0 =n  H2 (p)), and that of k
a “good” quantization code (specifically, attaining the rate-distortion
bound for compressing a uniform source to rate 1 0 (q + q 0 )=n) [6],
[12]. Note that the nullspace of k is contained in that of k2 , giving a
nested structure. If a sufficient number of cipher texts c are observed
for the same key k, the linear subspace they span builds the orthogonal
complement to k2 . This reveals information on the key k and, more seriously from a steganographic viewpoint, alerts an observer that c may
contain a hidden message.
We should note that the corresponding construction using instead a
mean-square distortion measure, Gaussian signals, and the nested lattice codes of [12], has had various security holes exposed in [34] and
[35]. It is thus not surprising that the binary transcription considered
here should likewise suffer security weaknesses. This reflects how secrecy properties of optimal (with respect to payload capacity) watermarking prove deficient. This is best viewed as yet another instance of
how watermarking and steganography can differ, despite considerable
overlap in their formulations; further details on watermarking security
and secrecy are surveyed in [14] and [15].
III. CRYPTOGRAPHIC SECRECY MEASURES
Cryptographic secrecy will be assessed here using two traditional
measures. We treat first the key equivocation function [36] I (K ; C ) =
H (K ) 0 H (K jC ) which measures how much information may be
revealed about the key K from observations of the cipher text C , and
then study the message equivocation function I (M ; C ) underlying the
perfect secrecy [8], [36], [37] condition.
Lemma 1: The key equivocation function is given by
I (K ; C ) = H (C )

0 H (M ) 0 I (T ; K; C ) 0 I (S ; K; C; T ):

This differs from a standard result [36, Theor. 2.10] by the inclusion
of mutual information terms involving the carrier sequence S and tool
set T , which are absent in classical cryptography. For the proof, expand
the joint entropy as

j

H (C; K; M; T ; S ) = H (K; M; T ; S ) + H (C K; M; T ; S )
=0

= H (K ) + H (M ) + H (T ) + H (S )
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H C K; M; T; S

in which ( j
) = 0 since the key, message, carrier, and
tool together determine the cipher text; the key, message, carrier signal,
and tool are likewise assumed to be mutually independent. By a separate expansion, we also have

H (C;K; M; T;S ) = H (C ) + H (K C ) + H (M K; C )
j

H (T C; K; M ) + H (S C;K; M; T )
in which H (M K; C ) = 0, H (T C; K; M ) = H (T C; K ), and
H (S C;K; M; T ) = H (S C;K; T ) since the key and cipher text together determine the message. Equating the expansions and isolating
H (K ) H (K C ) = I (K ; C ) gives the lemma statement.
j

j

j

j

j

j

j

0

j

5

The following theorem gives conditions that ensure that the key is
not revealed by the cipher text, and that the cipher text has maximum
entropy.
Theorem 1: For matrix embedding and wet paper hiding, the key
equivocation function is bounded as

I (K ; C ) [q H (M )] + [H (C ) H (S )] :
In particular, if H (S ) = n (all carrier sequences equally probable) and
H (M ) = q (all messages equally probable), then
I (K ; C ) = 0 and H (C ) = n:
For the proof, insert I (S ; K; C;T ) = H (S ) H (S K;C;T ) into
the expression of lemma 1, and isolate H (S K;C;T ) as
H (S K;C;T ) = I (K ; C ) + I (T ; K; C ) + H (M )
+H (S )
H (C ): (1)
q. To verify, consider any realWe claim now that H (S K;C;T )
kc (mod 2). To construct a candidate
ization (k; c; t), and set m


0

0

0

j

j

j

0

j





carrier sequence s, we note that s 0 c (mod 2) must be a coset leader,
of which there are 2q . [For the matrix embedding technique of Section II-A, pick any d 2 F2q and let e be the coset leader with respect to
k for m 0 d (mod 2), to get s  c + e (mod 2); the same reasoning
carries through for the wet paper scheme by restricting attention to the
unlocked positions contained in t]. This limits s to one of the 2q configurations. As such, the entropy of , given any fixed triple (k c t) is
bounded as ( jk c t)  . By averaging over the joint probability
Pr(k c t), the conditional entropy is likewise bounded

HS ; ;

; ;

H (S K;C;T ) =

S

q

j

k;c;t

; ;

K is unknown. By rearranging two expansions of
H M;C;K; T;S ), we can show
I (M ; C ) = H (M ) H (M C )
= H (C ) H (K )
H (T ) H (S ) + H (K M;C )
+ H (T M; K; C ) + H (S M; K; C;T )
=q
I (K ; M; C )
using H (C ) = H (S ) = n as well as I (T ; M; C;K ) =
I (T ; C;K ) = 0 and H (S M; K; C;T ) = H (S K;C;T ) = q
from Theorem 1. Now, the nonnegativity of I (M ; C ) implies
I (K ; M; C ) q. But knowledge of the message M and cipher
signal C reveals q parity constraints on the key; if a full q bits of
information are imparted so that I (K ; M; C ) = q , then the perfect
secrecy condition [8], [36], [37] I (M ; C ) = 0 will be satisfied.2
0

j

0

0

In this direction, we may consider two models for a randomly selected key:
1) If k is a “good” parity check matrix, then so is Pq kPn , where Pq
and Pn are 2 and 2 permutation matrices, respectively.
This gives up to ! ! keys to choose from. (In practice, fewer
distinct keys will result, since many of these permuted keys will
coincide.) A key from this space may be selected with uniform
probability.
2) The elements ij of the key may be modeled as i.i.d. Bernoulli
random variables, with

q q



n n

Kij = 1) = 1

Kij = 0) = p:
The value p is small, and diminishes as 1=n, for a good low density
Pr(

0

leaks information on the key, as noted in Section II-C, and exploited in
[34] and [35].
We consider next the message equivocation function ( ; ) that
measures how much message information leaks through the cipher

Pr(

parity check matrix:
Example 2: Families of low-density parity check matrices may be
described by their degree distribution polynomials [29]

(z) =


2

i

i zi01 ; (z) =


 = i  z dz

2

i

i zi01

in which i (respectively, i ) is the fraction of edges which emanate
from a variable (respectively, check) node of degree in a factor graph.
1
(Stated otherwise, i [ 0 ( ) ] is the fraction of columns of the
1
parity check matrix having Hamming weight , and i [ 0 ( ) ]
is the fraction of rows having weight ). The code rate is determined
through [29]

i

i

i

0

 = i  z dz
r

1
0 (z )dz
1
0 (z )dz

and the number of ones in the parity-check matrix becomes

n

1
0 (z )dz

=

q

:
1
0 (z )dz

The density is the number of ones divided by the number of elements
of the matrix, or

p = nq1 1 (qz)dz = n1 1 (1z)dz
0
0

5

IMC

qn

K



j

j



0



j

j

0



0
j

r = 1 nq = 1

I (K ; C ) + I (T ; K; C ) [q H (M )] + [H (C ) H (S )] :
Now, if H (M ) = q and H (S ) = n, then I (K ; C ) + I (T ; K; C )
H (C ) n. But as the cipher sequence has n bits, necessarily H (C )
n, giving I (K ; C ) + I (T ; K; C ) 0. Since mutual information is
nonnegative, this must give I (K ; C ) = 0 and I (T ; K; C ) = 0 and,
therefore, H (C ) = n and H (S K;C ) = q as well.
We note in passing that the condition I (T ; K; C ) = 0 implies that
knowledge of the key and cipher signal does not assist in deducing the
tool set T . For the watermarking scheme, by contrast, the cipher text
0

0

0



I K C I T K; C )+ H (M )+ H (S ) H (C )


j

j

; c; t)H (S k; c; t) q:

Pr(k

This gives, via (1) ( ; )+ ( ;

q or

C

signal , if the key
the joint entropy (

0

j

=0

+

789

which, for the fixed-degree distribution polynomials, diminishes as
1 .
5
We then claim:

=n

2The perfect secrecy definition here concerns zero message equivocation, as
used in cryptography [8], [36], [37]. The term “perfect secrecy” has also been
used in watermarking to denote instead zero key equivocation [14], [15], as used
in Theorem 1.
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HS

Theorem 2: If ( ) =
permutation key model

n and H (M ) = q, then: 1) For the uniform

I (M ; C ) = 20n q:
2) For the Bernoulli key model, with sufficiently large

I (M ; C )  20n nqH2 (p)
where H2 (p) = 0p log2 p 0 (1 0 p) log2 (1 0 p) is the binary entropy
function.
For the verification, given that I (M ; C ) = q 0 I (K ; M; C ), we
examine I (K ; M; C ) = H (K ) 0 H (K jM; C ).

Consider first the permutation model of key selection, and let jKj
denote the number of distinct permutations of a “good” key. By assigning a uniform probability to each key, we have ( ) = log2 jKj.
and a ciphertext , and finding the
Consider now fixing a message
subset of keys satisfying
 (mod 2). If 6= , then qfor any
this introduces parity constraints, so that a fraction 1 2 of the
available keys will satisfy the constraints (giving cardinality jKj 2q ).
6= ) = log2 jKj 0 . For the event = , necesThus, ( j
= and all keys satisfy 
sarily
(mod 2). Thus, ( j
=
),
= ) = ( ). By averaging over the joint probability Pr(
the conditional entropy becomes

m

HK

m
m kc

q

H K m; c 0
m 0
0; c 0 H K

c

c 0

=

c 0

q

0 k0

m kc

=
A

nq

=

H Km
m; c

H (K jM;C ) = H (K jm = 0; c = 0) Pr(m = 0; c = 0)
+
H (K jm; c) Pr(m; c)

Pr

H (K )20n + [H (K ) 0 q] (1 0 20n )
0n
= H (K ) 0 (1 0 2 )q
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02nq0q
= (1 0 )2

in which the first term on the right-hand side of the first line is a lower
bound on the probability of each element from the set nq , while
the second term is a lower bound on the cardinality of the subset
 (
). In the same way, this follows an upper bound:
nq

A m; c

Pr

k
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Anq (m; c)  20nq[H (p)0] 2 20q 2nq[H (p)+] :
2nq0q
=2

Consider now the conditioned entropy

H (K jm; c) = 0
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By normalization
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=
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as the subset of typical keys consistent with the given (
6= ). As
the equation
 (mod 2) introduces parity constraints, a fraction 1 2q of the typical keys will satisfy them, so that j nq (
)j =
0q 
2 j nq j. More precisely, the probability mass of any such subset is
lower bounded by

k2A

=1

k = A m; c

and, thus, upper and lower bounds on 0 log2 (Pr( ) Pr[ nq (
)])
provide upper and lower bounds on ( j
). Now, the typical set
bounds on Pr( ) and Pr[ nq (
)] can be invoked to verify that

k

H K m; c
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 nq [H2 (p) + 3] 0 q + log2 (1 0 )
m6=0
=0
where the bounds therefore apply to H (K jm; c) as well as to
as c = 0 implies m = 0. Thus, I (K ; M; C ) = H (K ) 0
m;c6=0 H (K jm; c) Pr(m; c). Combining the pieces
H (K jM;C ) = (1 0 20n )q, giving I (M ; C ) = 20nq for this case.
I (K ; M; C ) = H (K ) 0 H (K jM; C )
For the case in which the nq elements of the key K are i.i.d. and
0n
Bernoulli, we instead have H (K ) = nqH2 (p). We again expand the
= nqH2 (p) 0 2 nqH2 (p)
conditional entropy H (K jM; C ) as
0 nqH2(p) + q + O()
in which O() collects terms that vanish as  ! 0. We thus have
H (K jM;C ) = H (K jm; c) Pr(m; c):
I (M ; C ) = q 0 I (K ; M; C ) = 20nnqH2 (p) + O(), and part 2)
m;c
5
of the theorem follows by letting  ! 0.
Thus, perfect secrecy is approached exponentially fast in the block
As before, the case c = 0 implies m = 0, and all keys satisfy 0 = k0.
length n, under either key generation model. A “perfect stego system”
Thus, H (K j0; 0) = nqH2 (p), and we still have Pr(m = 0; c =
is defined in [9] as one with zero message equivocation and minimum
0
n
0
n
0) = 2 , giving H (K j0; 0) Pr(0; 0) = 2 nqH2(p).
embedding distortion. The matrix embedding scheme of Section II-A

m 0; c 0
c
c
Pr(c = 0) = Pr(m = 0; c = 0) +

0n , because
in which Pr( =
= ) = 2
0
n
Pr( ) = 2
for each , and

H (C ) = n implies

c 6= 0, introduce the typical set of keys
Anq = fk : nq (H2 (p) 0) 0 log2 Pr(k)  nq (H2 (p)+ )g :

For the events



A

For any fixed , the probability mass of the typical set nq approaches 1
grows and, for large , its cardinality satisfies
arbitrarily closely as
[27]
(1

nq

nq

nq[H (p)0]
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Now, for any cipher text

Anq (m; c) =

A


nq

 2nq[H (p)+]

:

c 6= 0 and any message m, denote
k 2 Anq : m  kc(mod 2)

is thus nearly a perfect stegosystem, as it achieves the minimum embedding distortion according to the rate-distortion bound, and has nearzero message equivocation. Other schemes from [9], such as cyclic shift
modulation and stream ciphers, attain zero message equivocation, but
fall short of the embedding rate-distortion bound.
IV. CONCLUDING REMARKS
The steganographic matrix embedding schemes under study have
been shown to exhibit favorable cryptographic secrecy concerning the
message equivocation and key equivocation functions. The main results, however, are conditioned on maximal entropy in the carrier and
message sequences. In practice, this may not be a severe limitation,
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since proper design of the parity function can reasonably be expected
to yield high entropy realizations, and the main results show that such
a property is indeed desirable.
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