| NTERNET- DRAFT Thomas Narten
| BM

<draft-iesg-iana-consi derations-04.txt> Haral d Tveit Al vestrand
UNI NETT

May 21, 1998

Guidelines for Witing an | ANA Consi derations Section in RFCs |

<draft-iesg-iana-consi derations-04.txt> |

Status of this Meno

This docunent is an Internet-Draft. Internet-Drafts are working
docunents of the Internet Engineering Task Force (IETF), its areas,
and its working groups. Note that other groups may al so distribute
wor ki ng docunments as Internet-Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

To view the entire list of current Internet-Drafts, please check
the "lid-abstracts.txt"” listing contained in the Internet-Drafts
Shadow Directories on ftp.is.co.za (Africa), ftp.nordu.net
(Northern Europe), ftp.nis.garr.it (Southern Europe), nunnari.oz.au
(Pacific RRm, ftp.ietf.org (US East Coast), or ftp.isi.edu

(US West Coast).

Distribution of this meno is unlimted.

This Internet Draft expires Novenber, 1998.

Abst ract

Many protocols nake use of identifiers consisting of constants and

ot her well -known val ues. Even after a protocol has been defined and

depl oyment has begun, new val ues nay need to be assigned (e.g., for a |
new option type in DHCP, or a new encryption or authentication |
algorithmfor IPSec). To insure that such quantities have consistent |
val ues and interpretations in different inplenentations, their |
assi gnment nust be administered by a central authority. For |ETF |
protocols, that role is provided by the Internet Assigned Nunbers |
Authority (1 ANA).

In order for the I ANA to manage a gi ven nunbering space prudently, it
needs gui delines describing the conditions under which new val ues can
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be assigned. If the ANA is expected to play a role in the managenent
of a nunbering space, the | ANA nust be given clear and concise

i nstructions describing that role. This docunment di scusses issues
that shoul d be considered in fornulating an identifier assignnent
policy and provi des guidelines to docunment authors on the specific
text that nmust be included in docunents that place demands on the

I ANA.
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1. Introduction

Many protocols nake use of fields that contain constants and ot her
wel | - known values (e.g., the Protocol field in the IP header [IP] or
M ME types in mail messages [MME-REG ). Even after a protocol has
been defined and depl oynent has begun, new val ues may need to be
assigned (e.g., a new option type in DHCP [DHCP] or a new encryption
or authentication algorithmfor IPSec [IPSEC]). To insure that such
fields have consistent values and interpretations in different

i mpl enent ati ons, their assignnment nust be adm nistered by a centra
authority. For |IETF protocols, that role is provided by the Internet
Assi gned Nunbers Authority (1 ANA).

In order for the I ANA to nmanage a gi ven nunbering space prudently, it
needs gui del i nes describing the conditions under which new val ues
shoul d be assigned. This docunent provides guidelines to authors on
what sort of text should be added to their docunents, and reviews

i ssues that should be considered in fornulating an appropriate policy
for assigning identifiers.

Not all nane spaces require centralized adninistration. In sone
cases, it is possible to del egate a nane space in such a way that
further assignments can be made independently and with no further
(central) coordination. In the Domain Nane System for exanple, the
| ANA only deals with assignnments at the higher-levels, while
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subdonmai ns are adnini stered by the organization to which the space
has been del egated. As anot her exanple, oject Identifiers (O Ds) as
defined by the I TU are al so del egated [ ASSI GNED]. Wen a name space
can be del egated, the I ANA only deals with assignnents at the top

| evel .

Thi s docunent uses the terms 'MUST', ' SHOULD and ' MAY', and their
negatives, in the way described in RFC 2119 [ KEYWORDS]. In this case,
"the specification" as used by RFC 2119 refers to the processing of
protocol s being submitted to the | ETF standards process.

2. |Issues To Consider

The primary issue to consider in managi ng a nunbering space is its
size. If the space is small and limted in size, assignments nust be
made carefully to insure that the space doesn't becone exhausted. |f
the space is essentially unlinited, on the other hand, it may be
perfectly reasonable to hand out new val ues to anyone that wants one.
Even when the space is essentially unlinmted, however, it is usually
desirable to have a nmnimal reviewto prevent hoarding of the space.
For exanple, if the space consists of text strings, it may be
desirable to prevent organi zations fromobtaining |arge sets of
strings that correspond to the "best" nanes (e.g., existing conpany
nanes) .

A second consideration is whether it nakes sense to del egate the name
space in sone manner. This route should be pursued when appropriate,
as it lessens the burden on the I ANA for dealing wi th assignnments.

In sone cases, the nane space is essentially unlimted, and
identifiers can safely be given out to anyone. Wen no subjective
review i s needed, the | ANA can nake assignnments directly, provided
that the 1ANA is given specific instructions on what types of
requests it should grant, and what information nust be provided
before a request for an assigned nunber will be considered. Note that
the 1ANA wi Il not define an assignnent policy; it should be given a
set of guidelines that allow it to nake allocation decisions with
little subjectivity.

In nost cases, sone review of prospective allocations is appropriate,
and the question beconmes who should performthe review and how

ri gorous the review needs to be. In many cases, one might think that
an | ETF Working G oup (W5 fanmiliar with the identifier space at hand
shoul d be consulted. In practice, however, W& eventually di sband, so
they cannot be considered a permanent evaluator. It is also possible
for identifier spaces to be created through individual subnission
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docunents, for which no W is ever forned.

The standard way to insure community review of prospective
assignments is to have the requestor submit a docunent for
publication as an RFC. Such an action insures that the |ESG and

rel evant WG review the assignment. This is the prefered way of
insuring review, and is particularly inportant if any potentia
interoperability issues can arise. For exanple, many assignnments are
not just assignnents, but also involve an el ement of protoco
specification. A new option may define fields that need to be parsed
and acted on, which (if specified poorly) may not fit cleanly with
the architecture of other options or the base protocols on which they
are built.

In some cases, however, the burden of publishing an RFC in order to
get an assignment is excessive. However, it is generally still useful
(and sonetinmes necessary) to discuss proposed additions on a mailing
list dedicated to the purpose (e.g., the ietf-types@ana.org for
nedi a types) or on a nore general mailing list (e.g., that of a
current or former IETF W§. Such a nailing |ist provides a way for
new regi strations to be publically reviewed prior to getting
assigned, or to give advice for persons who want help in
under st andi ng what a proper registration should contain

Since the I ANA cannot participate in all of these mailing lists and
cannot determine if or when di scussions on such lists reach a
consensus, the I ANA can make use of "Designated Expert" to advise it
in assignment matters. That is, the 1ANA forwards the requests it
receives to a specific point-of-contact (one or a small nunber of

i ndi viduals) and acts upon the returned recomendation fromthe

Desi gnated Expert. In all cases, it is the Designated Expert that the
I ANA relies on for an authoritative response. |In those cases where

wi de review of a request is needed, it is the responsibility of the
Desi gnated Expert to initiate such a review (e.g., by engaging the
relevant mailing lists). In no cases will the | ANA all ow genera
mailing lists (e.g., that of a forner or existing | ETF Wrking G oup)
to fill the role of the Designated Expert.

Desi gnat ed Experts serve at the pleasure of the IESG (i.e., they are
appointed by the relevant Area Director) and are typically nanmed at
the time a docunment that creates a new nunbering space is published
as an RFC. Any decisions nade by the Designated Expert can be
appeal ed using the normal | ETF appeal s process as outlined in Section
6.5 of [|ETF- PROCESS].

The foll owi ng are exanple policies, sone of which are in use today:

Private Use - For private or local use only, with the type and
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pur pose defined by the local site. No attenpt is nade to
prevent nmultiple sites fromusing the same value in
different (and inconpatible) ways. There is no need for

| ANA to review such assignnents and assi gnnents are not
general |y useful for interoperability.

Exampl es: Site-specific options in DHCP [ DHCP] have
significance only within a single site. XXX X-foo header
lines in email nessages.

Hi erarchical allocation - Del egated nmanagers can assign

identifiers provided they have been given control over that
part of the identifier space. |ANA controls the higher

| evel s of the namespace according to one of the other
pol i ci es.

Exampl es: DNS names, Object Identifiers

First Come First Served - Anyone can obtain an identifier, so |ong

Expert

Speci fi

as they provide a point of contact and a brief description
of what the identifier would be used for. For nunbers, the
exact value is generally assigned by the | ANA, w th nanes,
speci fic nanes are usually requested.

Exampl es: vnd. M ME types [M Me-REG, TCP and UDP port
nunbers.

Revi ew - approval by a Designated Expert is required.

cation Required - Values and their neani ng nust be
documented in an RFC or other permanent and readily
avail able reference, in sufficient detail so that

i nteroperability between independent inplenentations is
possi bl e.

Exanpl es: SCSP [ SCSP]

| ESG Approval - New assignnents nust be approved by the | ESG but

there is no requirenent that the request be documented in
an RFC (though the I ESG has discretion to request docunents
or other supporting naterials on a case-by-case basis).

| ETF Consensus - New val ues are assigned through the |IETF

consensus process. Specifically, new assignnents are made
via RFCs approved by the ESG Typically, the 1ESG w Il
seek input on prospective assignnents from appropriate
persons (e.g., a relevant Wirking Group if one exists).
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Exanmpl es: SMIP ext ensi ons [ SMIP-EXT], BGP Subsequent
Address Family ldentifiers [BGP4-EXT].

Standards Action - ldentifiers are assigned only for Standards
Track RFCs approved by the | ESG

Examples: M ME top | evel types [ M Me-REG

It should be noted that it often makes sense to partition a number
space into several categories, with assignnments out of each category
handl ed differently. For exanple, the DHCP option space [DHCP] is
split into two parts. Option nunbers in the range of 1-127 are

gl obal Il y uni que and assi gned according to the Specification Required
policy described above, while options nunber 128-254 are "site
specific", i.e., Local Use. Dividing the nunber space up makes it
possible to all ow sonme assignnents to be made with mniml review,
whi |l e sinmultaneously reserving sone part of the space for future use
via a nore stringent review process.

3. Registration nai ntenance

Regi strations sonmetines contain information that needs to be

mai ntai ned; in particular, point of contact information may need to
be changed, clains of freedomfromsecurity problens may need to be
nodi fi ed, or new versions of a registration nay need to be published.

A docunent nust clearly state who is responsible for such
mai ntenance. It is appropriate to:

- Let the author update the registration, subject to the sane
constraints and review as with new regi strations

- All ow sone mechanismto attach coments to the registration, for
cases where others have significant objections to clains in a
registration, but the author does not agree to change the
regi stration.

- Designate the | ESG or another authority as having the right to
reassi gn ownership of a registration. This is mainly to get
around t he probl em when sone regi strati on owner cannot be
reached in order to make necessary updates.
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4.

What To Put I n Docunents

The previous sections presented sonme issues that shoul d be consi dered
in formulating a policy for assigning well-known nunbers and ot her
protocol constants. It is the Wrking Goup and/or docunent author’s
job to fornmulate an appropriate policy and specify it in the
appropriate docunent. In sone cases, having an "I ANA Consi derations"
section may be appropriate. Specifically, docunents that create an
identifier space (or nmodify the definition of an existing space) and
that expect the IANA to play a role in maintaining that space (e.g.
serving as a repository for registered val ues) MJST docunent the
process through which future assignments are nmade. Such a section
MJST state clearly:

- whether or not an application for an assigned nunber needs to be
reviewed. If reviewis necessary, the review mechani sm MJUST be
specified. Wen a Designated Expert is used, documents MJST NOT
nane t he Designated Expert in the docunment itself; instead, the
nane should be relayed to the appropriate | ESG Area Director at
the time the docunent is sent to the |IESG for approval.

- If the request should also be reviewed on a specific public
mailing list (such as the ietf-types@ana.org for nedia types),
that mailing address shoul d be specified. Note, however, that
use of a Designated Expert nust al so be specified.

- if the ANA is expected to make assignnments wi thout requiring an
out side review, sufficient guidance MJUST be provided so that the
requests can be evaluated with mnimal subjectivity.

Aut hors SHOULD attenpt to provide guidelines that allowthe ANA to
assign new values directly without requiring review by a Desi gnated
Expert. This can be done easily in many cases by designating a range
of values for direct assignment by the I ANA whil e sinultaneously
reserving sufficient identifier space for future use by requiring
that assignnents fromthat space be made only after a nore stringent
revi ew.

Finally, it is quite acceptable to pick one of the exanple policies
cited above and refer to it by nane. For exanple, a document could
say sonething |ike:

Fol I owi ng the policies outlined in [IANA- CONSI DERATI ONS]
nunbers in the range 0-63 are allocated as First Conme First
Served, nunbers between 64-240 are allocated through an | ETF
Consensus action and values in the range 241-255 are reserved
for Private Use.
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For exanpl es of docunents that provide good and detail ed gui dance to
the 1 ANA on the issue of assigning identifiers, consult [M Me-REG
M ME- LANG .

5. Applicability to Past and Future RFCs

For all existing RFCs that either explicitely or inplicitly rely on
the 1 ANA to eval uate assignnents w thout specifying a precise

eval uation policy, the 1ANA will continue to decide what policy is
appropriate. The default policy has typically been first cone, first
served. Changes to existing policies can always be initiated through
the normal | ETF consensus process.

Al future RFCs that either explicitely or inplicitly rely on the
| ANA to register or otherw se manage assi gnments MJST provide
gui del ines for managing the identifier space.

6. Security Considerations

Information that creates or updates a registration needs to be
aut henti cat ed.

I nformati on concerni ng possible security vulnerabilities of a
protocol may change over tinme. Consequently, clains as to the
security properties of a registered protocol nmay change as well. As
new vul nerabilities are discovered, information about such

vul nerabilities may need to be attached to existing registrations, so
that users are not nislead as to the true security properties of a
regi stered protocol

An analysis of security issues is required for all paraneters (data
types, operation codes, keywords, etc.) used in | ETF protocols or

regi stered by the I ANA. Al descriptions of security issues nust be
as accurate as possible regardl ess of level of registration. 1In
particular, a statenment that there are "no security issues associated
with this type" nmust not be confused with "the security issues
associated with this type have not been assessed".

Del egati ons of a name space should only be assigned to soneone wth
adequate security.
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