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Abstract

Web 2.0 technologies have made it possible to nagr@aditional desktop
applications to the Web, resulting in a rich andalyic user experience and in
expanded functionality. Individuals can create amahage their content online, and
they are not only consumers of Web services, mad attive participants in creating,
enriching and personalizing these services. Assaltiepotentially large amounts of
personal, sensitive, and valuable data is put enlspread across various Web
services. Users willingly share this data with othgers and services on the Web, but
are also concerned about maintaining privacy aegpikg their personal data secure.
Currently, users must use diverse access contioti@as available for each Web
service to secure data and control its disseminathdhen such mechanisms are used
on a daily basis, they add considerable overhegubogally since these mechanisms
often lack sophistication with respect to functiliyaas well as user interfaces. To
alleviate this problem, we discuss in this papemavel approach to access
management for Web resources that includes a gsarcare part of its model. The
proposal puts the user in charge of assigning acaethorization to resources that
may be hosted at various Web applications. It tatds the ability of users to share
data more selectively using a centralized authbaaamanager which makes access
decisions based on user instructions. It also stppequesters in accessing such
data.
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Abstract

Web 2.0 technologies have made it possible to magraditional desktop applications to the Webultasg in a
rich and dynamic user experience and in expandedifnality. Individuals can create and managertbentent
online, and they are not only consumers of Webisesy but also active participants in creatingjaing and
personalizing these services. As a result, potgntarge amounts of personal, sensitive, and Jakidata is put
online, spread across various Web services. Usilisgly share this data with other users and smsion the
Web, but are also concerned about maintaining gyiead keeping their personal data secure. Cuyramkers
must use diverse access control solutions availfdnieeach Web service to secure data and contsol it
dissemination. When such mechanisms are used ailyabdsis, they add considerable overhead, edpesiace
these mechanisms often lack sophistication witheessto functionality as well as user interfaces alleviate this
problem, we discuss in this paper a novel appréaatcess management for Web resources that irccudser
as a core part of its model. The proposal putaifiee in charge of assigning access authorizatioesmurces that
may be hosted at various Web applications. Ititatds the ability of users to share data morectegdy using a
centralized authorization manager which makes acdesisions based on user instructions. It alspatp
requesters in accessing such data.
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AbstracBWeb 2.0 technologies have made it possible to This prevents a user from easily monitoring, changing, or stop-
migrate traditional desktop applications to the Web, resultingina  ping access relationships between online services. Moreover,

rich and dynamic user experience and in expanded functionality. 5 ,ser |acks a global view of all their sharing preferences
Individuals can create and manage their content online, and they L. '
patterns and data recipients on the Web.

are not only consumers of Web services, but also active partic- ) ) )
ipants in creating, enriching and personalizing these services. In order to bene®t from the increasing number of services
As a result, potentially large amounts of personal, sensitive, and accessible over the Web, a user is forced to share data
‘L’Ja'“ab'e_l‘l?'at? is ﬁ“t Otrt:'_'”% ?prez_at?] actoss various c\i’V‘*b services. ysing provided access control mechanisms. As noted by the
sers willingly share this data with other users and services on . ;
the Web, but are also concerned about maintaining privacy and Vendor Relationship Manageme:t (VRM) r‘r;oyement ,[5]’ for
keeping their personal data secure. example, a user may need to 2hand over® information that
Currently, users must use diverse access control solutions can be sensitive, valuable, and personal and often has to
available for each Web service to secure data and control its do it in time-consuming and imprecise ways. By providing
g'ss_em'tﬂa“o”-d(\j’Vhe” _ZUCthmECharr‘]'Snsz are U_Se”d on a ?ﬁ"ysuch information to requesting Web services an individual is
asis, they add considerable overhead, especially since thes : Ca : .
mechanisms often lack sophistication with respect to functionality ??aylng pHgG in both privacy and Convenlepce. A u;er then h.as
as well as user interfaces. To alleviate this problem, we discuss/imited ability to control access to such information once it
in this paper a novel approach to access management for Web iS submitted, and in any case must surrender it under terms
resources that includes a user as a core part of its model. The favorable only to its recipients.
proposal puts the user in charge of assigning access authorization Following the highly collaborative Web 2.0 paradigm, there

to resources that may be hosted at various Web applications. . | d f hes t ¢
It facilitates the ability of users to share data more selectively IS a clear need for new approaches 10 access managemen

using a centralized authorization manager which makes access Which would allow a user to play a pivotal role in their model.
decisions based on user instructions. It also supports requesters Such approaches would allow a user to be in full control over

in accessing such data. access to their data irrespective of the location of this data.
Moreover, these approaches would allow a user to apply the
necessary security and privacy controls while retaining all the
Web 2.0 has become a platform supporting all kinds @fene®ts of social interactions and data sharing that the Web
interactions, be it business processes or collaboration betweam environment offers.
users. This has resulted in many of these interactions and theif, this paper we present a new approach to access control
associated data being shifted from the real to this environmegf \vep resources based on the User-Managed Access (UMA)
[31], [32]. It has also inuenced the way people engaggrotocol. The UMA proposal provides a method for users
with one another, collaborate, form communities, and shag control third-party application access to their protected
information. A key trend in Web 2.0 is the inclusion of thgegoyrces, residing on any number of host sites, through a
user as a core part of any model [18]. It is the user who creatgstralized authorization manager that makes access decisions
data and plays a role as a content publisher. It is also the Uggked on user instructions. This gives users the required
who disseminates this data and who shares it with other usesgipility in sharing their data and supports them in their
and services on the Web. _ _ participation in interactions and collaboration on the Web. It
Sharing data in the Web 2.0 environment poses variolgo supports potential requesters with accessing a user's data.
security and privacy issues which are commonly addresseGr,o remainder of the paper is organized as follows. We
using diverse access control solutions. Such solutions, hoﬁf\"ovide a requirements analysis for a user-managed access
ever, often lack sophistication, simplicity and usability SinCEyn4ro solution in Section 1. In Section 1ll, we explain
they are a side issue for typical Web 2.0 applications. the User-Managed Access approach to authorization for Web
Access control mechanisms are often tightly bound {qqrces which meets all presented requirements. We evaluate

the application and have limited “exibility in terms of theirpig approach against these requirements in Section IV. We
con®guration or adaptation to a particular user's security re-

uirements [27], [30]. These mechanisms are con®gured usi
q [271, [30] 9 nlg%’he protocol is being standardized by the User-Managed Access Work

pOI!CleS that are SP_eC'®eq in diverse and often 'ncompat_'@f'aoup (UMA WG). Authors Machulak, Maler, and Catalano hold leadership
policy languages using various tools at every Web applicatiosusitions in this work group.

I. INTRODUCTION



discuss progress and future work in Section V. We examil Authorzing Ussy
related work in Section VI and we conclude in Section VII.

Il. REQUIREMENTSANALYSIS

New approaches to access control for Web resources shc
allow the user to quickly determine what information is share
with what parties and for what purposes [17], and further,
control how information is shared. The user should be capal
of determining the trustworthiness of these parties, how tl o n,:
shared information will be handled, and what the consequen( |  Protected  iErprotect{Eg A“:nh;:';?::_"" Grant Acoess
of sharing this information are. These properties, however, ¢ \ o
pear not to be fully covered in existing authorization solution

Therefore, there is a need to formulate sound and conc
requirements for a novel access management solution t N £nforea
would ®t precisely into the Web 2.0 environment. These r
quirements have been initially presented in [41]. They addre
the shortcomings of existing access management systems, ¢ Requester
as those based on XACML [8], that we perceive as eith
in"exible or insuf®ciently user-managed. These systems seem
to lack the sophistication, simplicity and usability required t@ig. 1. Interactions between entities involved in the User-Managed Access
respond to security and privacy challenges in the highly usé¢MA) protocol.
driven Web environment.

We discuss each of the formulated requirements in moreg) Representation agnostic access contihe access re-

detail: ationship service should not be required to understand the

1) Accests rlelat:otr_lshlphserl\gce\ sucie;sful l:-ser-r?anggidre resentations of resources it is charged with protecting. As
access control solution should support the notion of a disti ch, the functionality of this service should be applicable to

onllne service for managing .dfata-sharlng ar\d service-accg! itrary resources on the Web.
relationships between an individual and their online serwceslo) Preservation of user's privacyzor resources at hosting

that requesotl fSUCh aclc_e_ss. d Th luti hould service X and resources at hosting service Y, neither X nor Y
2) Use_r- fiven palicies an _t(_arms. e solution should g5 14 pe able to ®nd out, through their relationship with the
allow an individual to select policies and enforceable contragt cess relationship service, that the same individual uses the

terms that govern access, as well as data storage, further us r service
and further sharing on the part of requesting services. In the next section, we discuss a new access control solution

. 3.)'User-managed access relationshigs:should allow an ¢ \wep, resources that meets all formulated requirements.
individual to conduct short-term and long-term management

of access relationships, including modifying of the conditions [1l. APPROACH
of access or terminating the relationship entirely. User-Managed Access (UMA) to Web resources is a novel
4) Auditing: It should be possible for an individual to auditaccess management solution based on a new access control
and monitor various aspects of access relationships for tielegation protocol. This protocol provides a method for users
purpose of data sharing analytics. to control third-party application access to their protected
5) Requester-Host direct acces$he access control solu-resources, residing on any number of host sites, through a
tion should allow requesting services to interact directly witbentralized authorization manager that makes access decisions
hosting services in a fashion guided by policy without the usbased on user instructions. The protocol is designed to satisfy
being involved in these interactions. Real-time user approvalquirements presented in Section Il and formulated in [41].
should be reserved for extraordinary circumstances. A high-level view of entities involved in UMA is depicted in
6) Multiple hosting servicesRequesting services should beFig. 1.
able to interact with multiple data hosting services associatedThe UMA proposal consists of a dedicated service for au-
with the same individual. thorizing data sharing and service access. The user is capable
7) Entity separation: A user should be able to store re-of imposing demands on any Web application that wishes to
sources at a host in one Web domain and protect themmess a user's data. Moreover, the user is able to monitor,
resources with an access relationship service residing ircleange, and stop access relationships between online services
different domain. Correspondingly, the requester could resiftem one location. With a specialized component being in
in a different domain as well. charge of relationships, the user does not have to manually
8) Resource orientationUser data access and service agrovide data to requesting services. Instead, the user may
cess should be enabled through accessing Web resourcespghatide authoritative sources from which Web services can
have URLs. request such data directly in a secure and ef®cient way.

Authorize




The UMA protocol has been researched by the Usarsing an online address book service to collect addresses, or
Managed Access Work Group (UMA WG) [42]. It has beeit might be a survey company that uses an online service to
initially proposed in [22] and de®ned in [21] but has sinceompile population demographics. We discuss an extensive set
undergone signi®cant modi®cations regarding the adoptafruse cases with various settings of the proposed entities of
of the OAuth Web Resource Authorization Pro®les (WRARhe UMA solution in [7].

[14]. We discuss how WRAP ®ts into our model throughout i
the paper. Additionally, we show WRAP-based interactiors: D¢legation Protocol

between entities of the UMA architecture in Fig. 2. The User-Managed Access protocol describes interactions
] between all of the previously de®ned entities. It consists of
A. Architecture the following steps, which are currently de®ned as extensions

As shown in Fig. 1, User-Managed Access is based on foamd pro®les of the WRAP protocol [14] while the OAuth V2.0
main entities: Authorizing User, Authorization Manager, Hosprotocol [4] is under development: (1) User registers host at
and Requester. We provide a brief overview of each of the8®, (2) Requester gets access token from AM, (3) Requester
entities in subsequent sections. For a more detailed explanatiaalds access token at host to gain access (Fig. 2). For the
of these terms we refer the reader to [40] and [6]. sake of completeness, we also describe how a user may de®ne

1) Authorizing User:An Authorizing User delegates accessccess control policies at AM for resources stored at a host.
control from their chosen set of Hosts to an Authorizatiolihe protocol, however, does not impose any constraints on
Manager. Such a user is also responsible for con®guring teow this step should be performed.

Authorization Manager with policies that control how this 1) User registers host at AMin this step a user estab-
component makes access decisions when a Requester attelightss a trust relationship between a host and an authorization
to access a Protected Resource at a Host, thus serving as tineinager (Fig. 3). This can be achieved by providing the
own policy administrator. location of a user's preferred AM to a host. For example, an

2) Authorization Manager: An Authorization Manager authorizing user may provide the URL of their AM to a host
(AM) acts on behalf of an Authorizing User. It evaluates acce¥geb application by typing it into a text ®eld on a Web page
requests made by a Requester against applicable policmsiransmitting through an information card.
issuing Access Tokens necessary to make authorized acced®hen a host is provisioned with the location of the AM
requests to Protected Resources at a Host. An Authorizatibien it uses the host-meta discovery mechanism [11] to obtain
Manager may also evaluate such tokens in case a Host cho@sesetadata document from the AM. Such a document de®nes
not to evaluate them locally. Therefore, an AM acts as the location of a user authorization URL, an access token
Policy Administration Point (PAP) and a Policy Decision Point/RL, and a token validation URL. It also de®nes access token
(PDP), as de®ned in [43], and plays the conceptual role ofoamats and claim formats that this AM generates. We refer
Security Token Service as de®ned in [19]. the reader to [6] for examples of such a metadata document.

3) Host: A Host is a Web application that is used by an The user authorization URL is used by a host to initiate
Authorizing User to store and manage Protected Resourtles process of acquiring authorization to use a particular AM.
and to share these resources with speci®c RequestersTh& access token URL is used by a host to obtain an access
Host delegates access control to an Authorization Manadeken for this AM. A host provides this URL to requesters so
following con®guration by an Authorizing User. A Host is thethey can acquire access tokens necessary to access protected
concerned with enforcing access control decisions issued fiegources on this host. The token validation URL can be used
an Authorization Manager. Therefore, a host acts as a Poligy the host to validate access tokens received from requesters.
Enforcement Point (PEP). When a host receives the metadata document from the

4) Requester:A Requester is an application that interactdM, it then uses one of the user delegation pro®les (e.g.
with a Host in order to get access to a Protected Resourdéeb App Pro®le), as de®ned in the WRAP speci®cation [14],
which can be accomplished after it interacts with an ANb obtain the user's authorization to use this AM. This is
to obtain an Access Token. A Requester is controlled byaghieved by receiving an access token authorized by a user
Requesting Party that can be a person or a company that Uses1 an authorization manager. This token allows a host to
such an application to seek protected resource access on thrgike authorized access requests to the AM. We discuss access
own behalf. tokens in more detail when describing step (2) of the UMA

For example, a Web user (Authorizing User) can arrange pootocol.
authorize an online service to gain one-time or ongoing acces® host may delegate access control to the AM for all its
to a set of personal data including his home address storedestources, for resources of a particular user or for a speci®c
a personal data service (Host). A user can achieve that diybset of resources only. This, however, is implementation
instructing the host to check with his authorization decisiorspeci®c and the protocol itself supports all three granularity
making service (Authorization Manager). The requesting parigvels of access control delegation.
might be an e-commerce company whose site is acting onAt the end of this step, a host is capable of making
behalf of the user himself to assist him in arranging faauthorized access requests to the AM in order to validate
shipping a purchased item, or it might be his friend who iaccess requests to protected resources issued by requesters.



Fig. 2. High-level overview of the User-Managed Access protocol.

. and their access rights to a us_er‘s resources. Moreover, the
i Host A UMA protocol supports the policy-driven ability of an AM

to demand claims from a requester before authorization is
granted. A policy may also require a user's consent to be
Construct host-meta LR (e provided in real time. Different examples of policies are

discussed in more detail in [7].

Provision AM location
___________________ >

Retrieve host-meta metadata > L. . .
bt As far as linking a policy to a resource is concerned, a

e abot b= ) user may perform this in a variety of ways. We envisage that
User Authorization URL a host may provide a typical security-related user interface
(e.g. a @Protect® link). When a user clicks on such a link then
(Ea SuttE AR they are redirected to the con®gured authorization manager to
. Autheriiicatecto A and atthorie Host associate a resource with an access control policy. Similarly,
Verlfication code a user may decide to log in to an AM and manually link a
policy with a resource using provided management tools.

Pass verification code f acoess foken URL At the end of this step, a set of resources is successfully
Validate verification code —————=y  @SSOCIiated with one or more access control policies de®ned by

Redirect to

Y

>
<

Verification code B

<—'  auser. The AM evaluates access requests issued by a requester
g-Access Token, (optional) Refresh Token against these policies_
. . 2) Requester gets access token from AM:order for the
e Host A requester to be able to access a protected resource on a host
the access request needs to be accompanied by an access

token. If such a token is missing in the request then a host
responds with a standard @HTTP 401 Unauthorized® response
as de®ned in [24]. Such response also contains information
about the location of the AM that protects this resource. We
User de®nes access control policies at AWhe UMA se the awwWw-Authenticate: WRAP® header to specify the
protocol does not impose any constraints on how accegRL of the authorization manager where an access token
control policies are composed by a user or how a policy i&an be obtained. The requester may choose not to issue
linked with a resource. The AM may support simple acceggy unauthorized access requests to a host and may directly
control matrix type policies or may provide a variety Ofpproach the authorization manager to acquire the token if a
exible policy languages and policy engines to support polidcation of AM is known in advance to the requester.
composition and evaluation respectively. We envisage thatOnce the requester learns about an access token URL at
support for speci®c policy languages and management toR4, it adheres to the WRAP protocol, with a few key UMA
may dictate the choice of a speci®c AM by a user. extensions, to obtain an access token for a protected resource
UMA purposely does not constrain the policy compositioat a host. UMA adopts one of the existing pro®les, as de®ned
process in order to support a variety of data sharing scenaring14], for this step of the protocol. If an authorizing user
on the Webh. A user may compose policies de®ning subjeatss as a requesting party then it adopts the user delegation

Fig. 3. UMA Step 1: User registers Host at AM.















