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Abstract— Security protocols involving the use of poorly user-chosen passwords [1], [2]. These low-entropy pass-
chosen secrets, usually low-entropy user passwords, are vikords make a security protocol that is using them, vulner-
nerable toguessing attacks Here, a penetrator guesses agple toguessing attacki8]. Here, a penetrator guesses a

value in place of the poorly chosen secret and then tries tQ 5,6 in place of the weak secret or password in a protocol
verify the guess using other information. In this paper we de- . . . .

. - = and then seeks to verify the guess using other information
velop a new framework extending strand space theory in theé

context of these attacks to analyze the effect using fingerpriff"€Sented by the protocol or the system that is implement-
biometrics in those protocols. In particular, we will prove ing the protocol.
the efficacy of biometrics in preventing some known forms of Restricting the users to use passwords with high en-

guessing attacks which differ in the way the guess is verifiechopy such as machine-generated, are usually discour-
Interestingly, our approach shows a remarkable increase ina ed, so as not to trouble them b ,forcin to remember
security of selected protocols, subjectdéf-line guessing at- ged, y 9

tacks. We illustrate these concepts on some examples. those obscure passwords. For example, ATMs (automatic

. _ teller machines) usually operate with user PINs of only
Index Terms—security protocols, guessing attacks, weak four to six digits

secrets, passwords, fingerprint biometrics.
Hence, the emphasis is on improving the quality of the

protocols using weak secrets, making them more resistant
|. INTRODUCTION to guessing attacks.

Entity authentication and Authenticated Key Exchange In this paper, we analyze the effect of using fingerprint
are two important security functions that security protdsiometrics in protocols that are vulnerable to guessing at-
cols are often designed to achieve. User authenticatiortasks. In particular, we will consider introducing biomet-
achieved through three approaches: Something that a uges, into protocols as message elements, taking advantage

1) knows(eg. password) of their inherent properties of redundancy and uniqueness.
2) has(eg. ID card) To this end, we develop a new framework extending strand
3) oris (eg. fingerprint or retinal scan). space theory in the context of guessing attacks. We con-

The first of the three—based on user's knowledge is tRiler various forms of guessing attacks, model those ac-
most popular, due to its simplicity, adaptability, minimun¥ons in the framework and then develop a systematic pro-

hardware requirement and social resistance. It is mdigdure to analyze protocols within this framework.

convenient for users since they can move without havingin the next section (2) we will present some background
to carry hardware tokens with them, as in the second agr guessing attacks and fingerprint biometrics. In section
proach (token-based authentication). 3 we will explain the concepts in our framework. Specifi-

Although the third approach (biometrics) seems to offeally, we will introduce strand spaces and present the var-
intriguing person-authentication benefits, they cannot s forms of guessing attacks that we would consider.
used directly in place of passwords, because unlike pa$&en we will show how we model guessing attacks in our
words, they are not secrets. For example, facial imageamework and present a systematic way of analyzing a
can be directly downloaded from the web and fingerpringgotocol for guessing attacks within our framework. In
can be easily extracted from stolen laptops. section 4 we illustrate our concepts on the Mellovin and

However, using knowledge based approach has inhBerritt protocol [4] as an example and end with a discus-
ent disadvantages due to the low entropy often observedian (section 5).



Il. BACKGROUND is computationally infeasible [5]. As we will see, biomet-
rics are ideal candidates to consider for use in such situ-
ations. Often they contain “unforgeable” information to
A guessing attack on a protocol is feasible if the prgsroperly identify and authenticate an individual but at the

tocol involves the use of weak secret(s) and prese®fgme time, sufficient redundancy that frustrates guessing
enough information, allowing the process of verificatiogttempts.

of a guess (in place of a weak secret) to finish within a
reasonable amount of time and effort. B. Fingerprint Biometrics

As an example of a guessing attack, consider the foI-B_ , | h | in ohvsi
lowing simple protocol: _|ometr|cs are values that encapsu ate certain physio-
logical or behavioral characteristics of the human body

A. Guessing Attacks

Msgl.a—s:a that are relatively unique from individual to individual (eg.
Msg 2.5 — a: ng fingerprint, hand geometry, signature, voice). Although
Msg 3.a — 5 : {1} passwd(a,s) biometrics offer solid person-authentication benefits, im-

proper integration of biometrics into security systems was
Here, usera aims to authenticate itself for a connecpften found to be resulting in little or no increase in secu-
tion to servers. (ns is a nonce andm}; representsn rity Most importantly, they should not be used in place of
encrypted withk). secrets like passwords, since anybody with access to a per-
Now an attacker observing these communicatioRgn can easily procure biometrics from him/her. Hence,
might guess a value farasswd(a, s) and encryptns in - there is definitely a need to examine and analyze the be-
message 2 with that guess. He can then compare it Wifior of systems when biometrics are used to improve
message 3. For example, if the user is one of the authgggurity.
of this paper, then the attacker might gueseek123 "~ In this paper we limit our discussion to fingerprint bio-
as the password and then compare },usswd(a,s) With  metrics and analyze their effect when they are introduced
{ns}sreextos. A successful comparison might indicateénto security protocols, particularly, in resisting guess-
with high probability that this might be the user’s passng attacks. Fingerprint biometrics are the most popular
word. and hold the most promise among all other biometrics
He can automate this procedure as well by trying pagey. iris pattern, retinal scan, voice patterns) in increas-
words from a list, possibly compiled from a suitable dicing the knowledge level (versus trust) in a protocol. This
tionary, repeating it a number of times. Of course, if hig mainly due to the maturity of the technique, minimal
repeats the process on-line, then the server might notiggasiveness to privacy and potentially the most socially
those attempts, log them, alarm the user, and mount @@ceptable of all biometrics.
ditional counter measures like, shutting down the connec-Fingerprint biometrics is a pattern of ridges and furrows
tion etc. on the surface of the finger that composes unique individ-
In this paper, we address only those guessing attacks patterns defined as ridges, whorls, archs or collectively
that are feasible to launch entirely off-line, where failedsminutiae These minutiae provide a unique pattern for
attempts are undetectable. fingerprint sensors which can be digitally stored as a tem-
Although the above-presented example is on a simgate for each individual. Users are required to input their
protocol, guessing attacks have been found even on cdingerprint each time they request access to the system.
plex protocols, often in different forms. Also, the verifi-This is called dive scan (The exact implementation de-
cation and guess can be done in a cascading way, wittails and hardware requirements are out of scope of our
vulnerable key making it feasible to break an otherwistiscussion).
strong key occurring else where in the protocol. Kovacs-Vajna in [6] and Jaiet. alin [7], [8] address
Gonget. al[3] suggest using “confounders”, which arehe issue of minutiae extraction. Jath al suggest that,
redundant random values to be included before encryptinidentify and verify an individual, one may not need the
in crucial messages. In a sense confounders act as aneal number of minutiae in a fingerprint. Supportingly,
time pads, making it infeasible to verify a guess. one can deduce from Kovacs-Vajna’s article that 40 to 60
It is interesting to see how other techniques havinginutiae from 500 to 800 may provide sufficient identifi-
properties that can foil verification attempts be used incation.
similar way. Typically, the techniques should make im- These attributes provide interesting and useful proper-
portant messages used for verification of the guess to cties to use in a variety of situations. For example, we did a
tain sufficient redundancy so that any verification attemstatistical analysis on the above numbers to determine the



chances of replay from the same subset. We find thakitcellent replacement fof. Contrast this with the pre-
would take approximately from0°° to 108! years to sta- vious case—wherg was a function whose inverse was
tistically find a match during a sessfonThis obviously easy to compute. In a way, conversionbdbmetric, to
provides enough protection from an electronic capture kb, can be considered as a computationally irreversible,
afingerprintimage by a penetrator and replaying or spoafne-way transformation.

ing by guessing at the possible subset for the session.  Since we will often use this property, we frame it in the

To illustrate how these properties are useful in the cofpllowing assumption:
text of guessing attacks, consider the following simple Assumption 1:For any user 4’, it is computationally
protocol presented in [3]: infeasible to determin&iometric from bio 4.

Ms ] Put in other words, the assumption states that, it is im-

gl.a—s:{n}i . . . . : o

. possible to find a matching set of the fingerprint minutiae
Msg2.s —a: {f(n)}i : S
from which a subset of minutiaé;o4 was extracted and
with f(n) = n + 1, k1 a public key and:2, a weak key used to identifyA. Observe that this has some facets—
derived from the user password. Not only that it is considered infeasible to find a matching

Now, an attacker can attempt an offline guessing attasit of minutiae, but also, the “exact” set of minutiae from
on this protocol. He can initially guess a value i@ and whichbios was extracted. Since many mappings of minu-
decrypt message 2 to obtain some valueffor) (sayz). tiae in BIOMETRICA might correspond tdios, an at-

He can then encrypt — 1 with public keyk1 and match tacker would still need to find the original set of minutiae
it with {n}x1 in message 1 to verify the guess. from whichbio 4, was obtained, in a reasonable amount of

To illustrate how biometrics can help prevent this atime—From the values we obtained through our calcula-
tack, letBIOMETRICa represent the fingerprint templéte tions, we consider this operation as well, to be, computa-
for an individualA. Also let,biometric, be atypical live tionally infeasible.
scan forA. Clearly,biometrica € BIOMETRICA when
A is identified to a system havirllOMETRIC,.

Now let, n = biometric,. 1.. a user in roled’
inputs a live scan of his fingerprint in place of Let  |n this section we will show how we adapt the existing
f(n) = bio,, Wherebio, represents the subset of minustrand space framework [9] to analyze guessing attacks.
tiae that the server has extracted and used for identifigge will first introduce strand spaces and then illustrate
tion from the total set of minutiae (ignoring the remaininghe various possible forms of these attacks. We will then
minutiae positions). For example, IOMETRIC, con- model these actions in our model and use them to ana-
sists of 500 minutiae theiio, may consist of 40 minutiae |yze protocols subject to guessing attacks. In particular,
derived from that set, used for identificationcof we will study possible penetrator paths from bundles (se-

So now the protocol becomes, guences of penetrator actions) corresponding to the forms
of guessing attacks.

To start with, letFact denote the set of all possible

elements in a protocddefined as,
An intruder attempting to attack the protocol as above

may obtain some value in place bfo,. However, it is Fact ::= Atom | JOIN Fact Fact | ENCR Fact

computationally infeasible for him to guess at the possible

set of minutiae {iometric,) using which, this subset was Atom is the set of atomic values (edlice, Bob, N4,

created. As mentioned above, he would have to speifdbKey(A) etc.) assumed to contain in a protocol. We

time in the order 010°?—10%! years to find a matching setwill adopt fairly standard notationJ4OIN andENCR rep-

of biometric,. Thus, the guessing attack is successfullgsent concatenating two data items and encrypting a data

prevented. item respectively. When two data itemg are to be con-
The technique prevents the attack due to the fact theatenated, we will writeg . b or (a, b). When a data item

replacingf with the extracted minutiaéjo,, makes it an is to be encrypted with a ke, we will write {a}. Also,
!Calculations found by usingaww.io.com/ ~ritter/JAVA- we will denote the inverse O_f a kayas k R i

SCRIP/PERMCOMB.HTM#Permutations calculator for permuta- ~ YWhen we talk about the first or second component in a

tions and combinations. Range determined by use of 40 to 60 possif@et with two components we will ue subscripts “1” and
combinations from totals range of 500 to 800

2From here on, we will use “biometrics” to mean “fingerprint bio- 3with ‘message’ referring to the entire collection of facts sent in a
metrics”. protocol step.

1. THE FRAME WORK

Msg 1.a — s : {biometric, }x1
Msg 2.5 — a : {biog }xo




“2" as: A. Guessing Attack Forms

(f1,f2)1 = f1,(f1, f2)2 = f2 In this section we will present the various forms of
Also, thesub fact relationC is defined as the smallestguessing attacks that we consider to analyze the efficacy
relation on facts such that, of fingerprint biometrics. This is not an exhaustive list of
fcf guessing attacks but consists of the most widely known
foc{f e iff fcf; forms of it (obtained from [3], [10]). However, the list
fo(fL,f2)iff fo flvfCc f2. serves very well for our purpose of illustrating the effi-

cacy of using fingerprint biometrics.

Definition 1: A strand is a sequence of communica- LetS be the set of all secrets ailW, the set of weak
tions by any agent in a protocol run, represented agcrets (typically, user-chosen passwords). Alsoy let
(£f1,+f2,...,+fn). Each node in the set of noda§ the verifier in the set of verifiersy andg be a guess in
receives (represented ag or transmits (represented aghe set of guesse&;.
+) a fact (fi) and belongs to a unique strand. For example, in the example presented in section 1.1,

1) An edge= is drawn between all consecutive node$ — '*s andpasswd(a, s) € W.
on the same strand. Note thatMp NV C Fact, Kp NS = ¢ andW C

2) An edge— is drawn between nodes belonging t§' In addition, we will denote= as a binary relation that
different strands, if one node transmits a fact an%)n:pharesdalny twot;‘]acts_, anﬁ r;tumn‘;(_—:‘ if there is a
the other node receives the same fact. m?\l((:)wotrhea Ziet%toirrvnv:e. ew e W.

3) A strand space: is a directed graph with all the 1 k, P dd y .
nodes in\ as vertices and— U =) as edges. ) knoww, {v},, and do:{v}y = {v}u

(orv = {{viw}s1);

A bundlerepresents partial or complete history of the 2) Have{(vl,02)}y, {v1}

network. LetC' be a bundle an¢—¢ U =) be a finite Do: {{v1}uwhg—1 A{(vL,v2) kg1,
set of edges. Then, ol = (v1,02);
1) If n2 € N receives a fact, then there exists a  Observe thdt the comparison is also possible in a
uniquenl with n1 — n2. slightly different form if he hagv2},,:
2) If n2 € N with nl = n2,3nl =¢ n2; v2 = (vl,v2)s.
3) C'is acyclic. 3) Have{g}, and Do{g}, = {g}w; (i-e. the proto-
A noden is anentry pointto a set of factd, if there col might itself encrypt the guegswith the weak
is no node previous ta transmitting a fact irF. A fact passwordiw)
originateson n if n is an entry point to all possible facts. 4) Has PK(a), {SK(a)} asswd(a) (Public key of a
A fact is uniquelyoriginating in a bundle if it does not and private key ofa, encrypted withpasswd(a).
originate on any other node in the bundle. These two elements are included for any user in
The penetrator is assumed to possess some message el- /€tc/publickey underSunOS 4.0):
ements,Mp and keysKp. We now define penetrator Do: {{SK(a)}passwd(a) }¢-1; He can then encrypt
strands: an arbitrary stringy with this value and decrypt it

with the public key,PK(a). If he gets bacly, that

Definition 2: A penetrator strands one of the follow- .
verifies the guess.

ing:
M Text messagé+f) with f € Mp. B. Modelling Actions
F  flushing (—f). We will now model all the actions in the previous sec-
T  Tee(—f,+f, +f). tion within the strand space model. Specifically, we will
C Concatenation(— fi, — fa, + f1 fa). add strand$s1, G2, G3, G4corresponding to each of the
S Separation(—f1 f2, +f1, +f2)- forms presented above to the penetrator strands defined in
K  Key(+k) with k € Kp. definition 2.
E  Encryption{(—k,—f,+{f}x),k € Kp. 1) Now, consider the first form above. The corre-
D Decryption(—k~, —{f}x,+f),k € Kp. sponding strand for this action can be represented

We will later extend these standard capabilities of the ~ @S:G1 = (—v, —{v}w, =g, Hvlg).
penetrator by adding additional powers to guess and ver-  The scenario can be visualized as in figure 1.
ify values from a protocol run. First, we will define the 4recall that subscripts ‘1’ and ‘2" return the first and second ele-
possible forms of guessing attacks: ments respectively, from a fact with two elements.
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crypted with a weak secret or a weak passwoikthe be-
low definition then says, that a guessing attackedgsible

on a bundle if, the probability that the guess is correct,
given that the verifier matches it’s recorded value—is suf-
ficiently large.

The phrase “sufficiently large” can be equated to a
threshold probabilitye wheree gives a measure of a sys-
tem’s tolerance to off-line guessing attacks. When the
threshold probabilitye is equal to 1, a comparison be-
tween a verifier and it's recorded value immediately im-
plies that the guess corresponds to the weak secret. This is
the ideal scenario. However, in the worst case4f 1/n,
wheren is the total number of plausible passwords, then
the attacker is forced to make some on-line attempts in
order to verify the guess and hence an off-line guessing
attack is considered infeasible. On the other hand, if
ranges in between 1 and/'n then the attacker can cut
down the range of possible values significantly and so an

off-line guessing attack is considered feasible.

Definition 3: Let C' be a bundleW, G, V.S, X be as
previously defined;’ be the recorded value of a verifiable
factz € X andg € G be a guess in place of a weak secret
w € W. Let Pr(A| B) represent the probability of event
A being true given thatB is true. Then, a guessing
attack is said to béasibleon C' iff,

+g g

+ 1, 2) -1, 2)

Fig. 2. G2 Strand

where,e is the threshold probability for the system under
- cansideration.

2) gslr_nllarly, the second form above can be representé his definition is parameterized by, w, W, G,
G2 = (—{(v1.42)}u. ~{01}0 0. V. S Xande
+(vl,v2), +vl)

This can be visualized as in figure 2.
3) Similarly, G3 = (—g, —{g}w, +{9}4), and

C. Proof Methodology

We will now present a recipe that we would follow to

4) G4 = (—PK(a), —{SK(a) }w, —g, construct a proof that a given technique prevents guessing
+{{SK(a)}w}s-1), attacks on a protocol. Specifically, for any given bundle,

From any given bundle, we can constr@strands us- We show that certain messages cannot be constructed and

ing the set of facts in the bundle. It is not necessary tHagnce the corresponding guessing strands that use those
the required facts to construct a particu@rstrand need messages. For the remaining guessing strands, we show
to be readily present. However, we can determine if tti@at it is infeasible to perform the verification step.
penetrator can deduce the required facts using a sequenck® be precise, we follow the steps below:
of penetrator strands defined in definition 2. For example,Step 1. Try all possible deduction steps to obtain facts
to construct aG1 strand, a bundle needs to hawveand corresponding t& strands. i.e. Find facts using the sub-
{v}., but the bundle may hav@, ') and {v},. How- factrelation to correspond to the forms of facts found
ever, we can construct this initially as Srstrand and then in those strands.
usev to match it with{{v},,},-1 (or {v}, with {v},,). For_example, foiG1 strand, we need to obta'ma_nd

We will now give a formal definition for a guessing at4?}w in order to construct the strand. We examine all
tack. We first define a s&k of “verifiable” facts. The POssible message forms that can be reduced to facts of
term “verifiable” means that the term can be used to cOmsy; an otherwise strong key made weak through a cascading effect.
pare and verify a guess. Typically, these are terms efy: see section IV.



this form. This step would also ensure proving that facts We will first study the set of facts and verifiable facts
of certain form are unattainable and hence impossible (&t X) that can be constructed frodi using the sub-
construct somé&x strands. fact relation,—. We will then consider all the possible

Step 2. Next, having constructed all the possifle G strands that can be constructed usKg Finally, we
strands from the bundle, consider the verification step faill show that the verification steps in those strands are
that strand. For example, f@1 strand {v},, = {v},. infeasible.

Step 3. Prove that the verification step is infeasible passwd(a,b) is considered as the only weak secret
when the technique is implemented. In other words, proire this protocol since it is derived from a user pass-
that a guessing attack is infeasible (wrt definition 3) bword. Hence, we consider all the facts that can be de-
showing that the probability of a match in the verificationved when a guessg is used in place opasswd(a,b).
step is sufficiently low. Firstly, observe that, an attacker can derjpke from

{PE} passwd(a,p) SINCE pk is encrypted withpassd(a, b)

V. AN EXAMPLE andpk C {pk}passwd(a,p)- Similarly, he can derive

We will now illustrate the concepts in the previous sec- {£}pr since {k}pr T {{E}pk} passwd(ab)s
tions with Mellovin and Berritt protocol [4] as an exam- k sincek T {k}pk,
ple: biometric, since biometric, C {biometric, },
(biog, biometricy) since,
Msg 1.a — b : {pk}passwd(a,b) (biog, biometricy) T {(biog, biometricy) }x, and
Msg2.b — a: {{k}pk}passwd(a,b) bioy, sincebio, C {b’iob}k.

Msg 3.a — s: {n,
Msg 4.8_>a:}(n3fnb)}k Hence, corresponding to a guess in place of

Msg 5.a — s : {np}x passwd(a, b), the corresponding terms that can be derived
are:

In this protocol,pk is an asymmetric key. Lowe [10] pk, {k},, k, biometric,, (bio, biometric,) andbio,.
changed it to a symmetric key and discovered an attackThe verifiable facts (s€X) in C, however, are:

An attacker can guegsisswd(a, b). He then decrypts {biometric, }r, {(biog, biometricy)}x, and{biop}y.
message 1 with the guess to obtain He decrypts mes-  We will now consider all the possiblé strands that
sage 2 as well with the same guess to obfdih,, and can be constructed using these verifiable facts.
decrypts this withpk obtained from message 1. Thus he 1) G1 — Since, the seX obtained fromC does not
obtains some value for kdy. Now he decrypts message 3 contain facts of the formy, {v},, no G1 strands

and 4 withk: and compares,, with (nq,np)1 toverifythe  can be constructed. It is interesting to ask, why
guess. AIternatl\(er_, he can decrypt_ message 5 to obtain {k}, cannot be used to constructGa strand.
ny, and compare it within,, ny )2 to verify the guess. However, observe that obtaininig by decrypting

We will now prove that this protocol remains secure {k}, with pk does not give him any verification
even ifpk is a symmetric key, when biometrics are used.  of the guess fopasswd(a, b) because he has not

We will replacen, in message 3 withiometric, andn, seenk before.

in message 4 withio,. Also, we will replacen;, in mes- 2 Similarly, it is straightforward to see th&3 and
sage 4 withhiometric, andn, in message 5 algo,. So G4 strands cannot be constructed usKg

now this protocol becomes, 3) However, we can constru€2 strand using the set

X as:
G2 = (—{biometricy }i, —{(biog, biometricy) },
+biometricy, +(biog, biometricy)) and the comp-
arison—biometric, = (biog, biometricy),
Observe that, although was initially a strong key, it
would be considered a weak key through a cascading
We will now prove that no guessing attacks of the forreffect. Hence, it was possible to derive elements en-
presented in llI-A can succeed on this protocol. crypted with it and construct this strand. Now, gt
Proposition 1: Let C' be a bundle formed by executingbe the guess in place g@izsswd(a,b) corresponding to
the above protocol using biometrics. Then, no guessitige setX. ConsideringG1 strand, a guessing attack
attack onC' usingG strands is feasible wrt def 3. is feasible onC' according to definition 3 if,Pr(g =
Proof: w | biometric, = (biog,biometricy);) > €. For this

Msg 1.a — b : {pk}passwd(ab)

Msg 2.6 — a : {{k}pk}passwd(a,b)
Msg 3.a — s : {biometric, }i

Msg 4.s — a : {(biog, biometricy) }
Msg 5.a — s : {biop}




to betrue, biometric, = (bio,, biometricy)1 should be attacks, it is hard to be sure that there are’'nt any others.
computationally feasible and whenevebametric, is Typically, for each of those attacks, we would have to con-
found corresponding thio,, Pr(g = w) should be suffi- struct correspondin@ strands and reduce the facts in the

ciently high & ¢).

protocol to verifiable facts of the form of correspondi@g

However, by contradiction, from assumption 1 we hawrands. The verification step will then have to be proved
bio, = biometric,, is computationally infeasible. When-infeasible.

ever abiometric, is found such thakio, is derived from
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biometric,. Hence, the guessing attack using stré& el
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Similar proof argument can be constructed for thefl]
case when the comparison can be done ls;
(biog, biometricy)s.

(2]
(3]

V. DISCUSSION

In this paper we have developed a new framework to,
prove the efficacy of fingerprint biometrics towards resist-
ing guessing attacks. We have illustrated the concepts on
the Mellovin and Berritt protocol as an example.

Some points are worth mentioning here. We have pré‘f’]
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tocols in presence of guessing attacks. Also, our approach
is stronger than Gonet. als [3], since they consider only
fixed penetrator knowledge, whereas, as in [10], we con-
sider all facts reducible to verifiable facts.

An extension to this work is related to considering the
efficacy of biometrics other than fingerprints in protocols.
Another extension would be to analyze the effect of bio-
metrics in terms of other forms of guessing attacks. Al-
though we have considered all known forms of guessing
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