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ABSTRACT
We describe a simple randomized construction for generating pairs of hash functions h1 , h2 from a universe U to ranges
V = [m] = {0, 1, . . . , m − 1} and W = [m] so that for every key set S ⊆ U with n = |S| ≤ m/(1 + ǫ) the (random)
bipartite (multi)graph with node set V ⊎ W and edge set
{(h1 (x), h2 (x)) | x ∈ S} exhibits a structure that is essentially random. The construction combines d-wise independent classes for d a relatively small constant with the wellknown technique of random offsets. While keeping the space
needed to store the description of h1 and h2 at O(nζ ), for
ζ < 1 fixed arbitrarily, we obtain a much smaller (constant)
evaluation time than previous constructions of this kind,
which involved Siegel’s high-performance hash classes. The
main new technique is the combined analysis of the graph
structure and the inner structure of the hash functions, as
well as a new way of looking at the cycle structure of random
(multi)graphs. The construction may be applied to improve
on Pagh and Rodler’s “cuckoo hashing” (2001), to obtain
a simpler and faster alternative to a recent construction of
Östlin and Pagh (2002/03) for simulating uniform hashing
on a key set S, and to the simulation of shared memory on
distributed memory machines. We also describe a novel way
of implementing (approximate) d-wise independent hashing
without using polynomials.

Categories and Subject Descriptors
G.3 [Probability and Statistics]: Probabilistic algorithms; E.2 [Data Storage Representations]: Hashtable representations; F.2 [Analysis of Algorithms and
Problem Complexity]: Miscellaneous

General Terms
Theory, Algorithms

Keywords
Random graphs, hash function, cuckoo hashing, uniform
hashing
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1. INTRODUCTION AND OVERVIEW
1.1

Construction of almost random graphs

This paper is concerned with the study of random graphs1
that are generated by pairs of hash functions. We consider
the following scenario, known from various contexts. Assume a set S of n keys from a universe U and some range
[m] = {0, 1, . . . , m − 1} are given. Choose two functions h1
and h2 from U to [m] at random, according to some distribution. Often, the structure of the (random) graph determined
by the edge (multi)set {(h1 (x), h2 (x)) | x ∈ S} is essential
in the analysis of some algorithm [9, 11, 13, 14, 15, 19].
Slightly different situations result according as one assumes
the node set of the graph is [m] or one considers a bipartite
graph with node set V ⊎ W , where V and W are disjoint
copies of [m]. In this paper, we work with the second option,
and assume that m ≥ (1 + ǫ)n for some constant ǫ > 0. The
bipartite graph determined by S, h1 , and h2 is denoted by
G(S, h1 , h2 ).
If the edges (h1 (x), h2 (x)), x ∈ S, are assumed to be fully
random in V ×W , the properties of G(S, h1 , h2 ) can be studied using known tools from the theory of random graphs [1].
On the other hand, in the context of randomized algorithms
one usually assumes some kind of limited randomness that
can be generated by choosing h1 and h2 from (universal)
hash classes comprising functions with a moderate representation size and small evaluation time.
As a technical basis for the further discussion in this introduction, we define the concept of d-wise independent hash
classes and state the properties of Siegel’s hash classes.
d-wise independent hash classes. The idea of choosing a random hash function from a hash class (i. e., a family
of hash functions), instead of using fixed hash functions,
dates back to 1979, when Carter and Wegman introduced
“universal hash classes” [2]. For d ≥ 2, a universe U and a
range size m, a family H of functions mapping U to [m] is
called a d-wise independent class (of hash functions) if for
h chosen randomly from H the values h(x1 ), . . . , h(xd ) on
d distinct keys x1 , . . . , xd are uniformly and independently
distributed over [m]. For constant d ≥ 2 (and m a prime
power) such classes may easily be constructed. For d = 2,
many constructions are known, for d ≥ 3 most standard
constructions involve polynomials of degree < d (e. g., [5]).
Alternatively, the following construction may be used.
1

Throughout this paper, the word graph is used in the sense
of multigraph, i. e., there may be multiple edges. Accordingly, when we talk about sets of edges, we mean multisets.

Siegel’s high-performance hash classes. Siegel (in
the technical report version [23] of [22]) gave a construction
to the following effect.
Fact 1. Let 0 < µ < 1 and k ≥ 1 with µk < 1 be given.
log n
Then if ζ < 1 and d ≥ 1 satisfy ζ ≥ 2k
+ 1+logζ d+µ
·k (for
d
log n
n large enough), then there is a way of randomly choosing
a function h : [nk ] → [n] such that the following holds: the
description of h comprises O(nζ ) words in [n]; h can be
evaluated by XOR-ing together dk/ζ k log n-bit words; the
class formed by all these h’s is nµ -wise independent.
This theorem is based on the fact that there are bipartite
graphs on the node set [nk ]⊎[n] with certain expansion properties; such graphs are proved to exist by the probabilistic
method. The fact that the description of h must contain
a compressed representation of such a graph (so that the
space limit O(nζ ) is respected) makes the evaluation time
quite large, although still constant. Note that this construction does not use polynomials. For other hash classes with
strong randomness properties see [7, 11].
Now we resume the discussion of our basic construction.
Up to now, in applications of the graphs G(S, h1 , h2 ) mentioned above one had to assume for the analysis that h1 , h2
are chosen from Siegel’s class or related high-performance
hash classes, causing a large (constant) evaluation time. In
this paper we exhibit a simple construction for functions
h1 , h2 with constant evaluation time, where the constant is
much smaller than in Siegel’s construction, with the following properties: (i) Both can be evaluated as fast as a polynomial with a (small) constant degree; storing the functions
takes space O(nζ ), for ζ < 1 an arbitrary constant. (ii)
There is a (polynomially in n−1 ) small probability that a
“bad” event happens; outside of the bad event the hash values inside each connected component of G(S, h1 , h2 ) behave
in a fully random way.
Usually, in applications of the (h1 , h2 )-construction, there
is no interaction between parts of the structure that correspond to different connected components. Thus, for the
analysis of an application for which this is so we may assume
that the graph G(S, h1 , h2 ) is fully random. Technically, we
design a class of pairs of hash functions, by just slightly
extending constructions known from [7], and prove some
new basic facts about the probability space that governs the
structure of the resulting graph. A new way of analyzing
the structure of this graph, especially its cycle structure, in
combination with the inner structure of the underlying hash
functions, is instrumental.
The usefulness of the new result is illustrated by three
applications, as described in the following.

1.2 Cuckoo hashing
Cuckoo hashing was introduced by Pagh and Rodler [19]
as an algorithm for maintaining a dynamic dictionary with
constant lookup time in the worst case. The data structure
consists of two tables T1 and T2 of size m. Given two hash
functions h1 and h2 from U to [m], one maintains the invariant that a key x presently stored in the data structure
occupies either cell T1 [h1 (x)] or T2 [h2 (x)] (but not both).
Given this invariant and the property that h1 and h2 may
be evaluated in constant time, procedures for lookups and
deletions that run in worst case constant time are obvious.
Pagh and Rodler describe a simple procedure for inserting
a new key x. If cell T1 [h1 (x)] is empty, then x is placed

there; if this cell is occupied by a key x1 (which necessarily satisfies h1 (x1 ) = h1 (x)), then x is put in cell T1 [h1 (x)]
anyway, and x1 becomes “nestless”. Then, one puts x1 into
cell T2 [h2 (x1 )] in the same way, which may leave another
key x2 (with h2 (x2 ) = h2 (x1 )) “nestless”. In this case, x2
is placed in cell T1 [h1 (x2 )], and one continues until the key
that is currently nestless can be placed in an empty cell, or
until L replacing steps have been made, for some bound L
chosen beforehand. In the latter case the data structure is
built anew from scratch with new functions h1 and h2 , by
newly inserting all keys currently stored in the data structure, recursively using the same insertion procedure for each
key.
For discussing the time and space requirements, we consider a simple scenario (which may be used in a standard way
to obtain a fully dynamic dictionary). We consider a certain
period in which the dictionary is in operation (a “phase”).
The set of all keys ever stored in the dictionary during the
phase is called S, its cardinality is n. The phase comprises
arbitrarily many lookups and at most ρn update operations,
for a constant ρ; the table size satisfies m ≥ (1 + ǫ)n, for
ǫ > 0 a constant. (Due to insertions and deletions, it is usually not the case that all keys from S are in the dictionary
at the same time.) Pagh and Rodler show that if the hash
functions h1 and h2 are chosen independently from a c log nwise independent class, for a suitable constant c > 0, and
if L = Θ(log n) is chosen appropriately, then the amortized
expected time for inserting x is constant. The time analysis
is based on properties of the random graph G(S, h1 , h2 ). For
details see [19]. The analysis is valid in particular if h1 and
h2 are chosen independently from a suitable class of hash
functions built according to Siegel’s construction [22]. Since
these functions exhibit quite a large evaluation time, Pagh
and Rodler asked for simpler hash classes to be used instead.
If we employ our new hash function pairs in cuckoo hashing, we obtain a much more practical version of this elegant
dynamic dictionary with constant lookup time, without appealing to Siegel’s functions. This means that the evaluation time for the hash functions involved is much smaller (in
terms of constant factors) than in [19]. From experiments in
[19] that used hash classes with simpler functions (but for
which it is not clear whether the analysis carries through)
one already knew that in practice cuckoo hashing is superior
to dynamic perfect hashing [8]; our new result shows that
cuckoo hashing even in a version that can be theoretically
analyzed beats dynamic perfect hashing as far as space requirements go and is at least competitive with respect to
evaluation time.
In a recent development, Fotakis et al. [10] brought down
the space requirement in cuckoo hashing to (1+ǫ)n by allowing a fixed number d = d(ǫ) ≥ 2 of hash functions instead of
just two. However, in the analysis it was assumed that the
hash functions are fully random, and it is an open problem
whether Siegel’s functions are sufficient for the analysis to
go through or if even our constructions can be adapted to
that situation.

1.3

Simulating uniform
Siegel’s functions

hashing without

By analyzing the cycle structure of the graphs G(S, h1 , h2 )
generated by functions h1 , h2 from Siegel’s class, Östlin and
Pagh [15, 16], in an astonishing development, described a
construction to the following effect. Let U be a finite uni-

verse, let m be some range size, and let n ≤ |U |. There is a
randomized procedure to choose a function h from U to [m]
so that the following holds:
(i) The description of h comprises O(nζ ) words from [n],
for some ζ < 1, plus 8n + O(nζ ) words from [m];
(ii) evaluating h amounts to evaluating three functions
from Siegel’s class, hence the evaluation time of h is
constant;
(iii) for every given set S ⊆ U of size n there is an event BS
of probability O(n−c ) (c an arbitrary given constant),
so that if BS does not occur, the values h(x), x ∈ S,
are independent and uniformly distributed in [m].
That it is possible to simulate full randomness in hash
functions in linear space and with constant evaluation time
(without very complex and space-consuming real-time dictionaries like in [7]) had eluded researchers for many years,
even after Siegel’s construction had appeared. As explained
in [15, 16], Östlin and Pagh’s result implies that the idealizing uniformity assumption in the analysis of classical
hashing schemes like linear probing or double hashing can
be realized by a randomized algorithm, at the cost of O(n)
extra space. Schmidt and Siegel [20, 21] proposed an analysis of double hashing and linear probing based on the weaker
O(log n)-wise independence, but the analysis in particular
of double hashing becomes considerably more complicated
than with full independence [12].
In the present paper, we give a simple construction based
on the random graphs G(S, h1 , h2 ) mentioned above, and
avoiding the use of Siegel’s functions. In an analysis that
takes a different view on the cycle structure of these graphs,
we show that the resulting functions have essentially the
same randomness properties as those from [15, 16], but have
a moderate (constant) evaluation time and smaller, though
still linear, space requirements.

1.4 Shared memory simulations
Many algorithms for distributing shared memory to the
memory modules of a distributed memory machine (DMM)
[11, 14] redundantly store the contents of cell x in several
memory modules given by hash functions h1 (x), . . . , ha (x).
In the simplest case, two hash functions h1 and h2 are used.
(E. g., Process 3 in [11] is of this type.) The analysis of such
an algorithm is based on the properties of the random graph
G(S, h1 , h2 ) (where S is the set of shared memory cells accessed in one step). Up to now, Siegel’s functions had to be
used as basis for analyzing this approach; the new construction makes it possible to get by with hash functions with
much smaller evaluation time. We expect that our approach
can be extended to more complicated analysis methods like
the witness tree method from [14] (which involves more than
2 hash functions), as long as the edge density of the involved
graphs is not larger than 1/(2(1 + ǫ)).

1.5 d-wise independence without polynomials
The concept of d-wise independent hash classes (or approximately d-wise independent classes) is well-studied in
the area of universal hashing. Most known constructions
of d-wise independent classes for d > 2 involve polynomials of degree up to d − 1 over some algebraic structures
like fields or rings [2, 4, 5, 24]. The most notable exception is Siegel’s class from [23] with functions of a relatively

complex structure and a relatively large evaluation time (in
particular for small d). Complementing the random graph
construction, which uses d-wise independent classes as an
ingredient, we give a new construction of approximately dwise independent classes that do not involve polynomials in
the key x, but rather use x only in a linear way. This results
in the construction of an approximately d-independent class
whose functions can be evaluated by one multiplication of
integers of O(d log |U |) bits, some bit operations, and some
table lookups. The drawback is that for range [m] space mζ
is needed, for some constant ζ < 1. In combination with
the results from the first part of the paper we obtain that
almost random graphs can be generated by random experiments involving only one integer multiplication plus some
table lookups, and that for cuckoo hashing and shared memory simulation such hash functions are sufficient. Uniform
hashing can be simulated by functions that involve two multiplications of O(log |U |)-bit numbers.

Structure of this paper
In Section 2.1, the definitions of our hash functions are given
and the main theorem is formulated. In Section 3 some
graph theoretical facts and the main theorem are proved.
In Section 4 the application of our results to cuckoo hashing
and the simulation of uniform hashing is described in detail;
the application to shared memory simulation is discussed
briefly. Finally, Section 5 describes the novel construction
of approximately d-wise independent hash classes.

2. ALMOST RANDOM GRAPHS
2.1

Hash classes

Throughout this paper (excepting for Section 5) we assume that for any given U and m we have a d-wise independ
of functions U → [m] at our disposal.
dent hash class Hm
Many constructions of such classes are known, with functions that can be evaluated in constant time (on a RAM),
and which have cardinality O(|U |d ) [4, 5, 24]. To be precise, d-wise independent hash classes of reasonable size are
known to exist only if m is a prime power. For other values of m there are hash classes which are approximately
d-wise independent in the sense that the probability that
the random vector (h(x1 ), . . . , h(xd )) takes a certain value
(y1 , . . . , yd ) ∈ [m]d deviates from 1/md by at most ǫ/md ,
for some small ǫ > 0. It is no problem to accommodate the
analysis to follow to hash classes that are only approximately
d-wise independent.
For the whole paper, it is convenient to assume that if S ⊆
U is the key set of interest, and |S| = n, then |U | = nO(1) . If
this is not the case, the well-known technique of “collapsing
the universe” is used. We use a function h from U to some
auxiliary universe U ′ = [nk ] to map S to S ′ = h(S) ⊆ [nk ].
If h is chosen at random from some 2-independent class, say,
the probability that h is one-to-one on S is 1 − O(1/nk−2 ),
which is sufficient for all our purposes if the constant k is
chosen large enough.
We define now a class of hash function pairs which is the
basis for our later constructions of almost random bipartite
graphs.

d
Definition 1. Let d ≥ 2 and r, m ∈ N . For f ∈ Hm
,g∈
r
and z = (z0 , . . . , zr−1 ) ∈ [m] the hash
function
h
:
f,g,z

U → [m] is defined by x 7→ f (x) + zg(x) mod m. The hash
class Rdr,m is the family of all functions hf,g,z . The family
R̂dr,m consists of all hash function pairs (h1 , h2 ), where hi =
d
hfi ,g,z(i) with f1 , f2 ∈ Hm
, g ∈ Hrd , and z (1) , z (2) ∈ [m]r .

Hrd ,

Note that we have not used Rdr,m × Rdr,m in order to define
pairs of hash functions, but that the functions h1 , h2 of a
pair from R̂dr,m share the same g-function. It will turn out
that this “dependence” between the two functions is helpful
for the analysis.
The idea of using classes of hash functions hf,g,z is due to
Dietzfelbinger and Meyer auf der Heide [7], who have thoroughly analyzed a hash class very similar to Rdr,m . Modifications of such hash classes appeared later in different works
[11, 17]. The analysis of the behaviour of function pairs
from R̂dr,m on a given key set S is fundamentally different
from previous methods applied to pairs of functions from
Rdr,m in that we consider the interplay between the inner
structure of these functions and the structure of the graph
G(S, h1 , h2 ). Previous analyses only relied on the strong
randomness properties of the single functions from Rdr,m or
from Siegel’s class.

2.2 Generating almost random graphs
As mentioned before, we will study the following graphs
generated by hash function pairs.
Definition 2. Let h1 , h2 be hash functions U → [m] and
V and W be disjoint copies of [m]. Then each set S ⊆ U defines a bipartite graph
 G = G(S, h1, h2 ) = (V ⊎ W, E), where
E = E(S, h1 , h2 ) = h1 (x), h2 (x) | x ∈ S (a multiset).
Our main result indicates that the distribution of graphs
G(S, h1 , h2 ), if the pair (h1 , h2 ) is chosen randomly from
R̂dr,m , is in several aspects similar to that of perfectly random bipartite graphs with |S| edges.
In order to state the main result precisely, we need some
graph theoretical definitions. (See, e.g., [3], for basic notions
in graph theory.) Let G = (V, E) be a connected graph.
We identify each simple cycle and each simple path of G
with the set of its edges. The length of a path or a cycle
is the number of edges it contains. Note that since we are
considering graphs with multiple edges there may be simple
cycles of length 2 (but no loops, since all our graphs are
bipartite). We define an important property of (connected)
graphs.
Definition 3. Let G = (V, E) be a connected graph. Let
T ⊆ E be an arbitrary spanning tree of G. The cyclomatic
number of G is |E| − |T |, the number of edges of G not in
T.
Since a spanning tree of a connected n-node graph has n − 1
edges, the following is obvious:
Lemma 1. The cyclomatic number of a connected graph
with n vertices and m edges is m − n + 1.
Note that each edge e ∈ E − T together with T determines a
unique simple cycle in G (the fundamental cycle of e w. r. t.
T ). It is well known that every cycle in G may be obtained from the fundamental cycles by repeatedly applying
the XOR operation on edge sets, see [3].

We are especially interested in those graphs G =
G(S, h1 , h2 ) for which the cyclomatic number of each
connected component is bounded by a constant. In Section 4.2 we will show how any such graph leads to a hash
class which is uniform on S. Moreover, for cuckoo hashing
to be successful on S a function pair (h1 , h2 ) is needed so
that the cyclomatic number of every connected component
of G(S, h1 , h2 ) is bounded by 1, i. e., each connected component contains at most one cycle. Another desirable property
of the random distribution of G is that the expected length
of the longest simple path starting at an arbitrary vertex
is bounded by a constant, because for cuckoo hashing, the
length of the longest simple path starting at h1 (x) is an
upper bound on the insertion time of x.
A bipartite graph with (1 + ǫ)n nodes on each side whose
n = |S| edges are placed completely at random has these
properties with high probability. Our main result, to be formulated next, says that these properties are also obtained
with high probability if (h1 , h2 ) are chosen randomly from
R̂dr,m . For each set S, our analysis is only valid for a subset R(S) of “good” hash function pairs from R̂dr,m , but this
causes no problem in applications because a randomly chosen pair is good with high probability. In the proof, the hash
function pairs that are not “good” will be identified.
Theorem 1. Let ǫ > 0 and ℓ ≥ 1 be fixed and let m =
m(n) = (1 + ǫ)n. For any set S ⊆ U , |S| = n, there exists
a set R(S) of “good” hash function pairs in R̂2ℓ
r,m such that
for randomly chosen (h1 , h2 ) ∈ R̂2ℓ
the
following
holds.
r,m


(a) Prob (h1 , h2 ) ∈ R(S) ≥ 1 − n/rℓ .
(b) For every constant q ≥ 2 the probability that (h1 , h2 ) ∈
R(S) and that there is a connected subgraph of
G(S, h1 , h2) whose cyclomatic number is at least q
is O n1−q .
(c) For every key x ∈ S, the probability that (h1 , h2 ) ∈
R(S) and that in the graph obtained from G(S, h1 , h2 )
by removing the edge (h1 (x), h2 (x)) the vertex h1 (x) is
the endpoint of a simple path of length t is bounded by
(1 + ǫ)−t .

3. PROOF OF THE MAIN THEOREM
3.1

Some graph theoretical observations

Recall the definition of the cyclomatic number of a graph
G. An edge e is called a leaf edge if it has an endpoint with
degree 1; the non-leaf edges are called inner edges. An edge
is called a cycle edge if it lies on a cycle.
Our goal is to determine upper bounds on the probability
that a randomly determined bipartite graph is isomorphic
to a fixed connected graph with a given cyclomatic number
(and a given number of leaf edges). In order to achieve this,
we need an upper bound on the number of such graphs.
Let N (k, ℓ, q) be the number of non-isomorphic connected
graphs whose cyclomatic number is q and which have k − ℓ
inner edges and ℓ leaf edges. (By Lemma 1, such graphs
have k − q + 1 nodes.) Further, let N ∗ (k, p) be the number
of non-isomorphic connected graphs with k edges, p of which
are either cycle or leaf edges.

Lemma 2.
(a) N (k, ℓ, 0) ≤ k2ℓ−4 .
(b) N (k, ℓ, q) = kO(ℓ+q) .
(c) N ∗ (k, p) = kO(p) .
Proof. (a) In case q = 0 the graphs are trees. Any
tree with k − ℓ inner edges and ℓ ≥ 2 leaf edges can be
constructed in the following way. One starts with a path of
length k2 ∈ [2, k − (ℓ − 2)], called G2 (the index refers to the
number of leaf edges in the graph). Then for i = 3, . . . , ℓ,
one constructs Gi from Gi−1 by taking a new path of length
ki ≥ 1 such that k2 + · · · + ki ≤ k − (ℓ − i) and identifying
one endpoint of this path with an arbitrary vertex in Gi−1 .
The length kℓ of the last path is uniquely determined by
kℓ = k − (k2 + · · · + kℓ−1 ). There are fewer than kℓ−2 choices
for picking the lengths k2 , . . . , kℓ−1 . Furthermore, in each
of the ℓ − 2 steps, where Gi is constructed from Gi−1 , there
are fewer than k possibilities for the vertex at which the new
path is attached. Hence, N (k, ℓ, 0) is bounded by k2ℓ−4 .
(b) The case q = 0 was treated in (a). Now let q > 0 and
consider the connected graphs G with k −ℓ inner edges and ℓ
leaf edges and cyclomatic number q. Note that Definition 3
implies that starting with G we can remove q cycle edges
in such a way that a spanning tree is left. This tree has
ℓ′ ≤ ℓ + 2q leaf edges. Since each of the q cycle edges has no
more than k2 possibilities for its endpoints, we may use (a)
to estimate
N (k, ℓ, q) ≤
≤

k2q · N (k − q, ℓ′ , 0)
k2q · (k − q)2ℓ+4q−4 .

(c) Let N ∗ (k, p, q) be the number of non-isomorphic connected graphs whose cyclomatic number is q and which have
k edges, p of which are either cycle edges or leaf edges.
Clearly, N ∗ (k, p, 0) = N (k, p, 0) ≤ k2p−4 , by (a). For q > 0
consider all connected graphs G with k edges, p of which
are either cycle edges or leaf edges, and cyclomatic number
q. Just as in the proof of part (a), from such a graph G
we may remove q cycle edges one after another to obtain a
spanning tree T with k − q edges. Now note that if an edge
e′ becomes a leaf edge when the cycle edge e is removed,
then e′ must lie on the fundamental cycle created by e and
T . This means that all leaf edges in T were cycle edges or
leaf edges in G, hence T has no more than p − q leaf edges.
(Note that it is in fact possible that p − q leaf edges remain,
if the original graph contains no leaf edges and all cycles are
2-cycles.) As before, the number of ways to place the q cycle
edges is bounded by k2q , hence, by (a),
∗

N (k, p, q)

2q

∗

≤ k · N (k − q, p − q, 0)
= k2q · N (k − q, p − q, 0)
≤ k2q (k − q)2(p−q)−4 < k2p−4 .

Summing up the upper bound for N ∗ (k, p, q) for all 0 ≤ q ≤
k yields the claimed upper bound on N ∗ (k, p).
We can now state an upper bound on the probability that a
(truly) random bipartite graph is isomorphic to a connected
graph with a given cyclomatic number. Let as in Definition 2
G = G(S, h1 , h2 ) be the bipartite graph determined by two
hash functions U → [m] and a set S ⊆ U . For T ⊆ S let
K(T ) = G(T, h1 , h2 ) be the subgraph of G consisting of the

edges that belong to keys in T , disregarding the isolated
nodes. We assume that each edge (h1 (x), h2 (x)), x ∈ T , in
the graph K(T ) is labeled with the key x. We say that two
graphs H = (VH , EH ) and H ′ = (VH ′ , EH ′ ) with labeled
edges are isomorphic if there are bijections σ : VH → VH ′
and τ : EH → EH ′ (as multisets) such that if e ∈ EH
connects v, w ∈ VH , then τ (e) connects σ(v), σ(w), and such
that for all e ∈ EH the labels of e and τ (e) are the same.
Lemma 3. Let T ⊆ U , and H = (VH , EH ) be a bipartite,
connected graph, where each edge is labeled with a unique
element in T . If the values hi (x) are chosen fully randomly
for all x ∈ T, i ∈ {1, 2}, then the probability that K(T ) is
isomorphic to H is at most 2 · m−|EH |−q+1 , where q is the
cyclomatic number of H.
Proof. Consider a vertex v of the graph H that is adjacent to d edges marked with x1 , . . . , xd ∈ S. If H is isomorphic to K(T ), then there exists i ∈ {1, 2} such that
hi (x1 ) = · · · = hi (xd ). Since H is bipartite and connected,
there is exactly one way to split VH into color classes UH
and WH such that E ⊆ UH × WH . Thus, there are two ways
to color the vertices with colors 1 and 2. The probability
that K(T ) is isomorphic to H is bounded by the probability
that there exists a coloring of the vertices of H such that for
all vertices v we have the following: if v is colored i and v is
incident to edges labeled with x1 , . . . , xdv ∈ S then we have
hi (x1 ) = · · · = hi (xdv ). The probability that this is true for
one node v is exactly m−dv +1 , due to the independence of all
random values hi (x). Hence, taking the two possible ways
of coloring the vertices into account, the
Q probability that H
is isomorphic to K(T ) is at most 2 · v∈VH m− deg(v)+1 =
P
The
2 · m|VH |−D , where D =
v∈VH deg(v) = 2|EH |.
claim now follows from |VH | = |EH | − q + 1 as stated in
Lemma 1.

3.2

Bad subgraphs

Now we turn to the situation that underlies Theorem 1,
i. e., we consider the graphs generated by choosing a pair
(h1 , h2 ) of hash functions from R̂dr,m , see Definition 1. (Recall that each hash function hi = hfi ,g,z(i) is determined by
d-wise independent hash functions fi and g and a vector z (i)
(i) 
of random offsets by hi (x) = fi (x) + zg(x) mod m.) The
statements made in Theorem 1 refer to a partition of R̂dr,m
into a set R(S) containing pairs which are “good” for S and
the remaining pairs which are “bad”. We identify now the
set of good hash function pairs.
Definition 4. Let S ⊆ U .
(a) For T ⊆ S, the set R∗ (T ) consists of those hash
function pairs (h1 , h2 ) whose g-component satisfies
|g(T )| ≥ |T | − ℓ. 2
(b) G = G(S, h1 , h2 ) is ℓ-bad if there exists a subset T ⊆ S
such that K(T ) is connected and (h1 , h2 ) 6∈ R∗ (T ).
(c) R(S) ⊆ R̂2ℓ
r,m is the set of those hash function pairs
(h1 , h2 ) for which the graph G(S, h1 , h2 ) is not ℓ-bad.
2
If one regards g as a hash function from U to r that maps
keys to “buckets” 0, 1, . . . , r − 1, then this means that the
keys in T cover at least |T | − ℓ buckets of g, that means, g
distributes the keys of T rather well.

We can now formulate a quite general statement that captures a central property of R∗ (T ). It makes precise the idea
that in the random graphs G(S, h1 , h2 ) everything inside the
connected components is practically random. This result is
also a building block of the proof of Theorem 1, which will
be given in the next section.
Theorem 2. As in Theorem 1, let ǫ > 0 and ℓ ≥ 1 be
fixed, let m = (1 + ǫ)n, and consider some S ⊆ U , |S| = n.
2ℓ
Define R(S) ⊆ R̂r,m
as above. Then for each subset T ⊆
S the set R∗ (T ) of hash function pairs has the following
properties:
(a) If (h1 , h2 ) ∈ R(S) and the edge set K(T ) =
{(h1 (x), h2 (x)) | x ∈ T } is contained in a connected
component of G = G(S, h1 , h2 ), then (h1 , h2 ) ∈ R∗ (T ).
(b) If (h1 , h2 ) is chosen at random from R∗ (T ) then
(h1 (x), h2 (x)), x ∈ T , is uniformly and independently
distributed in [m]2 .
Put a little more informally, this means that if we are interested in the behaviour of the hash functions (h1 , h2 ) on
arbitrary key sets T , but only as long as all edges labeled
with keys from T lie in the same connected component,
then for each T only the subset R∗ (T ) of the hash function pairs is of interest. Within this set the random experiment for choosing (h1 , h2 ) distributes the edges fully
randomly, with the possible
exception of the intersection

2ℓ
R∗ (T ) ∩ R̂2ℓ
r,m − R(S) ⊆ R̂r,m − R(S), a set not depending
on T , which in Theorem 1 is shown to be very small.

3.3 The proofs
Proof of Theorem 2. (a) Suppose for a contradiction that (h1 , h2 ) ∈
/ R∗ (T ), i. e., |g(T )| < |T | − ℓ. By
assumption, K(T ) is contained in a connected component
K ′ of G, which can be written K ′ = K(T ′ ) for some T ′ with
T ⊆ T ′ . Obviously, then |g(T ′ )| < |T ′ | − ℓ, which means
that G(S, h1 , h2 ) is ℓ-bad, contradicting the assumption
that (h1 , h2 ) is in R(S).
(b) Assume that (h1 , h2 ) is chosen randomly from
R∗ (T ), i. e., from the set of function pairs for which
|g(T )| = |T | − ℓ′ for some ℓ′ ≤ ℓ. First we fix such a
g. Then we can pick |T | − ℓ′ keys from T such that they are
all hashed by g into different buckets while the remaining
ℓ′ keys are hashed into at most ℓ′ of these buckets. Hence,
we can partition T into two sets T1 , T2 such that |T1 | = ℓ′ ,
|g(T2 )| = |T2 | = |T | − ℓ′ , and g(T1 ) ⊆ g(T2 ). Let T2′ ⊆ T2 be
the set of at most ℓ′ keys for which g(T1 ) = g(T2′ ), and note
that |T1 ∪T2 | ≤ 2ℓ. We now choose f1 and f2 and the random
(1)
offsets in a particular order. First choose the offsets zi and
(2)
zi randomly for all i ∈ g(T1 ), and assume they are fixed.
(1) 
Then still, the hash values h1 (x) = f1 (x) + zg(x) mod m
(2)



and h2 (x) = f2 (x) + zg(x) mod m for x ∈ T1 ∪ T2′
are distributed independently and uniformly in [m] because f1 and f2 are 2ℓ-wise independent. Now note that
g(T2 − T2′ ) ∩ g(T1 ∪ T2′ ) = ∅, and that |g(T2 )| = |T2 |. Hence
(j)
the offsets zi with j ∈ {1, 2} and i ∈ g(T2 − T2′ ) can now
be chosen independently from each other and from those
with i ∈ g(T1 ∪ T2′ ). This implies that also the hash values
hi (x) with i ∈ {1, 2} and x ∈ T2 − T2′ are distributed independently and uniformly, and also independently from the
values for x ∈ T1 ∪ T2′ .

Lemma 4. Let G = G(S, h1 , h2 ). If G is ℓ-bad, then there
exists a subset T ⊆ S such that |g(T )| = |T | − ℓ, K(T ) is
connected, and the total number of leaf and cycle edges in
K(T ) is at most 2ℓ.
Proof. Let T ⊆ S and K = K(T ).
An edge
(h1 (x), h2 (x)) in K is called special if there is some
other key x′ ∈ T , x 6= x′ , such that g(x) = g(x′ ).
Since G is ℓ-bad, there is some set T ⊆ S such that K =
K(T ) is connected and |g(T )| < |T | − ℓ. We iteratively
delete keys from T , and the corresponding edges from K, as
long as this can be done in such a way that the remaining
subgraph K ′ = K(T ′ ) is connected and for the remaining
set T ′ of keys we have |g(T ′ )| ≤ |T ′ | − ℓ.
When this process stops with a key set T ′ remaining then
all leaf edges and all edges in cycles must be special because
non-special leaf or cycle edges would have been removed by
the process. Further, |g(T ′ )| = |T ′ | − ℓ because otherwise
one could remove one special leaf or cycle edge. This implies
that there is a subset T ′′ ⊆ T ′ of size ℓ such that each key in
T ′′ collides under g with a key not in T ′′ , while all the keys
in T ′ − T ′′ are hashed by g into different buckets. Hence,
exactly the edges corresponding to keys in T ′′ and at most
|T ′′ | edges corresponding to keys in T ′ are special. Thus,
K ′ = K(T ′ ) has at most 2ℓ special edges. To conclude,
K(T ′ ) contains at most 2ℓ leaf and cycle edges and |g(T ′ )| =
|T ′ | − ℓ.
Proof of Theorem 1. (a) We mark each edge
(h1 (x), h2 (x)), x ∈ S, of G = G(S, h1 , h2 ) with the corresponding key x. If G is ℓ-bad, then according to Lemma 4
there exists a subset T ⊆ S such that |g(T )| = |T | − ℓ and
K(T ) contains at most 2ℓ leaf and cycle edges.
Let H be a connected bipartite graph with k edges which
are marked uniquely with the elements from a k-element set
T ⊆ S. Further, let H have at most 2ℓ leaf and cycle edges.
We bound the probability of the event I(H), which is that
K(T ) is isomorphic to H and that |g(T )| = |T | − ℓ.
If |g(T )| = |T | − ℓ, then T can be partitioned into two
disjoint subsets T1 , T2 such that |g(T2 )| = |T2 | = |T | − ℓ and
g(T1 ) ⊆ g(T2 ). In this case there is a subset T2′ ⊆ T2 with
1 ≤ |T2′ | ≤ ℓ such that g(T1 ) = g(T2′ ) and |g(T2′ )| = |T2′ |.
There are fewer than k2ℓ possibilities to choose the subsets
T1 and T2′ of T , and due to the 2ℓ-wise independence the
probability of g(T1 ) = g(T2′ ) and |g(T2′ )| = |T2′ | is bounded
above by (|T2′ |/r)|T1 | ≤ (ℓ/r)ℓ . Hence, the probability that
|g(T )| = |T | − ℓ is bounded by (k2 ℓ/r)ℓ .
If this event occurs, then the hash values hi (x) with x ∈ T
and i ∈ {1, 2} are independently and uniformly distributed
which can be verified along the lines of the proof of Theorem 2 (b). Hence, in this case, according to Lemma 3 the
probability that K(T ) is isomorphic to H is at most 2m−k+1 .
Overall, we obtain
Prob I(H)



≤ (k2 ℓ/r)ℓ · 2m−k+1 .

According to Lemma 2, there are N ∗ (k, p) = kO(p) possibilities to choose a bipartite graph H with k edges among
which there are p leaf and cycle edges. Since ℓ is a constant,
there are kO(1) possibilites to choose H in such a way that it
contains at most 2ℓ leaf and cycle edges. Furthermore, there
are fewer than nk ways to choose the set T of k keys and
to mark the edges of H uniquely with the elements from T .
Summing over all k, we obtain the following upper bound

choices for x1 , . . . , xt , the probability that such a path exists
and (h1 , h2 ) ∈ R(S) is at most (n/m)t = (1 + ǫ)−t .

on the probability that G(S, h1 , h2 ) is ℓ-bad:
Prob ∃H : I(H)



=

n
X

kO(1) nk (k2 ℓ/r)ℓ · 2m−k+1

4. APPLICATIONS
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(b) If G = G(S, h1 , h2 ) contains a connected component
with cyclomatic number at least q, then there is a connected
subgraph H of G whose cyclomatic number is q and which
does not contain any leaf edges. This subgraph can be obtained by repeated deletion of cycle edges until the cyclomatic number is q (Lemma 1 implies that the deletion of a
cycle edge reduces the cyclomatic number by 1) and afterwards by repeated deletion of leaf edges until no leaf edges
remain. Note that deleting a leaf or a cycle edge does not
destroy connectivity.
We prove the claimed probability bound for the event that
(h1 , h2 ) ∈ R(S) and that there exists a subset T ⊆ S of the
keys such that K(T ) is a connected subgraph of G with
cyclomatic number q and which does not contain any leaf
edges. According to Theorem 2 (a), the subgraph K(T ) can
only be connected for (h1 , h2 ) ∈ R(S) if (h1 , h2 ) ∈ R∗ (T ).
Hence, by Theorem 2 (b) it suffices to bound the probability
that there is T ⊆ S such that K(T ) is connected, contains
no leaf edges, and has cyclomatic number q under the assumption that all edges of K(T ) are chosen completely at
random.
There are N (k, 0, q) = kO(1) (see Lemma 2(b)) possibilities to choose a connected bipartite graph with k edges, no
leaves, and cyclomatic number q. There are fewer than nk
possibilities to choose T ⊆ S, |T | = k, and to label the edges
of H with the elements in T . Hence, according to Lemma 3
the probability that there exists T ⊆ S, |T | = k, such that
K(T ) is isomorphic to a graph with cyclomatic number q
and no leaf edges is bounded by kO(1) · nk · 2m−k−q+1 . Summing over all possible values of k we obtain an upper bound
of
n
X
k=q+1

nk kO(1) m−k−q+1 = n−q+1

n
X
k=q+1

kO(1)
(1 + ǫ)k+q−1

for the probability that (h1 , h2 ) ∈ R(S) and that G has a
connected component with cyclomatic number at least q.
Since this is O(n−q+1 ), the claim follows.
(c) If h1 (x) is the endpoint of a simple path of length t
that does not contain the edge e = (h1 (x), h2 (x)), then there
exist t elements x1 , . . . , xt ∈ S − {x} such that the path
consists of the edges e1 , . . . , et , where ei = (h1 (xi ), h2 (xi )).
Let x0 = x. Since h1 (x0 ) and h1 (x1 ) are both endpoints of
e1 , and ei is adjacent to ei+1 , we have h1 (x0 ) = h1 (x1 ) ∧
h2 (x1 ) = h2 (x2 ) ∧ . . . . More precisely,
∀0 ≤ i ≤ t − 1 : hi mod 2+1 (xi ) = hi mod 2+1 (xi+1 ).

(1)

Hence we have to bound the probability that (1) is
true and (h1 , h2 ) ∈ R(S). Let T = {x0 , x1 , . . . , xt } and
note that the event (1) may occur only if K(T ) is connected. Hence, similar as in the proof of part (b), it suffices according to Theorem 2 to bound the probability of
(1) under the assumption that the random values hi (x),
x ∈ T = {x0 , x1 , . . . , xt }, i ∈ {1, 2}, are all independently
and uniformly distributed. In this case the probability
of (1) is exactly m−t . Since there are fewer than nt possible

4.1

Cuckoo hashing without Siegel’s functions

In this section we show that a variant of the analysis of
cuckoo hashing given in [19] remains valid if function pairs
from R̂4r,m are used. We consider the version of the cuckoo
hashing data structure as described in Section 1.2, and analyze its operation during a phase that comprises ρn update
operations. Here, ρ > 0 is constant, and n ≥ |S| for the set
S ⊆ U that consists of all keys that are stored in the table at
any time during the phase. All hash function pairs (h1 , h2 )
are chosen at random from R̂4r,m , where m = (1 + ǫ)n and
r = mδ , 21 < δ < 1 constant. The bound L is chosen to
be Θ(log n). The phase starts with some set of keys being
stored in the dictionary according to some hash function pair
(h1 , h2 ). In the analysis, we disregard lookup and deletion
operations. Our aim is to show that if we perform the insertion operations by the procedure described in Section 1.2,
then the expected time for these insertions is O(n).
We split the phase into subphases. The first subphase
starts with the beginning of the phase, subsequent subphases
start whenever a new pair (h1 , h2 ) of hash functions is chosen
(and the data structure is built anew). Thus a subphase is
exactly the lifespan of a hash function pair.
Lemma 5. The total time spent for insertions during a
subphase is O(n log n) in the worst case.
Proof. The insertion procedure aborts and starts a new
subphase after L keys have become nestless in one attempt
to insert a key. Thus no insertion attempt takes longer than
O(log n) time; and even if the dictionary is built anew, no
more than (1 + ρ)n keys are inserted in a subphase.
Lemma 6. The
1 + O(n/r2 ).

expected

number

of

subphases

is

Proof. It is sufficient to show that for each subphase
the probability that it ends before the end of the phase is
bounded by O(n/r2 ). Let (h1 , h2 ) be the pair of hash functions used in the subphase. The probability that (h1 , h2 ) ∈
/
R(S) is O(n/r2 ), by Theorem 1(a). Thus, we can assume
that (h1 , h2 ) ∈ R(S). We have to estimate the probability
that the subphase ends prematurely. For this to happen,
there must be a key x inserted during the subphase that
causes a sequence of L “nestless” keys. For this, there are
two possibilities:
Case 1: The set of edges in G(S, h1 , h2 ) determined by
these nestless keys forms a subgraph with cyclomatic number q ≥ 2. Then it is immediate that G(S, h1 , h2 ) has
a connected component with cyclomatic number q. Theorem 1(b) implies that the probability that this happens
(while (h1 , h2 ) ∈ R(S)) is O(n−1 ) = O(n/r2 ).
Case 2: The set of edges in G(S, h1 , h2 ) determined by
these L nestless keys determines a subgraph with cyclomatic number at most 1. It is then easy to see, similarly
as in the corresponding proof in [19, Section 3.1], that this
subgraph contains a simple path starting at node h1 (x)
or at h2 (x) of length (L − 1)/3, which does not contain
the edge (h1 (x), h2 (x)) corresponding to x. Theorem 1(c)
says that the probability that this happens is bounded by

2(1 + ǫ)−(L−1)/3 . If we let L ≥ 6⌈log1+ǫ (n)⌉ + 1, this is at
most 2n−2 . Thus the probability that this occurs for some
key x is at most 2(1 + ρ)n−1 = O(n/r2 ).

are uniformly and independently distributed. The following
theorem shows that this is the case if the cyclomatic number
of every connected component in G is bounded by c/2.

Lemmas 5 and 6 imply that the expected time spent in
subphases that end prematurely (i. e., all excepting the last
subphase) is O((n/r2 ) · n log n) = o(n). Further, arguing
in exactly the same way we see that the expected time we
spend in a last subphase that uses a pair (h1 , h2 ) ∈
/ R(S)
is O((n/r2 ) · n log n) = o(n). This means that from here
on we may concentrate on the last subphase, in which all
insertions are successfully completed, and may assume that
a hash function pair (h1 , h2 ) ∈ R(S) is used. We can argue
just as in [19, Section 3.1]: For each key x inserted during
this subphase we have the following: If it creates a sequence
of t or more nestless keys, then G(S, h1 , h2 ) contains a simple path of length at least (t − 1)/3, starting with h1 (x) or
at h2 (x), and not containing the edge (h1 (x), h2 (x)). The
probability for this to happen is (assuming (h1 , h2 ) ∈ R(S))
bounded by 2(1 + ǫ)−(t−1)/3 , by Theorem 1(c). This implies
that the expected number of P
nestless keys generated during
the insertion of x is at most t≥1 2(1 + ǫ)−(t−1)/3 = O(1),
hence the expected insertion time is O(1) in this case. —
Thus we have proved the following theorem.

Theorem 4. Let G = (V ⊎W, E) be a bipartite graph such
that the cyclomatic number of every connected component of
G is bounded by c/2, c ∈ N . Let β : E → [t] be determined
as described above by independently and randomly choosing
φv ∈ Htc and λw ∈ [t] for v ∈ V and w ∈ W . Then the
hash values β(e), e ∈ E, are uniformly and independently
distributed.

Theorem 3. Assume that (h1 , h2 ) is chosen at random
from R̂4r,m , where m = (1 + ǫ)n and r = mδ , for 12 < δ < 1
constant. Assume further that a phase involving at most n
keys and ρn updates is run as described. Then lookups and
deletions can be carried out in worst case constant time, and
insertions in amortized expected constant time.

4.2 Uniform hashing
In this section we show how we can exploit the property
of our random graphs G(S, h1 , h2 ) to have a constant bound
on the cyclomatic number of each connected component in
order to simulate uniform hashing on S.
Let in the following t ≥ 1 and let ⊕ be an arbitrary group
operation over [t] (e.g. addition modulo t).
Definition 5. Let m ∈ N and h1 , h2 : U → [m]. For a
vector φ = (φ1 , . . . , φm ) of m hash functions U → [t] and a
vector λ = (λ1 , . . . , λm ) of m offsets in [t] the hash function
α := αh1 ,h2 ,φ,λ : U → [t] is defined by
α(x) = φh1 (x) (x) ⊕ λh2 (x) .
For each pair (h1 , h2 ) and c ≥ 2 the hash class Fc,h1 ,h2 consists of all hash functions α = αh1 ,h2 ,φ,λ , where φ1 , . . . , φm ∈
Htc and λ1 , . . . , λm ∈ [t].
The behaviour of a function chosen at random from the
class Fc,h1 ,h2 on S ⊆ U is best described in our graph theoretical setting from above. Consider the bipartite graph
G = G(S, h1 , h2 ) = (V ⊎ W, E), where V and W are disjoint
copies of [m]. With each vertex v ∈ V we associate a hash
function φv randomly chosen from the c-wise independent
class Htc , and with each vertex w ∈ W we associate a randomly chosen offset λw ∈ [t]. Each key x ∈ S is associated
with the edge e(x) = h1 (x), h2 (x) . Hence we may identify
the edge set E with the key set S. Then the behaviour of
the hash function α on S is equivalent to the behaviour of
the hash function β : E → [t], (v, w) 7→ φv ((v, w)) ⊕ λw ,
on E. Therefore, the hash class Fc,h1 ,h2 given by (h1 , h2 )
is uniform on S if and only if the hash values β(e), e ∈ E,

Before we give the proof of this theorem, we note some
consequences. By the discussion above and according to
Theorem 1 Theorem 4 implies that if we choose (h1 , h2 ) ∈
R̂dr,m at random then the hash class Fc,h1 ,h2 is uniform for
S with high probability:
Corollary 1. Let ǫ > 0 and ℓ, c ∈ N be fixed and let
m = m(n) = (1 + ǫ)n. For any set S ⊆ U , |S| = n, and randomly chosen (h1 , h2 ) ∈ R̂2ℓ
r,m the probability that Fc,h1 ,h2 is

uniform on S is at least 1 − n/rℓ − O n−⌊c/2⌋ .
For example, for given n we could choose r = n/ log n
and c = ℓ = 2, and use linear hash functions as φw (see [5]);
for the 2ℓ-wise independent hash classes needed for R̂2ℓ
r,m we
can take the classes to be presented in Section 5. Then the
total space required for describing (h1 , h2 ) ∈ R̂2ℓ
r,m can be
made o(n); the space required for the function from Fc,h1 ,h2
can be bounded by 2(1 + ǫ)n words from U (for describing
φ1 , . . . , φm ) plus (1 + ǫ)n numbers from [t] (bit length log t).
Further, each hash function from this class can be evaluated
by two multiplications of O(log |U |)-bit integers, two additions, and some table-lookups and bit operations. The probability that Fc,h1 ,h2 is not uniform for a set S, |S| = n, is
bounded by 1/n1−δ for arbitrarily small δ > 0. By increasing the parameters ℓ and c, one may decrease the failure
probability to an arbitrarily small polynomial in n−1 , and
still have constant evaluation time and linear space. Note,
though, that increasing c to obtain a better reliability also
increases the space requirements by a factor of O(c).
In order to prove Theorem 4 we need a graph theoretical
lemma relating the cyclomatic number of a graph G to the
degree of vertices in the subgraph of G which consists only
of cycles and of paths connecting cycles. As before, we call
an edge a cycle edge, if it lies on a cycle. An edge that is not
a cycle edge but lies on some simple path whose endpoints
are both adjacent to cycle edges is called connecting edge.
Cycle edges and connecting edges together form the “cyclic
part” or “2-core” of G, which is studied from a different
viewpoint in [15].
Lemma 7. If the cyclomatic number of every connected
component of a graph G = (V, E) is bounded by q, then each
vertex v ∈ V is adjacent to at most 2q edges that are cycle
or connecting edges.
Proof. Fix a vertex v and a spanning tree T of the connected component of v. The edges e1 , . . . , eρ ∈ T that are
incident with v connect v to disjoint trees T1 , . . . , Tρ . We
now add the ≤ q cycle edges of the component missing in T
one by one. When we add an edge that connects two vertices
inside one subtree Tσ , then eσ may turn into a connecting
edge, all other edges incident to v keep their status. If we

add an edge that connects v with a node in Tσ , then eσ
turns into a cycle edge, the other edges of v are unaffected.
Finally, if we add an edge that connects two nodes in different subtrees Tσ and Tτ , then eσ and eτ become cycle edges,
the other edges of v are unaffected. Thus, if v is incident
with ℓ connecting edges and k cycle edges, then ℓ + k/2 ≤ q;
in any case we have k + ℓ ≤ 2q.
Proof of Theorem 4. Note that an offset λw can be
considered as the constant hash function E → [t], e 7→ λw .
Hence, for a vertex u ∈ V ⊎ W we call φu (if u ∈ V ) or λu
(if u ∈ W ) the hash function associated with u.
We consider two edge disjoint subgraphs GC = (UC , EC )
and GF = (UF , EF ) of G. The edge set EC consists of all
cycle and connecting edges of G and EF consists of all other
edges. UC = VC ⊎ WC and UF = VF ⊎ WF are the sets of
all vertices which are adjacent to at least one of the edges in
EC and EF , respectively. Note that while EC and EF form
a partition of the edge set, UC and UF are not necessarily
disjoint. — We prove the following two statements.
(i) Choosing the hash functions associated with the vertices in UC independently at random yields an independent and uniform distribution of the hash values
β(e) with e ∈ EC .
(ii) Assuming that the hash functions associated with the
vertices in UC are fixed, then choosing the hash functions associated with the vertices in UF − UC independently at random yields an independent and uniform
distribution of the hash values β(e) with e ∈ EF .
Note that the random choice of the hash functions associated
with the vertices in UF − UC has no influence on the hash
values β(e) with e ∈ EC , because no such edge is adjacent
to a vertex in UF − UC . Clearly, the theorem follows from
(i) and (ii).
Proof of (i): First, randomly choose λw , for w ∈ WC ,
and consider these values as fixed from here on. Now consider some fixed v ∈ VC . Let q = ⌊c/2⌋; by the assumption
in the theorem the cyclomatic number of the connected component of v is bounded by q. By Lemma 7, it follows that
v is incident to at most 2q ≤ c edges in EC . Hence, the
hash values β(e) = φv (e) ⊕ λw of all edges e = (v, w) ∈ EC
which are adjacent to v are uniformly and independently
distributed, because φv is chosen from a c-wise independent
hash family. Since each edge in EC is incident to exactly one
vertex v ∈ VC , and since all hash functions φv are chosen independently, we conclude that all hash values β(e), e ∈ EC ,
are uniformly and independently distributed.
Proof of (ii): By definition, GF is a forest. Moreover,
each tree in GF contains at most one vertex in UC : If there
were two different vertices u, u′ ∈ UC in the same tree of GF ,
then the path in GF connecting u and u′ would either belong
to a cycle or it would connect two cycles. But then this path
would either consist entirely of cycle edges or connecting
edges in contradiction to the definition of EF .
The proof is by induction on the number of edges in the
forest GF . If GF contains no edge, then there is nothing
to show. Hence, assume that GF contains k ≥ 1 edges.
Since each tree has at least two leaves and at most one vertex of each tree is in UC , we can choose a leaf u such that
u ∈ UF − UC . Let e∗ = (u′ , u) be the unique edge adjacent
to u and assume w.l.o.g. that u ∈ W (the other case is analogous). Then β(e∗ ) = φu′ (e∗ ) + λu . If we remove e∗ and

u from GF , then we are left with a forest containing k − 1
edges, and by the induction hypothesis, choosing the hash
functions associated with the vertices in UF − {u} uniformly
at random yields an independent distribution of the hash
values β(e), e ∈ EC − {e∗ }. On the other hand, the random
choice of λu yields a uniform distribution of β(e∗ ) which is
independent of the hash values β(e), e ∈ EC − {e∗ }, because
u is only adjacent to e∗ . Hence, all hash values β(e), e ∈ EC ,
are uniformly and independently distributed.

4.3

Simulating shared memory

For illustrating the use of our function pairs in the context
of simulations of shared memory on distributed memory machines we just give one example. In [11, p. 530] a “Process 3”
is described. It assumes a key set S is given and functions
h1 , h2 : U → [m] are chosen. The process is an abstraction
of a method for retrieving a copy of x from memory module
h1 (x) or from memory module h2 (x) for each x ∈ S, using
a memory module only for one key in one round. One proceeds in rounds t = 1, 2, . . . . In round t, for each j ∈ [m] in
parallel, first an x ∈ h−1
1 ({j}) is removed from S, then an
x ∈ h−1
2 ({j}) (if such keys exist). Theorem 6.4 in [11] says
that this process will have emptied set S after O(log log n)
rounds with high probability. The proof of this statement
solely relies on observations on the size and the cycle structure of the connected components of G(S, h1 , h2 ). The same
statements follow from Theorems 1 and 2, if our class R̂dr,m
is used.

5. D-WISE INDEPENDENCE WITHOUT
POLYNOMIALS
In this section, we describe how approximate d-wise independence can be achieved without the use of polynomials
or of expander graphs. It even turns out that (exploiting
word-level parallelism) one integer multiplication and some
bit operations and table lookups are sufficient to realize an
approximately d-wise independent class. The drawback is
that storing a function from the class takes much more space
than in the classical constructions (but still comparable to
the space used by Siegel’s functions). These approximately
d-independent classes may be used as building block for the
function pair classes considered in previous sections.

5.1

The basic construction

Let (M, ⊕) be a finite abelian group, and let m = |M |.
M will serve as the range of our hash functions. Simple
examples for M would be {0, 1}µ for m = 2µ , with ⊕ being
bitwise XOR, or {0, 1, . . . , m − 1}, for any m, with ⊕ being
addition modulo m.
Let 0 < δ < 1 be an arbitrary constant, and let r =
mδ . Assume c ≥ 1 is constant and H is an arbitrary cuniversal class of hash functions from the universe U to R =
{1, . . . , r}. (I.e., for x, y different elements of U and f chosen
randomly from H we have Pr(f (x) = f (y)) ≤ c/r. See,
e. g., [2] for the existence of such classes.) Let d ≥ 2 be
an arbitrary constant. For arbitrary fixed ℓ ≥ 1, let mi,s ,
1 ≤ i ≤ ℓ, 1 ≤ s ≤ r, be randomly chosen elements of M .
Further, let f1 , . . . , fℓ be chosen at random from H. Define
h(x) = m1,f1 (x) ⊕ · · · ⊕ mℓ,fℓ (x) .
Then, for ℓ = O(d) sufficiently large, h behaves like a function from an approximately d-independent class, in the following sense.

Theorem 5. Let x1 , . . . , xd be arbitrary distinct elements
of U , and let a1 , . . . , ad be arbitrary elements of M . Then
Pr(h(xj ) = aj , for 1 ≤ j ≤ d) −
where ǫ(m, d, ℓ, δ) =

d
ℓ+1

1
ǫ(m, d, ℓ, δ)
≤
,
md
md

· (c · d)ℓ · md−ℓδ = O(md−ℓδ ).

Proof. We imagine that the random choices are made in
two stages. First, the functions f1 , . . . , fℓ are chosen, then
the random group elements mi,s . It is easy to see that if
f1 , . . . , fℓ are such that for each j, 2 ≤ j ≤ d, we have
∃i, 1 ≤ i ≤ ℓ : fi (xj ) 6∈ {fi (x1 ), . . . , fi (xj−1 )},

(Aj )

then for such an i the random element mj,fi (xj ) will be independent of the sequence (h(x1 ), . . . , h(xj−1 )), hence h(xj )
will also be independent of (h(x1 ), . . . , h(xj−1 )). Thus,
Pr(h(xj ) = aj , for 1 ≤ j ≤ d | ∀j : (Aj )) =

1
.
md

It remains to show that the probability that (Aj ) fails for
some j is bounded by ǫ(m, d, ℓ, δ)/md . This can be seen as
follows:
By c-universality, for each i the probability that fi (xj ) ∈
{fi (x1 ), . . . , fi (xj−1 )} is bounded by (j − 1)c/r. By independence, Pr((Aj ) fails) ≤ ((j − 1)c/r)ℓ . Thus,
Pr(∃j : (Aj ) fails) ≤

X

((j − 1)c/r)ℓ

2≤j≤d

≤

d
1
dℓ+1 cℓ
·
=
· (d · c)ℓ · md−δℓ · d .
ℓ + 1 rℓ
ℓ+1
m

The last equation follows from r = mδ .

5.2 One integer multiplication suffices
A simple variant of the construction described above
makes it possible to implement approximately d-wise independent hash classes in such a way that for evaluating
the function one integer multiplication as well as some
simple bit operations and table lookups are sufficient. Consider the 2-universal class from [6] that consists of functions fa : {0, 1, . . . , 2κ − 1} → {0, 1, . . . , 2µ − 1} given by
fa : x 7→ (ax) mod 2κ div 2κ−µ . We use the nice (and
well-known) property of this class that one can evaluate ℓ
functions f1 , . . . , fℓ on one argument x by one multiplication
of x with an O(ℓκ)-bit number and O(ℓ) bit level operations
like shifts.
If we substitute this construction e. g. in the cuckoo hashing function, we see that we can run cuckoo hashing with
functions that require only one multiplication (and bit operations and table lookups).
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