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Abstra t. Building on the work of Ko her[Ko 96℄, Ja e, and Yun [KJY98℄,
we dis uss the notion of side- hannel ryptanalysis: ryptanalysis using implementation data. We dis uss the notion of side- hannel atta ks
and the vulnerabilities they introdu e, demonstrate side- hannel atta ks
against three produ t iphers|timing atta k against IDEA, pro essorag atta k against RC5, and Hamming weight atta k against DES|and
then generalize our resear h to other ryptosystems.
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1 Introdu tion
Any ryptographi primitive, su h as a blo k ipher or a digital signature algorithm, an be thought of in two very di erent ways. It an be viewed as
a mathemati al obje t; typi ally, a fun tion taking an input between 0 and
2N 1, and providing an output between 0 and 2M 1. Alternatively, it an be
viewed as a on rete implementation of that mathemati al obje t. Traditionally,
ryptanalysis has been dire ted solely against the mathemati al obje t, and the
resultant atta ks ne essarily apply to any on rete implementation. The statisti al atta ks against blo k iphers|di erential [BS91,BS93℄ and linear [Mat93℄
ryptanalysis|are examples of this; these atta ks will work against DES regardless of whi h implementation of DES is being atta ked.
Many of these atta ks are more theoreti al than operational, and are sometimes alled \ erti ational weaknesses" to indi ate that they may not work

against pra ti al implementations. A known-plaintext atta k that uses 240 plaintexts, for example, would require an operational ryptanalyst to obtain just under nine terabytes of data (assuming a 64-bit blo k ipher) en rypted in a single
key. While no ryptographer would seriously re ommend su h an algorithm for
operational deployment, it wouldn't be too hard to build a system that denied
an atta ker a ess to this magnitude of plaintext.
In the last few years, new kinds of ryptanalyti atta k have begun to appear
in the literature: atta ks that target spe i implementation details. Both timing
atta ks [Ko 96℄ and di erential fault analysis [BDL97,BS97℄ make assumptions
about the implementation, and use additional information garnered from atta king ertain implementations. Failure analysis [HGS97,Bel96℄ assumes a one-bit
feedba k from the implementation|was the message su essfully de rypted|in
order to break the underlying ryptographi primitive. More re ently, di erential power analysis [KJY98℄ (sometimes referred to as \DPA" in the remainder
of this arti le) has been developed and applied to a number of ryptographi
implementations.
These atta ks don't ne essarily generalize|a fault-analysis atta k just isn't
possible against an implementation that doesn't permit an atta ker to reate and
exploit the required faults|but they an be mu h more powerful. For example,
di erential fault analysis of DES requires between 50 and 200 iphertext blo ks
(no plaintext) to re over a key [BS97℄.
In this paper, we onsider the general lass of side- hannel atta ks against
produ t iphers. A side- hannel atta k o urs when an atta ker is able to use
some additional information leaked from the implementation of a ryptographi
fun tion to ryptanalyze the fun tion. Clearly, given enough side- hannel information, it is trivial to break a ipher. An atta ker who an, for example, learn
every input into every S-box in every one of DES's rounds an trivially al ulate
the key. Our resear h attempts to show how little side hannel information is
required to break produ t blo k iphers.
In real-world systems, atta kers heat; prudent engineers of se ure systems
anti ipate this and adapt to it. Exploiting weaknesses in implementations|
either by monitoring some \side- hannel" of information out of the me hanism
implementing the ryptographi primitive (su h as timing or power onsumption), or by altering some internal data inside that me hanism|may feel like
heating, but that just makes their e e ts more devastating.
1.1

Fo us of this Paper

Our work, while appli able to pra ti al atta ks, is essentially theoreti al in nature. We investigate what kinds of side- hannels will work against produ t blo k
iphers, su h as DES, IDEA, and RC5. Our goal is to ome to a better understanding of what kinds of side- hannels an be used to threaten various produ t
blo k iphers. We fo us on these iphers, rather than on broader lasses of ryptographi me hanism (su h as stream iphers, publi -key signature s hemes, hash
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fun tions, or pseudorandom number generators) for simpli ity, not be ause they
are more sus eptible to side- hannel atta k than these other primitives.
1.2

Summary of Our Results

We develop a number of tools for dealing with side- hannel atta ks on produ t blo k iphers. In parti ular, we onsider side- hannels with relatively low
orrelation to any single bit of internal state of the ipher, as opposed to the
side- hannels dis ussed in preliminary explanations of DPA.
We show the lose relationship between side- hannel atta ks and other wellknown atta ks on produ t blo k iphers, parti ularly partitioning atta ks and
hi-square atta ks.
We dis uss side- hannel atta ks on IDEA, RC5, and DES. We emphasize that
none of these atta ks re e t inherent weaknesses in these iphers; all are based
on the availability of some usable side- hannel. In IDEA, the timing side- hannel
was available in a ommonly-used implementation. The atta ks on RC5 and DES
are more theoreti al atta ks. All these atta ks have the property that they fo us
not on some single bit of internal state, as in DPA, but on some fun tion of the
internal state that is often only very weakly orrelated any given bit of internal
state.

2 Side Channels and Produ t Ciphers
Symmetri en ryption is most often done with produ t blo k iphers, su h as
DES [DES81℄, IDEA [LMM91℄, and Blow sh [S h94℄. To understand why side
hannels so often provide devastating atta ks against produ t iphers, it is ne essary to digress a bit into the theory of blo k ipher design and ryptanalysis.
A blo k ipher is a ipher that en rypts whole blo ks of plaintext at a time;
all the iphers onsidered in this paper operate on blo ks of 64 bits at a time.
A produ t ipher (sometimes alled an iterative blo k ipher) is a blo k ipher
made by iterating a fairly simple round fun tion many times, ea h time with its
own key. Thus, a four-round produ t ipher would look like:

E (X ) = R 3 (R 2 (R 1 (R 0 (X ))));
K

K

K

K

K

where K0::3 are fun tions of K.
Ea h round fun tion, RK (), is a tually a weak blo k ipher, in the sense that
if an atta ker knows mu h about its input (su h as simple statisti al patterns),
he an qui kly break the round fun tion and re over its round key. However, if
the same atta ker is fa ed with a sequen e of random inputs, ea h en rypted
with the round fun tion, he has no way to mount su h an atta k.
The atta ker might be able to immediately identify outputs from one round,
given knowledge of the input. Outputs from a se ond round will be harder to
3

identify. As su essive rounds are applied to the blo k, it be omes less and less
predi table to the atta ker. After a ertain number of rounds, the atta ker annot
distinguish the blo k's ontents from a random permutation applied to the input.
We may onsider the entire internal state of the blo k ipher to be all the intermediate results and values that are never output in normal operations. For example, DES has 16 rounds; we an onsider the intermediate states, state[1::15℄,
after ea h round ex ept the last as se ret internal state. Side hannels typi ally
give information about this internal state, or about the operations used in the
transition of this internal state from one round to another.
Existing atta ks on produ t blo k iphers depend upon information about
this internal state. In a linear atta k [Mat93℄, a subset of bits in the input to
the ipher and to the last round don't quite have a balan ed parity; in a differential atta k [BS91,BS93℄, the relationship between a pair of texts' inputs to
the last round isn't quite random. Partitioning atta ks, higher-order di erential
atta ks, di erential-linear atta ks, and related-key atta ks all t into this pattern. A strong produ t ipher will have as the input to its last round a random
permutation of the input to the ipher: something an atta ker an't distinguish
from a random number. The atta ks typi ally work by nding some information
about the internal state of the ipher whi h an be learned both by guessing
part of the key and he king the value dire tly, and by some statisti al property
of the ipher that makes that he kable value slightly nonrandom.
Cryptanalyti atta ks like linear and di erential ryptanalysis make use of
very small statisti al imbalan es in the internal state of the ipher. Be ause of
this, even side- hannel measurements with only a very small orrelation to any
internal state bit an be used to break a ipher like DES or IDEA. In [Mat93℄,
a rule-of-thumb is provided: If a bit an be predi ted with probability 1=2 + b,
that bias an be dete ted given about 2 2b samples.
2.1

Partitioning and Chi-Square Atta ks and Side-Channels

A partitioning atta k[HM97℄ on a produ t blo k ipher seeks to nd some way
to partition the possible values of intermediate states of the ipher su h that the
intermediate states of the ipher fall into some partitions more often than others,
for some set of plaintexts or iphertexts. Linear ryptanalysis is one instan e of
a partitioning atta k, with only two partitions. A similar kind of atta k, known
as a \Chi-Square" atta k, was independently developed by Vaudenay [Vau96℄.
In standard partitioning atta ks, we an make use of some imbalan e in the
probability of intermediate states in su essive rounds landing in the di erent
partitions to distinguish the input to the last round of a ipher. The side- hannel
atta ks we have seen thus far an always be onsidered as partitioning atta ks,
in whi h the information about the partition in whi h some intermediate state
lies is learned from the side- hannel, rather than be ause of propogation through
the ipher. Su h properties as whether a given 16-bit subblo k is a zero, or the
Hamming weight of the blo k in the input to the last round, simply give us ways
4

to partition the possible states of the blo k. We may then do a partial key guess
to learn whi h partition the input to the last round belongs to, and use this to
learn that part of the key.

3 Di erential Power Analysis and Related Ideas
Di erential power analysis (DPA) [KJY98℄ is method of implementing a sidehannel atta k using large numbers of power or other measurements. Consider
an atta k on a hip implementing DES: The atta ker divides the time taken by
the en ryption operation into V intervals. For ea h of N en ryptions under a
given key, the atta ker takes one power measurement in ea h of the V intervals.
It is expe ted that some relatively small number of those power measurements
will orrelate with ea h bit of internal state used during the en ryption. (If the
measurement values were un orrelated with any internal state bits, then this
atta k would fail.)
The atta ker guesses six bits of the rst- or last-round subkey, and uses this
to ompute four bits of internal state. He uses one bit of this state; all this bit
b. For a sequen e of N iphertexts, ea h guess gives the atta ker a sequen e of
N of these bits, b[0; 1; :::; N 1℄. The atta ker wants to determine whether his
urrent guess of that part of the key, and thus his urrent guess of the sequen e
b[0; 1; :::; N 1℄, is right.
Let X [i℄[j ℄ be the power measurement taken during en ryption i, from time
interval j , and X [0::N 1℄[j ℄ be the sequen e of measurements taken during
time interval j , for ea h en ryption.
For 0  j < V , the atta ker omputes

T [j ℄ =

X1(1=2

N

=0

b[i℄)X [i℄[j ℄

i

If the bit sequen e b[i℄ is un orrelated with the sequen e X [0::R 1℄[j ℄, then
this will average to zero. If there is some orrelation, then it will average to either
higher or lower than zero, depending on the sign of the orrelation oeÆ ient.
The guess of part of the key with the largest deviation of T [j ℄ values from zero
is most likely to be the right value. (When the bit sequen e is un orrelated with
the sequen e of power measurements, the distribution is normal with mean = 0
and standard deviation = s=4, where s is the original standard deviation of the
normally-distributed power measurements.)
One really powerful aspe t of this atta k is that the atta ker need not know
mu h about the internals of the implementation. He needs to know only the
values of some bits that must be used in the atta k. The atta k yields both the
key, and enough information to derive a model of the devi e whi h an be used
to extra t keys in the future with far fewer measurements and en ryptions.
5

There are a number of obvious extensions to this atta k. However, the underlying requirement is that these measurements be orrelated with some bit of
internal state.
Two of the three atta ks des ribed in this paper involve side- hannels whi h
would have a relatively low orrelation with any individual bit. In this sense,
these atta ks would be relatively hard to nd with DPA, assuming that only
the side- hannels dis ussed were present. In parti ular, in the IDEA atta k, we
use timing information to determine the number of zero inputs into multiply
operations. A side hannel that simply gives the number of zero inputs to multiply instru tions has a very weak orrelation with any given internal state bit,
and so would be diÆ ult to exploit dire tly with DPA. Similarly, Hamming
weights, while orrelated with individual internal state bits, are not orrelated
very strongly with any single bit. In both ases, testing that revealed no vulnerability to straightforward DPA given N trial en ryptions might easily fail to
dete t these side- hannel atta ks.

4 Timing Atta ks Against IDEA
IDEA [LMM91℄ is a produ t blo k ipher designed by Lai, Massey, and Murphy,
to resist all forms of ryptanalysis publi ly known at that time. Ex ept for some
spe ial \weak-key" onditions, the full 8-round IDEA is apparently very strong
against the standard di erential, linear, and related- and hosen-key atta ks.
However, IDEA an be ryptanalyzed with a pie e of side- hannel information:
whether one of the inputs into one of the multipli ations is zero.
This side hannel an be obtained in several ways. Sin e the multipli ation
is done modulo 216 + 1, a zero operand is treated as a spe ial ase. Some implementations bypass the multipli ation ompletely and simply pat h in the orre t
value. Timing1 , power onsumption, radiation, et ., will all be di erent if one
input is a zero. For the rest of this dis ussion, we assume that this information
is re eived through timing measurements. However, any side hannel that an
yield the same information is just as e e tive.
4.1

The Basi Atta k

The basi me hanism used in all of these atta ks is to sear h for one or two 16bit values visible to the ryptanalyst whi h indi ate a zero input into a multiply
somewhere in the ipher.
The time taken to en rypt one blo k with IDEA may be broken into three
parts:
1. Operations whi h take approximately onstant time. These may be assumed
to in lude all operations ex ept the multipli ations modulo 216 + 1.
1

This observation was borne out experimentally using the PGP 2.3 implementation
of IDEA, on a 486SX-33.
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2. All the multipli ations ex ept for the one being targeted. This is probably
approximately normally distributed.
3. The multipli ation being targeted. If this has a zero input, it will invariably
take less time than if it has a nonzero input.
The time taken by the whole en ryption pro ess is the sum of these three
times. If the multipli ation being targeted has a zero input, then the mean of
this time will be slightly lower than if the multipli ation being targeted does not
have a zero input. If we an reliably dete t this di eren e, then we an dete t
whether or not the multipli ation operation being targeted is getting zero inputs.
Timings an be a quired in two simple ways: Either the ryptanalyst makes
extremely pre ise timings of ea h en ryption, or he measures total time to enrypt many similar plaintext blo ks at a time. In either ase, however, he must
then statisti ally test the hypothesis that one of these sets of times is signi antly
lower than the others.
A Ciphertext-Only Atta k Requiring Pre ise Blo k En ryption Timings With pre ise timing of ea h en ryption, we an re over the key using either

plaintext or iphertext only. An example of a situation where this might be useful is in atta king a ryptographi PRNG implemented using IDEA. IDEA run
in ounter-mode, or used as the underlying blo k ipher for the ANSI X9.17 key
generator, will not give an atta ker dire t a ess to inputs to the blo k ipher,
but gives the atta ker a ess to its outputs.
The atta k works as follows:

1. Re ord pre ise timings for n en ryptions. Also store the resulting iphertexts.
Let T0::n 1 be the timings, and C0::n 1 be the iphertext blo ks.
2. Group the iphertexts and timings into 216 subsets, based on the low-order
16 bits of the output.
3. Test the average times of ea h group against the average times of all the
groups statisti ally, to nd whether one of the sets has (with some a eptably
high probability) a lower average than the other sets. If so, then the inputs
to the last multiply of the output transformation must have been 0 for all
inputs in that set. Solve for the last multipli ative subkey. If there is no
di eren e, then either we've hosen some parameters (i.e., n) wrong, or the
subkey is a 0.
4. Repeat steps 2-3, above, for the high-order 16 bits and the rst multipli ative
subkey of the output transformation. We now have 32 bits of expanded key.
5. We now atta k the se ond additive subkey in the output transformation. For
ea h possible value of this subkey, we look at whi h iphertexts lead us to a
zero value going into the rst multipli ation of the last round's MA box. For
one of these subkey guesses, the average timing should be less than for all the
other subkey guesses. This reveals the right subkey. If there is no di eren e,
then either we've hosen some parameters wrong, or the rst subkey in the
MA-box is zero. We have now re overed 48 bits of expanded key.
7

6. We now atta k the rst additive subkey in the output transformation, and
the rst subkey in the MA-box. We do this as follows:
(a) Break the iphertexts and timings up into 216 subsets based on the value
of the leftmost ( rst) input to the MA-box.
(b) For ea h possible subkey value for the rst additive subkey of the output
transformation, break ea h subset up into 216 sub-subsets, based on what
the value of the se ond MA-box input would be if this were the right
subkey.
( ) For the right subkey, ea h subset will have one sub-subset whi h has a
smaller timing value than all the other sub-subsets in that subset. We
have now found 64 bits of subkey.
(d) We now hoose any three of these sub-subsets, and use them to solve
for the rst multipli ative subkey of the MA-box. We have now found
80 bits of subkey, and an brute-for e the remaining 48. (There are also
ways to ontinue this atta k.)
This kind of atta k might also be pra ti al for re overing the key from a
tamper-resistant box whi h always en rypts under the same IDEA key. The
ryptanalyst does not need to know anything about the plaintext for this atta k,
but must always know pre isely when the en ryption started and when it ended.
Chaining modes have no real impa t on this atta k.
4.2

An Adaptive Chosen Plaintext Timing Atta k

An atta k very similar to the one des ribed above is possible, even if the ryptanalyst doesn't have the ability to measure ea h en ryption time pre isely. In
this ase, we require the ability to hoose plaintext bat hes to send through the
en ryption algorithm, along with the ability to time these bat hes.
The atta k works as follows:
1. Choose 216 bat hes of plaintexts large enough that hanging the input of an
average of one multiply instru tion per en ryption to zero will be dete table
in the timing, with high probability. (We need to spe ify numbers for the
timing statisti s here before we an know how many plaintexts must be in
ea h bat h.) Every plaintext has the same X0 . Ea h bat h of plaintexts has
the same X2 .
2. Determine the time required for ea h bat h to be en rypted.
3. The bat h that took the least time to en rypt indi ates one equation involving some key material:
(X0

Z0 ) = (X2  Z2 )

(X0

Z0 ) = (X2  Z2 )

4. Generate another set of 216 plaintexts to be en rypted, this time using a
di erent value for X0 , X0 . Follow the steps above, to get a se ond equation:
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In most ases, this should allow the ryptanalyst to re over the two key
values Z0 and Z2 . (If Z4 = 0, then this atta k will simply not work|there
won't be a signi ant di eren e in the times.)
5. Generate another set of 216 bat hes of plaintexts, this time holding (A)
onstant by use of xed values for X0 and X2 , and also holding X3 onstant.
For ea h di erent bat h, X1 must take on a di erent value.
4.3

Generalizations

We detailed this atta k assuming that the ryptanalyst was able to determine
when a multiply by zero o urred by wat hing the relative en ryption time. This
is not the only side hannel that an yield this information; radiation and power
onsumption an also leak this multiply-by-zero ondition. Moreover, radiation
and power onsumption might determine the exa t round where the multipli ation by zero o urred, greatly simplifying the atta k.
We note that this side- hannel (the number of zero inputs in the blo k) has
very low orrelation with any given bit of internal state.

5 A Pro essor-Flag Atta k Against RC5
There may be ases when we an learn the state of the over ow or arry ag
during en ryption; if so, this an form a useful side hannel. While it is unlikely
that this would be the only or easiest side- hannel available, it demonstrates a
useful feature of side- hannel ryptanalysis: the side- hannel an give information
about the operations performed instead of the values used. This an work even
when the information about the operation yields only minimal information about
the values themselves.
For example, suppose we an determine the state of the arry ag after ea h
half-round of RC5. Re all that an RC5 round looks like

R = (R 1  L 1 ) 1 + S2 1
L = (L 1  R ) + S2
i

i

i

Li

i

i

i

Ri

i

i

where Si denote the round subkeys, (L0 ; R0 ) is the original plaintext, and (Lr ; Rr )
is the output of the last round. To make en ryption and de ryption symmetri al,
there is also a nal transformation

R +1 = (R  L4 ) + S2 +1
L +1 = L
r

r

r

Lr

r

r

before we obtain the resulting iphertext (Lr+1 ; Rr+1 ).
RC5 is a variable-width ipher. Usually the width is set so that Ri (resp. Li )
ts into one register. Therefore the addition performed may ause the arry ag
9

to be set and we denote C2i 1 (resp. C2i ) the value of the arry ags after the
addition omputing Ri (resp. Li ).
We will show that with high probability, an atta ker an re onstru t S2r+1
given several iphertext pairs (Lr+1;j ; Rr+1;j ) and the orresponding arry ags
C2r 1;j . On e an atta ker determines S2r+1 ; they an strip o the last half round
and reapply our atta k (reversing left and right).
As we will see in the next few se tions, ea h of the two possible values of
msb(SK2r 1 )1 lead to exa tly one value of SK2r+1 . Hen e an atta ker ould
simply guess the most signi ant bit of SK2i 1 for all i  r; solve for ea h of
the subkeys, and perform a few trial de ryptions. If r is small (say 32), this is
ertainly feasible. However, in the event that r is too big, we must attempt to
nd msb(SK2r 1 )1 by other means. The next se tion gives an algorithm for
doing exa tly that.
5.1

SK2r

Determining msb(

1)1

Determining the most signi ant bit of SK2r 1 is rather simple. Consider three
iphertext pairs (Lr+1;j ; Rr+1;j ), j = 1; 2; 3 and their orresponding arry ags
C2r 1;j . Then we simply take the most signi ant bit of SK2r 1 to be the
majority value of the arry ags C2r 1;j .
The analysis whi h shows that three pairs suÆ es follows. First we must
onsider a simpli ed experiment. Let K be a randomly hosen n-bit value and
onsider the experiment in whi h we repeatedly hoose a random n-bit value A
and determine the value C of the arry ag for A + K . Then
Prob[C = 1jK = X ℄ = Prob[A + X

2

n

℄ = X=2n :

Furthermore, we an generalize this where we only onsider the l most signi ant
bits of K . Then
Prob[C = 1j msb(K )l = X ℄
n l
= 2i=0 1 Prob[C = 1jK = X  2n l + i℄  Prob[ lsb(K )n
n l
n l
= 2i=0 1 X 222n l+i
= X 2 l + 2 l 1 2 n 1:

P
P

l

= i℄

Let 0 be the observed number of arries and t the number of trials to be performed. Given a set of t observations, we look for the X su h that

0 t(X 2 + 2
l

l

1

2

n

1)

is minimal, and guess that msb(K )l = X . We see that to estimate msb(K )l
in our atta k we simply need to perform suÆ iently many trials so that our
guessing strategy gives the orre t answer with high probability.
To approximate the number of trials, we assume that the distribution of 0
is normal. Let pl (X ) denote the probability of a arry when msb(K )l = X , so
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that pl (X ) = X 2 l + 2 l 1 2 n 1 . After t trials with 0 observed arries, we
have
Prob jtpl (X ) 0 j < 3 tpl (X )(1 pl (X ))  0:997:

h

i

p

Hen e we want to hoose t su h that

p

p (X ) p (X 1) > 3=2 p (X )(1 p (X ))=t
l

l

for all X > 1. This gives

p

p

l

l

p (X ) p (X 1) > 3=2 p (X )(1 p (X ))=t
, 2 > 3=2 p (X )(1 p (X ))=t
, 2 2 > (9=4)p (X )(1 p (X ))=t
, t > 22 2 9p (X )(1 p (X ))
l

l

l

l

l

l

l

l

l

l

l

l

l

whi h will be roughly maximal when X = 2l 1 and hen e

t > 22 2 9p (2 1 )(1 p (2 1 ))
l

l

l

l

l

= 22l 2 9(2 2 2 2l 2 + 2 l n 1 2 2n 2 )
= 9(22l 4 2 4 + 2l n 3 22l 2n 4 ):

We are interested in the ase where l = 1 and hen e need

t > 9(2 2 2 4 + 2 2 2 2 2 )
pairs. For n = 32 this gives t  1:69. Therefore we an take three iphertext
pairs and let msb(SK2 1 )1 be the majority value of the arry ags C2 1 .
n

n

r

5.2

r

;j

SK2r+1)1

Determining lsb(

On e we have determined the most signi ant bit of SK2r 1 , we an use it
to determine the least signi ant bit of SK2r+1 . The algorithm is rather simple: we hoose plaintext/ iphertext pairs (Lr+1;j ; Rr+1;j ) su h that Lr+1;j  1
(mod 32) and C2r 1 6= msb(SK2r 1 )1 .
The former ondition ensures that if we know the most signi ant bit of
Rr;j , then we will know the least signi ant bit of Rr+1;j S2r+1 . The latter
ondition ensures that we know the most signi ant bit of Rr;j . After all, if
msb(SK2r 1 )1 = 1 and C2r 1 = 0 we know that msb(Rr;j )1 = 1. Similarly, if
msb(SK2r 1 )1 = 0 and C2r 1 = 1 we know that msb(Rr;j )1 = 0. Hen e
msb(Rr;j )1 = msb(SK2r 1 )1 :

(1)

From the above and the formula for omputing Rr+1;j it is easy to see that
lsb(Rr+1;j

S2 +1 )1 = msb(R )1  msb(L )1
r

r;j

or

r;j

lsb(S2r+1 )1 = ( msb(SK2r 1 )1  msb(Lr+1;j )1 )  lsb(Rr+1;j )1 :
Note that we only need one iphertext pair to determine lsb(SK2r+1 )1 .
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5.3

Determining Remaining Bits of

SK2r+1

Determining the remaining bits of SK2r+1 omes from generalizing the atta k of
the previous se tion. Here we assume that we know the j least signi ant bits of
SK2r+1 and wish to determine the j + 1st bit. Again we hoose a iphertext pair
(Lr+1 ; Rr+1 ) su h that C2r 1 6= msb(SK2r 1 )1 . However, this time we hoose
the pair so that Lr+1  j + 1 (mod 32).
The former ondition ensures that we know the most signi ant bit of Rr
by the same argument as in the previous se tion. The latter ondition ensures
that we know the j + 1st bit of Rr+1 S2r+1 . Sin e we know lsb(S2r+1 )j , we
an ompute lsb(Rr+1 S2r+1 )j . However, we also know the j + 1st bit of the
di eren e as it is a fun tion of Rr+1 lsb(S2r+1 )j , msb(Rr )1 and msb(Lr )1 .
Hen e
lsb((Rr  Lr )Lr )j = lsb(Rr+1 )j lsb(S2r+1 )j
) lsb(S2r+1 )j+1 = lsb(Rr+1 )j+1 ( lsb((Rr  Lr )Lr )j
 2j  ( msb(Rr )1  msb(Lr )1 ))
Of ourse L = L +1 so this formula allows us to determine the j + 1st bit of
S2 +1 dire tly.
Repeatedly applying this algorithm for j = 2; : : : ; 32 we re over the remaining
bits of S2 +1 .
r

r

r

r

5.4

Adaptive Chosen-Plaintext Atta k

We an re over S1 mu h more dire tly using a hosen-plaintext atta k whi h
requires n hosen texts. On e we determine S1 we an peel o the rst halfround and repeat the atta k for the remaining subkeys.
The atta k is a very simple binary sear h on S1 . The ru ial observation is
that C1 = 1 i (R0  L0 )L0  S1  2n . If we let L0 = 0, this simpli es to
R0  S1  2n . Therefore we perform a simple binary sear h on 2n S1 : C1 = 1
i R0 > 2 n S 1 .
5.5

Generalizations

This is not the only side hannel that an be used to ryptanalyze RC5; other
side- hannel information an also be used to break the ipher. For example,
the timing may be di erent depending on the number of bits rotated. This
information an be used to re over the RC5 key [HH98℄. Or the power onsumed
by the rotate me hanism might be di erent depending on the Hamming weight
of the bits rotated.
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6 A Hamming-Weight Atta k Against DES
Next we introdu e Hamming-weight ryptanalysis. This assumes we have a side
hannel that gives information on the Hamming weight of intermediate en ryption values. We laim that this model is not implausible: for instan e, in some
hardware implementations total power onsumption is orrelated to the total
Hamming weight of all intermediate values, and in software timing data may
leak information about the Hamming weight of internal variables when ertain
operations (e.g. integer multipli ation) are used.
We show here that Hamming weight side hannels an enable powerful iphertext-only atta ks in many ases. We will on entrate throughout on ryptanalysis
of DES for on reteness, but it should be ome lear that these atta ks will apply
dire tly to any produ t ipher.
Let's start rst with a very simple s enario. Assume that we are provided
with a side hannel that dis loses the Hamming weight of the blo k after 15
rounds of en ryption (i.e. the input to the 16th and nal round). Then atta ks
to re over the last-round subkey abound. For instan e, we ould simply guess
the 48-bit last-round subkey, and verify orre pt guesses on a few known iphertexts. This atta k will require about 48 = log2 32  15 iphertexts and oine
work equivalent to 244 trial en ryptions; the omputational omplexity ould be
redu ed to about 222 with meet-in-the-middle te hniques.
For reasons that will be ome lear later, we wish to des ribe a di erent
statisti al atta k whi h uses the Hamming weight of the input to the last round.
Let (R; L  F (L)) be the last-round input orresponding to the ith iphertext
(L; R) where F (L) is the output of the Feistel F fun tion under the last-round
subkey. We write W = wt F (L) for the Hamming weight of the output of the
last-round Feistel fun tion; W is easily determined from the side hannel. Also,
we write S for the Hamming weight of the 4-bit output of the rst S-box in
the omputation of F (L), and N for the total Hamming weight of the other
S-box outputs, so that W = S + N . Then guessing the 6 key bits entering the
rst S-box (in the 16th round) gives us S if the guess was orre t, or (say) T
otherwise (where T is a random variable with the same distribution as S , but T
is independent of S ). The ore idea of the statisti al atta k is that S is strongly
orrelated with the known values W = S + N , but T is not, so we an dete t
orre t guesses at those 6 key bits by the statisti ally-signi ant orrelation that
results.
The statisti al atta k thus pro eeds as follows. Suppose we have n iphertexts where the side hannel dis loses W [1℄; : : : ; W [n℄. Guess the 6 key bits
k entering the rst S-box and ompute the Hamming weight of that S-box's
output, alling it (say) Uk [1℄; : : : ; Uk [n℄. Cal ulate a measure of orrelation2
n
Uk [i℄W [i℄=n, whi h is an estimate at the expe ted value E [Uk  W ℄
k =
i=1
of Uk  W . When k is orre t, we get Uk [i℄ = S [i℄, and thus k is an estimate of

P

2

It is in fa t equivalent in power to al ulating the observed orrelation oeÆ ient ,
or the ovarian e for that matter.
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E [SW ℄ = E [S (S + N )℄ = E [S 2 ℄ + E [S ℄ E [N ℄; when k is false, k is an estimate
of E [T W ℄ = (E [S ℄)2 + E [S ℄ E [N ℄. Therefore, the ounter k is expe ted to be

noti eably larger when k is orre t. If n is suÆ iently large, we should be able
to pi k out the orre t value of k from the largest of the 64 ounters.
Of ourse, on e we have determined the orre t values of the 6 key bits
entering the rst S-box, we an repeat the atta k for ea h of the other S-boxes
in turn, until we have re overed the entire last-round subkey. In pra ti e one
ould make do with signi antly fewer iphertexts by treating several S-boxes
at on e; here we fo us on giving the essen e of the entral ideas of the atta k,
with an eye towards applying them to a wider lass of Hamming-weight-based
side hannels.
We now analyze the omplexity of this algorithm. The random variables S; T
are independent symmetri binomial random variables with mean 2; also N is
a symmetri binomial with mean 14. We see that E [SW T W ℄ = E [S 2 ℄
(E [S ℄)2 = 1: Also, a bit of omputation shows that Var [SW T W ℄ = 232 .
Letting k be a (generi ) in orre t guess and K be the orre t guess, we see that
K
p k will be approximately Gaussian with mean 1 and standard deviation
23= n when n is not too small. We expe t su ess when K is larger than all
the in orre t k ounter values,pand we an roughly estimate the probability of
this as Prob[ K > k ℄63 = ( n=23)63 . Therefore, with n = (3  23)2  4800
iphertexts, we expe t to su eed with probability about (1 :0013)63  :92.
To re ap, we have expressed the known Hamming weight W as a sum W =
S + N of \signal" S and \noise" N . Ea h guess at the 6 key bits entering the rst
S-box gives us a list of andidate observations for S . This redu es the problem
of re ognizing orre t guesses to the problem of ltering out the noise from a
noisy signal; this, in turn, is made possible be ause S is strongly orrelated with
S + N.
This te hnique an be generalized to s enarios with just about any Hammingweight-based side hannel imaginable.
For instan e, imagine a side hannel whi h gives us W , the total weight of all
of the DES F fun tion outputs summed over all 16 rounds. This is a good deal
more plausible than our previous model, where we obtained the Hamming weight
of only the last-round F fun tion output; however, it may not be immediately
obvious how to use su h a side hannel to break DES. We note that the statisti al
te hniques developed above will apply immediately. As before, we let S stand for
the total Hamming weight of the output of the rst S-box in the last round. The
total weight W an be expressed as W = S + N , where N is a sum of 127 other
S-box outputs. Thus N an be treated as a symmetri binomial random variable
of mean 254 whi h is independent of S . The atta k pro eeds as before, though
we will of ourse need signi antly more known iphertexts. We estimate that
n = 220 known iphertexts and oine work omparable to 219 trial en ryptions
suÆ es to re over the entire DES key with very high probability. This gure ould
be redu ed to about 218 known iphertexts and 237 oine work by simultaneously
guessing 24 key bits entering 4 S-boxes.
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In some environments, we may not be able to obtain the total Hamming
weight of all the F fun tion outputs, but we may be able to obtain a \noisy"
version of it. (As an example, imagine a hardware implementation where the
power onsumption reveals the total Hamming weight of all intermediate values
omputed during a single DES en ryption, or even something orrelated to this
weight. This would yield a side hannel whi h is orrelated to the total Hamming
weight of all F fun tion outputs.) In these situations, it is lear that we an lter
out the noise as before: the same statisti al te hnique still works, though more
iphertexts will be needed to ompensate for the stronger \noise" ontribution
to the side hannel value.
So far we have on entrated on iphertext-only atta ks. In fa t, by symmetry,
one an just as easily apply the atta ks to s enarios where only the plaintext
is known, and not the iphertext! We are not aware of any other ryptanalyti
te hnique where this is possible.
In summary, we see that even a side hannel whi h is only mildly orrelated
to values of interest (su h as the input to the last round) an be used to mount a
powerful statisti al atta k against just about any produ t ipher. These atta ks
require only known- iphertexts, and so should be quite pra ti al to mount in
pra ti e. This shows that ryptosystem implementors must take great are to
avoid even the slightest orrelation between observable outputs and internal
values.

7 Con lusions and Further Dire tions
The purpose of this paper was to demonstrate the power of side- hannel ryptanalysis against produ t iphers. Our atta ks are by no means exhaustive; the
algorithms dis ussed have other possible side hannels and other atta ks are
possible given other side hannel information. And other produ t iphers are
vulnerable to similar atta ks. We believe atta ks based on a he hit ratio in
large S-box iphers like Blow sh [S h94℄, CAST [Ada97℄, and Khufu [Mer91℄ are
possible.
Stream iphers with irregular lo king features an be espe ially vulnerable
to side- hannel atta ks. A5 [XHW94℄, PIKE [And95℄, Gollman as ades [CG88℄,
shrinking and self-shrinking generators [CKM94,MS94℄, and any of the family of alternating stop-and-go generators [S h96℄ are easily breakable if an atta ker knows how many LFSRs lo ked for ea h output. Implementations of
RC4 [S h96℄ that have di erent side- hannel hara teristi s when i = j are also
vulnerable.
Publi -key algorithms are vulnerable. Ko her showed how to mount at timing atta k against several publi -key algorithms [Ko 96℄. These results an be
generalized to any primitive that uses multipli ation modulo large numbers for
se urity, e.g. stream iphers like Blum-Blum-Shub [BBS86℄ and hash fun tions
like IBC Hash.
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The open questions lead in two di erent dire tions: how to obtain more
detailed side- hannel information, and how little side- hannel information is required to break a ryptographi primitive. With regards to the former, we leave
that to the ele troni engineers. We have olle ted side- hannel information using
both timing and power hannels, and have often been surprised by how easy it
is. We an only spe ulate how mu h more information a well-equipped hardware
laboratory an olle t.
As to the se ond question, the surprising result from this resear h is that the
amount of side- hannel information ne essary to break a produ t ipher is very
small. Ciphers have not been designed with side hannels in mind; hen e, they
are often very vulnerable to analysis using them.
It is our belief that most operational ryptanalysis makes use of side- hannel
information. Sound as a side- hannel|listening to the rotation of ele tromehani al rotor ma hines|was alluded to in Kahn [Kah67℄. Van E k radiation|
another side hannel|has been demonstrated as a way to get plaintext [vE 85℄.
And Peter Wright dis ussed data leaking onto a transmission line as a side hannel used to break a Fren h ryptographi devi e [Wri87℄.
The (un lassi ed) military literature provides many examples of real-world
side hannels. TEMPEST shielding is just an attempt to stop the side hannel
that an result from van E k radiation. Peter Wright's rosstalk ane dote is
probably what the HIJACK odeword refers to [USAF98℄. Along similar lines,
[USAF98℄ alludes to the possibility that rosstalk from sensitive hardware near
a tape player might modulate the signal on the tape; [USAF98℄ re ommends
that tapes played in a lassi ed fa ility be degaussed before they are removed,
presumably to prevent side hannels from leaking. Finally, one last example
from the military literature is the NONSTOP atta k [USAF98, Chapters 3{4℄:
after a areful reading of un lassi ed sour es, we believe this refers to the side
hannel that results when ryptographi hardware is illuminated by a nearby
radio transmitter (e.g. a ellphone), thereby modulating the return signal with
information about what the rypto gear is doing [AK98℄.
Using side hannels to break ryptographi primitives is su h a powerful notion that it is reasonable to expe t intelligen e organizations to have built on the
su esses alluded to in the previous paragraph. By ontinuing to resear h both
the olle tion of side- hannel data and the vulnerabilities to spe i primitives
to side- hannel data, it is our hope that we an begin to build mathemati al
algorithms that are more resistant to side- hannel ryptanalysis as well as implementations that leak less side- hannel data.
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