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Abstract
Griffin, Jaggard, and Ramachandran introduced in [4] a framework for
understanding the design principles of path-vector protocols such as the
Border Gateway Protocol (BGP), which is used for inter-domain routing
on the Internet. They described as an application of their framework a
study of Hierarchical-BGP-like systems where routing at a node is determined by the relationship with the next-hop node on a path (e.g., an ISPpeering relationship) and some additional scoping rules (e.g., the use of
backup routes). These systems are called class-based path-vector systems.
The robustness of these systems depends on the presence of a global constraint on the system, but an adequate constraint has not yet been given.
In this paper, we give the best-known sufficient constraint that guarantees
robust convergence. We show how to generate this constraint from the
design specification of the path-vector system. We also give centralized
and distributed algorithms to enforce this constraint, discuss applications
of these algorithms, and compare them to algorithms given in previous
work on path-vector protocol design.
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Introduction

The standard Internet inter-domain routing protocol, the Border Gateway Protocol (BGP), determines routes using independently configured policies in autonomously administered networks. Little global coordination of policies takes
place between domains, or autonomous systems (ASes), because (1) ASes are
reluctant to reveal details about internal routing configuration, and (2) BGP
contains no reliable mechanism to permanently attach information to a route
as it is shared throughout the network. However, without global coordination, interaction of locally configured policies can lead to global routing anomalies [1, 5, 8, 10], e.g., route oscillation and inconsistent recovery from link failures.
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Because the techniques used to configure policies and the protocol’s specification have evolved separately, there is an inherent trade-off between, on one
hand, maintaining rich semantic expressiveness available with current vendordeveloped configuration languages and autonomy in policy configuration, and,
on the other hand, guaranteeing that the protocol will converge robustly, i.e.,
predictably, even in the presence of link and node failures. Griffin, Jaggard, and
Ramachandran [4] showed that achieving all three of these design goals requires
a non-trivial global constraint on the network, but they left open the question
of how to identify and enforce the constraint.
This paper answers this question in the context of class-based path-vector
systems. Path-vector systems, introduced in [4], provide a formal model for
design and analysis of path-vector protocols and their policy-configuration languages. Class-based systems focus on a generalization of next-hop-preference
routing, where routing policy for an AS can be defined by the relationships
(commercial or otherwise) between it and its neighboring ASes. The canonical
example of such a system is a simplified version of BGP that takes into account
the economic realities of today’s commercial Internet—that ASes are connected
to their customers, providers, and peers and that there are preference guidelines
used to decide between routes learned from neighbors of different classes. The
scope of class-based systems, however, goes beyond this “Hierarchical BGP”
system; the framework can also be used to build and analyze systems with
complete autonomy and those that allow arbitrary next-hop preference routing.
Furthermore, any protocol specification that can be described by a countableweight, monotone path-vector algebra [9] can also be described by a class-based
path-vector system [7].
In this paper, we provide the best known robustness constraint for classbased systems. The constraint ensures the robustness of networks that satisfy
it; it is in fact the best possible robustness guarantee because, in networks
that do not satisfy it, some set of nodes may write policies that cause route
oscillations. (Our proof of this constructs such policies.) We give an algorithm
to generate the constraint given only the design specification of the system.
We then provide centralized and distributed algorithms to check networks for
violation of the constraint and discuss their applications, including how to use
our results to check a network with arbitrary next-hop preferences for potential
bad interactions. The distributed algorithm reveals almost no private policy
information, provides several options for correcting a constraint violation, and
has constant message complexity per link and limited storage at each node. We
compare and contrast our algorithms with those in previous work.
Although it may be sufficient to provide a supplementary protocol enforcing
some global conditions (and, indeed, the distributed algorithm in this paper,
modified for BGP, can be run alongside BGP to detect potentially bad policy
interactions), there are several benefits to this approach of analyzing robust protocol convergence from a design-framework perspective. First, the algorithms
in our paper preclude all policy-based oscillations in advance; as long as the
constraint is enforced, the protocol can safely run on any network. Second,
the approach is an integral part of designing policy-configuration languages.
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The design framework identifies provably sufficient local and global conditions
needed for a protocol to achieve its design goals. Our paper precisely gives the
trade-off between the strength of local policy guidelines built into the policyconfiguration language and the strength of the global assumption needed in the
broad class-based context. The designer can use these results to consider what
balance between local and global enforcement is desired and can incorporate
the guidelines generated by the results in this paper into the design of multiple high-level policy languages—all before running the protocol on an actual
network.

1.1

Related Work

Several papers have presented policy-configuration guidelines or design principles for path-vector routing so that global routing anomalies can be avoided.
Gao and Rexford [3] showed that route preferences and scoping consistent with
the Hierarchical-BGP example mentioned above give stable path-vector routing
without global coordination. Griffin, Shepherd, and Wilfong in [5] defined an
abstraction of path-vector routing and identified a sufficient condition for local
policies that prevents policy-induced route oscillation, and Griffin and Wilfong
in [6] used those conditions to give a simple path-vector routing algorithm that
dynamically detects policy-induced route oscillations. In addition, Gao, Griffin,
and Rexford in [2] combine the results from these papers to modify a simplified
version of BGP to perform stable back-up routing.
Building on this work, the papers by Griffin, Jaggard, and Ramachandran [4]
and Sobrinho [9] developed formal models for path-vector routing so that properties of path-vector protocols can be studied without involving details of protocol
dynamics or of actual networks. Both papers prove results about protocol convergence based on the design specification of the protocol itself. They present an
application of their frameworks that generalizes systems like Hierarchical BGP
(mentioned above), incorporating the policy guidelines from [2, 3, 5] into the
design of protocol systems. This paper completes the analysis of this application: It answers the questions left open in [4] and gives results that can be used
in the general design of protocols and policy-configuration languages.
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