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2 1. Introduction1.1. The Digital Signature Algorithm (DSA)Recall the Digital Signature Algorithm (see [16, 28]), or DSA, used inthe American federal digital signature standard [18].Let p and q � 3 be prime numbers with qjp�1. As usual IFp and IFqdenote �elds of p and q elements which we assume to be represented bythe elements f0; : : : ; p� 1g and f0; : : : ; q� 1g respectively. For integerss and m � 1 we denote by bscm the remainder of s on division by m.We also use log z to denote the binary logarithm of z > 0.Let M be the set of messages to be signed and let h : M ! IFqbe an arbitrary hash-function. The signer's secret key is an element� 2 IF�q .Let g 2 IFp be a �xed element of multiplicative order q, that isgq = 1 and q 6= 1 which is publicly known. To sign a message � 2 M,one chooses a random integer k 2 IF�q usually called the nonce, andwhich must be kept secret. One then de�nes the following two elementsof IFq: r(k) = �jgkkp�qs(k; �) = jk�1 (h(�) + �r(k))kqThe pair (r(k); s(k; �)) is the DSA signature of the message � with anonce k. In general, q has bit-length 160 and p has bit-length between512 and 1024.1.2. Former resultsThe security of DSA relies on the hardness of the discrete logarithmproblem in prime �elds and it subgroups. Under slight modi�cationsand the random oracle model [3], the security of DSA (with respect toadaptive chosen-message attacks) can be proved relative to the hardnessof discrete logarithm (see [7]). The well-known random oracle modelassumes that the hash function behaves as a random oracle, that is, itsvalues are independent and uniformly distributed.However, serious precautions must be taken when using DSA. It wasnoticed by Vaudenay [29] that the primes p and q need to be validated,for one could forge signature collisions otherwise. Special care must betaken with the nonce k. It is well-known that if k is disclosed, then
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3the secret key � can easily be recovered. It was shown by Bellare etal. [2] that one can still recover � if the nonce k is produced by Knuth'slinear congruential generator with known parameters, or variants. Thatattack is provable under the random oracle model, and relies on Babai'sapproximation algorithm [1] for the closest vector problem (CVP) ina lattice, which is based on the celebrated LLL algorithm [15]. Theattack does not work if the parameters of the generator are unknown.Recently, Howgrave-Graham and Smart [12] introduced a di�erentscenario. Suppose that for a reasonable number of signatures, a smallfraction of the corresponding nonce k is revealed. For instance, supposethat the ` least signi�cant bits of k are known. Howgrave-Graham andSmart proposed in [12] several heuristic attacks to recover the secret keyin such setting and variants (known bits in the middle, or dispatched inseveral blocks) when ` is not too small. Like [2], the attacks are basedon LLL-based Babai's CVP approximation algorithm [1]. However,the attacks of [2] and [12] are quite di�erent. Howgrave-Graham andSmart followed an applied approach. The attack used several heuristicassumptions which did not allow precise statements on its theoreticalbehaviour. It was assumed that the DSA signatures followed a perfectlyuniform distribution, that some lattice enjoyed some natural howeverheuristic property, and that Babai's algorithm behaves much betterthan theoretically guaranteed. Consequently, it was hard to guess whatwere the limitations of the attack such as how small could ` be inpractice, and what could be proved.1.3. Our resultsIn this paper, we present the �rst provable polynomial-time attackagainst DSA when the nonces are partially known, under two reason-able assumptions: the size of q should not be too small compared to p,and the probability of collisions for the hash function h should not betoo large compared to 1=q. More precisely, under these conditions, weshow that if for a certain (polynomially bounded) number of randommessages � 2 M and random nonces k 2 [1; q � 1] about log1=2 q leastsigni�cant bits of k are known, then in polynomial time one can recoverthe signer's secret key �. The result holds more generally for any seriesof consecutive bits of k, such as the most signi�cant bits. The number ofbits can be decreased to 2 if one further assumes access to ideal latticereduction (namely, an oracle for the closest vector problem for thein�nity norm). Such an assumption is realistic in low dimension despiteNP-hardness results on lattice problems, due to the well-known ex-
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4perimental fact that state-of-the-art lattice basis reduction algorithmsbehave much better than theoretically guaranteed.Our attack has been validated experimentally. Using a standardworkstation, we could most of the time recover in a few minutes thesigner's DSA 160-bit secret key when only ` = 3 least signi�cant bitsof the nonces were known for about 100 signatures. Interestingly, thisimproves the experimental results of [12], where the best experimentcorresponded to ` = 8, and where it was suggested that ` = 4 wasimpossible.It should be pointed out that the study of the security of DSAin such settings might have practical implications. Indeed, Bleichen-bacher [4] recently noticed that in AT&T's CryptoLib version 1.2 (awidely distributed cryptographic library), the implementation of DSAsu�ers from the following 
aw: the random nonce k is always odd,thus leaking its least signi�cant bit. Apparently, this is because thesame routine is used in the implementation of the El Gamal signaturescheme, for which k must be coprime with p� 1, and thus necessarilyodd. Our results do not show that CryptoLib's DSA implementationcan be broken, but they do not rule out such a possibility either, evenwith the same attack. In fact, they indicate a potential weakness in thisimplementation.1.4. Overview of our attackOur attack follows Nguyen's approach [19] that reduces the DSA prob-lem to a variant of hidden number problem (HNP) introduced in 1996by Boneh and Venkatesan [5, 6]. HNP can be stated as follows: recovera number � 2 IFq such that for many known random t 2 IFq a certainnumber ` of the most signi�cant bits of b�tcq are known. Here, thenotion of most signi�cant bits is tailored to modular residues and doesnot match the usual de�nition for integers. In [5], the ` most signi�-cant bits of an element x 2 IFq are de�ned as an integer v such that(v � 1)q=2` � x < vq=2`: Note that from such an integer v, one canderive an integer u such thatjx� uj � q=2`+1: (1)For convenience, any such integer u will be denoted MSB`;q(x). Remarkthat ` in the inequality (1) needs not be an integer.The connection between the DSA problem and HNP can easily beexplained. Assume that we know the ` least signi�cant bits of a noncek 2 IF�q . That is, we are given an integer a such that 0 � a � 2` � 1
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5and k� a = 2`b for some integer b � 0. Given a message � signed withthe nonce k, the congruence�r(k) � s(k; �)k � h(�) (mod q);can be rewritten for s(k; �) 6= 0 as:�r(k)2�`s(k; �)�1 � �a� s(k; �)�1�h(�)2�` + b (mod q): (2)Now de�ne the following two elementst(k; �) = j2�`r(k)s(k; �)�1kqu(k; �) = j2�` �a� s(k; �)�1�h(�)kqand remark that both t(k; �) and u(k; �) can easily be computed bythe attacker from the publicly known information. Recalling that 0 �b � q=2`, we obtain b�t(k; �)� u(k; �)cq < q=2`: (3)Thus, the ` most signi�cant bits of b�t(k; �)cq are revealed. Collectingseveral relations of this kind for several pairs (k; �), the problem ofrecovering the secret key � is thus a hidden number problem in whichthe distribution of the multiplier t(k; �) is not necessarily perfectlyuniform, and which at �rst sight seems hard to study. This problem ofrecovering will be called DSA{HNP in the rest of the paper. A similarargument works if, more generally, we are given consecutive bits at aknown position. For instance, if we are given the ` most signi�cant bitsof k, that is, an element a such that 0 � k � a � q=2` then we haveb�T (k; �) � U(k; �)cq < q=2`: (4)withT (k; �) = jr(k)s(k; �)�1kq; U(k; �) = j�a� s(k; �)�1�h(�)kq:To solve DSA{HNP, we apply a lattice-based algorithm proposed byBoneh and Venkatesan in [5], which relies on a simple reduction fromHNP to CVP. This polynomial-time algorithm, which we will call BV,is again based on Babai's CVP approximation algorithm. It provablysolves HNP when ` � log1=2 q + log log q. That result is often citedas the only positive application known of the LLL algorithm, becauseit enabled Boneh and Venkatesan to establish in [5] some results on
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6the bit-security of the Di�e{Hellman key exchange and related cryp-tographic schemes. However, in the latter application, the distributionof the multipliers t is not perfectly uniform, making some of the state-ments of [5] incorrect. This led Gonz�ales Vasco and Shparlinski [10] toextend results on the BV algorithm to the case where t is randomlyselected from a subgroup of IF�q, to obtain rigorous statements on thebit-security of the Di�e{Hellman key exchange and related schemes(see also [11]).In DSA{HNP as well, the distribution of the multiplier t(k; �) is notnecessarily perfectly uniform. Hence, we present another extension ofthe results of [5] on the BV algorithm using the notion of discrepancy,in the spirit of that of [10, 11]. To achieve the proof of our attack, weshow using exponential sum techniques that the DSA signatures followsome kind of uniform distribution.1.5. Structure of the paper and notationThe paper is organized as follows. In Section 2, we review a few facts onlattices and the hidden number problem, and we present two extensionsof [5, Theorem 1] where the multipliers can have imperfect uniform dis-tribution. In Section 3, we obtain uniformity results on the distributionof DSA signatures, which might be of independent interest. Finally, inSection 4, we collect the aforementioned results and apply it to DSA.Throughout the paper the implied constants in symbols `O' mayoccasionally, where obvious, depend on the small positive parameter "and are absolute otherwise; they all are e�ective and can be explicitlyevaluated.We use [�; �] and ]�; �[ to denote the closed and open intervals,respectively.As usual, Pr(E) denotes the probability of an event E .For a real x, bxc denotes the integer part of x, that is the integer nsuch that n � x < n+ 1. dxe is the integer n such that n � x > n� 1.Finally, we de�ne the absolute value modulo q of an integer n as:jnjq = minb2ZZ jn� bqj = minfbncq; q � bncqg:
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72. Lattices and the Hidden Number Problem2.1. Background on latticesAs in [5], our results rely on rounding techniques in lattices. We brie
yreview a few results and de�nitions. For general references on latticetheory and its important cryptographic applications, we refer to therecent survey [20].Let fb1; : : : ;bsg be a set of linearly independent vectors in IRs. Theset of vectors L = ( sXi=1 nibi j ni 2 ZZ) ;is called an s-dimensional full rank lattice. The set fb1; : : : ;bsg is calleda basis of L, and L is said to be spanned by fb1; : : : ;bsg.A basic lattice problem is the closest vector problem (CVP): givena basis of a lattice L in IRs and a target u 2 IRs, �nd a lattice vectorv 2 L which minimizes the Euclidean norm ku � vk among all latticevectors. CVP generally refers to the Euclidean norm, but of course,other norms are possible as well: we denote CVP1 the problem cor-responding to the in�nity norm. Both CVP and CVP1 are NP-hard(see [20] for references). We call CVP1-oracle any algorithm that solvesCVP exactly. Babai's nearest plane algorithm [1] is a polynomial-timeapproximation algorithm for CVP: given as input a lattice L in Qs andu 2 Qs, it outputs v 2 L such that for allw 2 L, ku�vk � 2s=4ku�wk.The algorithm is based on the celebrated LLL lattice basis reductionalgorithm [15]. See also [23] for some more recent and stronger results.2.2. The Hidden Number ProblemWe sketch the Boneh and Venkatesan algorithm (BV) proposed in [5] tosolve the hidden number problem (HNP). Our presentation is slightlydi�erent from that of [5]. Consider an instance of HNP: let t1; : : : ; tdbe chosen uniformly and independently at random in IF�q, and ui =MSB`;q(b�ticq). Given t1; : : : ; td, u1; : : : ; ud `, and q, we wish to �ndthe hidden number �. Recall that by de�nition, jui�b�ticqj < q=2`+1.The BV algorithm is based on a lattice interpretation of those d in-equalities: a vector derived from the ui's is exceptionally close to aparticular lattice vector related to the hidden number �. This is doneby considering the (d+1)-dimensional lattice L(q; `; t1; : : : ; td) spanned
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8by the rows of the following matrix:0BBBBBBB@ q 0 � � � 0 00 q . . . ... ...... . . . . . . 0 ...0 : : : 0 q 0t1 : : : : : : td 1=2`+1
1CCCCCCCA : (5)Notice that the row vector h = (b�t1cq; : : : ; b�tdcq; �=2`+1) belongs toL(q; `; t1; : : : ; td), since it can be obtained by multiplying the last rowvector by � and then subtracting appropriate multiples of the �rst drow vectors. Since this vector discloses the hidden number �, we callit the hidden vector. The hidden vector is very close to the row vectoru = (u1; : : : ; ud; 0). Indeed, since jui � b�ticqj < q=2`+1 and 0 � � < q,we have: kh� uk1 < q=2`+1:The choice of the (d + 1) � (d+ 1) entry in the matrix (5) was madeto balance the size of the entries of h� u.The BV algorithm applies Babai's nearest plane algorithm [1] to thelattice L(q; `; t1; : : : ; td) and the target vector u, which of course canboth be built from available information. This yields a lattice point vthat must satisfy:ku� vk � 2(d+1)=4ku� hk � (d+ 1)1=22(d+1)=4q=2`+1:Thus, the lattice vector h� v satis�es:kh� vk1 � kh� uk1 + ku� vk � q �1 + (d+ 1)1=22(d+1)=4�2`+1 :This means, that if ` is not too small, h�v is a very short lattice vec-tor. Intuitively, only very particular lattice vectors should have in�nitynorm less than q=21+� . The following lemma (which is actually the coreof [5, Theorem 5]) formalizes this intuition by characterizing all shortvectors in L(q; `; t1; : : : ; td):LEMMA 1. Let � be a �xed integer in the range [1; q � 1], ` � 0,and � > 0 . Choose integers t1; : : : ; td uniformly and independently atrandom in the range [1; q � 1]. Then with probability P � 1 � q=2d�,all vectors w in L(q; `; t1; : : : ; td) such that kwk1 � q=21+� are of theform w = (0; ::::; 0; �=2`+1);where � � 0 (mod q).
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9Proof. Let w 2 L(q; `; t1; : : : ; td). By de�nition of the lattice, there existintegers �; z1; : : : ; zd such thatw = (�t1 � z1q; : : : ; �td � zdq; �=2`+1): (6)If � � 0 (mod q), then each �ti� ziq is a multiple of q, and therefore,kwk1 � q=21+� implies that each �ti � ziq is zero, so that:w = (0; : : : ; 0; �=2`+1):Hence, to achieve the proof of the lemma, it su�ces to prove that theprobability P that there exists an integer � 6� 0 (mod q) and integersz1; : : : ; zd such that kwk1 � q=21+� (where w is de�ned by (6) ), isless than q=2d� .For any � 6� 0 (mod q), denote by E(�) the event that there existintegers z1; : : : ; zd such that kwk1 � q=21+� . Obviously, if j�ti�ziqj �q=21+� then j�tijq � q=21+� (recall the de�nition jnjq = minfbncq; q �bncqg in Section 1.5). Hence, the probability of E(�) is less than theprobability that for all i, j�tijq < q=21+� . It follows by independenceof the ti's, that Pr(E(�)) � p(�; q)d, if p(�; q) denotes the probabilitythat j�tjq � q=21+� for t uniformly chosen in [1; q � 1]. By de�nition,p(�; q) = 1� Pr �q=21+� < b�tcq < q � q=21+�� :Since � 6� 0 (mod q), and t is uniformly chosen in [1; q � 1], b�tcq isuniformly chosen in [1; q � 1], implying that:p(�; q) = 1� bq � q=21+�c � dq=21+�e+ 1q � 1� 1� q � q=2� + 1q � 1 = q � 21+�2�(q � 1) � 12� :Hence, the probability of E(�) is less than 1=2d� . Finally, notice thatE(�) occurs only if E(b�cq) occurs, so thatP � q�1X�=1Pr(E(�));from which the result follows. utNow, if h�v is su�ciently short to satisfy the condition of Lemma 1,the hidden number � can easily be derived from the last coordinate of vbecause of h. A straightforward computation shows that the conditionis satis�ed for all su�ciently large q, if ` = dlog1=2 qe+ dlog log qe and
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10d = 2dlog1=2 qe. Thus, with these parameters, the polynomial-time BValgorithm recovers with high probability �, which is formalized by [5,Theorem 1].2.3. Extending the Hidden Number ProblemAs we have seen, the correctness of the BV algorithm relies on Lemma 1.We would like to generalize Lemma 1 to cases where the multiplier thas not necessarily perfectly uniform distribution. A simple look at theproof of Lemma 1 shows that the distribution of t only intervenes inthe upper bounding of the probability p(�; q) that j�tjq � q=21+� . Weneed p(�; q) to be less than a constant strictly less than 1. We rewritep(�; q) as: p(�; q) = 1� Pr �q=21+� < b�tcq < q � q=21+��= 1� Pr b�tcqq 2 � 121+� ; 1� 121+� �! :This suggests to use the classical notion of discrepancy [8, 14, 21]. Recallthat the discrepancy D(�) of an N -element sequence � = f
1; ; : : : ; 
Ngof elements of the interval [0; 1] is de�ned asD(�) = supJ�[0;1] ����A(J;N)N � jJ j���� ;where the supremum is extended over all subintervals J of [0; 1], jJ j isthe length of J , and A(J;N) denotes the number of points 
n in J for0 � n � N � 1. The term b�tcq=q in our expression of p(�; q) suggeststhe following de�nition.We say that a �nite sequence T of integers is �-homogeneously distributed modulo q if for any integer a coprime with qthe discrepancy of the sequence fbatcq=qgt2T is at most �. Indeed, if t isnow chosen uniformly at random from a �-homogeneously distributedmodulo q sequence T , then by de�nition:Pr b�tcqq 2 � 121+� ; 1� 121+� �! � ����� 121+� ; 1� 121+� ������� = 1� 12���:This obviously leads to the following generalization of Lemma 1:LEMMA 2. Let � be a �xed integer in the range [1; q � 1], ` � 0,and � > 0 . Choose integers t1; : : : ; td uniformly and independentlyat random from a �-homogeneously distributed modulo q sequence T .
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11Then with probability at least 1�q(1=2�+�)d, all w in L(q; `; t1; : : : ; td)such that kwk1 � q=21+� are of the formw = (0; ::::; 0; �=2`+1);where � � 0 (mod q).Using Lemma 2, we easily obtain a generalization of [5, Theorem 1]:LEMMA 3. For a prime q, de�ne ` = dlog1=2 qe + dlog log qe, andd = 2 llog1=2 qm. Let T be a 2� log1=2 q-homogeneously distributed moduloq sequence of integer numbers. There exists a deterministic polynomialtime algorithm A such that for any �xed integer � in the interval [0; q�1], given a prime q and 2d integersti and ui = MSB`;q �b�ticq� ; i = 1 : : : ; d;its output satis�es for su�ciently large qPrx1;:::;xd2T [A (q; t1; : : : ; td;u1; : : : ; ud) = �] � 1� 2�(log log q) log1=2 qif t1; : : : ; td are chosen uniformly and independently at random fromthe elements of T .Proof. We simply follow the sketch of Section 2.2. The algorithm A ap-plies Babai's nearest plane algorithm [1] to the lattice L(q; `; t1; : : : ; td)spanned by the rows of the matrix (5) , and the target vector u =(u1; : : : ; ud; 0). The algorithm A outputs b�cq where �=2`+1 is the lastentry of the vector v yielded by Babai's algorithm.We now analyze the correctness of A. Letting the lattice vectorh = (b�t1cq; : : : ; b�tdcq; �=2`+1), the lattice vector v must satisfy:ku� vk � 2(d+1)=4ku� hk:Since kh� uk1 < q=2`+1, we obtain:kh� vk1 � q �1 + (d+ 1)1=22(d+1)=4�2`+1 :So we let � = `� log(1+(d+1)1=22(d+1)=4) to have kh�vk1 � q=21+� .For su�ciently large q:� � log1=2 q + log log q � d+ 24 � 12 log(d+ 1)� log1=2 q + log log q � 2 log1=2 q + 44 � 12 log �2 log1=2 q + 3�� 0:5 log1=2 q + 0:7 log log q:
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12Thus, h � v satis�es the assumption of Lemma 2, and therefore, Aoutputs the hidden number � with probability at least1� q(2�� + 2� log1=2 q)d:For su�ciently large q:log �2�� + 2� log1=2 q� � log �2�0:5 log1=2 q�(0:5+0:1) log log q + 2� log1=2 q�� �0:5 log1=2 q � 0:7 log log q+ log �1 + 2�0:5 log1=2+0:7 log log q�� �0:5 log1=2 q � 0:5 log log q:Hence, for su�ciently large q:log�q �2�� + 2� log1=2 q�d� � log q + log1=2 q �� log1=2 q � log log q�= �(log log q) log1=2 q:This achieves the proof. utSince our results apply lattice reduction, it is interesting to know howour results are a�ected if ideal lattice reduction is available, due to thewell-known experimental fact that lattice basis reduction algorithmsbehave much better than theoretically guaranteed, despite NP-hardnessresults for most lattice problems (see [20]). The methodology of Sec-tion 2.2 is more adapted to the in�nity norm than the Euclidean norm,so the following result is an improved version of Lemma 3, when aCVP1-oracle is available:LEMMA 4. Let � > 0 be �xed. For a prime q, de�ne ` = 1 + �, andd = �83��1 log q� :Let T be a f(q)-homogeneously distributed modulo q sequence of integernumbers, where f(q) is any function with f(q) ! 0 as q ! 1. Thereexists a deterministic polynomial time algorithm A using a CVP1-oracle (in dimension d + 1) such that for any �xed integer � in theinterval [0; q � 1], given a prime q and 2d integersti and ui = MSB`;q �b�ticq� ; i = 1 : : : ; d;its output satis�es for su�ciently large qPrx1;:::;xd2T [A (q; t1; : : : ; td;u1; : : : ; ud) = �] � 1� 1q
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13if t1; : : : ; td are chosen uniformly and independently at random fromthe elements of T .Proof. We follow the proof of Lemma 3, and replace Babai's algorithmby a CVP1-oracle. This time, we have:kh� vk1 � q2` = q21+� :Applying Lemma 2, we obtain that the probability of success of thealgorithm is at least 1�q(1=2� +f(q))d. For su�ciently large q, 1=2�+f(q) � 1=23�=4, so that:(1=2� + f(q))d � 1=23d�=4 � 1=22 log q;from which the result follows. utIt is worth noting that in Lemma 4 the assumption on the distribu-tion of T is quite weak, which explains why in practice, attacks basedon variants of HNP are likely to work (as illustrated in [12, 19]). Infact, only a non-trivial upper bound on the number of fractions batcq=q,t 2 T in a given interval is really needed (rather than the much strongerproperty of homogeneous distribution modulo q).3. Distribution of Signatures Modulo qFrom the previous section, it remains to study the distribution of signa-tures. In this section, we obtain uniformity results on the distributionof t(k; �) modulo q, which might be of independent interest.3.1. Preliminaries on exponential sumsLet ep(z) = exp(2�iz=p) and eq(z) = exp(2�iz=q). One of our maintools is the Weil bound on exponential sums with rational functionswhich we present in the following form given by [17, Theorem 2].LEMMA 5. For any polynomials g(X); f(X) 2 IFq[X] such that therational function F (X) = f(X)=g(X) is not constant on IFq, the bound������ X�2IFq �eq (F (�))������ � (maxfdeg g ;deg fg+ u� 2) q1=2 + �
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14holds, where P� means that the summation is taken over all � 2 IFqwhich are not poles of F (X) and(u; �) = � (v; 1); if deg f � deg g;(v + 1; 0); if deg f > deg g;and v is the number of distinct zeros of g(X) in the algebraic closureof IFp.We also need some estimates from [13] of exponential sums with ex-ponential functions. In fact we present them in the somewhat simpli�edforms similar to those given in [10].LEMMA 6. Let Q be a su�ciently large integer. For any " > 0 thereexists � > 0 such that for any element g 2 IFp of multiplicative orderT � p1=3+" the bound maxgcd(c;p)=1 �����T�1Xx=0 ep (cgx)����� � T 1��holds.Proof. The result follows immediately from the estimatemaxgcd(c;p)=1 �����T�1Xx=0 ep (cgx)����� = O (B(T; p)) ;where B(T; p) = 8><>: p1=2; if T � p2=3;p1=4T 3=8; if p2=3 > T � p1=2;p1=8T 5=8; if p1=2 > T � p1=3;which is essentially [13, Theorem 3.4]. utLEMMA 7. Let Q be a su�ciently large integer. For any " > 0 thereexists � > 0 such that for all primes p 2 [Q; 2Q], except at most Q5=6+"of them, and any element gp;T 2 IFp of multiplicative order T � p" thebound maxgcd(c;p)=1 �����T�1Xx=0 ep �cgxp;T������ � T 1��holds.
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15Proof. For each prime p � 1 (mod T ) we �x an element gp;T of mul-tiplicative order T . Then [13, Theorem 5.5] claims that for any U > 1and any integer � � 2, for all primes p � 1 (mod T ) except at mostO(U= logU) of them, the boundmaxgcd(c;p)=1 �����T�1Xx=0 ep �cgxp;T������ = O �Tp1=2�2 �T�1=� + U�1=�2�� ;holds. We remark that the value of the above exponential sum does notdepend on the particular choice of the element gp;T .Taking � = �1"�+ 1 and U = Q1=2+"=2;after simple computation we obtain that there exists some � > 0,depending only on ", such that for any �xed T � Q"=2 the boundmaxgcd(c;p)=1 �����T�1Xx=0 ep �cgxp;T������ � T 1��;holds for all except O(Q1=2+"=2) primes p � 1 (mod T ) in the intervalp 2 [Q; 2Q]. As it follows from Lemma 6, a similar bound also holds forT � Q1=3+"=2. So the total number of exceptional primes p for whichthe bound of the lemma does not hold for at least one T � p" > Q"=2is O �Q5=6+"�. ut3.2. Distribution of r(k)For any integer � 2 [0; q�1], we denote by N(�) the number of solutionsof the equation r(k) = �; k 2 [1; q � 1]:LEMMA 8. Let Q be a su�ciently large integer. The following state-ment holds with # = 1=3 for all primes p 2 [Q; 2Q], and with # = 0 forall primes p 2 [Q; 2Q] except at most Q5=6+" of them. For any " > 0there exists � > 0 such that for any element g 2 IFp of multiplicativeorder q � p#+" the boundN(�) = O �q1��� ; � 2 [0; q � 1];holds.
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16Proof. Let L = �p� �� 1q � :We remark that N(�) is the number of solutions k 2 [1; q � 1] of thecongruencegk � qx+ � (mod p); k 2 [1; q � 1]; x 2 [0; L]:Using the identity (see Exercise 11.a in [30, Chapter 3])p�1Xc=0 ep (cu) = � 0; if u 6� 0 (mod p);p; if u � 0 (mod p);we obtainN(�) = 1p q�1Xk=1 LXx=0 p�1Xc=0 ep �c �gk � qx� ���= 1p p�1Xc=0 ep (�c�) q�1Xk=1 ep �cgk� LXx=0 ep (�cqx) :Separating the term(q � 1)(L+ 1)p � (q � 1)(p=q + 1)p � 2corresponding to c = 0, we deriveN(�) � 2 + 1p p�1Xc=1 ������q�1Xk=1 ep �cgk������� ����� LXx=0 ep (�cqx)������ 2 + 1p p�1Xc=1 ������q�1Xk=1 ep �cgk������� ����� LXx=0 ep (cqx)����� :Combining Lemmas 6 and 7 to estimate the sum over k 2 [1; q � 1](certainly the missing term corresponding to k = 0 does not changethe order of magnitude of this sum) with the estimatep�1Xc=1 ����� LXx=0 ep (cqx)����� = p�1Xc=1 ����� LXx=0 ep (cx)����� = O(p log p);see Exercise 11.c in [30, Chapter 3], we obtain the desired result. utIn particular, denote by S the set of pairs (k; �) 2 [1; q�1]�M withs(k; �) 6= 0 (that is, the set of pairs (k; �) for which the congruence (2)holds and thus t(k; �) is de�ned). ThenjSj = qjMj �1 +O �q���� (7)
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17for all p and q satisfying the conditions of Lemma 8.3.3. Distribution of t(k; �)For a hash function h : M ! IFq we also denote by W the numberof pairs (�1; �2) 2 M2 with h(�1) = h(�2). Thus, W=jMj2 is a prob-ability of a collision and our results are nontrivial under a reasonableassumption that this probability is of order of magnitude close to 1=q.First of all, we need to estimate exponential sums with the multi-pliers t(k; �):LEMMA 9. Let Q be a su�ciently large integer. The following state-ment holds with # = 1=3 for all primes p 2 [Q; 2Q], and with # = 0 forall primes p 2 [Q; 2Q] except at most Q5=6+" of them. For any " > 0there exists � > 0 such that for any element g 2 IFp of multiplicativeorder q � p#+" the boundmaxgcd(c;q)=1 ������ X(k;�)2S eq (ct(k; �))������ �W 1=2q3=2��holds.Proof. For each � 2 M we denote by K� the set of k 2 [1; q � 1] forwhich (k; �) 2 S.We consider a c0 2 IF�q corresponding to the largest exponential sumof interest to us. We denote� = ������ X(k;�)2S eq (c0t(k; �))������ = maxgcd(c;q)=1 ������ X(k;�)2S eq (ct(k; �))������ :We have � � X�2M ������ Xk2K� eq (t(k; �))������ :For � 2 IFq we denote by H(�) the number of � 2 M with h(�) = �.We also de�ne the integer a 2 [1; q � 1] by the congruence a � 2�`c0(mod q). Then� = X�2IFqH(�) ������� q�1Xk=1�r(k)6��� (mod q) eq �a kr(k)�+ �r(k)�������� :
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18Applying the Cauchy inequality we obtain�2 � X�2IFqH(�)2 X�2IFq ������� q�1Xk=1�r(k)6��� (mod q) eq �a kr(k)�+ �r(k)��������2 : (8)First of all we remark thatX�2IFqH(�)2 =W: (9)Furthermore,X�2IFq ������� q�1Xk=1�r(k)6��� (mod q) eq �a r(k)�+ �r(k)��������2= X�2IFq q�1Xk=1�r(k)6��� (mod q)� q�1Xm=1�r(m)6��� (mod q) eq �a� kr(k)�+ �r(k) � mr(m)�+ �r(m)��= q�1Xk;m=1 X�2IFq �eq �a� kr(k)�+ �r(k) � mr(m)�+ �r(m)�� ;where, as in Lemma 5, the symbol P� means that the summation inthe inner sum is taken over all � 2 IFq with� 6� ��r(k) (mod q) and � 6� ��r(m) (mod q):It is easy to see that if r(k) 6= r(m) then the rational functionFk;m(X) = kr(k)X + �r(k) � mr(m)X + �r(m)is not constant in IFq. If r(k) = r(m) thenFk;m(X) = (k �m)r(k)X + �r(k) :Thus it is constant only if k = m or r(k) = r(m) = 0. From Lemma 8we see that the number of such pairs is O �q2�2� + q� for some � > 0
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19for which we estimate the sum over � trivially as q. For other pairs(k;m) 2 [1; q � 1]2 we use Lemma 5 gettingX�2IFq ������� q�1Xk=1�r(k)6��� (mod q) eq �a r(k)�+ �r(k)��������2 = O ��q2�2� + q� q + q5=2�= O �q3�2��(without loss of generality we may assume that � < 1=4). Substitutingthis estimate and the identity (9) in (8) we obtain the desired state-ment. utLEMMA 10. Let Q be a su�ciently large integer. The following state-ment holds with # = 1=3 for all primes p 2 [Q; 2Q], and with # = 0for all primes p 2 [Q; 2Q] except at most Q5=6+" of them. For any" > 0 there exists � > 0 such that for any element g 2 IFp of multi-plicative order q � p#+" the sequence t(k; �), (k; �) 2 S, is 2� log1=2 q-homogeneously distributed modulo q provided thatW � jMj2q1�� :Proof. Let us �x an integer a coprime with q. According to a generaldiscrepancy bound, given by [21, Corollary 3.11] for the discrepancy Dof the set (bat(k; �)cqq : (k; �) 2 S)we have D � log qjSj maxgcd(c;q)=1 ������ X(k;�)2S eq �cbat(k; �)cq�������� log qjSj maxgcd(c;q)=1 ������ X(k;�)2S eq (cat(k; �))������� log qjSj maxgcd(c;q)=1 ������ X(k;�)2S eq (ct(k; �))������ :Applying Lemma 9 and the bound (7) we obtainD = O �W 1=2q1=2��jMj�1� = O(q��=2) = o(2� log1=2 q)
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20and the desired result follows. ut4. Insecurity of the Digital Signature Algorithm4.1. Theoretical resultsIt now su�ces to collect the previous results. For an integer ` we de�nethe oracle O` which, for any given DSA signature (r(k); s(k; �)), k 2[0; q�1], � 2M, returns the ` least signi�cant bits of k. Combining (3), Lemma 3 and Lemma 10, we obtain:THEOREM 11. Let Q be a su�ciently large integer. The followingstatement holds with # = 1=3 for all primes p 2 [Q; 2Q], and with# = 0 for all primes p 2 [Q; 2Q] except at most Q5=6+" of them. Forany " > 0 there exists � > 0 such that for any element g 2 IFp ofmultiplicative order q � p#+", and any hash function h withW � jMj2q1�� ;given an oracle O` with ` = llog1=2 qm+ dlog log qe, there exists a prob-abilistic polynomial time algorithm to recover the signer's DSA secretkey �, from O �log1=2 q� signatures (r(k); s(k; �)) with k 2 [0; q�1] and� 2M selected independently and uniformly at random. The probabilityof success is at least 1� 2�(log log q) log1=2 q.Proof.We choose k 2 [0; q�1] and � 2M independently and uniformlyat random and ignore pairs (k; �) 62 S. It follows from (7) that theexpected number of choices in order to get d pairs (k; �) 2 S is d +O �dq��� for some � > 0 depending only on " > 0.Now, combining the inequality (3) , Lemma 10 and Lemma 3 weobtain our main result. utUsing the inequality (3) one can also obtain a similar result forthe oracle returning ` most signi�cant bits of k. Oracles returning `consecutive bits in the middle can be studied as well.If a CVP1-oracle is available, the number of required bits ` =llog1=2 qm + dlog log qe can be decreased to 2 due to Lemma 4. Thedimension of the lattice used by the oracle is d+ 1, where the numberd of required signatures is O(log q). More precisely we have:
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21THEOREM 12. Let Q be a su�ciently large integer. The followingstatement holds with # = 1=3 for all primes p 2 [Q; 2Q], and with# = 0 for all primes p 2 [Q; 2Q] except at most Q5=6+" of them. Forany " > 0 there exists � > 0 such that for any element g 2 IFp ofmultiplicative order q � p#+", and any hash function h withW � jMj2q1�� ;given an oracle O` with ` = 2 and a CVP1-oracle for the dimensiond+ 1 where d = �83 log q� ;there exists a probabilistic polynomial time algorithm to recover thesigner's DSA secret key �, from d signatures (r(k); s(k; �)) with k 2[0; q � 1] and � 2 M selected independently and uniformly at random.The probability of success is at least 1� q�1.If we restrict to (modular) most signi�cant bits instead of least sig-ni�cant bits, it makes sense to use a \fractional" number of bits, whichmeans that ` in (1) needs not be an integer. Then the value of ` canbe further decreased to ` = 1+ � for any � > 0, with d = O(��1 log q).4.2. Experimental resultsWe report experimental results on the attack obtained with the NTLlibrary [26] (see also [19]). The running time is less than half an hourfor a number of signatures d less than a hundred, on a 500 MHz DECAlpha. We used a 160-bit prime q, and a 512-bit prime q. For eachchoice of parameters size, we run the attack several times on newlygenerated parameters (including the prime q and the multipliers of theDSA{HNP). Each trial is referred as a sample. Using Babai's nearestplane algorithm and Schnorr's Korkine-Zolotarev reduction [23, 25]with blocksize 20, we could break DSA with ` as low as ` = 4 andd = 70. More precisely, the method always worked for ` = 5 (a hundredsamples). For ` = 4, it worked 90% of the time over 100 samples. For` = 3, it always failed on about 100 samples, even with d = 100.We made additional experiments with the well-known embeddingstrategy (see [20]) and Schnorr's improved lattice reduction [23, 25] tosolve CVP. The embedding strategy heuristically reduces CVP to thelattice shortest vector problem. More precisely, if the CVP-instanceis given by the vector a = (a1; : : : ; ad) and a d-dimensional latticespanned by the row vectors bi = (bi;1; : : : ; bi;d) with 1 � i � d, the
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22embedding strategy builds the lattice L spanned by the rows of thefollowing matrix: 0BBBBBB@ b1;1 : : : b1;d 0b2;1 : : : b2;d 0... ... ...bd;1 : : : bd;d 0a1 : : : ad 1
1CCCCCCA :It is hoped that the shortest vector of L (or one of the vectors of thereduced basis) is of the form (a � u; 1) where u is a su�ciently closelattice vector we are looking for. Using that strategy, we were alwaysable to solve the DSA problem with ` = 3 and d = 100 (on more than 50samples). We always failed with ` = 2 and d = 150. In our experiments,to balance the coe�cients of the lattice, we replaced the coe�cient 1 inthe lowest right-hand entry by q=2`+1. When the attack succeeded, thevector (a � u; q=2`+1) (where u is a lattice point revealing the hiddennumber) was generally the second vector of the reduced basis.Our experimental bound is very close to that of Lemma 4. Webelieve it should be possible to reach ` = 2 in practice using a lat-tice basis reduction algorithm more suited to the in�nity norm (seefor instance [22]), especially since the lattice dimension is reasonable.In fact, even ` = 1 might be possible in practice, since the proof ofLemma 4 does not rule out such a possibility.5. Remarks5.1. Practical implications of our resultsFirst of all we note that the constants in our theoretical results aree�ective and can be explicitly evaluated. One can also �nd a precisedependence of � on " in the above estimates. In particular, it would beinteresting to obtain a non-asymptotic form of our theoretical resultsfor the range of p and q corresponding to the real applications of DSA,that is, when q is a 160-bit prime and p is a 512-bit prime, see [16, 28].The conditionW � jMj2q�1+� does not seem too restrictive, as onecould expect W � jMj2q�1 for any \good" hash function.It might be worth noting that Lemma 8 implies that r(k) takesexponentially many distinct values. Thus DSA indeed generates expo-nentially many distinct signatures. Certainly this fact has never beendoubted in practice but our results provide its rigorous con�rmation.
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23On the other hand, the bound q� implied by Lemma 8 on the numberof distinct values of r(k) falls far below the expected value of orderabout q. Obtaining such a lower bound is a very challenging questionwhich probably requires some advanced number theoretic tools.Finally, we observe that if for e�ciency reasons, one chooses a noncek with fewer bits than q (to speed up the exponentiation), then ourattack obviously applies. In fact, our results show that it is reallyessential to the security of DSA that the nonce k be generated by a cryp-tographically secure pseudo-random number generator. Any leakage ofinformation on k could prove dramatic.5.2. Related signature schemesOne might wonder to which extent our results also apply to DSA-related signature schemes (see [16, Section 11.5]), such as Schnorr's [24]or El Gamal's [9]. We follow the notations of Section 1.1.Recall that in Schnorr's signature scheme, the signature of a message� with a nonce k 2 IF�q is the pair (e; s) 2 IF2q de�ned as (the symbol kdenoting as usual concatenation):e(k; �) = h�� k jgkkp�s(k; �) = bk + �e(k; �)cqObviously, the same attack applies with di�erent multipliers. For in-stance, suppose that the ` least signi�cant bits of k are known for severalsignatures. Then, as in Section 1.4, it can be seen that recovering thesigner's secret key � is a hidden number problem with multipliert(k; �) = je(k; �)2�`kq:Under the random oracle model, t(k; �) has (perfect) uniform distribu-tion, making Lemmas 3 and 4 directly applicable. The same holds forany block of consecutive bits. Hence, our results are even simpler withSchnorr's signature scheme.In El Gamal's signature scheme, there is only one large prime p,and g is a generator of IF�p. The signature of a message � with a noncek 2 [1; p � 2] coprime with p� 1 is the pair (r; s) 2 [1; p � 1]2 de�nedas: r(k) = jgkkps(k; �) = jk�1(h(�)� �r(k))kp
PubDSA.tex; 24/06/2000; 18:20; p.23
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