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1 IntroductionThis paper addresses the relationship between three central questions in complexity theory. First, towhat extent can a problem be easier to solve for probabilistic algorithms than for deterministic ones?Secondly, what properties should a pseudo-random generator have so that its outputs are \randomenough" for the purpose of simulating a randomized algorithm? Thirdly, if solving one instance ofa problem is computationally di�cult, is solving several instances of the problem proportionatelyharder?Yao's seminal paper ([30]) was the �rst to show that these questions are related. Buildingon work by Blum and Micali ([7]) he showed how to build, from any cryptographically secureone-way permutation, a pseudo-random generator whose outputs are indistinguishable from trulyrandom strings to any reasonably fast computational method. He then showed that such a psuedo-random generator could be used to deterministically simulate any probabilistic algorithm withsub-exponential overhead.Blum, Micali, and Yao thus showed the central connection between \hardness" (the compu-tational di�culty of a problem) and \randomness" (the utility of the problem as the basis for apseudo-random generator to de-randomize computation).A completely di�erent approach for trading hardness and randomness was introduced by Nisanand Wigderson [25]. It allows hardness assumptions for much \harder" functions, namely functionsin EXP , deterministic exponential time. The best such trade-o�, appearing in [6], shows that if anyfunction in EXP requires circuit size 2n
(1) , then BPP � ~P (with ~P = DTIME(2(logn)O(1)). Inwords, under the natural hardness assumption above, randomness is just slightly useful in speedingcomputation, in that it can always be simulated deterministically with quasi-polynomial slow-down.The main consequence of our work is a signi�cantly improved trade-o�: if some function inE = DTIME(2O(n)) has worst-case circuit complexity 2
(n), then BPP = P . In other words,randomness never speeds computation by more than a polynomial amount unless non-uniformityalways helps computation more than polynomially for problems with exponential time complexity.This adds to a number of results showing which show that P = BPP follows either from a \hard-ness" result or an \easiness" result. On the one hand, there is a sequence of \hardness" assumptionsimplying P = BPP ([25], [4],[5]; this last, in work done independently from this paper, draws thesomewhat weaker conclusion that P = BPP follows from the existence of a function in E withcircuit complexity 
(2n=n). ) On the other hand, P = BPP follows from the easiness premiseP = NP [29],or even the weaker statement E = EH [6] (where EH is the alternating hierarchyabove E). We feel that from these results, the evidence favors using as a working conjecture thatP = BPP . However, it has not even been proved unconditionally that BPP 6= NE! This is a sadstate of a�airs, and one we hope will be recti�ed soon. One way our result could help do so is ifthere were some way of \certifying" random Boolean functions as having circuit complexity 2
(n).(See [28] for some discussion of this possibility.)The source of this improvement is in the key feature common to both general trade-o�s of[30] and of [25] - the ampli�cation of the hardness of a function. In both one needs to converta mildly hard function into one that is nearly unpredictable by circuits of a given size. The toolfor such ampli�cation was provided in the same paper of Yao, and became to be known as Yao'sXOR-Lemma. The XOR Lemma can be paraphrased as follows: Fix a non-uniform model ofcomputation (with certain closure properties) and a boolean function f : f0; 1gn ! f0; 1g. Assumethat any algorithm in the model of a certain complexity has a signi�cant probability of failure whenpredicting f on a randomly chosen instance x. Then any algorithm (of a slightly smaller complexity)that tries to guess the XOR f(x1)� f(x2)� � � �� f(xk) of k random instances x1; � � � ; xk won't do1



signi�cantly better than a random coin toss.The main source of \slack" in the best previous trade-o�s is the k fold increase of input sizefrom the mildly hard function to the unpredictable one, resulting from the independence of the kinstances. In this paper, we show that true independence of the instances is not necessary for aversion of the XOR Lemma to hold. Our main technical contribution is a way to pick k (pseudo-random) instances x1; � � � ; xk of a somewhat hard problem, using many fewer that kn random bits,but for which the XOR of the bits f(xi) is still almost as hard to predict as if the instances wereindependent. Indeed, for the parameters required by the aforementioned application, we use onlyO(n) random bits to decrease the prediction to exponentially small amount. Combining this withprevious techniques yileds the trade-o� above.Realizing that our task is basically a derandomization task should be comforting. Derandom-ization has become a major sub�eld of theoretical computer science, with a wealth of results andtechniques. The general recipie requires a careful study of the use of stochastic independence inthe probabilistic solution, often revealing \structure" which may be fooled by pseudo-random dis-tributions. The nice thing about this particular task is that this search seems to require new,di�erent proofs of the original XOR lemma, interesting in their own right. Impagliazzo's proof viathe Hard-Core theorem [16] enabled him to show that pairwise independent samples achieve somenontrivial ampli�cation (which we actually use). We give yet another proof of the lemma, based onan analysis of a simple \card guessing" game, which reveals two familiar requirements, for whichthe solutions (generators) are standard by now. One is the expander-walk generator of [1, 9, 19](used for deterministic ampli�cation) and the other is the nearly disjoint subset generator of [23](used for fooling constant depth circuits, as well as in [25]). Our generator is simply the XOR ofthese two generators, together with a proof that this combination does not ruin their respectiveproperties1.We conclude by putting our construction in a di�erent context. A version of Yao's XOR-Lemma is a prototypical example of a \direct product" theorem (for the Boolean circuit model).Intuitively, such results hold for a model of computation (and bounded complexity), if whenever afunction f cannot be predicted by the model with better probability than p, then the model cannotpredict f on k independent instances with better probability than p
(k). Such results exist for avariety of models besides circuits; Boolean decision trees [24], one-way communication complexity[17], 2-prover games [27] and recently also communication complexity [26]. Our result is the �rstderandomization of a direct product theorem. Such derandomization for other models is of interestfor the similar reasons, (sometimes to be combined with \help bits" results for lower bounds) whereinput size blow-up is has similar consequences. Indeed, this problem was studied for the 2-provergames model, motivated by achieving better impossibility of approximation results, until Feige andKilian [10] proved that in some formal sense derandomizing the Parallel Repetition Theorem of [27]is impossible. For which other models can direct product results be derandomized?2 De�nitions and HistoryIn this section, we give the background needed for the paper. For simplicity, we present the resultsfor the non-uniform Boolean circuit model of computation. Some analogs of both the historicalresults quoted and the new results in this paper hold for other models as well.1In some contrast to the message of this paper that XOR tends to scramble things2



2.1 Distibutional hardness of functionsIn this sub-section, we give the standard de�nitions of quantitative di�culty of a function for acertain distribution of inputs. The notion of hardness for a function with a small range, with theextreme case being a Boolean function, is slightly more complicated than that for general functions,since one can guess the correct value with a reasonable probability. However, the Goldreich-LevinTheorem ([11]) gives a way to convert hardness for general functions to hardness for Booleanfunctions.De�nition 2.1 Let m and ` be positive integers. Let f : f0; 1gm ! f0; 1g`. S(f), the worst-casecircuit complexity of f , is the minimum number of gates for a circuit C with C(x) = f(x) for everyx 2 f0; 1gm.Let � an arbitrary distribution on f0; 1gm, and let s be an integer. De�ne the success SUC�s (f)to be the maximum, over all Boolean circuits C of size at most s of Pr� [C(x) = f(x)]. Note thatif f can be exactly computed in size s (i.e., S(f) � s), then SUC�s (f) = 1 for any distribution.For the (important) case ` = 1 we de�ne the advantage ADV �s (f) = 2SUC�s (f) � 1. In bothnotations we replace the superscript � by A if � is the uniform distribution on a subset A � f0; 1gm.When � is uniform on f0; 1gm we eliminate the superscript altogether.The hard-core predicate result of Goldreich and Levin [11] allows a hardness result for a functionwith a linear-size output to be converted to a hardness result for a Boolean function.De�nition 2.2 Let f : f0; 1gm ! f0; 1g`. De�ne fGL : f0; 1gm�f0; 1g` ! f0; 1g by fGL(x; y) =<f(x); y >, where < �; � > denotes the inner product in GF (2). For a distribution � on f0; 1gm de�ne�GL on f0; 1gm � f0; 1g` be � on the �rst coordinate and uniform on the second, independently.The function fGL is called the Goldreich-Levin predicate for f .It is easy to see that ADV �GLs+O(m)(fGL) � SUC�s (f). (Use the inner product of your guess for fand y as the guess for the inner product bit. If your guess for f is correct, so is this guess. If not,the guessed bit is correct with probability 1=2.) The Goldreich-Levin hard core predicate theoremis a strong converse of this inequality. The following paraphrases the main result of [11] in ournotation:Theorem 2.3 [11] There are functions s0 = �O(1)s, � = �O(1) so that: for every function f anddistribution �, if SUC�s (f) � �, then ADV �GLs0 (fGL) � �.Note that if � = 1� 
, where 
 = o(1), then � = (1� 
)O(1) = 1�O(
). So between functions andpredicates that are only weakly unpredictable the above relationship gives quite tight bounds.2.2 Hardness versus RandomnessFor this section only, we use f; g; h to denote a Boolean function on strings of all lengths, and byfn; gn; hn their segments on n-bit strings. Also, let E = DTIME(2O(n)).The hardness versus randomness trade-o� we prove is stated formally below.Theorem 2.4 If there is a Boolean function f 2 E with S(fn) = 2
(n), then BPP = P .Fortunately, much of the way towards this theorem was made already, and this subsectiondetails this progress, focusing on what remains to be done.Nisan and Wigderson [25] showed how to simulate randomized algorithms e�ciently using anyproblem in exponential-time that is su�ciently di�cult for non-uniform circuits. Their resultprovides a wide trade-o�, but we will need only the following version.3



Theorem 2.5 [25] If there is a Boolean function f 2 E with ADVs(n)(fn) = 2�
(n) for somes(n) = 2
(n), then P = BPP .So we need a function with expoenential unpredictability. In [6], random self-reducibility ofEXP -complete functions was used, to \get started", namely generate a function with very mildunpredictability, from a function hard in the worst case. The premise in Theorem 2.4 regards E,so we state below is a (somewhat tighter) variant of their results for this class. It can be provedwith the same (by now standard) techniques, which we defer to the �nal paper. (The improvementis that our trasformation increases the input size by only a constant factor.)Theorem 2.6 If there is a Boolean function f 2 E with S(f) = 2
(n), then there is a functionh 2 E with SUCs(n)(hcn) � 1� n�2 for some constant c and some s(n) = 2
(n).Yao'sXOR lemma could then be used to amplify this mild hardness to the unpredictability levelrequired in Theorem 2.4. However, this increases input size by a polynomial amount, which meansthat the simulation will still only be quasi-polynomial. Our main contribution will be achievingthe same ampli�cation with only a linear increase in size. Our starting point is made a bit betterby the following partial ampli�cation of [16] (proved via Theorem 2.11).Theorem 2.7 [16] If h 2 E has SUC2
(n)(hn) � 1�n�2, then there is a g 2 E with SUC2
(n)(g2n) �2=3.To summarize, what remains is to, given a function with constant hardness against exponentiallylarge circuits, \amplify" this hardness to constant another function with an exponentially smalladvantage against exponentially large circuits. This must be done without blowing up the inputsize by more than a constant factor. This is our main technical contribution, stated formally inTheorem 2.12.2.3 Direct Product LemmasIn order to achieve the task stated at the end of the previous section we �rst state the classical Yao'sXOR Lemma, which accomplishes the ampli�cation of hardness, but at the expense of increasinginput size. We show its relation to other direct product lemmas, and give a de�nition of \de-randomized" direct product lemma. We discuss known pseudo-random direct product lemmas, andstate our ampli�cation result, which is proved in the remaining sections.Let g : f0; 1gn ! f0; 1g and assume SUCs(g) � 1 � �. In an information theoretic analog, wecould think of the value of g on a random input as being completely predictable with probability1� 2� and as being a random coin 
ip othehwise. Then the advantage of guessing the exclusive orof k independent copies of g would be (1� 2�)k, since if it were ever a random coin 
ip, we wouldbe unable to get any advantage in predicting the XOR.The XOR lemma is a computational manifestation of this intuition. De�ne g�(k) : (f0; 1gn)k !f0; 1g by g(x1; � � � ; xk) = g(x1)� � � � � g(xk).Theorem 2.8 [30],[20]. There are functions k; s0 of n; s; �; � with k = O(� log �=�), s0 = s(��)O(1)and so that, for any g : f0; 1gn ! f0; 1g with SUCs(g) � 1� �, we have: ADVs0(g�(k)) � �.Theorem 2.3 reduces the XOR lemma to the following \direct product" theorem, which requiresthe circuit to output all values of g(xi), rather than their exclusive-or.De�ne g(k) : (f0; 1gn)k ! f0; 1gk by g(x1; � � � ; xk) = (g(x1); � � � ; g(xk). Then4



Theorem 2.9 There are k = O(� log �=�), s0 = (��)O(1)s so that for any g : f0; 1gn ! f0; 1g withSUCs(g) � 1� �, we have: SUCs0(g(k)) � �,Note that the Goldreich-Levin predicate for g(k) is basically g�k=2, (The number of inputs isnot �xed at k=2 but a binomial distribution with expectation k=2; however, if we restrict r in theGoldreich-Levin predicate to have exactly k=2 1's, the bound on the advantage is almost the same.)Thus, combining Theorem 2.9 with Theorem 2.3 yields Theorem 2.8. We'll use this approach inthe rest of the paper: �rst show that computing f on many inputs is hard and then invoke Theorem2.3 to make the hard function Boolean.In the next section, we give a new proof of Theorem 2.9, which generalizes to distributions on~x which are not uniform and hence can be sampled from using fewer than nk random bits. Thisallows us to give some conditions which su�ce for such a pseudo-random distribution to have directproduct properties similar to the uniform distribution. We give a construction of such a pseudo-random generator which (for certain parameters of interest) uses only a linear number of bits tosample n n-bit inputs. We formalize the notion of a direct product result holding with respect toa pseudo-random generator as follows:De�nition 2.10 Let G be a function from f0; 1gm to (f0; 1gn)k. G is an (s; s0; �; �) direct productgenerator, if for every boolean function g with SUCs(g) � 1� �, we have:SUCs0(gk �G) � �(Here, the distribution is over uniformly chosen inputs to G.)Let s; s0; �;m; � and k be �xed functions of n, and let Gn be a polynomial-time computablefunction from f0; 1gm to (f0; 1gn)k. The family of functions G is called a (s; s0; �; �) direct productgenerator if each Gn is a (s(n); s0(n); �(n); �(n)) direct product generator.In this notation, [16] proved the following, which implies Theorem 2.7.Theorem 2.11 [16] There is a function G from f0; 1g2n to (f0; 1gn)n which, for any s = s(n),c � 1, is a (s; sn�O(1); O(n�(c�1)); n�c) direct product generator.The main technical contribution of this paper is the following:Theorem 2.12 For any 0 < 
 < 1, there is a 0 < 
 0 < 1 and a c > 0 so that there is a polynomialtime G : f0; 1gcn ! f0; 1gn�n which is a (2
n; 2
0n; 2�
0n; 1=3) direct product generator.The proof of this theorem is in Sections 3 and 4. As explained above, it establishes our hardnessversus randomness trade-o� Theorem 2.4. The proof will actually give the more general construc-tion, with the above being a special case.Theorem 2.13 For any s; �; � there is a polynomial time G : f0; 1gm ! (f0; 1gn)k, which is an(s; s0; �; �)-generator with k = O(�(log �)=�), s0 = ps(��=n)O(1) andm = O(Minfn log ��1; n2= log sg.Despite the tightness of our generator for the parameters of interest, the above leaves a gap toclose. We conjecture that the bounds above can be achieved for all s; �; � with m = O(n).5



3 The Card Guessing Game: A new proof of the direct productlemma3.1 The Card GameThe XOR Casino o�ers the following game. A sequence of k cards each labelled either 0 or 1 isput on the table facing down. The cards are chosen by the casino, with the only restriction beingthat (by gambling laws of the state of Nevada) they must all be 1 with probability p. One card ischosen at random, and the casino turns over all cards except that one. You must guess the value ofthe chosen card, and recieve pay-o� of $1 if your guess is correct. What is the value of this game?The correspondence with the direct product lemma is, intuitively, as follows. Let g be a booleanfunction. We want to use an algorithm A advertised as having a probability p of computinggk(x1; ::xk) to get an algorithm A0 that predicts g on a single x. We know that A gets all k answerscorrect with probability p. But when A does not get the answers all correct, then the answers itgives might be anything, so we assume they are picked adversarily (by the \casino"). The valueof the i'th \card" is 1 when A predicts g(xi) correctly, 0 otherwise, so we know all are 1 withprobability p. We \pick" a card i by setting xi = x, and \turn over" the other cards by havingthe values g(xj) as \advice" (if we are in a non-uniform model of computation) or by choosing xjin a way so that we can compute g(xj) (in cryptographic settings.) A0 will then incorporate ourstrategy for the card game to get a strategy for either believing or disbelieving the prediction ofg(x) = g(xi) given by A.We will give an almost optimal strategy for the card guessing game, and then formalize theabove intuitive correspondence. Observe that if the casino, when not making all cards 1's, �xes thevalues as independent coin tosses, your probability is at most p + (1� p)=2 = 1=2 + p=2. Indeed,a slightly more careful distribution allows the casino to do a bit better, and reduce your successprobability to 1=2+p=2�2�(k�1) . We will show that you can get a pay-o� quite close to this upperbound, and get the answer correct with probability 1=2 + p=2� 2�k=3.Let �a = (a1; a2; � � � ; ak) 2 f0; 1gk denote the random sequence chosen by the casino, and letI 2R [k] be the picked card. Consider the following strategy S: Let t be the number of cards yousee marked 0, i.e., the number of j 6= I with aj = 0. S guesses 1 with probability 2�t, and otherwiseguesses 0 or 1 uniformly at random. (The overall probability of guessing 0 is (1� 2�t)=2 and thatof guessing 1 is (1 + 2�t)=2.)Theorem 3.1 For any distribution on �a which is equal to 1k with probability at least p,Pr[S = aI ] � 1=2 + p=2� 2�k=3.Proof.Let �a be a �xed sequence of cards. Clearly, if �a = 1k, then S always guesses correctly. We'llshow that, for any other sequence, the conditional probability that S guesses correctly is at least1=2� 2�k=3.Let T denote the number of coordinates i in which ai = 0. Then with probability T=k, aI = 0,and the obseved number of 0's is t = T �1. In this case, S outputs 0 with probability (1�2�t)=2 =1=2� 2�T . In the other case, which occurs with probability 1� T=k, aI = 1, we see all T 0's andoutput 1 with probability (1+2�T )=2 = 1=2+2�T+1. Thus, the overall probability that S outputsthe correct answer is 1=2+ 2�T ((1� T=k)=2�T=k) = 1=2+ 2�T (k�3T2k ): If T � k=3, this is at least1=2, and if T < k=3, it is at least 1=2� 2�T � 1=2� 2�k=3.6



Thus the overall probability that S gets the right answer is at least p+ (1� p)(1=2� 2�k=3) �1=2 + p=2� 2�k=3. 2.We shall actually need a small variant of the above game. In the variant game, the casino picks,in addition to �a, a subset K of k0 cards (which can depend on �a). The casino does not reveal K toyou, but does give you a uniformly chosen element I 2 K. You get to see the values of all cardsexcept aI and try to predict aI . (Intuitively, K represents the \hard" instances of the problem.)The player can still use the strategy S described above, and a similar calculation shows:Theorem 3.2 For any distribution on �a and K so that �a = 1k with probability at least p ,Pr[S = aI ] � 1=2 + p=2� 2�k0=3where I is a uniformly random element from K.3.2 (Yet Another) Proof of the XOR LemmaThree completely di�erent proofs of the XOR lemma are known [20, 16, 12], with the last referencecontaining a survey of all three. We are now ready for our new proof, after which we discuss itsbene�ts for the purpose of derandomization.Proof. (of Theorem 2.9) Let q(k; �) be the probability that if k independent coins are tossed eachwith probability � of heads, fewer than �k=2 heads are tossed. Then there is a constant 0 < c < 1=6so that q(k; �) � 2�c�k . Pick k = (� log �+3)c� = O(� log �� ) . Then q(k; �) � �=8, and, since c < 1=6,2�k�=6 � �=8. We'll show the contrapositive of the statement in Theorem 2.9: If SUCs0(g(k) � �,then SUCs(g) � 1� � for some s = s0nO(1)(��O(1))Assume SUCs0(g(k)) � �, and let C be a circuit achieving this success probability. We shall use itto construct a distribution on circuits F of approximately the same size, for which ExpF [ADV HF (g)] >�=2� 2�
(�k) for any subset H of inputs with jH j � �2n.Then it follows that taking t = O(n=�2) samples from this distribution F1; :::Ft , Maj(F1; ::Ft)(the Boolean majority function of the samples) is likely to predict f correctly on all but an at most� fraction of inputs, contrary to the hardness assumption.The distribution on F is merely implementing the strategy S of the previous section using�a = 1k � C(�x)� g(k)(�x).Consider the following distribution on probabilistic circuits with one n-bit input x. I 2 [k]is chosen uniformly at random, and for each J 6= I , xJ is chosen uniformly. F sets xI = x andsimulates C(�x). F then computes t, the number of J 6= I where the J 'th output of C(�x) di�ersfrom g(xJ). (Here, we are interested in non-uniform complexity so g(xJ) is given as advice; wecould also modify the argument for the uniform cryptographic setting since there xJ = f(yJ) andg(xJ) = b(yJ) can be generated together from a common random input yJ .) F outputs the I 'thoutput of C(�x) with probability 2�t and otherwise outputs 0 or 1 with equal probability.Lemma 3.3 Let H � f0; 1gn; jH j � �2n. Let q = q(�; k). Then ExpF [ADV HF (g)] > �=2� (1:5)q�(2)2��k=6 � �=16 .Proof. Without loss of generality, assume jH j = �2n. (If not, apply the result to a randomH 0 � H of the above size.) Consider the distribution on x1; :::xk chosen by F given that x 2 H .Any sequence x1; ::xk with s elements from H has s values of I for which it can be chosen by F .Thus, the probabilities of such vectors are proportional to s, and since the average value of s is �k,the exact probability is s=(�k) times the probability in the uniform distribution.7



Now, there are at least a �� q fraction of such tuples so that both s � �k=2 and C(�x) = gk(�x).For each such sequence, the probability that it is chosen by F given x 2 H is at least 1/2 theprobability that it is chosen under the uniform distribution. Therefore, the probability that Fsimulates C on such a tuple is at least (� � q)=2. Note that given that F simulates C on �x, I isuniformly distributed among the indices i with xi 2 H .Consider the following casino strategy for the variant card-guessing game, with k0 = �k=2.I; x1; ::xk are chosen as F does, given that at least k0 indices i have xi 2 H . The casino sets ai = 1if and only if the i'th bit of C(~x) is g(xi). The casino picks a subset K of k0 such indices withI 2 K at random. >From the above discussion, the casino sets each ai = 1 with probability at least(�� q)=2, and I is uniformly distributed in K. Thus, the payo� of the casino when the strategy Sfrom Theorem 3.2 is used is at least 1=2 + (� � q)=4� 2k0=3. Also, given that x1::xk has at leastk0 elements of H , this payo� is equal to the probability that F (x) = g(x), the expected successprobability for F . Since the probability that x1; ::xk does not have its quota of elements from H isat most q=2, the expected success probability for F is at least 1=2+ �=4� 3q=4� 2k0=3, and so theexpected advantage is at least �=2� 3q=2� 22k0=3, as claimed. 2Let H = fxjProbF (F (x) = g(x)) < 1=2 + �=32g. Since the expected success probability ofF on H is the average of the probabilities used to de�ne H , Exp(AdvHF (g)) < �=16. Thus, fromLemma 3.3, jH j � �2n. Standard arguments show that for t as mentioned earlier, if F1; ::Ft arechosen independently, Maj(F1; :::Ft)(x) = g(x) for all x 62 H with high probability. Thus, thereare F1; ::Ft so that Maj(F1; ::Ft) achieves success probability 1� �. This function will have circuitsize O(ts0) = s0nO(1)��O(1) as claimed. 24 Direct product lemmas for pseudo-random distributionsIn this section, we present some general conditions on a pseudo-random distribution on x1; ::xk sothat the proof of the direct product theorem from the last section goes through basically unchanged.Note that the argument from the last section basically used the independence of the xi in twoways;� For any H � f0; 1gn, jH j � �2n, with high probability, the number of xi 2 H is at least somek0 = 
(k).� It is possible (and computationally feasible) to �x the values of all the xJ ; J 6= I while leavingxI free to be any value.Of course the last condition really does force true independence. However, if instead of xJ beingcompletely �xed, xJ could be restricted to a relatively small set of possibilities, we could still storeg(xJ) for each possible xJ . This motivates the following de�nition:De�nition 4.1 Let Gn : f0; 1gm ! (f0; 1gn)k be a polynomial time computable pseudo-randomgenerator. We say G isM-restrictable if there is a polynomial-time computable function h(i; x; �); h :[n]�f0; 1gn�f0; 1gm ! f0; 1gm, with the following properties. For any inputs i; x; �, let G(h(i; x; �)) =x1; ::xk.� For any i and uniformly chosen x,�, h(i; x; �) 2 f0; 1gm is uniformly distributed.� For any i; x; �, xi = x.� For any i; j 6= i; and �, there is a set S � f0; 1gn, jSj � M , so that for any value of x,xj 2 S. 8



We also need to quantify the �rst, statistical use of independence:De�nition 4.2 We say that a pseudo-random generator G producing a distribution x1; ::xk on(f0; 1gn)k is (k0; q; �)-hitting if for any sets H1; ::Hk � f0; 1gn; jHij � �2n we have Prob[jfijxi 2Higj < k0] � q.One nice feature of the above de�nitions is that, if we can �nd two pseudo-random generatorsthat satisfy them separately, we can merely take the bitwise XOR of the two to get a singlerestrictable, hitting distribution. This is formalized as follows:De�nition 4.3 Let x � y denote the bit-wise xor of the two strings. Let G(r); G0(s) be pseudo-random generators with outputs in (f0; 1gn)k, G(r) = x1; ::xk and G0(s) = y1; ::yk. Then de�ne thepseudo-random generator G� G0 by (G� G0)(r; s) = x1 � y1; :::; xk� yk.Lemma 4.4 Let G(r); G0(s) be polynomial-time pseudo-random generators with outputs in (f0; 1gn)k.� If G is (k0; q; �)-hitting then G�G0 is (k0; q; �)-hitting.� If G0 is M -restrictable then G� G0 is M -restrictable.Proof.� Let H1; ::Hk � f0; 1gn; jHij � �2n be given, and �x y1; ::yk. Let H 0i = Hi � yi; clearly,jH 0ij = jHij. Then xi � yi 2 Hi () xi 2 H 0i, so applying the hitting condition for G toH 01; ; ::H 0k gives us a bound on the hitting probability of G� G0.� Let h be the restricting function for G. Let G(s) = y1; ::yk. Then let h0(i; x; � � s) =(h(i; x� yi; �); s). It is easy to check that h0 is a restricting function for G� G0 .We now show that these conditions are su�cient for a direct product theorem to hold for agenerator:Theorem 4.5 Let s be a positive integer and let G(r) : f0; 1gm ! (f0; 1gn)k be a (�k; q; �)-hitting, M -restrictable pseudo-random generator, where q > 2��k=3 and s > 2Mnk. Then G isa (s;
(sq2(n�O(1))); O(q); �)-direct product generator.Proof.Let � = (4(�=�) + 1)q, We give a probabilistic construction which takes a circuit C that hassuccess probability � for g(k) � G and outputs a circuit F of size O(jCj + kMn) whose expectedadvantage on any H; jH j � �2n is at least q. We then take the majority of O(n=q2) such circuits.The construction is based on the strategy for the variant card guessing game, and is similar tothe previous section. We pick I from 1; ::k uniformly at random, and select �0 at random. Letx1; ::xk = G(h(I; x; �0)), For each j 6= I , we construct (non-uniformly) a table of g(xj) for any xjthat is a possible output of h(I; x; �0) (as we vary over x). There are at most M such values. Ourcircuit F , on input x simulates C on h(I; x; �0). It then (via the tables) computes t, the numberof indices j 6= I where the j'th output of C di�ers from g(xj). F outputs the i'th output of C withprobability 2�t, and otherwise outputs a randomly chosen bit.Lemma 4.6 Let H � f0; 1gn; jH j � �2n. Exp(AdvHF (g)) � q9



Proof. Let x 2 H be uniformly chosen. Let u be the number of xi 2 H . As in the previoussection, the probability of a sequence x1; ::xk given that x 2 H is u=(�k) times its probability ofbeing output by G(r). The probability, for a random G(R), that u � �k and that C(r) = gk(G(r))is at least ��q = 4�=�q from the hitting property of G and the success probability of C . Thus, thecorresponding probability that u � �k and C succeeds, for x1; ::xk constructed by F on a randomx 2 H , is at least (�� q)�=� = 4q, since each such sequence has at least �=� of its probability underG(r). Also, r = h(I; x; �0) is independent of I so given r (and hence x1; ::xk), I is a uniformlydistributed index so that xI 2 H .So again, the expected success of F on x 2 H given that u � �k is the same as the expectedadvantage of S on the variant game with k0 = �k when the casino sets aj = 1 i� the j'th outputof C is g(xi), and picks K to be a random set of k0 positions i with xi 2 H . >From the above,the probability p that all the ai are 1 is at least 4q. So by Theorem 3.2, the expected successprobability of F given u � k0 is at least 1=2 + p=2� 2��k=3 � 1=2 + 2q � 2�k=3 � 1=2 + q. Then,since u � k0 with probability at least 1� q, the overall expected success probability of F is at least(1� q)(1=2 + q) � 1=2 + q=2, which yields the claimed advantage. 2Thus, there is at most a � fraction of x where F has expected probability < 1=2+q=2, and takingthe majority of O(n=q2) circuits F gives a circuit that predicts g(x) on all x not in this fraction.Each F has size approximately O(jCj+kM), so the combined circuit has size O((jCj+kMn)n=q2).Thus, if jCj � s0, there is a circuit of size � s that has success probability at least 1 � �, acontradiction. 25 Examples of hitting and restrictable generatorsIn this last section, we reduced the question of constructing a direct product generator to that of(separately) constructing hitting and restrictable generators. Here, we present a well-known exam-ple of each type, and combine them. This completes the proofs of Theorem 2.12 and Theorem 2.13.5.1 Expander Walks: a hitting generatorDe�nition 5.1 Fix an explicit expander graph G on vertex set f0; 1gn, of constant degree (say 16)and small second eigenvalue (say < 8) [22]. Let the generator EW : f0; 1gn� [16]k�1 ! (f0; 1gn)kbe de�ned by EW (v; �d) = (v1; v2; � � � ; vk) where v1 = v and vi+1 is the dith neighbour of vi in G.Note that this generator uses a seed of length m = n + O(k). It was �rst considered in [1].The ampli�cation property of this generator, formalized below, asserts that with exponentially highprobability, many of these k pseudo random points will satisfy arbitrary large events.Theorem 5.2 [9, 19] For every k � n, the above generator is (k=10; 2�k=10; 1=3) hitting.5.2 Nearly Disjoint Subsets: a restrictable generatorThis generator will in general use more than O(n) bits, but for the parameters of interest inTheorem 2.12 uses only O(n) bits. The number of bits given in Theorem 2.13 for general circuitsize will follow from the seed length here, and any improvement should circumvent this construction.We mention that this is impossible to do by simply building more e�cient restrictable generators![18] use entropy arguments to prove that the bounds below are tight for any construction.Let M be given, let 
 = (logM)=n; i.e., M = 2
n, and set m = 2n=
. In this section, weconstruct an M -restrictable generator using O(m) bits. Unfortunately, O(m) bits is necessary for10



such a generator. Thus, the direct product generator we construct is only useful when s > M >2O(p(n)); otherwisem is larger than the number of bits in O(log s) independent instances. However,if we are dealing with exponentially hard functions, M = 2
(n) and so m = O(n).De�nition 5.3 Let � = fS1; :::Skg be a family of subsets of [m] of size n. We say � is 
-disjointif jSi \ Sj j � 
n for each i 6= j. Let r 2 f0; 1gm and S = fs1 < s2 < :::sng � [m]. Thenlet the restriction of r to S, rjS, be the n-bit string rjS = rs1rs2 ::rsn. Then, for a 
-disjoint �,ND� : f0; 1gm� ! (f0; 1gn)k is de�ned by: ND�(r) = rjS1 ; rjS2; � � � ; rjSk.Lemma 5.4 There is a polynomial time probabilistic algorithm that for any 
 > 0; n; k = O(n)and m = 2n=
, produces, with probability 1 � 2�
(n), a 
-disjoint family of k subsets of [m] eachof size n, and uses O(m) bits.Proof. Let p = �mn� � 2m and encode (e�ciently and 1-1) the n-subsets of m by the integersmodulo p. Pick n numbers in Zp so that they are individually uniform and pairwise indepen-dent [9],[8] and let the Si's be the sets encoded by these numbers. The probability that, fortwo independent sets S and S 0 of size n, their intersection is more than twice the expected sizem(n=m)2 = n2=m = 
n=2 is exponentially small. Thus, since the Si's are pairwise independent,this exponetially small amount times nk bounds the probability that any jSi \ Sj j > 
n for i 6= j.)2Lemma 5.5 If � is 
-disjoint, then ND� is M = 2
n-restrictable.Proof. For i 2 [n]; x 2 f0; 1gn; � 2 f0; 1gm�n, let h(i; x; �) be the string r 2 f0; 1gm with rSi = xand rSi = �. Fix i , j 6= i, and �. Since jSj \ Sij � 
n, and since the output of ND(h(i; x; �)) isdetermined in all bits not in Si, there are only 2
n possible values for xj , found by varying all bitsin Sj \ Si.5.3 The Direct Product (and XOR) Generator XGThe generator we use to \fool" the XOR lemma is the simplest combination of the two generatorsabove - we take the componentwise exclusive-or of their outputs. We describe here only the choiceof parameters required by Theorem 2.12.De�nition 5.6 Let n be a positive integer, and let 1=30 > 
 > 0. Let k = n in EW , and let 
 0 =
=4, and let m = 2n=
 0. With the parameters above, we de�ne the XOR generator XG(r; r0; v; �d) asfollows: Use r to select �, a 
 0-disjoint family of subsets of [m]. Then XG[r; r0; v; �d) = ND�(r0)�EW (v; �d).We ignore the possibility that � is not 
 0-disjoint, since this happens only with exponentiallysmall probability.We can now prove Theorem 2.12:Proof. We need to construct a (2
n; 2
0n; 2�
0n; 1=3)-direct product generator whose input lengthis O(n). We claim that XG is the desired generator. First note that jrj = O(n), jr0j = m = O(n),jvj = n, and j �dj = O(k) = O(n). So the input to G is O(n) bits.By lemma 5.5 , Theorem 5.2, and Lemma 4.4,XG isM = 2
0n-restrictible, and is (n=10; 2�n=10; 1=3)-hitting. Then by Theorem 4.5, XG is a (s; O((s�Mnk)q2=n); O(q); 1=3)-direct product generatorfor any q > 2�k=30. In particular, for s = 2
n, q = 2�
0n,XG2 is a (2
n; 2(
=2)n=nO(1); O(2�
0n); 1=3)-direct product generator. 11
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